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practical feasibility and effectiveness in achieving a baseline cybersecurity posture
under constrained resources.

The following conclusions can be drawn from this research: 1) existing
information security frameworks exhibit a systemic gap with the actual needs of
SMBs, making their full implementation impractical under resource constraints; 2)
the proposed framework provides a practically achievable path to baseline
cybersecurity, bridging the gap between academic standards and the real capabilities
of small businesses; 3) prioritizing organizational security measures over technical
ones is the key principle of effective cybersecurity for SMBs; 4) a phased approach
with a 30/90/180-day horizon enables enterprises to systematically build their security
posture in accordance with available resources.
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ExcrioHeHIiiHe 3pocTaHHS OOCATIB JaHMX 3 BIJKPUTHX JUKEpeNl BHMarae
neperJisity MiaXoAiB 0 3a0e3nedeH s KoprnopaTuBHoi Kibepoesneku [1]. Tpaxuuiitai
METOAHM MOHITOPHHTY JEMOHCTPYIOTh HU3BKY €()eKTHBHICTh, OCKUIBKH (Pi3HUHO HE
3[IaTHI BIIOpATHCS 3 MOTOKaMH iH(opMmarii Ta reHepyloTh 0arato XUOHUX TPHUBOT.
ABTOMATH3aIlisl MIATOTOBKM KiOepaTak 3J0BMHCHHUKAMH 3yMOBIIOE MOTpeOy B
CHMETPHYHHUX DIIICHHSX, [0 POOMTH NMPEBEHTHBHY CTPATEril0 OE3MeKH KPUTHYHO
BOXIMBHUM (pyHIaMeHTOM ai1s OizHecy [2].

Meroto poGoTtn € po3poOka aBromarm3oBanoro iHctpymenta OSINT, skwii
BHKOPHUCTOBYE TEPEI0BI apXiTEKTypH IITYYHOTO iHTENEKTY, 30KpeMa OaraToareHTHi
mozmeni Ta Retrieval-Augmented Generation (RAG), xan1 BusiBICHHS Ta
KOMIIJIEKCHOT'O aHajli3y BEKTOPIB 3arpo3.

J10 KITFOYOBHX BEKTOPIB 3arpo3 HAJIEKaTh: 1) eKCIUTyaTallis 30BHIITHBOT MOBEPXHI
ataku (tiHpoBe [T); 2) rimboxke HI-npodinroBaHHs A7 aTak COLiaNBHOT iHXEHEPIT;
3) MacoBi BUTOKM KOHQIICHIIHHIX TaHUX y MyOIIYHUX PENO3UTOPIfX.

HaykoBa HOBHM3Ha MOCITIDKEHHS TIojsirae B iHTerpamii 0OararoareHTHOT
apxitektypu LangGraph i3 Benmkoro MoBHOI0 Mojesutio Gemini 3.1, sika BUCTyTIa€ K
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LEHTpaJbHE KOTHITHBHE SAPO JUIL OpKecTpamil po3BigyBaJbHOrO IHKIYy [3].
3anponoHOBaHO TiOpUAHY MaTEeMaTHYHY MOJENb KiTbKICHOI OIIHKH KiOeppu3uKy
(CRQ), mo noenHye AETEpMiHOBaHI METPHKH 3 METOJAMH HEKOHTPOJILOBAHOTO Ta
aHcaMOJICBOr0 MallIMHHOTO HaBYaHHS [4].

3actocynok peanizoBano MoBoio Python (FastAPI, Celery, Redis). KouBeep
00poOKy maHux BKIIO4Yae Tpu aBToHOMHI LlII-arenTn: possionux (30ip maHuX Ipo
cyOlOMeHN), acenm 30azauennss (MamyBaHHs BpasnuBocteid yepe3 APl Shodan i
Censys) Ta aeenm oyinku (MJACYMKOBHH aHami3 3a mapagurmoio ReAct). Moxyis
RAG 3pilicHIOE CeMaHTHYHHH HOIIYK y BeKTopHiH 6a3i FAISS, mo mictuts 3BiTH
Threat Intelligence, yHEMOXITHBIIIOIOYN alTOPUTMIYHI FaTIOLHHALIT MOJIEIT.

MaremaTrn4Ha MOJIeTb OOYHCITIOE 3arajbHIH NOKa3HUK KiOeppH3nKy R; Ha OCHOBI
KoMOiHamii 3aJ0KyMEHTOBaHUX BpasiauBocTeil, yactoTu crpod atak (TEF), 6a3oBoi
OIIIHKY BTpAT BiJl KOMIIPOMETAIIil aKTHBY, JHUHAMIYHOTO KOe(iIlieHTa KPUTHYHOCTI, a
TaKOX KOPUTYBAIBHOTO (aKkTOpa BIUIMBY aJTOPUTMIB MAIIMHHOTO HABUAHHS Fy;.
Jns pospaxyHky dakropa Fy; interpoBano amroputMm Gradient Boosted Decision
Trees (GBDT) mnst xnacudikanii akTUBIB Ta mpocTopoBy Kiactepusanito DBSCAN
UL IeTeKTyBaHHS aHoMainiil TiHpoBoro IT.

Ha ocHoBi koHTponbHOT BHOipkH 3 moHax 70 000 3amuciB BH3HAYCHO BaroBi
koedimientn Mopnem. [[ns 3abesnedyenHs mposopocti pimeHs (Explainable Al)
noOynoBaHo rpadik BaxiauBocTi o3Hak anroputmy GBDT (puc. 1). Bin no3Bosse
KiJTbKICHO OI[IHUTH BIUIMB KOHKPETHHX TEXHIUYHHX apTe(akTiB (Bpa3inBOCTEH,
BIIKPUTHX IOPTiB) Ha (opMyBaHHS KOpUTyBaIbHOTO (aktopa Fy; y 3araipHii
MOJIEJTi OLIHKH KiOeppU3HKY.
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Puc.1. I'pachix BaXxIMBOCTI O3HAK

Anani3 rpadika nokasye, 1o Haif0inbI BaroMuM (HaKkTopoM PH3UKY € HasBHICTD
3a¢ikcoBanux CVE (Bara 0,38), Toxi sik Binkputi kputruni noptu (0,25) Ta BUsBIEHI
anomaunii TinpoBoro IT (0,18) mocigaioTh HAacTymHi 3a 3HauyIIicTIO mo3uuil. s
HOPIBHSHHS, JiHIMHI Mozenmi, Taki sK JIOTICTUYHA perpecis, MPOJEMOHCTPYBAIN
3HAYHO Tipmi moka3Huku knacudikamii (F1-score Ha piBHi 0,74) yepe3 He3IaTHICTH
e(heKTHBHO (IKCYBaTH CKJIAJHI NMPHXOBaHI 3B'I3KM MK TEXHIYHUMH aTpUOyTaMU
MepexxeBux akTuBiB [4]. BomHouac amroputmM GBDT 3abesmeunB MiHIMi3aIito
XUOHUX TPUBOT 3aBASKH BOYJOBAaHMM MeXaHi3MaM poOOTH 3 (parMeHTapHHMHU
JaHUMU Ta iIHPOPMALIHHIM IIIyMOM.

HackpizHe TecTyBaHHS pO3pOOJCHOr0 MPOTOTHIY HAa MNPHKIAAiI peanbHOl
iHppacTpykTypu (momeH op.edu.ua) MIATBEPAWIO BHCOKY CTaOUIBHICTH Ta
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00YNCITIOBAIEHY TTOTYKHICTh apXiTEKTYpH, sIKa 3/1aTHa Oe3nepediifHo 00po6IsTH 10
10 000 atomapuux OSINT-3amuTiB Ha TOAMHY. 3aBASKH CHHEPrii MaTeMaTH4HOL
MOJIeNIi Ta IHTENEKTyaJbHUX areHTiB, €KCIEePHUMEHTaJIbHA TOYHICTH ileHTU(IKaIi]
3arpo3 gocsria 93,3%, a inrerpanpHuil mokasuuk F1-score cxias 0,92. Kpim Toro,
ABTOMATH3allisl MOBHOIO JKUTTEBOTO LUKIY PO3BIAKM JO3BOJIMIA CKOPOTHTH 4ac
06pobku 1 I'B HecTpykTypoBaHHX HaHHWX 3 2-4 roauH 1o 5-10 XBmMH (TIpupicT
mBuAKoil y 12-48 pasis).

OTxe, Takuil MiOXiJ CyTTEBO 3MEHIIYE HaBaHTA)XEHHS Ha aHANITHKIB Security
Operations Center (SOC) mijg 9ac py9HOTO COpTyBaHHs Noiii (Ha 58%) Ta mormomarae
aBTOMAaTH4YHO (HOpPMyBAaTH KOHKPETHI pEKOMEHIaIli IOAO 3axXHUCTy IepHMETpa,
3abe3nedyioud epeKTHBHHI Mepexil KOMMaHid [0 HpPOAaKTHBHOTO YIPaBIiHHS
KOpPIIOPaTUBHUMH KiOeppU3HKaMU.
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MeTtoa mnppyBaHHA HA OCHOBI 301/IbIIIEHHS KiJILKOCTI MOJYJIIiB Yy
cHCTeMi 3aJIMIIKOBUX KJIaciB
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VY cy4yacHuX KpunrorpadiuHHX CHCTeMax BRXJIMBHM 3aBIAaHHSM € ITiJIBUIICHHS
CTIHKOCTI anropuTMiB mH(pyBaHHs 6€3 ICTOTHOTO 3HWKEHHS IXHBOT IPOTyKTHBHOCTI
[1]. OmauM i3 MEepCHEeKTHBHUX HATPSIMIB PO3B’SI3aHHS 1€l 3a1adi € BUKOPUCTaHHS
cucremu 3aminkoBux kiaciB (C3K), sika mae 3Mory nogaBaTH YUCIIOBI JJaHi Y BUTIIS I
HaOOpy 3aJHIIKIB 32 CHCTEMOIO MOMApHO B3aeMHO TpocTux MoxyiniB [2]. Takuit
MiAXig 3a0e3rnedye He3aNeKHICTh OOYMCICHb 3a KOXKHHM MOJYJIEM 1 CTBOPIOE
HepeayMOBH JUTs TOOYIOBH IIBHIKOAIIOYNX KPUNTOrpadivHMX MEpeTBOPEHb.

Knacnune nmmgpysanns B C3K rpyHTyeTbcsl Ha NpPEACTABIEHHI BiIKPUTOTO
TEKCTY SIK HA0OPY 3aJIMILKIB Ta MOAAJIbLIOMY BiJTHOBJICHHI BiIMOBITHOTO IECATKOBOTO
Ypcia 3a JOMOMOTOI0 KHTakchkoi Teopemu mpo 3amuiukd (KT3). V rakiii cxemi
MOIyJ € KIIOYaMHd, a KPHITOCTIHKICTh ICTOTHO 3aJIe)KHUTh BiJl CKIAJHOCTI iX
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