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CrTpiMKMH pPO3BUTOK TEHEpaTUBHUX MOJENeH IPH3BIB 0 MOIIMPEHHS
qunQedkoBUX 300pakeHb, [0 CTAHOBITH 3arpoly iHdopmariiHii Oesmeri,
OuQpOoBii IJEHTHYHOCTI Ta AOBIpi O MyJNbTUMEIIHHOTO KOHTeHTy. I[IpakThka
MOKa3y€, IO HAaBiTh BHCOKOTOYHI JETEKTOPH MOXYTh ICTOTHO 3HIKYBAaTH
WMOBIpHICT KOpPEKTHOI Kiacudikamii mpu IMepexonai M0 AaHWX, BiAMIHHHX Bif
HaBYAIBEHOTO Habopy. ToMy aKkTyalbHIM € TOCTIPKEHHS MXKIATaCETHOTO TIEPEHOCY
Mojeneil BusBICHHS AnNQeiKkiB OIS pearbHOrO  3aCTOCYBAaHHS — CHCTEM
KOMIT IOTEpHOTO 30pY.

Mertoto po6OTH € JIOCIHiKEHHsI BIUIMBY XapaKTEPUCTHUK HaBYaJIBHOTO HabOpy
JaHUX Ha KOPEKTHICTh BHSBICHHS JUN(EHKOBHX 300paKeHb  MOJEILIIO
ResNetSECBAM. HaykoBa HOBH3HA IOJATa€ y JABOCTOPOHHBOMY IIOPIBHSHHI
neperocy Mk DFFD [1] ta HiDF [2], a Tako y nepeBipIli BIUIHBY iX 00’ €JHaHHSA.
Mogens moOymoBaHo Ha 0a3i ResNet-50 3 mexanismom yBaru CBAM [3], mio
MOCHITIOE 1H)OPMATHUBHI KaHAITBHI Ta IPOCTOPOBI O3HAKH.

byno npoBeneno tpu excnepumentd: HaBuaHHs Ha DFFD 3 TectyBaHHsIM Ha
HiDF, naBuanns Ha HiDF 3 tectyBannsm Ha DFFD Ta HaB4aHHs Ha 00’eqHAHOMY
Habopi DFFD-+HiDF. 3a mifncymMKoBUM po30UTTsIM BuKopucTano 62 260 300pakeHb
DFFD (50 638 wmaBuampHHX, 5 626 Bamigamiiiaux, 5 996 TectoBmx) Ta 69 828
300pakerb HiDF (48 879 naBuanbuux, 6 982 Bamigariitaux, 13 967 TecToBuX), TOOTO
132 088 300parkeHb 3aralmoM. Y TpPeTbOMY EKCHEPHMEHTI HaB4albHa BHOiIpka
cranoBmia 99 517 306paxens (50 638 DFFD i 48 879 HiDF), Baninamiitaa — 12 608
(5 626 DFFD i 6 982 HiDF), a TectoBa — 19 963 (5 996 DFFD i 13 967 HiDF); yci
TECTOBI 300pakeHHs Oy BIIKITaJJCHUMH i He BUKOPHCTOBYBAJIHCS ITi/1 YaC HAaBUAHHS.
OriHoBaHHS MpOBOAMIIOCS 3a MeTpukamu Accuracy, Precision, Recall, F1-mipa ta
AUC.
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Tabmuns 1
ITincymkoBi pe3ynsTaTi TecTyBaHHS ResNetSECBAM
Hapyanus
TTokasHuk Hauanns DFFD, Hapuanns HiDF, | DFFD+HiDF,
kacuikamii tectyBanHsg HiDF | tectyBanns DFFD | tectyBaHHS
DFFD+HiDF
Tounicts (Accuracy) 0.7428 0.2218 0.9845
Burynicrs 0.7969 0.1761 0.9805
(Precision)
IToBHoTa (Recall) 0.7171 0.9980 0.9842
F1-mipa 0.7549 0.2994 0.9823
ITnoma nig ROC-
xpiBoio (AUC) 0.8320 0.7538 0.9968

Pe3yspraTi eKkcriepiMeHTIB BioOpaxkeHo B Tabi. 1 Ta Ha puc. 1.
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Puc. 1. lopiBusnus F1-mipu Ta AUC y TppOX eKcriepuMeHTax

Ha ocHOBi aHamizy pe3ynbTaTiB HPOBEICHUX EKCIIEPHMEHTIB MOYKHA 3pOOHTH
HACTYTIHI BUCHOBKH:

1)

2)

3)

HaBuaHHA Jime Ha DFFD 3a6e3nednno nomipauit neperoc Ha HiDF:
Fl-mipa cranouna 0.7549, AUC — 0.8320, a KigbKicTh XHOHHX
CIpalIoBaHb 1 MPOMyLIEHUX MHinpoOok nopiBHioBana 1410 ta 2183
Bi/INOBIIHO;

y 3BOPOTHOMY HampsiMi HepeHoc BuUsBHMBCS ciabmum: F1-mipa
nopisHioBana 0.2994; Monens mpomycTWwia Jumie 2 MmiapoOKH, MPOTe
chopmyBasa 4664 XuOHI cHpalfoBaHHS, TOOTO MacoBO BiJHOCHIIA
peainbHi 300paxeHHs 1o kiacy fake;

HaMKpaIuii pe3yIbTaT OTPAIMaHO y TPETboMy eKkcriepuMenTi: F1-mipa
cranoBuaa 0.9823, AUC — 0.9968, kinbKicTh XHOHUX CIIpaIOBaHb —
171, a npomymenux migpodok — 138.

OTpuMaHi pe3ysbTaTH CBiAYATh, IO PI3HOMAHITHICTh HABYATHLHHUX HPHUKIAIIB €

BAXXJINBUM

YUHHAKOM (OPMYBaHHS y3aralbHEHHX O3HaK. IMOBIpHO, Kparumii

nepeHoc Mojeni, HaBueHoi Ha DFFD [1], yacTkoBo MOB’si3aHMH 3 KITBKOMa THITAMHU
reHeparii y nmpomy Habopi. BomHouac Ha pe3ysbTar BIUIMBAIOTH 1 JUKEpeia pearbHUX

300pakeHb,

TOOTO TIOXOJDKEHHS OpHTiHAIBHUX (OTO, yYMOBM IX OTPHUMaHHS,

~112~



The 15™ International Scientific Conference «ITSec» May, 27-29 2026

pO37inbHA 37ATHICTH 1 momepemHs oO0poOKa, sIKi MOXKYTb 3MIHIOBAaTH CTAaTHCTHKY
Kiacy real.

TakuM YMHOM, BUCOKI BaJiJalliiiHi METPHKH BCEPEAMHI OJTHOTO HAOOPY MOXKYTh
CTBOPIOBATH XWOHE YABJICHHS IO NMPAKTUYHY NMPHUIAATHICTH AeTekTopa. O’ eqHaHHS
PI3HOPiZHUX IDKepen JaHUX ICTOTHO IHiJBHUINYE€ KOPEKTHICTh  BHSBICHHS
mundeiikoBux 300paxens Monemno ResNetSECBAM 1 moxxe OyTH OCHOBOIO IS
MOJANBIINAX JOCHIIKEHDb CTIMKAX CUCTEM JETEKIII.
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Claude Mythos — ozHa 3 HalimoTy>xHimuX cygyacHux moneneii L1 Big Anthropic,
[0 Ma€ 3HAYHHUI BIUIMB Ha KibepOesmneky [1, 2, 3]. OqHak BOHA HE €/MHA 3arpo3a:
iHmn nmepenoBi mozeni, 3o0kpema GPT-5.4 Cyber (OpenAl) ta Big Sleep (Google),
TaKOX BOJIOJIIOTH MOMIOHMMH MOXUHMBOCTAMH. Epa arak i3 Bukopucranusm I
HacTaja, i oprasisauii He MOXKyTh 3QJIHIIATHCS JIMIIE pEaKTHBHUMH [1].

Merta nanoi po6otu — npoananizysatu cucremy LI Claude Mythos ta BusiBUTH
OCHOBHI 3aTPO3H Ta BUKJINKH, SIKi BUHUKAIOTh Iepes 013HECOM.

Bararo xommaHiii pokamu HemodiHaHCOBYBaM KibepOe3meKy, OCKITBKH paau
IUPEKTOPIB 1 KepiBHULTBO He HanmaBaiy il mpiopurery. Lle cTBOpmiO mpuxoBaHi
cmabki micr, siki HII-iHCTpyMEHTH MIBHAKO BHSBISIOTH; JJIS YacTHHH Oi3HECIB
HACJIiIKA MOXYTh OyTH KpuTHUHUMH. OCOOJIHBO BpPa3NUBi raiay3i 3 po3raiyXKeHUMH
ornepanifHIMH TEXHOJIOTISIMA — €HepreTHKa, KOMyHalIbHI ITOCITyTH, BUPOOHHIITBO,
BOJIOITOCTAYaHHs, TPAHCIIOPT — JI¢ 6arato CHCTEM MPAIfOIOTh ACCATUIITTAME i He
HiJIATaloTh  €EeKTUBHOMY TATYMHTY. YCYHEHHSA IHBECTHLIHHOIO pO3pUBY
BAMaraTuMe 3HaYHOTO HApOIIECHHS BHUTPAT, TOII SK OUTBIIICTh OpraHi3alliil TuiaHye
JIUIIE TTIOMIpHE 3pOCTaHHs O KeTIB [1].

Mythos CTBOpIOBABCS SIK iHCTPYMEHT JUisi pOOOTH 3 BETMKMMHU KOJIOBUMH 6a3aMu
i aBTOMaTHM3aIii po3poOKH, aie caMe IIi MOKIMBOCTI POOJSATH HOrO MOTEHIITHO
HEeOe3MeYHNM: MOJIEeTb MOXKE BHSBIISITH IPHXOBAaHI HENOMIKH, IMOEAHYBATH IpiOHI
BPA3JIMBOCTI B CKJIQJHI aTakW, BiTHOBIIOBATH BUXIIHHUH KoX i3 posropuytoro I13 i,
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