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Po3pobneHo anroput™ 00'eHAHHS MOIIH i3 TeTEPOreHHUX JUKEpEN y €IXUHUH
HOpMaJIi30BaHHM MTOTIK Ta MEXaHI3M JeAyTIIKallii XMapHUX 3HaX110K. Moaens pymrist
JETeKTyBaHHs (opMaii3ye H'aTh THIIB MPAaBUI: MMOPOTrOBE, MATTEPH, BiJCYTHICTb,
KOpeJALis, MOCTiJOBHICTE. Moaenp iHIHMIACHTY peali3oBaHO K JAETEPMiHOBaHUH
ckiHueHHHH aBTOMatr M= (Q, X, d, qo, F) 13 mrictema craHamMu Ta BOYZOBaHUM
KoHTposieM SLA.

[IporpamHy peainizamito BUKOHaHO y CKJIaJ[i XMapHO-HaTUBHOI m1aTdopmu uSafe.
OcHOBHHMI MOIyNIb aHaNi3y peamizoBaHo y Mmoxyiix alert filters, alert ingest Ta
rule_engine. Takox, MoOXydb CKaHyBaHHA XMapHOi Oe3mneku, Hanpukiaag - AWS,
oxommoe 239 mepeBipok Oesmeku y 12 kareropisx. Bepudikamito amropurmis
MPOBEICHO Ha CHHTETUYHUX TECTOBUX Habopax, IO MiATBEpAWIN KOPEKTHICTh yCiX
cTafiil KoHBeepa.

Amnarmiz cratuctuku FilterStats miaTBepmxye eQeKTHBHICTE po3po0iIeHOro
KOHBeepa: pass rate ckianae ~14 %, To6To ~86 % moii BiACIIOETBCS 10 X 3amucy B
6azy nmaHux sk monii Gesmeku. Lleit pe3ynpTaT MOpiBHAHHMIA i3 MOKa3HuKamMu ML-
nigxoniB (Carbon Filter: 82-84 % [3]) 3a cyTTeBO BHIIOI JETEpPMiHOBAHOCTI Ta
MIOSICHIOBAHOCT] pimeHb. Po3poOieHi MeToau BHPOBA/HKEHO B IPOXYKTHBHOMY
cepepoBumi mnardpopmu uSafe Ta MOXYyTh OyTH 3aCTOCOBaHI y KOMEpPLIHHHX
npoaykTax kimacy MSSP.
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BusiBjieHHsI HECAHKIIIOHOBAHOTI0 IOCTYIY Ta KOMIIPOMeTauii 00, 1ikoBUX
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VK 004.056 Crenosenko IOpiit!, Inna ®anennum?, €preniii IOp’ep?

TepHoninvcokuil HayioHATbHUL MeXHIYHUU YHigepcumem imeni lIeana Ilynros,
lurastepovenko l @gmail.com, “illia.falendysh02@gmail.com, Syurev05@gmail.com

VY cydacHOMY CBIiTi BaXKO TEpPEOL[iHUTH ponb KibepOesmeku. BpaxoByrouu
KUIBKICTh ICHYIOUMX BIpYCiB, aTak Ta 3arpo3 KOMII'IOTEPHI CHCTEMH BHMAararoTh
0co0MBOT yBaru o cBoei akTHBHOCTI. CaMe TOMy CydacHi KOMIaHil 4acTo BBOASTH
B ekcruryatarifo SIEM cucTtemu, ki 3aBISKH LEHTpali30BaHOMY 300py JIOTIB Ta
EBPUCTUYHOMY AaHAJIi3y 3[aTHi BHUSBIITH aHOMallii B aKTHBHOCTI CHCTEMH Ta
noBigomsTH mpo e I'T koman1y. ['0noBHOO MPo6IeMOr0 MOAIOHHUX CHCTEM € BEJIHKa
KUTBKICTh XHOHHX CIIPAIIOBaHb - TOBEIHKA K IHTEPHET TpadiKy, Tak i KOPUCTYBaUiB
piznko GyBae cTabibHOIO Ta epedauyBaHO0, IPOTE ABTOMATH30BAHUI aJITOPUTM YH
IITYYHUH IHTEJICKT HE MOXYTh BiPI3HUTH ICTUHHI CHIPAIOBAHHS Bil XHOHHX.
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Meroto miel poboTH OyJI0 PO3TIIIHYTH KPUTHYHY JAaHKY ITOJIOHMX aHOMaiil, a
caMme IpOoaHalli3yBaTH, SKUM YHHOM BiPi3HUTH HECAHKIIOHOBAaHMHN BXiJ 0 CUCTEMH
Bif JieriTuMHOTO 3aBsKku SIEM cucremi, a Takoxk MpoaHaIi3yBaTH Cy4YacHi TEXHIKH
Ta aTaKH, 3aBJSIKU SKUM 3JI0BMUCHHKHU [IPOHHUKAIOTH Y IPUBATHI CEPBICH.

Haiinpocrimmii Ta HaileeKTHBHIIINA METOH, 1100 3aBOJIOJITH OOIIKOBHMH
JaHUMH  KopHucTyBada, ¢immHr. CydacHi  (IIMHTOBI  METOOM  BayKKO
oXapakTepu3yBaTH IIEBHUMH CIIUTEHIMH PHCAMH, aJUKE B 3aJI€KHOCTI BiJ] MiITOTOBKA
3JI0BMHCHUKA, MOCWIAHHS Yy (IMIMHTOBOMY JIMCTI OyBa€ BayKKO BiJPi3HUTH HAaBiTh
MATOTOBaHOMY KopHcTyBady. Jleski cHCTeMM 37aTHI IIOMi4aTH TIepexin 3a
MONIOHUMH TOCHJIAaHHAMH, 1 KOJM aHAIITHK NpOaHaji3ye HOro B i30IbOBAHOMY
CEpEelOBHII, Ta CIIBCTaBUTh MNPUONM3HMN dYac HATHCKAHHS Ha IOCWIAHHI 3
MiZO3PITUM BXOJAOM, CTaHE 3pO3yMiN0, IO aKayHT CKOMIpoMmeToBaHo. [Ipore
OyBalOTh BHIIAJKU, KOJH MEPEXOAM 33 MOIIOHMMH MOCHIAHHAMH HE (IKCYIOTHCS
cucreMoro. lle BinOyBaeThcss TOMy, IO HE BCi CHCTEMH KII€HTA MOXYTh MaTH
BCTAHOBJICHI areHTH, SIKi BiJCIIJKOBYIOTh MiO3PUIy aKTHBHICTH, ab0 >X B3araini
KOpHCTYBad Tepeiizie 3a MOCHIaHHIM 3 BIACHOTO, @ He KOPIIOPATHBHOTO IIPHCTPOIO.
B Takux Bumazakax, BXiJ Ha MEpIINH MMOTIIS HE BiAPI3HATHMETHCS BiJl 3BUYAHOTO.
[o-nepie, HEOOXiTHO TOCTIINTH, 3 IKOTO MPHCTPOIO BUKOHYBaBcs BXiA. [lo-apyre,
HeoOxigHO mopiBHATH ID cecii mpu 3BHYalHHX BXOAaX Ta MiA Yac MiZo3pijoro.
3a3BUyaiil OJJHA Cecisi BUIAETHCS KOPUCTYBayeBl Ha JOBOJI JOBTUH mepiof, OIMU3bKO
KUTBKOX THJKHIB. ATEHT, TOOTO iH(opMalis Mpo KOpHCTyBada NPH BXOHi, ioro
Opaysep, omepariiifHa cucTeMa Ta PEHAEp, JOBOJI CTaNi JJsl KOHKPETHOTO aKayHTY.
Takox IP anpeca Moxe naTé HiHHY iH(OpMaIlil0 PO KOPUCTyBaya, HacaMIepen
TOMy, IO 3aBIsiku BeOcalTy https://ip2proxy.com/ MOXHa HOCTIOUTH YH
BUKOpUCTOBYe KopucTyBad VPN, a 3aBaskm https://www.abuseipdb.com/
oTpHUMaTH iH(GOPMAILifO TIPO 3IOBMHUCHY IisUIBHICTh THX 4M iHIIMX [P-anpec.

[Ilo crocyeTbest METOAIB IPOTHAIT (IIMHIOBUM aTakaM, TO IMOPS 3 IpaBUIAMU
OuQpPOBOi Tiri€eHH, PETyJSAPHOI 3MIHH Iapoyii Ta aHalidy JUCTIB Ha (IiIINHT,
0E3BIIMOBHUM CIIOCOOOM 3aXHCTUTH ce0Oe BiJ] HECAHKIIOHOBAHOTO BXOAY €
BIIPOBAa/DKEHHS JBO(GaKTopHOi aBTeHTH(]iKamii. [IpoTe Bce ImIe 3alUIIUTBCS PU3UK
nepexoruieHHs cecii Ta arak tumy MITM, ski He aBTOPH3YIOThCSA O CHUCTEMH, a
BHUKOPHCTOBYIOTh BXKE iCHYFOUi cecii s 00xoay aBTeHTHdiKawil. SIKIo »x akayHT
KOpHCTyBaya B)XK€ CKOMIIPOMETOBAaHO, HEOOXiAHO po3ipBaTH 3’€IAHAHHS 3i
3JI0BMHCHUKOM. Y JIESKUX BHIaJKaX KOMIIPOMETAllii, 10 aKayHTy BXOJMWTH JIHMIIE
OIIMH 3JIOBMHCHHK 3 ymcTol IP anpecn, mo 6 3amackyBatu cBili BXix. IHkomm Ha
aKayHT ‘“HaBATIOIOTHCA’ JECATKH 3JIOBMHCHHKIB, SIKi BHKOHYIOTh CKaHYBaHHS,
KOTIIOIOTH JIaHi, BCTAHOBIIOIOTH MIKiunBe [13, 1 mpamoroTs Ha IBUIKICTS.

[Ipoananizyemo peanbHUiA IHIUACHT O€3MEeKH, a caMe HECAaHKI[IOHOBAHHHA BXif 10
SIEM cucremu. IMeHa CKOMOPOMETOBAaHHUX KOPUCTYBadiB OyJie MPUXOBAHO, 3apaan
1x koH¢iAeHUiitHOCTI. Y oaHOMY Keiici, OyJi0 HOBIIOMIICHO MPO MiZ03PLIHH BXiA s
HEBHOT0 KOPHCTyBava. AHai3yI04n HOro akTHBHICTb, O0YJI0 MOMIYEHO O/IHY HEBIATY
crpoOy BXxoy uepe3 perioHanbHy dinbrpaito, 3 bputancekoi IP anpecu, nporte cam
KOPUCTYBa4 3a3BHYail Mae akTHBHICTb y Itanii. AHamizyrouw iHmi Jiorinu 3 Irtanii,
yBary TpUBEpHYB OJWH HENPHPOIHIA BXijx 3 HOBOro jaemaiicy. IP ampeca y
PO3TIIAHYTIH MOHITOPHHTOBIA cHUCTeMi IO3Ha4anach sk Iramiiiceka (puc. 1).
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United F.n.s. 31.171.130.1 failed_login user login - 0365 .audit
Kingdom Holdings 1 failed
Limited

BlockedByConditionalAccessOnAccessPolicy

Ttaly GSL Networks 141.11.36.77 successful_1 user logged - 0365 audit
Pty LTD ogin in

Puc. 1. ®ikcamnist HeBAAIOTrO BXOAY KOPHCTyBada

[IpoananizyBaBmy akTUBHICTH 3a gomomoroio IP2Proxy ta AbuselPDB 6ymno
moMidyeHo, mo Hacnpasi [P aapeca € VPN, ska Hactpaai moxomutek 3 HiMeuunHwy,
Ta Mae CyMHIBHY pemyTarito (puc. 2).

Check an IP Address, Domain Name, Subnet, or ASN
©.g. 193.219.30.69, microsoft.com, 5.188.10.024, or AS15169

Vantiva SA

Data Cer jeb Hosting/Transit

vantiva.com
— Germany

Frankfurt am Main,

Puc. 2. BusBnena migo3pina IP agpeca

B pesynbrari momambInMx IEpeBipoK OyJO BH3HAYEHO, IO KOPHCTYBad B
pe3yabTaTi nepexony 3a GiIIMHrOBIM IOCHIAHHSAM BBiB CBO1 MaHi. [licis BUKOHaHHS
PO3pHUBY ceciii, 3MiHH MapoJIs Ta MOJAIBIINX HEPEBIPOK aTaKy BAAIOCH IPUITHHHUTH.

[ligOnBaroun MiACyMKH, HaBiTH JJISI TAKOTO MPOCTOTO MPOIECY SK aBTOPH3ALlis
MOJKHAa BUKOPHCTATHU JIECATKU Pi3HUX TEXHIK Ta arak, fKi JO3BOJATH OOINTH HaBITh
HaAWOIIBII JOCKOHAJI CcHUCTeMH 3axucTy. IIpoTe, SKIIO BYaCHO OTPUMATH
MOBITOMJIEHHSI MPO Mifo3piyi Aii, MOXKHA BHKOHATH PO3PHB cecii O BUKOHAHHS
WIKIIMBKX Jif. ToMy akTyajbHICTh BUKOPUCTaHHS MOHITOPMIOBHX CHCTEM JUIS
aHaiizy cTaHy Oe3leKy 3pocTaTuMe 1 Hajai.

Po3sropranns cucremu MoHiTopuHry 6e3nexkun VPN-3'enHanHs Ha 0a3i
WireGuard
YK 004.056 Kapina Kpymensaunpka', Mapuna Jlepkau?,
Biraniii Tumomntyk?
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VY cywacHux MepexeBux iHppactpyktypax VPN-3’enHanHs 3a0e3nedyroTh
CTBOpPEHHSI 3aXMILICHUX KaHAIIB mepenadi AaHUX 4epe3 IHTepHeT. Y cBowo uepry,
CHCTEMH MOHITOPHHTY JI03BOJISIFOTH KOHTPOITIOBATH BiAIEHH JOCTYTI IO PECYpCiB,
MOEIHYIOUN Y €AUHY OC3IEeYHy MEPEKy TepUTOpIaNbHO BigmaneHi odich, a Takox
BIZICTEXYBATH Mi103Pily aKTUBHICTH T CBOE€YACHO BHSBIISATH 3arPO3H.

Just peanizanii Takoro miIxoxy IpH PO3rOpTaHHI CHCTEMH MOHITOPUHTY O€3MeKH
BHKOPUCTAaHO CHUCTEMYy BUSBJICHHS BTOPTHEHb Ha OCHOBI Mepexi Suricata, ska
JEMOHCTPY€ IIMPOKI aHATITHYHI MOXJIMBOCTI JUIi MOHITOPHMHIY MEpEkKEBOro
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