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IIporpamua cucrema peamizoBana (Puc. 1) 3a MOIyJIBbHOIO apXiTEKTyporo Ta
CKJIaJa€ThCcs 3 KOMIIOHEHTIB 300py PUHKOBUX JaHUX, IIOTOKOBOI OOPOOKH YacOBHX
pAmiB, OOYMCICHHS CTATUCTUYHUX XapaKTepUCTHK, reHepamii MAS-moniii Ta
KYpHATIOBaHHS pe3ynbTariB. OTpUMaHHS JaHUX 3iHCHIOEThCS yepe3 OipxxoBi APy
pexumi peampHoro dacy. [lns 3abe3nedeHHS OOYMCIIOBANBHOI e(EKTHBHOCTI
3aCTOCOBAaHO MEXaHI3MH KeIIyBaHHS IPOMDKHHX pO3paxyHKIB Ta IUIaHyBaHHS
BUKOHAHHA OOYHCIIOBAJIBHUX MOXYJIB. ApXITeKTypa CHCTeMH 3a0e3medye
MacITaboBaHICTh, BIIMOBOCTIMKICTh Ta MOXUIMBICTH IHTErpamii y cepenoBHIIa
OIIepaTUBHOTO MOHITOPUHTY (DiHAHCOBHUX PH3HKIB.

Bucnosxu. Po3pobieHo mporpamMHy CHCTEMY BHSBJICHHS IMOTEHIIHHHUX
iHpopMaiitHO-(piHAHCOBUX aTak HA KPUITOBATIOTHUX PUHKaX Ha OCHOBI ITOKAa3HHUKA
nornuHaHHs iMmynecy. [lomii MAS perymsipHo BHHHMKAiOTh y (a3zax HH3BKOI
BOJIATWJIBHOCTI TIepe]] 3HAYHUMH IMITyJbCHUMH pyXaMH PUHKY. 3arpONOHOBaHMI
MiJXIJ JO3BOJIAE BUSBISTH TPUXOBAaHI PUHKOBI aHOMaii, siKi HE (DIKCYHOTHCS
KJIACHYHUMHM 1HAMKATOPaMH TEXHIYHOTO aHaNidy, L0 IiJBHINYE e(pEeKTHUBHICTH
MOHITOPHHIY TNOTEHIIHO MaHIITyJSITHBHOI aKTHBHOCTI. 3alpOIIOHOBaHE pillIeHHS
MOETHY€E CTATUCTUYHHI aHai3 YaCOBUX PSIIB Ta IPHHIMIN iHXXEHepil mporpaMHOro
3a0e3medyeHHs, 3a0e3Meuyoul MOXKIIHBICTE PAHHBOTO BHSBICHHS IPHXOBAHHX
iH(popMaLiitHO-QiHAHCOBHX 3arpo3 y peXuMi peanbHOro dyacy. IlepcmekruBamu
MOJANBIINX JOCHIPKEHb € IHTErpamis aJropuTMIB MAIIMHHOTO HaBYAaHHS IS
aBTOMATHYIHOTO BiJICIFOBaHHS XHOHOIO3UTUBHUX CHTHAJIB Ta IiBHUINEHHS TOYHOCTI
JETEKLII aHOMaJIbHOI aKTHBHOCTI.
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3abe3neyeHHs 3aXUIIEHOCTI CydacHHX BeOcucTeM mOTpedye (GOopMyBaHHS
€InHOTO KOHTYpY [1] 0OpoOKHM KpUTHYHHX TOHii. METOK IOCHI[KEHHI €
(dopmarizamis Takoro MiIXomy Uil MOl BeO(opM, TpaH3aKUIHHHUX omepamiii Ta
iHIMMX (YHKIOIOHAIPHIX KOMITOHEHTIB BeOCHCTEMH, OI00 pe3yibraT poOOTH
MeXaHi3MiB 3axucTy OyB He JHIIe OOYHCICHHM, a il BiITBOPIOBAaHHM Ta JI0KAa30BO
miaTBepkeHuM [3].

~ 63 ~



The 15™ International Scientific Conference «ITSec» May, 27-29 2026

dopmanbHy OCHOBY KOHTYPY 3aXHUIIEHOCTI BEOCHCTEM MMOJAMO Y BHIJISAIL

K =(S8,0,L.F.D,P,J), (1)

ne S - KPUTUYHI TOAi, O _ now’s3ani 06’extH i cy6’extn, L - 3B s3KM Mix

muvu, 17 - dopmysamms osmak, D - npumitaarrs pimenns, £ - momituku

pearyBaHHS, J - nesminnnit JKypHAJL.
[HTerpoBanmii MexaHi3M 0OpOOKH MMOiH MOKHA MOJATH SIK BiTOOpaXKeHHS:

M:§S>CxAxQxV, )
C ={NORM ,ALERT ,CRIT}
A={PASS,CHECK ,ISOLATE, BLOCK }

MHOXWHA KJaciB  CTaHy  HOfii,
- MHOXXMHA MOXJIUBHX il pearyBaHHS,

v ={o,1)

Jnst okpeMoi KpWUTHYHOI monii ¢ pe3ynpTaT pPoOOTH MEXaHi3My Mae BHIJISZ
M (s;)=(ci»@,4:7;)

Q. MHOXHHA JI0Ka30BUX 3aIlUCiB, - MHO>KHHA pe3yJIbTaTiB BepUdiKamii.

¢ . .. d. .
oe ¢ - BU3HAYCHHWI Kimac momii, ' - Jif pearyBaHHSA,

, . v. 10,1 . . .
4 _ noxasosnit sannc, 0.1} - pe3yJIbTaT NepeBiPKH KOPEKTHOCTI 3aIHCy Ta HOTro
BKJIIOYEHHS JI0 )KypHAITy.
IMocnizoBHICTE pOOOTH MEXaHI3MY ITOJAETHCS SIK KOMITO3HILIO (pyHKITIOHATEHUX
NIePETBOPEHB:
_ 7
M=J 180,04 0C R EK,, 3)
K, . . . R .
ne " BukoHye kpunrorpadiuny ¢ikcamiro moxii, ¢ (OpMye OLIHKY PU3UKY,
C . A . . . .
" BH3HAuae€ Kijac moxii, " BHOMpae Ail0 pearyBaHHS BiAINOBIZHO JIO MOJITHKH,

. J . .
9 (dopMye noka3oBuii 3amuc, ¢ N0AaE LeH 3amuc 0 HE3MIHHOTO JKypHAaIy.
Ky (s,)=(n.h.g,),

Kpunrorpadgiuna ¢ikcamiss momii 3amaeTbes K e

n, . .5, h=H(n) .
- HOpMaJi30BaHe MOJAaHHA Toxmii *, Xell HOPMali30BaHOTO
.= Sign,, (h . :
MO/IaHHS, & & ""( ') - mudpoBud mimnuc xemry, cQGOpMOBaHUHA i3

BUKOPUCTAHHAM 3aKpHUTOTO KIFOYa sk Ouinka PU3UKY TOAii BU3HAYAETHCS SIK
R\(s,) =r.K E[O,l], 7 . .. e

Jne ¢ - HopMalli3oBaHMil piBeHb pU3KKY moxil. Moro 3HaYeHHs
3aJIeKUTD BiJl TUITY MOJIi:
t = FORM,
1, =PAY,

0 . . cw
ro A1 1HIINX THIB MOI1H,

“4)
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{ . b
ne - TN momii, ' - PHU3WK HOJAHHS BeOGOpMH 3a pe3yibTaToM rpadoo-
(1]
- .

. .oz . 7 .
HEWPOMEepEeKeBOTO aHAl3y, ' - PU3UK TPAH3aKIil, ' - 6a30Ba OLiHKA PU3HKY [2].
[Ticnst npuHHATTS pimneHHs GopMy€eThCs TOKAa30BHUH 3aIic:

q; =(hﬂgﬂm!"ﬂﬂlnrﬂc;’“i’df)ﬂ

®)
h . £ N mo. . .
Je ' - Xel monail, - HI/Iq)pOBI/II/I mamnuc, fo- lﬂeHTI/I(I)lKaTOp BEpC11 MOJIEIIl,
W . . ! .
ba KOHTpOJIbHa CyMa HnapaMeTpiB MOJECIII, fo- KOHTpOJIbHa CyMa HOJITHKH

pearyBaHHS, " _ oninka pH3HKY, € _ xnac nojii, % nia pearyBaHHS, d qac
¢dopmyBanHs pimieHHs. Takuii 3amuc ¢ikcye He nuimie (akt noxii, a i mizcraBu
MPUAHSITOTO PillIeHHS. 3aBEPUIAIbHAM €TAIOM € BKIFOUCHHS JIOKa30BOTO 3aIHCy J0
HE3MIHHOTO XKypHAIY:

Jﬂ:‘(ql)z(Bf’v')’ (6)

B, . :
Jaec /- OJIOK HE3MIHHOTO KypHally, 10 SKOIoO BKJIHOUYCHO 3aIuc q’,

v, 10,1 . . .
! { ’ } - pe3yJIbTaT MEePEBipKH KOPEKTHOCTI ITHOT0 BKIFOUCHHS. SIKIO 3MIiHIOETHCS
3MiCT 3amucy abo TOpPYIIYEThCsS 3B’SI30K MK OJOKaMH KypHANy, pe3yiabTaT

Bepudikarii HaOyBae 3HaUCHHS 0, IIO CBiTYUTH MPO MOPYIICHHS IIJIICHOCTI.
3anporoHoBaHa (opMaiizaliss ONHCYe €AMHHMH KOHTYp 3a0e3NeucHHs
3aXHIEHOCTI BEOCHCTEM, y SIKOMY KPUTHYHA TOMiS TPOXOAUTH KpunTorpadiday
(¢ikcarito, pU3NKOBE OIIHIOBaHHS, KTacudikamito, BUOIp 1Iii pearyBaHHs Ta JOKAa30BE
KypHaIIOBaHHA. BukopucraHHs Kommo3uiii (yHKIIOHATBHUX BiNOOpakeHb Hae
3MOTY ITO€THATH MEXaHI3MHU BepU(iKOBAHOTO KYPHATIOBAHHS, KOHTPOJIIO TOCTYITY Ta
rpadoBO-HEHPOMEPEIKEBOTO  aHAM3y TOMIiN, 3a0e3Meuyoun MPOCTEKYBaHICTh
pillieHb, ayANTHY HepEeBipHICTb i KOHTPOJIb LUTICHOCTI icTOpii moaiil y BeOcucTeMi.
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