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EneprernyHa cucrema, 0 HOEIHYE NPHIAAW OOJIKY, NaTYMKU IapaMeTpiB
MepesKi, peNneifHi KOHTPOJIepH, AUCIETYEPChKI CepBiCH Ta 3aCO0M MOHITOPHHTY,
notpedye €AMHOT polienypH ineHTHdIKaIi 3 MeTor 00MiHy manuMu. [ludpysanus
kaHainiB MQTT/TLS, CoAP/DTLS a6o HTTPS/TLS 3axumae nepenaBaHHS JaHUX
BiJ] IIEPEXOIUICHHS, OTHAK He TapaHTye Oe3neku cucteMu. Tomy iHTerpamis OIDC-
IpoBaiifiepa B €HEPreTHIHY CHCTEMY € BaXKIIMBOIO JUIS IEHTPATi30BAaHOTO KePyBaHHS
JOCTYTIOM, JI03BOJISIE 3/IIHCHIOBATH ayAUT MOMIH Ta 3armo0iraTi HeCaHKIIOHOBAHOMY
miakmodeHHo. Lle ocobnmBo BaMBO I 00'eKTiB, e OONagHAHHS IPALIOE
TpUBAIMH dYac, a py4yHe IepeHANAIITyBaHHS JOCTYNly MOXKE BIUIMBaTH Ha
MIPOYKTHBHICTH POOOTH.

OIDC-npoBaiinep y Takiii apXiTeKTypi BUKOHYE pOJIb HaIiHOT KOMIIOHEHTH B
eHepreTHyHil cucteMi. Bin Bunae mignucani JWT-Tokenwy, a cirysx0a MapmpyTH3arii
MOBIIOMJIEHB TIEpeBIps€ iX JIOKaJbHO 3a BIIKPUTHM KiIIoYeM TpoBaiinepa. Lle mae
3MOTy pealli3yBaTH MOJeNIb HYJBbOBOI NOBIpH, 3a SIKO1 KOXHA [Iisl MEepeBipAETbCS
HE3AJIS)KHO BiJl pO3TaIllyBaHHS KOMIIOHEHTA B MEPEXKi.

V3aranpHeHy apXiTeKTypy C€HepreTH4HOi iH(GPacTPyKTypH 3 BHKOPHCTAHHSIM
OIDC-npoBaiiiepa HaBeJJIeHO Ha PUCYHKY 1.

Ha mnepmomy erami poOOTH CHCTeMH 3iHCHIOETBCS PEECTpaIlist Ta
ninTBeppkeHHss HoBoro loT-mpuctporo. [Is 1bOTO JOLIIBHO BHKOPHUCTOBYBATH
cuenapiii Device Authorization Flow, B sikoMy NpHCTpiii iHiliIO€ 3aMUT, OTPUMYE
ciryx00Bi KOZH, a OTIepaTop MiATBepKYe miakmodeHHs yepe3 SCADA-koHcomb a60
iHmmit 3axumennit inTepgeiic. Ilicms migrBepmxenns OIDC-nposaiinep Bumae
MiANUCaHUH TOKEH JOCTYIy, 1€ BBEAEHHSA oOMagHaHHA mOTpebye ydacTi
BiJIOBiabHOTO TIepcoHany [1].

Jpyruii eran mnossrae y mepelaBaHHI TOKEHa J0 CIyKOM MapiipyTH3auii
MOBIOMJICHB 111 Yac miakmodeHHs. JWT-TokeH € He Juiie 10Ka30M aBTeHTHDIKaIl1,
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a i Hociem mpaBmi nocrtymy. Ilome allowed topics BH3Ha4dae JO3BOJICHI KaHAIH
MQTT a6o pecypcu CoAP, permitted protocols 3amae mOmycTHMi MPOTOKOJIH
oOMiHy, roles i scope omMCyIOTh pOJb Ta JO3BOJIEHI omepamii, a security level
po3MexoBye 0bJagHAHHS MIepeaBaHHA Ta KepyBaHHA [2].

Tperiit eran mepexbadae JOKaJIbHE 3aCTOCYBaHHs MOMITHK HocTymy. Ciyxba
MapmpyTtu3anii nepeipsie miamiuc JWT, cTpok nil, mpu3HauYeHHS, J03BOJICHI KaHAIIH,
IIPOTOKOJIH Ta Pojii O6e3 OKPeMOro 3BepHEHHS IO CepBepa aBTOPH3ALlii I KOKHOTO
MOBITOMJIEHHS. YCi BiIMOBH, CIpoOM 3BepHEHHS 10 3a00pPOHEHHX pecypceiB i
HaOJIVDKEHHSI 3aBEpIISHHS CTPOKY i TokeHa (iKCyIOThCs B )KypHasIax Oe3neku, o
CIIPOIIY€ ayJUT IHIH/ICHTIB.

UYerBepTuii eram MOB'si3aHUil 3 BHOOPOM MPOTOKOTY OOMiHY. AHAmTHYHHUN
MOZyJb MOXKE BPaxOBYBAaTH 3aTPHMKY, BTPaTH MAKETIiB, NMPOIYCKHY 3[aTHICTb i
HABaHTa)KEHHS CITy:)KOM MapLIpyTH3amlii, OJHAK BiH Ma€ PEKOMEHAYBATH JIUIIE Ti
MPOTOKOJIH, SAKi 3a3HaueHi y permitted protocols koHkpeTHOro mpuctpor. OTxe,
angantuBHe nepemukanHs Mixk MQTT, CoAP i HTTPS He 00X0oauTh MOJITHKY
Oe3reky, a Jlie B Me)kax Harepes BU3HAUCHHUX JT03BOJIB [3].

[T'sTuii etanm crocyeThcs CTIMKOCTI 70 BimMOB 1 kibepartak. Skmo OIDC-
IpOBaii/iep THMYAaCOBO HEAOCTYITHUH, 00JIaAHAHHS 3 YUHHIMH TOKCHAMH TIPOJIOBKY€E
nepeaBaHHsA JaHUX 10 3aBEPILICHHS CTPOKY IX Aii, TOAi sIK HOBi a00 HE MiATBEPHKEH1
M AKITIOYEHHS OJOKYIOTHCS.

loT-npucrpoi 3anuT asTopuaaui 0IDC-nposaitnep Crpykrypa JWT (claims)
{Devios Aorasion (Keycloak) - oedenid
R iss. ~ OIDC provider
P " device_code, * Ynpasnisetn LaeHTHHOCTAMN op = NAC JaKmeennA Qi
A o @ user_code o Ayrenmadixauin npucTpoin =B aud = MQTT Broker ID
PISUNEHAK L e e . B W allowed_topics i A T
« Moninwat gocryny (Reaim) permitted_protocols  ~ ["matt”,"coap?, "https']
roles - pons npuctpoo
N (FEREESEERSES A i sope - npasa pocryny
I MiaTeepamessn : : 1 preferred_protocol  ~ PEKOMEKAOBaNHMA NPOTOKON
g llmu-_ : npucTpo \ @ H : location_id ~ inewmndixatop noxauil
{ napameTpis | Oneparcp/  (wercode) | = )} | security_level ~ pisews Geanexn
= | scapa | : JWKS (ryGniamnih Kmow)
J
_______________ H
> i - A 4 Mogyns aanTussoro
Peneitnmit Access su6opy npoTokonie
) MQTT / CoAP Broker
KoHTpanep {nlarmcaei) (ML-mogens)

(iaTpumka JWT)

s v MNepesipxa nigrmcy JWT
@ + Nepesipxa Topwiney 2 (exp)
MQTT / CoAP / HTTPS

V Mepesipea ayanropi (aud)
(TLS/OTLS) v Nepesipxa ao3sonesux Tonixis

* Oulxa wepexi (RTT, PLR, BW)
 Ouixa HasaHTIMER EpOKEPA
* Buip onTUManeHOro npoToxony
o [ovamicee nepermxarna

' ' 1
marT CoAP HTTPS
(TLs) (o1LS) (Ts)

1

.

+ MNepesipxa nporoxonia

sy |
vV
88 Nocryn wa ocvowi ponei ra arputyie rpmcrpon |- = @ SCADA / CCTeMa MOHITOPHHIY

enepreTiumoi cucTemi

Puc. 1. Apxitektypa cucrtemu loT-By3niB eHepreTuuHoi iHppacTpykTypH Ha ocHOBI OIDC-
nposaiiaepa

TloniTukw RocTyny (ABAC/RBAC)

]
|
1
]
|
|
I
1

(D) Obamerens 32 vonikanes 12 cropacimsas Kypranu Geanexn

Ta nogit
() vyt o o oy

©) Moo b it Gl Wi

Taka inrterpamiss 3abe3meuye  Oe3mepepBHICTH  POOOTH  KOMIIOHEHTIB,
LIEHTPAJIi30BaHUIl KOHTPOJIb NPaB IOCTYIy Ta 3aCTOCYBaHHs IOJNITHK y CHUCTEMi
eHepreTHYHoOI iHPPaCTPYKTypH.
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HismpHicTh Oynp-sKOi oprasizamii opi€eHTOBaHa Ha 3aJOBOJICHHS MHOTpeO i
ouiKyBaHb 3amlikaBileHHX cTopiH [1]. Cepen HUX BHOKPEMIIIOETHCS 30€piraHHs
BiracTuBocTeil  iHopmanii. Hacamnepexn koHGineHuifHOCTI (IpHBaTHOCTI),
ninicHOCTI Ta focTymnHOCTi [2]. Take BUALICHHS OB’ SI3YETHCS 3 THM, 110 iH(opMartis
€ WIHHICTIO JJIS OpTaHi3amiil i TIyMaduThes SK akTUB. J[0 TOTO 5K 3 BUKOPHCTaHHSIM
MPOAYKTIB, TOCIYr Ha OCHOBI mTydHoro iHremekty [3]. Lle cmoHykae mo
3a0e3MnedyeHHs X BIAMOBINAIFHOTO PO3POOIEHHS, YIIPOBAXKEHHS, BUKOPUCTAHHSA Ta,
SK HACHiJOK, NPHU3BOJAWTH JO BHHHKHEHHS €MEp/KCHTHHX pHU3MKiB. Tox
amInTihiKyBaHHS iIHTETPOBAHOI CUCTEMH YINpaBIiHHA iHpOpManiiiHoW Ge3neKkoro €
aKTyaJbHHIM.

P03po0msiHHS IHTErpOBaHOI CHCTEMH YIPaBIIiHHA iHpOpMaliifHOI0 Oe3neKoro Ha
npuKiazi chepu enepreTuku 6yio 3anmpornonosano B [2]. Ti ckmaguuky BuzHAUEHO 3
ypaxyBaHHSAM BHYTPIIIHIX 1 30BHIIIHIX 0OCTAaBHH IiSUTFHOCTI OpraHizamliil. 3 orsay
Ha IIe IHTerpOBaHO CUCTEMH YIIPaBIiHHS iH(OpMaLiitHOIO Oe31eKoro, KibepOe3neKkoro
i TmpuBaTHICTIO. 3aBASKH OTPUMAHOMY pIIIEHHIO MOXJIHBE 3a0e3IedeHHs
HETMOPYITHOCTI  BJIACTHBOCTEH  KOH(QIAECHIIHHOCTI, MPHUBATHOCTI, IJIICHOCTI,
JOCTYIHOCTI iHQOpMamiiHUX aKTHBiB. Y [TaHOMY BHIAIKy Oa30BUM CKJIQJHUM
BHOKPEMJICHO CHCTeMy yNpaBiliHHA iHpopMmaniiiHoro Gesnekoro. [lompu e,
BIIPOB/DKEHICTIO MPOJYKTIB, MOCIYr HAa OCHOBI LITYYHOTO iHTEJEKTY 3yMOBJICHO
HEOOXIZHICTh TapaHTyBaHHS HAIEKHOCTI 0OPOOISHHS BiIIOBITHUX eMEpPKeHTHUX
pu3HKiB. 30KpeMa, MPOTHUIiSTHHS HETAaTHUBHUM HPOsIBaM, HANpHKIAL [3], 3MiHIOBaHHS
Croco0iB  pO3pOOJICHHS, YNPOBA/KCHHS, BUKOPUCTAHHA 1 TMOBEOIHKH. Tomy
CHCTEMOI0 YMpABJIiHHSA INTYYHHM IHTEJEKTOM [3] MPOIOHYEThCS PO3MIHPHTH
3arpornoHoBaHe B [2] iHTerpoBaHe pimieHHs [1].

Omxe, amiuridikaris iHTErpoBaHOT CHCTEMH yNpaBliHHA iH(OpMAaLiiHOIO
0€3MeKOI0 J03BOJUTH 3a0€3ME€UUTH 3aCTOCOBHICTh IPOMAYKTIB, IOCIYr Ha OCHOBI
IITYYHOTO iHTEJIEKTY BiIMOBIIHO 10 MOTPed i 0uiKyBaHb 3allikaBIeHHUX CTOPIH. I, K
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