The 15™ International Scientific Conference «ITSec» May, 27-29 2026

IITy4yHuii iHTe1eKT Ta KidepOe3neka
VK 004.08 Buamucnas Op6an'

3axionoykpaincekuii Hayionarehuii yrieepcumem, 'v.orban@st.wunu.edu.ua

CporosHi MH € CBiIKAMH TOTO, SIK TeXHOJIOTil (OpMyIOTH He Juie Oi3Hec-
Cepe/IoBHINE, a i apXiTeKTypy MIobaibHOI Oe3meku. | Hemae OLTbII BH3HAYAIBHOT
CHJIM B Cy4acHOMY IIM(POBOMY CBITi, HiX IITy4HHI iHTenekT. Il{e 30BciM HenaBHO
cUCTeMH Kibep3axucty 0asyBaslMcs Ha CHTHATYPHHX METO/aX, KOPCTKUX IpaBHIIax
OpaHaMayepiB Ta PyYHOMY aHali3i JIOTiB. 3apa3 )e MH CIOCTEepiraeMo mnepexin 1o
aHaJIi3y BEIMKHMX JaHHX 3a JOHOMOror pisHux mopenei. Il ctaB omHouacHO i
TIOMIYHHUKOM 1 3arp0o30I0 TS 3aXHUCTy iH(pOpPMAIIHIX CHCTEM, 1 Hallla KITI090Ba METa
sSK (axiBIiB — 3pO3yMITH, K €(EeKTUBHO BOJIOJITH IIUM IHCTPYMEHTOM, ILOO
3aXHCTUTH Hally iHQPACTPYKTYPY Bifl 3arp03 HOBOTO MOKOJIiHHSL.

IepeBaramu Il €: TpaguiiiHi CcHCTEMH BUSBICHHS BTOPTHEHb MOXKYTh
TeHEepyBaTH JIaBUHH XHOHUX CIIPAI[bOBYBaHb, Cepell SKUX OyBae BaXKO BHSBUTU
crpaBxHill iHIEAeHT. CaMe TyT Ha JOMOMOTY MPHXOMAATH AITOPHTMH MAIIMHHOTO
HaBUYAHH/, /I 3aMiCTh ITOCTIITHOTO OHOBJICHHS CUTHATYp BipyCiB, MOJETb TPEHYEThCS
Ha MacHBax JaHUX HOPMAJIBHOI poOOTH Mepexi, 1 MOKe BUSBIATH HaBiTh HAUMEHITL
BIIXWJIEHHS, Taki sK: HECTaHAApTHE BHKOPHCTAHHS IPOTOKONIB, abo X crpodu
TyHeINoBaHHs Tpadiky, e no3Boise ¢ikcyBatn Zero-Day ataku, TOOTO Ti, IO He
BiZIOMi, HampuKiIaj, aHtuBipycy. lLITydHuii iHTENeKT 34aTHHUI HE JIMIIEe BHUSABISTH
3arpo3sy, a il aBTOHOMHO pearyBatH Ha Hei. Y pasi ¢ikcallii iHIUICHTY CHCTeMa MOKe
MHUTTEBO i30JTI0BATM CKOMIIPOMETOBAHUI BY30J, AWHAMIYHO MepeHaIallTyBaTu
mpaBuina VLAN s OoKyBaHHSI cerMEHTa Mepexi abo K 3yIMUHUTH MPOIECH, 10
BUTJIS/IAIOTH MiIO3PLT0, 0 TOTO SK CIEIialicT 3 KibepOe3neKn BCTUTHE BiIKPUTH
CIOBIMIEHHS ITPO HEOE3MEKY.

CyuacHi pillleHHs] BUKOPHCTOBYIOTh IITMOMHHE HABYAHHS JUTS aHAJI3y MTOBENiHKH
IporpaM y OMNepaTHBHIiH mam'aTi KoMm'loTepa, e(peKTHBHO OJIOKYIOYH IMpOrpaMu-
pumaraui (Ransomware) Ha etami cipobu MacoBoro mudpysanus daiinis. Ane He
BapTo 3a0yBarH, 1o LI TexHoIOorii MOXKYTh TOTOMOITH XaKepaM 3i 31JaMaMy CHCTEM
[2]. Yepe3 HeBNUHHMI PO3BUTOK TEXHOJIOT1H, MM CTHKAEMOCS 3 MAaCIITa0yBaHHAM Ta
yCKIaaHEeHHAM Kibeparak [3]. Bemuki MOBHI MoJeni HO3BOJSIOTH aBTOMATH3YyBaTh
HaNHCaHHS (QIMIMHTOBHUX TOBIIOMJICHB. 3JIOBMUCHHUKY HE MMOTPiOHO BUBUATH KEPTBY
BiacHopyd, amke LI arperye maHi 3 BIIKPHTHX Kepen 1 TeHEpYye JIUCTH, SKi
BiJIPI3HUTH BiJ] JICTITHMHUX KOMYHIKamiil Maibke HeMoxuBo. Hy 1 He BapTo 3a0yBaTu
npo texHomorito Deepfake, sky Bxe 3apa3 BHKOPHCTOBYIOTH JUIS OMaHH
KOPIIOPATUBHUX CHIBPOOITHUKIB 3 METOI0 HECAHKI[IOHOBAHOTO IepeKa3y KOIITiB.
3riiHO IaHUX MPECTaBICHUX Ha CBITOBOMY eKOHOMiYHOMY (opymi [1] 3arpo3a mms
HII ctanoButh 87%.

Ha ¢oHni 3pocTanHHs MacoBOr0 BHKOPHCTAHHS TEXHOJOTIH MITYYHOTO IHTENEKTY
sK 1 B poboTi Oi3Hecy, Tak 1 B 3BUUAHOMY JKUTTI, 3’ SIBIJIHCS BIPYCH, SIKi MOXKYTh
aNanTyBaTHCS IO OyAb-SIKOTO Cepe/OBHINA. 3a JOIOMOTOI0 METOMAIB MAalIMHHOTO
HaBYaHHS, TAKUH KOJ| PO3yMi€, KOJNU BiH 3HAXOMUTHCS B i30J50BAaHOMY CEPEIOBHIII
JUISL aHAJIi3y 1 «3acCHHAE», aKTUBYIOUH CBil AECTPYKTHBHUI (yHKIIOHAT JHIIE TiCis
HOTPAIUISIHHS Ha pealbHy poOoUy CTaHIIo.
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3a nonomoroto 1111 MoxxHa 3a JliueHI XBIIMHA NPOaHATi3yBaTH BEINYE3HI MaCHBHI
koay abo KkoHQIrypariif, BUSBISIOYM BCi MPUXOBaHI BPa3MUBOCTi, Taki sk SQL-
iH’eKkuii a00 XK IOMWIKK B HAJAIITYBaHHAX JOCTYIY, IO MPUCKOPIOE €TaIl PO3BiIKH
B JICCSATKH Pas3iB.

VY 3B’S13Ky 3 THM, IO BCe OLIbIIE CHCTEM MOKJIAIAIOTHCS HA CUCTEMH Oe3IeKH Ha
6a3i LI, 3moBMHUCHHUK MOKe aTaKyBaTH came Horo. HaliHeOe3neuHimmM MeTo10M €
«OTPYEHHSI JIaHWX». TakuM YHMHOM, SKIIO 3JIOBMHUCHUK OTPUMY€ JOCTYI JIO JaTa-
CeTiB, Ha SIKUX TPEHYEThCS MOJENb, BiH MOXKE HEMOMITHO BHECTH 3MiHHU TakK, 100
HABYMTH MOJENb CIpUIMaTH WIKi[UIMBHH Tpadik 3a Oe3neunuil. Ile o3nauae, 1o
BiATenep iHKeHepaM 3 KibepOe3reky HeoOXiTHO 3aXHUIaTh He JIMIIe cepBepH, 0azn
aHUX Ta MepexeBe OONamHaHHA. MU MaeMoO 3aXHIaTH caMy MaTeMaTHKYy,
3a0e3Mmeuyour HiTiCHICT HabOpiB AaHKX Ta cTiliKicTh ML-Moeneit 1o MaHITy ISIIiH.

ITincyMoByIOUH, XO4Yy 3a3HAQUUTH, LIO INTYYHHH IHTENIEKT HAaBpsA 3MOXKe
MTOBHICTIO 3aMiHUTH €KCIEPTIB 3 KibepOe3MeKH, OTHAK Ti CTIEIiaIiCTH, SKi BOJOAIIOTh
3HaHHAMU Ta iHCTpyMeHTapieM Data Science, 3MOXKYTh 3 JIETKICTIO 3aMIHUTH THX, XTO
BIZIMOBJIIETBCSI aJallTOBYBAaTHCS JI0 HOBHX peailiid. Y HenajnekoMmy Mail0yTHbOMY
KibeprpocTip Hajme)xaTHMe THM, XTO 3MOJXKE HAMIIBHAIIE aHaJi3yBaTH AaHi Ta
aZanTyBaTUCA 10 HECTaAaHAAPTHUX BI/IKJ'[I/IKiB HaIoro 4acy.
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