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3pocTaHHs KUTBKOCTI KibepaTak, YCKIAJIHEHHS MepexkeBoi 1H(pacTpyKTypu Ta
aKTHUBHE BHKOPHCTAHHS aBTOMATH30BaHHUX 3ac00iB CKaHYBaHHS, eKCIUTyaTariii
BPa3JIMBOCTEH 1 MPUXOBYBAHHS IIKI[UIMBOI aKTHBHOCTI 3YMOBJIIOIOTH HOTpedy B
e(eKTUBHUX CHCTEMax BHSBICHHS BTOPTHEHb. TpamMIiiiHI CHTHATYpHI MeXaHI3MH
3aJIUIIAFOTHCS KOPUCHUMHU IJISL BIJOMHX 3arpo3, OJJHaK BOHM HEJJOCTaTHBO IHYYKI JUTs
BUSIBJICHHS HOBUX a00 MOau]ikoBaHHX aTak. TOMy akTyaJbHHM € 3aCTOCYBaHHS
METO/IiB MAIIMHHOTO Ta ITMOOKOT0 HaBYaHHS, 3MaTHUX aHaNi3yBaTH OaraTOBUMIipHI
XapaKTEPUCTHKH MEPEKEBUX MOTOKIB 1 Kiacu(ikyBatu Tpadik sk HOpMaJbHUH ab0
LK1 UIUBHA.

Mertoro IOCHiIKEHHS € pPO3poOJeHHS Ta eKCIepHMEHTaJbHA IIepeBipKa
MIPOTPaMHOT0 MiAXoAy A0 OiHapHOI Kiacudikamii MepexeBoro Tpagiky Ha OCHOBI
Habopy namux UNSW-NBI15 i3 Bukopucranmmsam amroputMy XGBoost Ta
pekypenTHHX HelpoHHHX Mepexxk RNN, LSTM i GRU. 3aBmanHs DOCHiKESHHS
OXOIUTIOIOTH TIOTEpesHI0 O00pOoOKY MJaHMX, KOJyBaHHS KaTeropiallbHUX O3HaK,
HOpMAJIi3alil0 YUCIOBHX XapaKTepPHUCTUK, OajaHCyBaHHS HaBYaIbHOI BHOIPKH,
mo0Oy0By TOCTIOBHOCTEH (DikCOBaHOI MOBKHWHH Uil HEWPOHHHX MOJENeH Ta
MOPiBHSHHS pe3yJIbTATIB.

Bxigaumu ¢aitnamu € HaBuanpHa Ta TectoBa yactuHn UNSW_NBI15 training-
set.csv. 1 UNSW_NBI5 testing-set.csv. Ha erami momepenaboi oOpoOKH
BUITydaloThesl moiist id Ta attack cat, kareropiampHi O3HaKH proto, service i state
MIepeTBOPIOIOTHCS 3a foromororo LabelEncoder, npomnyieHi 3HaueHHs BUAAISIOTHCS,
a BCi 03HaKM MaciTaOyrThes MeTogoM MinMaxScaler. J[ns 3MeHIICHHS BIUTUBY
qucOaaHcy KiaciB HaByajbHa BHOIpKa JOJAaTKOBO OajaHCYeThCs ajlrOpUTMOM
ADASYN.

[epmmm 6a3oBuM knacupikaropom obpano XGBoost - ancambneBuii Meron
rpafieHTHOro OYyCTHHTY JiepeB pillleHb, SKAH TO€AHYE BHCOKY TOYHICTB,
perynspuzamiro Ta epeKTHBHY poOOTy 3 TaOMMUHUMH HaHUMH. [l mepeBipku
cTabUTFHOCTI MOJENI 3aCTOCOBAHO CTpaTH(}IKOBaHY I'ATHKPATHY KPOC-BaiJalilo,
micis 4Ooro MOJeNb HaBYaeThCs Ha 30anaHcoBaHid BHOIpII Ta TECTyeThCs Ha
BifiknageHoMy Habopi. /[lpyrumit Onok excnepuMeHTy (GOPMYIOTh HEHpOHHI
apxitektypu SimpleRNN, LSTM i GRU, siki oTpiMyI0Th Ha BXiJ HOCTiJOBHOCTI 3 10
3aMKCiB | BAKOPUCTOBYIOTh CUTMOIIHUI BUXIAHUN m1ap Juisi 6iHapHOT Kiacudikarii.
Take momaHHA J[a€ 3MOTY OIIIHHUTH, HACKUTBKH pEKypeHTHI MoJeni 3aaTHi
BpaxOBYBaTH  JIOKabHI  3aJ€KHOCTI MK  TIOCHIZIOBHAMH  MEPEKEBUMH
CIIOCTEPEKEHHIAMI.

Ha6ip UNSW-NBI15 crBopeno B Cyber Range Lab UNSW Canberra i3
BukopuctanusM IXIA PerfectStorm nanst ¢opmyBaHHS TMO€AHAHHS CydYacHOI
HOPMaJIbHOI aKTHBHOCTI Ta CHHTETHYHUX arak; BiH MICTHUTh JCB'SITh THUIIB aTak:
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Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode i
Worms. ¥V Mexkax MOJaHOro MPOrpaMHOTO PillleHHS Li KaTeropii arperyroThes A0
GinapHOT HiNBOBOi 3MiHHOI label, 0 BiAmoOBimae mpakTH4YHIN 3aadi HEPBUHHOTO
BUSBJICHHA (pakTy aTakyl. Takuif Miaxig € JOLIIEHUM IJIS IOYaTKOBOTO PiBHS CUCTEMHU
NIDS, xonu HalBaXNUBIIINM € MIBUAKE BiIOKPEMJICHHS MOTEHI[MHO IIKiJIUBOTO
TpadiKy Bil HOPMAIBHOTO.

Amnamiz  ROC-kpuBux moka3aB (puc. 1) BHCOKY e(eKTHBHICTb YCIX
JOCIIJDKYyBaHMX MigxoniB. Halkpamuii pe3ynpTaT IpOAEMOHCTpyBajla MOIENb
XGBoost i3 3HagennssM ROC-AUC = 0,98, mo cBimuuTh 1po ii BUCOKY 3aTHICTB
PO3pi3HATH HOpMaNIbHUN MepexxeBuil Tpadik Ta aTaku. PekypeHTHiI HelpoHHI Mepexi
TaKOXX IMOKa3aau BUCOKI pe3ynbTati: RNN nocsrima ROC-AUC = 0,97, a moneni
LSTM ta GRU — 6:mm3sk0 0,96.
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Puc. 1. ROC kpuBi JocnixyBaHux Moaenen

Otpumani 3HadeHHs Precision = 0,9646, Recall = 0,8986, F1-score = 0,9304 ta
ROC-AUC = 10,9637 miaTBepKYIOTh BHCOKY SKICTh Kimacuikamii Ta
30aJIaHCOBAHICTh MO OO BUABJICHHS aTak 1 MiHiMi3amii XMOHUX CHpaIfOBaHb.
Bomrouac XGBoost mpoIeMOHCTpYBaB [eII0 Kpalli pe3yibTaTH MOPiBHSIHO 3
HEWPOHHHMH Mepe)KaMH MPU MEHIIiH 004NCITIOBAIBHIN CKIIaIHOCTI.

[TpoBeneHe OOCTIMKEHHS MOKa3ye, L0 IMOETHAHHS KIACHYHHMX aHCaMOJIEBHX
AITOPUTMIB 1 PEKYPEHTHHX HEHPOHHHX MEpPEeXK € MEPCHEeKTHBHUM HAIpsIMOM JUIs
no0OyI0BU CHCTEM BHSBJIEHHs BroprHeHb. XGBoost NOIiIbHO BUKOPHCTOBYBATH SIK
CHITbHHI 0a30BHH KITacu(ikaTop s TaOINIHUX 03HAK MEPEKEBUX MOTOKIB, TOJI SIK
LSTM i GRU MoxyTb OyTH KOPHCHUMH JUTSI MOAETIOBAaHHS IIOCITiJOBHOTO KOHTEKCTY
Tpadiky. BomHowac SKICTh BHCHOBKIB 3aJI€KHTh Bil KOPEKTHOCTI KOJyBaHHS
KaTeropialbHUX O3HAK, pPENpEe3eHTaTUBHOCTI TECTOBOi BHUOIpKH, MMapamMeTpiB
GanaHCyBaHHS Ta KiJIbKOCTI €MOX HaBUaHHsA HeipoHHHX Mepex. IlepcrexTuBamu
MOJabIINX JOCTIKeHb € ONTHMI3allisl TineprapaMeTpiB, BUKOPUCTAaHHS attention-
MexaHi3MiB, mobynoBa GaraToxyiacoBoi kiacuikaiii 3a THIIAaMH aTak i mepeBipka
MOJernei Ha peaJbHOMY IIOTOKOBOMY Tpadiky.
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