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Mopnynp IHKanCyAIil KIOYIB BiANOBiIaE 3a MMQpPYBaHHSI 3reHEPOBAHOTO
CEaHCOBOTO KIIF0Ua OTPUMAHUM BiJl cepBepa BIAKPUTUM KitoueM RSA.

Emynarop mogiit CKJ] reHepye TecTOBI MOCHiZOBHOCTI JaHHX, L0 IMITYIOTh
suntyBanHs RFID-kaprok (manpukian, UID kaptku y ¢opmari HEX) abo
CIIPAalbOBYBAaHHS JIATYHUKIB IPOXOLY.

MepexeBuil KiIi€eHT 3a0e3redye BCTAHOBJICHHS 3'€IHAHHSA 13 CEpBEpPOM Ta
JIBOCTOPOHHIO MapIIpyTH3aIil0 MaKeTiB.

B3aemonist Mk KOHTPOJIEPOM Ta CEpBEPOM BiIOYBa€THCS 3a CTPOTO BU3HAUCHUM
IIPOTOKOJIOM, SIKMH CKIANAeThesl 3 (pa3y BCTAHOBICHHS 3aXHUIIEHOTO 3'€THAHHS Ta
(a3u 3axumieHoro oOMiHy 1aHuMH, KoHTpoJjep iHiuitoe TCP-3'exnanHs 3 cepBepoMm.
Cepsep npuiimae 3'€THaHHS 1 BUAUISAE A1 HBOTO OKPEMHI COKeT [2].

DopmyBaHHS YITKOTO TNeEpeniKy (yHKIIOHAIBHUX BHUMOT J03BOJISIE BH3HAYUTH
apXiTeKTypHI MEXi CHCTEMH, HEOOXiJHI TNporpamMHi MOAYJIi Ta MEXaHi3MHU
3a0e3MeYeHHs] KOHQIICHIIIHHOCTI, MITICHOCTI Ta aBTEHTUYHOCTI iH(opMmariiHOro
00MiHy MXK allapaTHUMH KOHTPOJIEPaMH Ta IIEHTPAJIbHIM CEPBEPOM.
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InTerpauisi npuBaTHOro 0Ji0k4eiiHy Ta cainux nignucis Yayma nis
3a0e3ne4eHHs] AHOHIMHOCTI M HinicHocTi 300py AaHUX y miIaTdopmi
OwlView
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[InaTtdopmu oHMAWH-ONUTYBaHE AKYMYIIOIOTH JIaHi CIEIiallbHUX KaTeropin (CT.
9 GDPR) [4]: momituuni morisiaw, peniris, 3mopos's. IIposinmi cepsicu (Google
Forms, SurveyMonkey, Typeform) ue 3a0e3neuyrots aHi mudpyBaHHs Ha piBHI HOJIB
(field-level encryption), ani kpunrorpadiyHoi HepeBipKM LiTICHOCTI BiAMOBiAei.
BuHuKae cynepeyHicTh MDK HeoOXimHicTIO imeHTH(ikauii pecnoHIeHTa s
3ano00iraHHs TOBTOPHOMY TOJIOCYBaHHIO Ta 3a0€3MeUeHHSIM IPUBATHOCTI.

Mera poOoTH — CHpOEKTYBATH i peamizyBatu y ckiaagi OwlView mincucremy
300py BIONOBiAEH, MIO OXHOYACHO TapaHTye: 1) aHOHIMHICTH PECHOHACHTa; 2)
HEMOXKIIMBICTh TIOBTOPHOTO TOJIOCYBaHHS; 3) TEpeBipeHy LUIICHICTH arperary; 4)
IHAMBIAyabHY BepHiKaIlito roaocy 6e3 po3KpHUTTS HOTO 3MICTY.

HaykoBa HOBHM3Ha — IO€JHAHHS IPUBATHOTO OJIOKYElHY 3 KOHCeHCycoM Proof-
of-Work i nepeBamu Mepkia 3 mpoTokonoM ciinux mianucie Yayma y eamHomy
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KOHTYpi, iHTerpoBaHoMy 3 iepapxiunuM KMS (MK—KEK—DEK) [3] Ta
BocbMupiBHeBo0 RBAC. Ha Bigminy Bim [1, 2], cxema [03BOJSiE€ PECHOHICHTY
nokanbHo moOyayBati Merkle-kBuTaniio [S] s HesanexHOI TepeBipKU
BKJIIOUEHHS ToJIocy 0€3 pO3KPHUTTS BiAMOBII.

Po3B's130K. PecroHIeHT 3acmimioe aBTOpH3allidHUA TOKEH m 1 Hajachiae m
cepBepy, AKHiT OBEPTAE G; TCIIS 3HATTS 3aCIIIIIEHHS OTPHMYEMO BaJliTHUH ITiric
G 3a BIIKpHUTHM KiroueM cepsepa (1):

m=m-r*modn; ¢ = mimodn; o = 6-r"'modn. (1)

ne (e, n) — myOmiyHMi K104 cepBepa, d — MpUBAaTHUH MOKa3HUK, I —
BUNAIKOBHHI (akTop 3aciimieHHs. CepBep He 6a4UTh m 1 He MOXKe 31CTABUTH IiANUC
i3 kopuctyBadeM. 3ammdpoBana AES-256-GCM BianoBiae pa3oM i3 ¢ moTparisie y
ITyJ1 TPaH3aKIiH, 3 IKOro GOopMyeThCs OJI0K (2):

B = (idx,ts, hprev,rootM,nonce, {txi}), 2)

nie root M — KkopiHb aepeBa Mepkia TpaH3akiiid 6yoka. PecrioHaeHT oTpuMye
kBuTaHLiIo (3), sika 3a yac O(log n) K03BOJIsE TIEPEKOHATHUCS Y BKIFOYESHHI TOJIOCY JI0
MiATBEPKEHOTO OJIoKa:

receipt = ( h(tx),{hi}, h(B) ). 3)

Cepen mpoBigaux komepuiitHux mratgopm (Google Forms, SurveyMonkey,
Typeform) sxonHa He pearnizye oJHOYACHO IMU(pYBaHHS Ha piBHI momiB AES-256-
GCM, iepapxiunoro KMS, cninux mianucis Yayma, Merkle-kBuTanmii Ta Onok4eitn-
ayIUTy — YCI 111 BIaCTUBOCTI OJIHOYACHO 3abe3neuye nuiie OwlView.

Frontend - o
blindSignatures.js blind_signatures. py PostgresqL | Plockehain/core.py
GET japi/surveys/-id/blind/public key
e T
blind_signing_keys aSo
generate 2045-bit RSA

ne

nonce 32 bytes

A

M = SHA-256(survey_idnonce)
m'=m?*remodn

POST biindsign s blinded_message _|
nepesipka survey active +
token not issued
s = (m)}*d mod n

blind_tokens_issued
3

blinded_signature

s=g*r-1modn
<

POST iblind/submit
nonce. signature, answers

s*e mod n ==
SHA-256(survey_id-nonce)

blind_nonces_used +

anonymaous_survey_responses
e e =

add_block(anonymous_response: itted)

Frontend

Flask PostgreSQL
blindSignatures js blind_signatures py 1

L blockchain/core.py |
Puc. 1. IIpoTokon crinoro mianucy Yayma juist aHoHiMHOTO rosocyBanHs B OwlView
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Peanizamis. [Tixcucrema — wactnHa MikpocepBicHOI apxitektypu OwlView (12
Docker-konreiinepis, Flask, React 18, PostgreSQL 15, Redis, Vault). Kpunrorpadis
— Ha 6i6miotekax cryptography i pycryptodome; 6mokueiin i Merkle-nepeBipka — y
back/blockchain. Ilpanesnatnicts minTBeppkeHa 312 aBTOMATH30BaHUMHU TECTAMH
(167 pytest + 145 vitest, yci passed) Ta crarnyaum anamizoMm SonarQube.

PeanizoBaHo iHTErpoBaHMIT MeXaHi3M, IKMH 0THOYACHO 3a0e31edye aHOHIMHICTh
PECHOHJIEHTa, HEMOXKIIMBICTE ITOBTOPHOTO T'OJIOCYBaHHS, BepU(IKOBaHY HiNTICHICTH
arperarty # inguBinyansHy Merkle-niepeBipky romnocy 3a O(log n). Cxema BiacyTHS y
KOMepIiifHNX aHamorax 1 BimmoBimae cr. 25 GDPR «Privacy by Design».
MepcnextuBu — zk-SNARK i popmanbha Bepudikaris B Tamarin Prover.
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Beryn. 3pocranns kibeparak (session hijacking, credential stuffing) BusBmio
BPA3JIMBICTh TPAJULIHUX MApPOJBHUX MEXaHI3MiB Ta CTATHYHUX METOXIB GiomeTpii.
BesnepepBHa TmOBeniHKOBa OiOMETpiss Ha OCHOBI JHHAMIKHM HATHUCKAaHb KJIABIII
(keystroke dynamics) HaOyBae 3HaueHHs. KiacMyHi TiIXoad 13 YacOBUMH
xapakrepuctukamu (dwell time, flight time) MatoTe 0OMexeHy CTiliKicTh J0 iMiTamil
Ta replay-atak. IHTerpamis TakTmibHUX TapameTpiB (keystroke pressure, pressure
profile) miaBuIIyEe pO3pi3HIOBANBHY 30aTHICTh, OCKUIBKH CHJIOBI IMOKA3HMKH MEHII
migBNagHi cBimoMoMmy KoHTpoimo. [lommpeHHs ceHcopHux iHTepdeticie (Force
Touch, Android Pressure API) BimkpmBae HOBI MOMIMBOCTI Ui ITaCHBHOT
Bepudikamii. Bumorn GDPR Tta 3akoHy Vkpainm «IIpo 3aXucT mepcoHaIbHUX
JaHUX» BUMaraloTb HEOOOPOTHHX MEPETBOPEHb 0IOMETPUYHUX JTAHHX.

Mera pobotu. [IpoexTyBaHHs Ta MporpamHa peaimiailis Be0-3aCTOCYHKY U
Oe3nepepBHOi ayTeHTH(iKalii KOPHCTYBayiB, IIO0 MOEIHYE YacOBI Ta TAaKTHIIbHI
napamMeTpy JMHAMIKM HAaTHUCKaHb 3 METOK MiJABHIICHHS TOYHOCTI PO3Mi3HaBaHHS,
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