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IIporpamumii 3aci6 aJis1 IM(PPYBAHHSA Yy CHCTEMi 32/ IMIIKOBHX KJACiB
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VY cywacHux iH}opMaIiiHUX cHCTeMax 3pocTae moTpeda y KpunrorpadidHux
aNroOpUTMax, sKi IOEIHYIOTh JOCTaTHiH pIiBeHb 3aXUCTy JaHUX 13 BHCOKOIO
LIBUJIKOIIEI0 Ta MOJMNJIMBICTIO e(eKTHBHOI peatizanii B yMOBax OOMEXEHHX
o0urcoBanbHUX pecypciB [1]. OQHUM i3 TEPCIEKTHBHUX IMiXOIB IO MiABHICHHS
MIPOYKTHBHOCTI KpHIITOTrpadiyHNX omepaniii € BAKOPUCTAHHS CHCTEMH 3aJIUIIKOBUX
knacis (C3K) [2, 3]. Ii mepesara nmonsrae B ToMy, IO BeTHKe YMCIO MOXKE OyTH
MmoJlaHe SIK HaOlp 3aJHIIKIB 3a JAEKIIFKOMA ITOTIAPHO B3aEMHO TPOCTHMH MOIYJISIMU.
VY TakoMy mpeAcTaBieHHI apu(pMETHYHI omepamii BUKOHYIOTHCS HE3aJEKHO IS
KOXKHOTO MOJYJIS, 1[0 CTBOPIOE NMPUPOAHI MEpeayMOBH IS MapaneiabHol 00poOKku
nanux. e mae 3Mory 3MEHIINTH CKJIaHICTh OOYHUCIICHb HAJl BETUKUMH YHCIAMU Ta
HiIBUILIMTH IIBHIKOMAII0 aJrOPUTMIB, SIKi BAKOPHCTOBYIOTh MOAYJIbHY apH()METHUKY.

Jlana poGoTa mpucBsdeHa po3poOlli mporpaMHoOro 3acoly i mudpyBaHHS B
C3K. 3anponoHoBaHMW MiIXiA 3MIiHIOE JIOTiIKy OOpOOKM  IOBiIOMJICHHS:
KpunrorpadidHe MepeTBOPEHHS 3aCTOCOBYEThCS HE JO OKPEMHX CHMBOIIB, a 10
YHCIIOBOTO OJIOKY BIAKPUTOrO TeKCTy. Takuil GJIOK PO3KIaNaeThCsl HA 3aIUIIKU 3a
CHCTEMOI0 MOJYJIB, ITCJIsS YOro Uil KOXKHOTO 3alMIIKy BHKOHYEThCS OKpeMe
kpunTorpagiuae neperBopeHHs. OTpuMaHi 3MiHEHI 3aNIUIIKH 00 €IHYIOTHCSA Y
3andpoBaHe YUCIIO 33 JOTIOMOTOK KHTalichkol Teopemu mpo 3anumku (KT3).
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MareMaTndHa MOJENb aNTOPUTMY Iiepepdadae KiTbKa ITOCTIJOBHHX €TalliB.
CrouaTKy BIIKPUTHH TEKCT KOIYETbCS Yy UYHCIOBe npeacTaBileHHs. Jaii
NepeBipA€TbCcs KOPEKTHICTh MapaMeTpiB: MOLYJi MaioTh OyTH MOMApHO B3aEMHO
MPOCTUMH, 3HAUYE€HHS MHOXHUKIB TIOBUHHI MaTH OOEpHEHI eJeMEeHTH 3a
BIJTNOBIAHUMH MOJYJSIMH, & YHACIOBUN OJIOK MOBIIOMJIECHHS Ma€ OyTH MEHILUM 3a
JIOOYTOK ycix MoydiB. [TicIist bOTO JUISt KOYKHOTO MOJYJIsI OOYHCITIOETHCS 3AITUIIIOK,
BUKOHYETBCS ~KpHNTOrpadiuyHe TIepeTBOPEHHS, a pe3ynbTaT 30upaeThes y
KOMITakTHHUH mu¢prexct. PosmmdpyBanas BinOyBaeThesl y 3BOPOTHOMY HOPSIKY: 13
3amm(pPOBAaHOTO YHUCIA BiJHOBIIOIOTHCS 3MIHCHI 3alHMINKH, Jadi — IOYaTKOBI
amumky, micnd goro KT3 no3Bonse oTpuMaTtd BUXITHMHA YHCIOBHHA OJOK 1
JIEKOlyBaTH HOTO y TEKCT.

IporpamHa peanizaiiis BukKOHaHa MOBOIO Python i3 BukopuctanHsM dpeitMBOpKY
FastAPI. ApxiTekTypa nporpamMHOro 3aco0y moOyIoBaHa 3a MPUHIIMIIOM PO3AITICHHS
BIANOBINANBHOCTEH 1 BKIIOYAE piBeHb MapIIpyTH3alil, piBeHb Oi3HEC-JOTIKH Ta
MOJyJIb MaTeMaTHYHHX yTWIIT. PiBeHp MapmipyTu3anii 3ade3nedye o6podoxy HTTP-
3aNMTIB IO CHAIOIHTIB INW(PYBaHHSA, po3MM(pyBaHHS, TeHepalil mapaMmeTpiB i
BUMIPIOBaHHS HPOJYKTUBHOCTI. PiBeHb cCepBiciB pealli3ye€ OCHOBHY JIOTIiKY
mmdpysanas B C3K, Tozi sk JOMOMIKHANA MaTeMaTHIHUN MOYJIb MiCTHTh (YHKIIT
it obuncnenp 3a KT3, mepeBipku B3a€MHOI MPOCTOTH MOAYJIB 1 TeHeparil
KITFOYOBHX MTapameTpiB. Baminarist BXiqHUX JaHUX 3AiHCHIOEThCS 3acobamu Pydantic,
1110 3MEHIIY€E PU3UK HEKOPEKTHOTO BUKOPUCTAHHS AJITOPUTMY.

JInst ouiHIOBaHHS NPOJYKTHUBHOCTI peayli3oBaHO MEXaHi3M BHMIpIOBaHHS dacy
BUKOHAHHS KpunrorpadiqHoro sjpa 3a JOINOMOTOI0 BHCOKOTOYHOTO TaiiMepa. IIpn
LBOMY 3 BHMMIpIOBaHb BHKIIOYAIOThCS JIOMOMDKHI omepauii. TecTtoBi mpukiaan
JEMOHCTPYIOTh, IO oOmepalii mu@pyBaHHs Ta Po3MWHU(PYyBaHHS BUKOHYIOTHCS 3a
YacTKU MITICEKYH/H, IO MiATBEPKYE MPAKTUYHY MPHIATHICTD 3alPONOHOBAHOTO
MiAXOQY Ui IMIBUAKOI OOpOOKHM KOPOTKMX TEKCTOBHX MOBiZOMIIeHb. [lpmkman
mdpyBaHHS HaBeICHO Ha puc. 1.
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OTxe, po3pobIIeHNH TporpaMHMii 3acid JEMOHCTPY€E MOXKIUBICTH MPAKTHYHOTO
ukopuctanns C3K mms moxudikauii KIacHYHUX KpUOTOrpadiuHUX aliropUTMIB.
IMoennanHs KpUnTorpadiyHOro NepeTBOpeHHs 3 6araToMOAyIbHUM MPEICTaBICHHIM
JaHUX 03BOJISIE YCKIAMHUTH CTPYKTYPY MIH(PPOTEKCTY, PO3NOALIUTH iH(OpMAILIito
MIDX KiJTbKOMa MOJyJISIMU Ta CTBOPUTH OCHOBY ISl apanenbHoi 00poOku. [Toganpmri
IOCHIOKEHHST  JOLUIBHO CIpsAMYBaTH  Ha  TOTJHOJCHHHA  KPUITOAHANTI3
3aIpOIIOHOBAHOTO METOTY, ONTHMI3allifo BUOOPY MOMYJIIB, IIOPIBHSHHS 3 CyYaCHUMHU
CHMETPHYHUMH aNTOpUTMaMH Ta peallialito o0uncieHb Ha anapaTHHX IUIaTdopMax,
3okpema FPGA a6o GPU.
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TenepimHili pPUHOK BiAEOIrOp AEMOHCTPYE CTPIMKE 3POCTaHHS: 3a TaHUMH
AQHATHYHAX areHTCTB, KiJIBKICTh aKTUBHUX T'PABLIB y CBIiTi MEPEBUILYE 3 MITbIpAN
ocib, a obcar ramysi mopiuHo 30iumbmryeTscs Ha 8—10% [1]. Iompu me, icHyioui
1aThOpMH JUIS OLIHIOBAHHS irop CTUKAIOTHCS 3 HU3KOIO MpoOieM iHpopMariitHoi
Oe3neKHu: pH3MKaMH KOMIpOMeTallii MEepCOHANBPHMX JaHUX  KOPHUCTYBauiB,
Bpa3IUBOCTAMHU BiikpuTHX API, a Tako)x MaHImyJsILiero peiiTHHraMu 3a JOIIOMOTOI0
aBTOMAaTH30BaHUX CKpUNTIB (00TiB). MeTol po0OTH € MPOEKTYyBaHHS Ta PO3poOKa
Oe3mevyHol apxiTekTypu BeO-tmardopmu «Ludara», mo 0a3yeTbcs Ha MPUHIUIIAX
Security-by-Design i3 BukopucTaHHAM TexHOJIOTiqHOTO cTeKy Node.js.

ApxiTekTypa miarpopMu peai3oBaHa 3a MPHHIMIIOM YiTKOTO PO3MEKYBaHHS
piBHIB focTymy Ta BiamosiganeHocTel. CepBepHa dacTrHa oOyqoBaHa Ha Node.js 3
¢peiimBopkom Express.js, kinieHTcbka — Ha React 3 Bukopucranusm Vite [2]. Tis
rapaHTyBaHH LiTiCHOCTI 1annX obpaHo pemsitiiiny CYB/] PostgreSQL. B3aemonist 3
6a3or0 maHux 3aiiicHioeThess yepes ORM-6ibmioreky Prisma, mo aBTOMaTHyHO
napaMeTpu3ye 3alHuTH, YHEMOXKIMBIIOI0UH ataky Tuiy SQL-iH'exiiii, Ta 3abe3mnedye
TUnoOe3neuHicTs. ABTEHTH(]IKAIlS peani3oBaHa 3a MPOTOKOJIOM Ha ocHOBi JWT-
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