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Abstract. This paper proposes the use of edge computing for remote vehicle diagnostics. Instead of
continuously streaming raw telemetry, the on-board computer performs simplified analytics, adaptive sampling,
and data compression, so that the outgoing network channel transmits event packets and short periodic summaries
(summaries) of data. The system design focuses on three goals: to maintain the ability to make important
diagnostic decisions, to keep the reconstruction error acceptable for analysis, and to notify of a fault even with
weak or variable connectivity in a reasonable time. The paper proposes a simple and reproducible way to account
for data volume and latency, shows how to configure basic controls for each signal, and discusses the use of multi-
peripheral edge computing (MEC) to reduce latency. The result is significant savings in outbound traffic without
compromising diagnostic capability.
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1. INTRODUCTION

Modern vehicles are distributed cyber-physical systems, the electronic control units (ECUs)
of which produce telemetry of various nature: temperature and pressure in different systems,
battery status, brakes status, various indicators of differecnt subsystems etc. The protocol used
by the ECUs — UDS (Unified Diagnostic Services, ISO 14229), unifies the process of reading
data by identifier, reporting and clearing diagnostic trouble codes (DTC), as well as performing
various procedures. The DolP (Diagnostics over Internet Protocol, ISO 13400) protocol
transmits this data over IP/Ethernet and provides a higher level of diagnostic data throughput
than CAN. At the same time, the UNECE R 155 and ISO/SAE 21434 standards require ensuring
an appropriate level of cybersecurity of the vehicle throughout its entire life cycle. The R156
standard defines the requirements for the software update management system, which
determines how data is moved to and from vehicles. Together, these standards create both
opportunities and limitations for remote diagnostics: they provide high-speed authenticated
access when needed, but at the same time require resource-efficient and controlled data
movement. This article discusses the benefits of moving analytical computations closer to the
data source — the telematics control unit (TCU) or other network gateway with data caching at
the edge computing node. This reduces latency and dependency on continuous connectivity,
improves throughput, while still adhering to the principles of diagnostic and security standards.

Related research in the field of networks confirms the effectiveness of this direction. The
ETSI standard for multi-peripheral edge computing (MEC) envisages the placement of computing
power and data storage in or near the radio access network (RAN), providing standardized access
protocols and guidelines for the deployment of operator-hosted edge computing services. For the
operator, MEC diagnostics reduces the latency of data transmission in both directions and provides
anear cache that can process and store bursts of packets and forward them later.
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2. EXPERIMENTAL METHODS

Modern vehicles provide the ability to monitor from hundreds to thousands of different
metrics that are useful for vehicle diagnostics. Some metrics have a high update rate, such as
engine speed, acceleration, battery current, others have a low update rate. Telemetry that is
intended to be sent to a remote server is filtered, processed, and sent by a TCU or other network
gateway.

Three factors dominate the system design. First, cloud connectivity is inconsistent and
often expensive, especially for fleets spanning regions with different operators and roaming
agreements. Second, not all metrics are equally important for making diagnostic decisions at
any given time. Third, edge computing resources are limited, but with the development of
hardware, they are becoming increasingly powerful, making it possible to run non-trivial
algorithms.
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Figure 1. Proposed architecture for optimizing the transmission of collected signals using edge computing

In a remote diagnostics system (Fig. 1), which is focused on processing data with edge
computing resources, the computing node is located inside the vehicle, usually integrated with
the TCU, and has several signal processing layers. The signal acquisition layer receives traffic
from the common bus and normalizes the data. The feature and event layer provides adaptive
sampling, real-time change detection, and feature computation. The decision-making layer
performs lightweight diagnostic logic — rules, statistical tests, or small trained models. The
transport layer schedules data transmission over available communication channels, taking into
account set of priorities, timing deadlines for individual features, and available size budgets.
Additionally, MEC can be used — these are computing resources inside the mobile operator’s
network, usually near a base station; they are not a car or a public cloud. MEC can be the first
to receive urgent notifications, quickly check them without saving state, briefly buffer them,
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and forward them to the cloud, which reduces latency and latency fluctuations. This architecture
follows the design rule: do as little as possible in the initial stage to ensure correct and timely
decisions in the next stage, and reduce the amount of data by moving semantics to the edge
nodes of computation.

A remote diagnostics system should provide reliable data necessary for making accurate
decisions under conditions of limited bandwidth and unstable Internet connection, while
maintaining low data transmission latency. The total amount of raw data received over a certain
period of time t is calculated by formula (1):

By = Y7o N, - s., bytes, where (1)

n — total number of channels,

N, — number of data instances in the current channel over a period of time ¢,

s, —number of bytes in a single data instance in the current channel.

To optimize the transmission system, we introduce the concept of an edge computing
node, which processes raw ECU data on the fly and forms packets from them for transmission.
This reduces data resolution and compresses it. Thus, the transmitted payload becomes more
efficient and is calculated by the formula:

B=Y",(k.(e) a.-N.-s.+ p.), bytes, where (2)

n — total number of channels,

€ — precision regulator for compression,

k.(¢) € (0,1] — channel compression ratio,

a. € (0,1] — data resolution factor,

s, —number of bytes in a single data instance in the current channel,

N, — number of data instances in the current channel over a period of time t,

B. — bytes, channel metadata over time period t (for example — minimum, maximum,
average value, etc.).

So, the three quantities that are important from an operational point of view are: data
resolution factor (a.), channel compression ratio k.(€)<) and channel metadata over time
periodf.8%). The goal is to choose threshold values such thatB 8} is an order of magnitude
lower thanB,©8%, while preserving important information for diagnostic decision-making and
analysis (limit crossings, sharp changes, data frequency changes, etc.) and a performance that
depends on on-board information processing, not on the state of the Internet network.

3. RESULTS AND DISCUSSION

Let's consider an example of optimization over the period t = 1h = 3600s with 3
signals — RPM (engine revolutions per minute), T¢oo1qn: (cO0lant temperature), Vpgerery (battery
voltage level). Number of data instances in the channel N, for the time period t we calculate
using formula (3):

N, = f. - t, where (3)

fc — Hz, the data frequency of a particular channel.

An example of data optimization using edge computing is given in Table 1. As can be
seen from the calculations, the total amount of processed data is reduced by ~30 times, which
significantly reduces the load on the network.

Any process of lossy optimization of data and it’s transmission carries the risk of
inconsistencies between the original and compressed data. Therefore, it is important to be able
to adequately evaluate this process:

1. Accuracy of making diagnostic decisions based on the received data (invariance
of discrete decisions, such as «has the coolant temperature exceeded a certain limit?»). For
example, the system has a rule «Notify the user if the coolant temperature exceeds 110°Cx.
With edge computing and data compression, the result of notification or no notification
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should be the same as if the remote server had received the original raw data from
the ECU. To check, you can: compare the % of coincidence of the system’s decisions on
the original and processed data, estimate the level of false positives and false negatives
results.

2. Accuracy of representation — how close the reconstructed numbers are to the original.
For example: after the packaging and unpacking processes, each recorded coolant temperature
value should be within £0.5°C of the true value. The deviation of the value is called the error.
To estimate the error, it is necessary to compare it with the specified maximum error value for
a given signal.

3. Timeliness of the received data — how quickly the system is able to detect and
respond to errors. For example: the coolant temperature actually exceeds 110°C at time
t=100s. If the system is able to detect the temperature limit being exceeded at time t=101s,
then the detection time or delay is 1s. To check, you need to estimate the total time
from the moment the event occurs on the ECU to the moment the notification appears to the
user, including delays in the ECU, network, edge computing and any other system
components.

Table 1

Example of data optimization by edge computing.

RPM Tcoolant Vbattery
£, Tt 10 1 5
K. (€) 0.3 0.2 0.25
a. 0.05 0.02 0.1
S¢, byte 2 2 2
B., byte 600 600 600
By, byte 72000 7200 36000
B, byte 1680 ~629 1500
Bototal, byte 115200
Btotai, byte ~3808

Optimization using edge computing is a series of trade-offs. The main idea of
optimization is to make B as small as possible, but not at the cost of accuracy and timeliness of
diagnostics. Each parameter of the equation can reduce the number of bytes in the final packet,
at the risk of losing detail:

e A smaller compression ratio (k.(¢€)) increases the level of data compression, reducing
B (Fig. 2). However, a value that is too small blurs the signals and can hide the error.

e A smaller resolution of a, saves bytes, but slows down the speed of error detection.

e Metadata and statistics . allow you to get a better summary of channels over a
certain period of time, but increase the total number of bytes. You need to determine which
parameters are really necessary and send only those.

A practical design pattern is to start with conservative error limits and thresholds that
ensure that the transmitted data is consistent with the known data. Then gradually relax the
parameters to achieve parity between throughput and accuracy. Using real-time telemetry to
ensure that certain edge cases do not distort diagnostics. Often, it is possible to identify such
channels that can be aggressively tweaked without affecting any diagnostic decisions, since
their variations are either predictable or irrelevant.
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Figure 2. Saving network traffic using edge computing

Edge computing systems do not eliminate the need for raw data entirely. Some fault
diagnostics require raw data streams from high-speed channels that are not available from
metadata, statistical summaries, and fragmented data. Therefore, the edge computing node must
be able to switch to full reporting mode when the vehicle temporarily transmits full raw data
under certain conditions or remote commands. Another limitation is the validation of the
learned components; while tiny models can be made reliable, proving their behavior under all
operating conditions remains a challenge. Ultimately, the computing power and power
consumption of vehicles, while constantly evolving, still limits what can be done without
affecting other functions. Optimization of algorithms is necessary to avoid negative impacts on
the vehicle itself or its individual components.

Telemetry analysis often includes sensitive information such as location etc. Systems
with edge computing nodes improve privacy by default because they transmit less raw data and
more aggregated summaries. Trusted edge computing runtimes protect various model
parameters and keys. Mutual authentication and certificate pinning protect the transport layer.
Payload signing ensures end-to-end data integrity so that compressed or aggregated data cannot
be tampered with. Edge computing logic update mechanisms should be atomic, roll-backable,
and certified. Diagnostics should not be left in inconsistent states during over-the-air updates.
Security depends on provability and safe behavior. If the model fails to initialize or the feature
extractor detects internal errors, the algorithm should fall back to conservative sampling rather
than silently disabling telemetry. Error signals should be stored until acknowledged by the
server. The system should maintain a local audit log so that post-incident analysis can
reconstruct the behavior of the edge-scaling algorithm.

4. CONCLUSIONS

Remote diagnostics can only be successful if the right information is delivered quickly,
reliably, and consistently. Edge computing provides the ability to shape, aggregate, and
partially interpret telemetry where it is generated, so that the network delivers diagnostic
decisions and compact data slices, rather than an uncontrolled stream of raw data. Based on
clear design criteria such as decision accuracy, representation, and timeliness, significant
reductions in network load can be achieved without compromising the diagnostic process.
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VIIK 004.75

KOPJAOHHI (EDGE) OBYUCJIEHHS TA OIITUMI3ALIA JAHUX
JIJIA JMCTAHIIAHOI JIATHOCTUKU TPAHCIIOPTHUX 3ACOBIB

Biraaiii bonap; Boronumup I'otoBuy; JIrvooomup Mariituyk

TepHoninbcokuul HAYiOHATLHUU MeXHIYHUU YHigepcumem imeni leana 1lynros,
Tepuonins, Ykpaina

Pe3tome. 3anpononosano nioxio 00 6i00anenoi 0iazHOCMUKU MPAHCNOPMHUX 3AC00I8 | GUKOHAHHAM
NEPBUHHOI aHamimMuKa 3a 00noMo2010 KopOoHuux obuucnenuss (TCU/mepesicesuii uinio3) ma ORYIUHOW
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onmumizayicio 3a 00NoMo200 Myavmu-nepugepiunux kopoounux ooyuciens MEC. Ompumano gopmanizayiro
KOMAPOMICY «MOYHICMb — C60E€UACHICMb — 00Cs2y, Y Kl NePULONOYAmMKO8A KIIbKICMb OGHUX ONUCYEMbCS 5K
B 0= (c=0)"n-N ¢ < _c, a onmumizoéana — ax B=) (c=0)"n+«x _c (¢).a_cN cs ctf c ), de a_c ¢
KoepiyicHmom po3uwopenHs 0anux, k_c (&) — Koegiyichmom cmucHenHst oanux, B_c — obcscom memaoanux.
Hokaszano Ha excnepumenmi 3 mpvoma kauwaramu (RPM, T coolant, V _battery), wo 3a Harawmyeans
a_c={0.05; 0.02; 0.10} i k_c (¢)={0.30; 0.20, 0.25} ob6cse onmumizoganux oawux smeHutyemvcs y ~30 pasié
(B_Ototal=115200 6atim/200, B_total=3808 6atim/200) 6e3 empamu 30amuocmi ikcysamu 3Hayywyi O
diaenocmuku noodii, a 3ampumka CApayloeanHs mpuzepie cnogiujenns cmanosums Ic. Ilokasano, wo
KOpeKmHicmb O0iazHOCMUKY 3a0e3neuyemvcs 3a60AKU NOEOHAHHA MPbOX YUHHUKIB. MOYHICMb — OideHOCTNUYHE
PpilenHs nputiHame Ha OCHO8I CUPUX OQHUX € MAKUM CAMUM, SK I pileHHs, NPULIHAMe HA OCHO8I ONMUMI308AHUX
O0aHux;, Noxubka npeoCmasieHHs ONMUMI308AHUX OAHUX € HAUMEHWO, pPI3HUYA Yacy NpUliHAmms
0iaeHOCMUYHO20 PIiUeHHs HA OCHOBI ONMUMI308AHUX MA CUPUX OaHux Habaudxcaemovcsa 0o (. Ompumaro
MEMOOUKY HANAWIMYBAHHA NApAMempie onmumizayii, 6 AKill NoYamKo8i napamempu o0OUPAIOMbCA 3
KOHCEPBAMUBHUX MIDKY6AHbL MAKUM YUHOM, W06 NOXubKa OiaeHOCMUYHUX piuleHb OyIad MIHIMATbLHOW O7s
01a2HOCMUKY 3 BUKOPUCHAHHAM CUPUX | ONMUMI308aHUX Oanux. Jani Ona 3HaAX00HCEHH ONMUMATbHUX 3HAYEHD
napamempis onmumizayii, koe@iyicumu o_c, k_c (¢) ma emicm memadanux B_c nocmynoso smenutyroms 00
00CsICHEHHSl OANCAHO20 Pe3yIbMamy 3HAYeHb MOYHOCHI OIAZHOCMUKU 6 NOPIGHAHHI 3 NEPUONOUAMKOSUMU
OaHUMU Ma NPONYCKHOI 30AHMHOCMI Mepedici. 36i0cu MOJICHA 3pOOUMU BUCHOBOK, WO DPAYIOHATbHUL SUOIp
napamempis o_c, k ¢ (¢), p_c pazom i3 3acmocysannim MEC 0036015€ cymmego cKOpomumu KilbKiCmb
nepeoaHux OaHux 0e3 KOMAPOMICI8 w000 IHEApiaHMHOCMI OIAeHOCTMUYHUX pileHb 1 CB0€YACHOCMI
OiaeHOCMUYHUX CROGIUeHb MA CIY2YE OCHOB0I0 O/ NPOEKMYBAHHA CUCeEM OIAZHOCMUKU i3 3ACMOCYBAHHAM
KOPOOHHUX 0OUYUCTEHD.

Knwuosi cnosa: siodarena Oiacnocmuxa, KOPOOHHI 0OYUCNeHHsS, Onmumisayis menemempii,
JIOKANi308ana 06poOKA, MPAHCHOPMHI 3ACO0U.
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