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Po3poOka cuctemu MOHITOpUHTY Oe3neku st BeogonatkiB // OP «Marictpy //
[Tokuako Onekcanap BikTtopoBuu // TepHONIIBCHKUN HAIllOHATBHUN TEXHIYHUM
yHiBepcuteT imeHi [Bana [lynros, ¢pakynbreT KoM IOTEpHO-1HPOPMAIIIHHIX CUCTEM 1
nporpamMHoi 1HXeHepii, kapeapa kibepoesnexu, rpyna Cbmz-62 // Tepunonins, 2025 //
C. 98, puc. — 16, Tabn. — 1, kpecn. — 10, nogatk. — 3.

KirodoBi cioBa: BeO101aTKH, MOHITOPUHT, METPUKH, Jioru, Grafana.

VY marictepchbKiid poOOTI pO3TISTHYTO PO3POOKY CHCTEMH MOHITOPUHTY O€3IeKH
JUTsl BeOIOJATKIB HA OCHOBI JaHUX JKYPHAJIIB MO Ta TeJIEMETPIi.

VY mepmomy po3aiual MpoaHadi30BaHO pPOJb MOHITOPUHTY B KibepOesmer,
BU3HAYEHO KOHTEKCT 3aCTOCYBAaHHS Ta PEJICBAaHTHI CTAaHJIAPTH, OIKMCAHO OCHOBU
CIIOCTEPEKEHHS JIJIS 3a/1a4 BUSBIICHHS, PO3CIIiAyBaHHS Ta pearyBaHHsS Ha 1HIMICHTH.
CdopMyibOBaHO 11111 MOHITOPUHTY ¥ MepeNiiK acleKTiB Oe3MeKy, Ha IJIsl OI[IHKU SIKUX
BUKOPUCTOBYIOTHCS METPHUKH, JIOTH (KypHAJIH TIO/Iii1), @ TAKOXK 3aMTPOIIOHOBAHO ITiIX1]1
110 ToOyI0BY 1IA0JIOHIB BUSIBJICHHS 1HIIUJEHTIB HA OCHOBI IIUX JTaHUX.

Y napyroMmy po3aiuti  JOCHIKEHO 1HCTPYMEHTH, apXiTeKTypu Ta MOJeni
pO3ropTaHHs TJIAaTGOPM MOHITOPUHTY, BKIIOYHO 3 SaaS, BIACHUM XOCTHUHIOM (3
dbokycom Ha exocuctemi Grafana) 1 TiOpUIHMMH TIIXOJaMH, a TaKOX METOIU
BIIPOBAKCHHS 3 ypaxyBaHHSIM BUMOT O€3MEKHU.

VY TperboMy po3aini kBamidikaiiifHoi poOOTH, peali30oBaHO MPOTOTUI CUCTEMHU
MOHITOPUHTY Ta THTETPOBAHUN JEMOHCTPAIIMHUN BEO 3aCTOCYHOK 3 aBTOMATHUYHUM
po3ropraHHsM Ha 6a3i cuctemu Docker. CucremMa MOHITOPUHTY 30Mpa€e TEIEMETPItO
Be03aCTOCYHKY Ta peaizye mpaBujia i CIIOBIIICHHS JJ1s1 BUSBJICHHS T1I03PLITUX TO1M

1 TOTEHIIITHUX BUTOKIB 1H(OpMaIii.



ABSTRACT

Development of a security monitoring system for web applications// Thesis of
educational level "Master"// Pokydko Oleksandr // Ternopil Ivan Puluj National
Technical University, Faculty of Computer Information Systems and Software
Engineering, Department of Cybersecurity, group SBmz-62 // Ternopil, 2025 // p. 98,
figs. — 16, tbls. — 1, drws. — 10, apps. — 3.

Keywords: web applications, monitoring, metrics, logs, Grafana

The master's thesis considers the development of a security monitoring system for
web applications based on event log and telemetry data.

The first section analyzes the role of monitoring in cybersecurity, identifies the
context of application and relevant standards, describes the basics of surveillance for
detection, investigation, and incident response tasks. The monitoring goals and a list of
security questions that metrics and logs (event logs) should answer are formulated, and
an approach to building detection templates based on this data is proposed.

The second section explores tools, architectures, and deployment models for
monitoring platforms, including SaaS, self-hosting (with a focus on the Grafana
ecosystem), and hybrid approaches, as well as implementation methods taking into
account security requirements.

In the third chapter of the qualification work, the practical result is the software
implementation of a prototype monitoring system, along with an integrated
demonstration web application with automated Docker-based deployment, which
collects web application telemetry and supports rules and notifications to detect

suspicious events and potential information leaks.
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ITEPEJIIK YMOBHHUX ITIO3HAYEHbDb I CKOPOYEHb

API —  Application Programming Interface

CI/CD —  Continuous Integration / Continuous Delivery
DNS —  Domain Name System

DoS —  Denial of Service

E2E —  End-to-End

HTTP —  Hypertext Transfer Protocol

HTTPS —  Hypertext Transfer Protocol Secure

IAM —  Identity and Access Management

IDS — Intrusion Detection System

JSON —  JavaScript Object Notation

MFA —  Multi-factor authentication

OTP —  One-Time Password

RBAC —  Remote Desktop Protocol

SaaS —  Software as a Service

SIEM —  Security Information and Event Management
SQL —  Structured Query Language

SOC —  Security Operations Center

TLS —  Transport Layer Security

WAF —  Web Application Firewall



BCTYII

AKTyaJIbHICTHL TeMU. BeOoaaTku € OCHOBOIO OLIBIIOCTI Cy4acHUX CEPBICIB 1
BOJIHOYAC 3AJIMIIAIOTHCS OJIHIEI0 3 HAWYACTIMMX LIeH KidepaTak depe3 MOCTiHHY
JOCTYMHICTh 3 MEpEeXi, CKJIAJAHICTh TEXHOJOTIM Ta BEJNUKY KUIbKICTH 1HTErparliil.
HapiTh 3a HasgBHOCTI 3axucHUX MexaHI3MiB (aBTeHTU(ikarmiss, WAF, koHTposb
JOCTYITy, 130JIAIisI CEepeAOoBHIN) Oe3nepepBHE BHSBICHHS IHIMACHTIB 1 IIBUIKE
pearyBaHHS HEMOJKJIMB1 0€3 sIKICHOTO MOHITOPUHTY. [{aHi, 1110 OTPUMYIOTBCS 3 METPHK
1 JIOT1B, JO3BOJISIIOTH HE JIUIIIE OIIHIOBATH HAIWHICTD 1 MPOAYKTHUBHICTh BEOIOIATKIB,
a ¥ BIACTEXKYBATH I1103p11y MOBEIIHKY, aHOMaJii, BATOKH 1H(OopMaIlii, 3710BKHUBaHHS
OOJIKOBUMHM 3alucaMd Ta MNOMWIKH KoHpirypamiid. Tomy po3pobka cucremu
MOHITOPUHTY BeOJ0JaTKIB 13 (DOKycOM Ha Oe3mneKy Ta MiATOTOBKOIO I1a0JIOHIB
BUSIBJICHHS 1HIIUJICHTIB € aKTyaJIbHOIO 33/1a4€l0 JJI OpraHi3alliif, 110 BUKOPUCTOBYIOTh
BeOCEpBICH fK Y XMapi, TaK 1y BJIACHIN 1HYPaCTPYKTYpI.

Mera i 3aga4i gocaigxennsi. MeToro poO0OTH € po3poOKa CUCTEMH MOHITOPUHTY
Oe3reku BeO10AaTKIB, IKa 30Mpa€ Ta y3ro/Ky€e JaHl METPHK Ta JIOT1B, HA OCHOBI SIKHX
bopMyIOThCS TIpaBUIIa BUSBJICHHS MA03PUIMX MO/ 3 METOIO 3a0e3neueHHsT 0a30BUX
MEXaH13MiB CIOBIIIICHHS /IS MIATPUMKHU MPOIIECIB pearyBaHHs HA 1HIIUJICHTH.

3agagaMu JOCIIHKEHHS €:

— IIpoananizyBaTu poJib MOHITOPHHTY BE€OJIOJATKIB Y KOHTEKCTI KiOepOe3neKu.

— Omnmcatu apTedaKkTH CIIOCTEPEKEHHS JIJIs Oe3MeKH BEOT0IaTKIB.

— CucremaTtu3yBaTH KIIOYOBI aCTIEKTH O€3MEKU Ha PI3HUX PIBHSAX MOHITOPHUHTIY.

— JlocmiauTH 1HCTPYMEHTH, apXITEeKTypd Ta MOJENl pO3ropTaHHs IiaT(opm
MOHITOPUHTY, BKJIIOYHO 3 SaaS Ta riOpuaHUMU MiAX0daMu.

— Po3pobutu MeToM pO3ropTaHHs CHCTEMH MOHITOPUHTY 3 YPaxXyBaHHIM BUMOT
Oe3nexwu.

— PeanizyBatu npOTOTHI CUCTEMHU MOHITOPUHTY BEOJ0ATKIB 13 BAKOPUCTAHHAM
oOpaHuX TEXHOJIOT1H Ta yTUIIT.

— Po3pobutu nemoHcCTpariiHuii Be€0101aTOK, HATAIITYBaTH 301p TeIeMeTpii Ta

BukoHatu E2E TecTyBaHHs clieHapiiB, 1110 IMITYIOTh TUIIOBI MO/1i O€3MEKHU.
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O00’exT pocaimxkenns. [Iporiecu MOHITOPUHTY Ta 3a0e3ledyeHHs Oe3NeKu

BeOI0JATKIB.

IIpeamer aochaimkenHsi. Meroau, Mojeni Ta MOporpamMHi 3acoOu TMOOYI0BH
CHUCTEMH MOHITOPUHTY BEOI01aTKIB.

HaykoBa HOBHM3Ha oJepKaHMX pe3yJbTaTiB KBaJdiikaniiiHoi podoTu.
HaykoBa HOBM3HaA poOOTH MOJISITa€ B BIPOBAKEHHI IMAXOAY MOOYAOBHU I1a0JIOHIB
BUSIBJICHHS 1HITUACHTIB HAa OCHOB1 Y3TO/DKCHHMX JaHWX METPHK, JIOTIB 1 TeJIeMETpii,
OpIEHTOBAHMX HA HETHUIOBI ClieHapil KibepaTak CIPsIMOBAaHHUX Ha BeOI0IaTKH.

IIpakTH4YHe 3HAYEHHS O/IePKAHUX Pe3yJbTaTiB. [[pakTuune 3HaUeHHS POOOTH
NOJIATa€ 'y CTBOPEHHI MPOTOTHUIY CUCTEMU MOHITOPHHIY BEOJOJATKIB, KU MOKE
OyTH BUKOPUCTaHHUM SIK OCHOBA JJIs1 BIPOBAIXKEHHS B pealbHOMY CEpelOBUILIl a00 115
HaBYaJIbHUX 1 JEMOHCTPALIMHUX L1Jei. Pe3ynbTaT BKIIOYAIOTh ONUC apXITEKTYPHUX
MIIXOMIB 1 MoOjJeNeid po3ropTaHHs, pEeKOMEeHAallli 3 Oe3MeYHOro BIPOBAKEHHS
1aThopMU MOHITOPUHTY, a TakoXX HaOlp mpakTuuHuX cieHapiiB 1 E2E rtecriB, 1m0
NEePEBIPSAIOTh TOTOBHICTh CUCTEMHU 10 BUSBICHHA MIJO3PUIMX MOJIA Ta MIATPUMKHU
pearyBaHHs Ha THITUACHTH.

Anpobanisa pe3yabTatiB Marictepcbkoi  po6oru. OCHOBHI pe3yibTaTH
poBeneHuX AochipkeHb ooropoproBaiivuchk Ha: ITTAP 2021. The 1st International
Workshop on Information Technologies: Theoretical and Applied Problems 2021.

ITyoaikanii. OcHOBHI pe3ynbTatd KBaji(iKamiiHOT PoOOTH OIMyOIKOBAHO Y

npailsix konpepenuii (auB. lonatok A).
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PO311J1 1 OCHOBU MOHITOPUHI'Y BEBIOIATKIB Y KOHTEKCTI

KIBEPBE3IIEKH

1.1 KonTekcT, cpepa 3aCTOCYBaHHS TA CTAHAAPTH MOHITOPUHTY

MoHITOpHUHT Yy 1H(POPMAIIIHHUX CUCTEMaX BITHOCUTHCS 10 Oe3MepepBHOTO 300py
Ta aHami3y JaHUX MPO poOOTy chcTeMH. Y KOHTEKCTI KiOepOe3neKkr MOHITOPHUHT €
HE3aMIHHUM, OCKIJIBKM 3aXHCT HE MOK€ (PYHKIIIOHYyBaTH 0€3 BHAMMOCTI CHCTEMHOI
TUSTBHOCTI. SIK 3a3HAYa€ThCS B TaNIy3€BUX PEKOMEHAAIISNX, IS €(EeKTUBHOTO
MOHITOPUHTY CHUCTEMH Ha TMpeAMeT Oe3NeKd, a TaKoX MPOAYKTUBHOCTI Ta
Oe3mnepebiitHOCTI, OopraHi3allisiM MOTPIOEH KOMIUIEKCHUN CTEK MOHITOPUHTY, SIKUN
3a0e3reuyBaTUME OCHOBY JUIsl BUSIBJICHHS Ta omoBilieHHs [1]. [Hmmmu cioBamuy,
KI0€p3aXUCT CIUPAETHCS HA CIIOCTEPEKYBAHICTh — BU HE MOXKETE 3aXUCTUTH TE, 1110 HE
O0auute. Hampukmnan, y peittuary OWASP Top 10 naromomyeTthcsi, 1o 6e3
JOCTaTHHOTO BEJCHHS JKypHAITY (TaKOXXK JIOTYBaHHS) Ta MOHITOPHHTY TOPYIICHHS
4acTO 3aJMIIAIOTHCS HEMOMIYEHUMHU TPOTAroM TpuBaioro uacy [2]. EdexruBnmii
MOHITOPUHT 3a0e3ledyye TeIeMETpilo, HEOOXIHYy [l BUSBICHHS BTOPTHEHb,
PO3CIiTyBaHH Mi03PiI01 MOBEAIHKY Ta CBOEYACHOTO pearyBaHHs Ha 1HIIUACHTH.

Jlana pobGora Oyae 30cepekeHa caMe€ Ha MOHITOPHUHTY BeO-T0JaTKIB Ta
CYMI)KHUX 3 HHUMHM KOMIIOHEHTaMu. THUIOBHI CTE€K BeO-I0JATKIB BKIIOYAE Taki
€JIEMEHTH, SK 3BOPOTHIM MPOKCI-CEpBEP, CEPEOBHUINE BUKOHAHHS JOJATKIB, SK
Hanpukiag Python, 6a3y nmanux, a TakoXX OmepaiiiiHy CHCTeMYy Ta CIIyXOH XOCTa.
KoxeHn 3 uux piBHIB reHepye 1iHHI AaHi — Big Merpuk HTTP-3anutiB Ha npokci-
CEepBeEpi J0 KypHAJiB AOJATKIB, )KypHAJIIB 3aMUTIB 10 0a3u MaHWX Ta MOMIM Ha PiBHI
OC. 3Byxkyrouu cdepy 3acTOCyBaHHS 10 B€OJ01aTKIB, pOOOTa MiAKPECTIOBATUME, SIK
MOHITOPUHT MOK€ aKLIEHTYBaTH yBary Ha aTaku, CIIPSIMOBaH1 Ha CUCTEMH, OP1IEHTOBAaHI
Ha BeO. HanexxHi mpakTUKU MOHITOPUHTY JJisi B€OIOATKIB OXOILTIOIOTH HE JIMIIIE CaM
JIOAATOK, aje ¥ HaBKOJMIIHIO 1HQpacTpykTypy. Llg miticHa BUIUMICTH J03BOJISE

BUSIBIIITU aTakH, MIATPUMY€E pearyBaHHS Ha IHUMACHTH, Ta 3a0e3leuye >KypHalIu
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ayJIUTy, HEOOX1H1 JIs BIAMOBIAHOCTI BUMOTaM (compliance) Ta KpuMiHATICTUYHOMY

ananizy (forensic).

MomniTopunr ©Oe3neku 3abe3neyye BHUSABICHHS, pearyBaHHsA, ayAuT Ta
JOTPUMAaHHSI BUMOT. 32 YMOBH NMPAaBUJILHOTO BUKOHAHHS MOHITOPHUHTY, BIH CTBOPIOE
JaHl, SKI MOXKHA aHaI3yBaTH [JIsl BUSIBICHHS 1HIUKATOPIB KOMITPOMETAIi Ta
1HIIIFOBaHHS CHOBIIIEHb. BiH TakoX CTBOPIOE ayauT 3 3alUCOM TOAIN — HEOOX1THUIMA
JUTSL  PO3CIITyBaHHS IHIMICHTIB TMICHs X BWHUKHEGHHS Ta [JIs JEMOHCTpAIlii
BIJIMOBIAHOCTI cTaHAapTaM 6e3neku. @akTU4IHO, CTPYKTYpPHY Ta HOPMATHUBHI aKTH 9ITKO
BUMAraloTh BEJICHHS >KypHaJIy Ta MOHITOPUHTY TMOJIHA, MOB’A3aHUX 3 O€3MEKOl0.
Hampuknan, y xepiBauurBi OWASP mono peectpamii Ta MOHITOPUHTY 3001B
HAroJIONIYEThCS, 110 BUSABJICHHS MOPYIIEHb Ta pearyBaHHS Ha HUX € KPUTHYHO
BaYKJIMBUMH JUISI MMII3BITHOCTI, MPO30POCTI Ta KpUMIHANICTUKH [2]. CTanaapt Oe3neku
naHux 1HAycTpii miatibkHuXx kKaptok (PCI DSS) [29] Takox MICTUTH cCHeliaibHI
BUMOTH 70 BeneHHS >XypHaiiB. Bumora PCI DSS 10 Bumarae BijcCTeKEHHS Ta
MOHITOPUHTY OyAb-SIKOTO JOCTYIy 0 KOH(IAEHUIMHUX CUCTEM 1 JAaHUX. 30KpemMa
Bumora PCI DSS 4.0 10.2 Bumarae Biji oprasizaiiiif BIpoBa»KyBaTH KypHAIU ayAUTY
JUIS BUSIBJICHHS IT1I03P1JIOT CHCTEMHOT aKTMBHOCTI, TIEPII HIXK BOHA CTaHE aKTUBHOIO
3arpo3oto [3]. ISO/IEC 27001 (mpoBinHMiA CTaHAApPT YyHPABIIHHS OE3MEKOI0) TAKOXK
nepeadayae 3aco0M KOHTPOJIO Uil PEECTpallii Ta MOHITOPUHTY MO — KypHaJH
MoJi¥ MOBUHHI CTBOPIOBATHUCS, 30€pIraTucs Ta peryysipHO MEePeriasaaTucs s 3aucy
N1l KOpUCTYBayiB, BUHATKIB, HECIIPABHOCTEH Ta mo1i iHpopmariitHoi 6e3neku [4]. Ll
CTaHJApTH MiAKPECTIOI0Th, 0 HAAIWHUNA MOHITOPUHT — II€ HE MPOCTO HaMKpaiia
NpaKTUKa, a i oQililiHe O4IKyBaHHS B paAMKaX CUCTEMHU JOTPUMAHHS BUMOT O€3MEKH.

Hagenena Ha pucynky 1.1 miarpama iIr0CTpy€e cepeoBHIIE 3 PIBHAMU, KOXKEH 3
SAKUX, TOYMHAKOYM BiJ] MPOKCI-CEpBEpa 10 MpOorpaMu Ta 6a3u JaHUX MOKE reHepyBaTH
Ta HaJCWJIATU JaHl 0 CUCTEeMH MOHITOpUHTY. Lle 103BoJise OTpUMaTH arperoBaHy
BUJIUMICTh CUCTEMH, KA JIO3BOJIUTH JETAIbHIIIEC BUSBICHHS, TO3HAYAIOYN aHOMAJTIi B
CTEKY Ha/Ial0Yu KOHTEKCT, HAMPUKJIaJ OB’ I3YIOUH Mi03p1auil BeO 3aMuT 13 3alUTOM
110 6a3u TaHWX Ta MOMUIIKAMHU cepBepa. Sk 3a3Havae oJIHE Tally3eBe JHKEPENo, BEICHHS

KYypHaJIly Ta MOHITOPUHT «(IKCYIOTh KOXKHY 3HAuyIlly Iilo», 00 MoxHa OyJo
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BIJICTE)XYBaTH 3aKOHOMIPHOCTI, JOCIIJPKyBaTH MPoOJieMH Ta BIIEBHEHO BUKOHYBATH

peakTuBHi mii [5].

HTTP/HTTPS Inbound traffic
O »| Reverse proxy
] (Nginx/HAProxy/Traefik)
User proyy App logs/
logs/metrics pp log

Monitoring

metrics/traces

Web application

(API, frontend, services)

Queries
\4

stack

— e ———
Logs
collector
s —] —
Metrics
collector
———
Traces
| collector

Pucynox 1.1 — Ilpukian mpoctoro cepenoBuiiia Be0101aTKy 3 MOHITOPUHTOM

I/IIIGTI)CH HC JIMIIC IIPO BHUABJICHHA aTaK — IOC TAKOX XHUTTEBO BAXIIMBO IJIA

M1JITBEPIPKEHHS BIATOBITHOCTI Ta 3a0€3MeUeHHSI HaJIEKHOT pOOOTH CUCTEM, CAME TOMY

Taki ¢ppeitmBopkH, sik [ISO 27001, BUMararoTh 1{bOTO HE JUIIE 3apaJu BiAMOBITHOCTI,

aje ¥ 11 nepeBipku ePeKTUBHOCTI 3aCO0IB KOHTPOJIIO OC3MEKH Ha MPAKTHII].

Pucynox 1.2 — IIpuknan gamobopay ajisi MOHITOPUHTY BeO-0/1aTKy
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Ha 3anponionoBanoMy pucyHky 1.2 MokHa TOOAYUTH TaKl METPUKHU SIK KIJIBKICTb

3amuTiB 10 BeO JO0JaTKy, miapaxyHOK pi3Hux ctaryc koxaiB HTTP, 3aranbha

YCIIIIHICTh 3alUTIB, Ta 3aTPUMKa 3aIUTIB Y po3/iiaeHH1 1o p99, p95, p90 ta p50.

1.2 ApredakTu cnocrepeskeHHs 151 0e3MeKH BeO10AATKIB

CydacHy CHocTepeKyBaHICTh YacTO OMHUCYIOTh 3 TOYKH 30pY TPhOX CTOBIIIB —
METPUK, JIOT1B Ta TPEUCIB. Y Cl TPH BIAIrPaIOTh MEBHY POJb Y MOHITOPUHTY, 1 KOKEH 3
HUX MPOIMOHYE PI3HUIA MOTJIST Ha MOBEIHKY CUCTEMHU. Y JaHiil poOOTi pO3TIsHYTO I
aptedakTd 3 TOUKHM 30py O€3MeKH, IMIJKPECIIOIYM, SK KOXEH THI JaHUX
CIIOCTEPEKEHHSI MOXKE€ JIOMOMOITH y BHSIBICHHI a00 pO3CIiTyBaHHI I1HIUJCHTIB

Oe3MmeKu.

1.2.1 MeTpukn

MeTpuku — 1€ YMCIIOBI JaHI YaCOBUX PsI/IiB, SIKI BUMIPIOIOTH MEBHI aCIEKTH
OPOAYKTHUBHOCTI a00 HaBaHTA)KEHHS CHUCTEMHU 3 IUIMHOM Yacy. 3a3BUYail BOHHU
MO3HAYEeHl MITKaMu (BUMIpamH), TaKMMH $IK Ha3Ba XOCTa, Ha3Ba CEpBICY, LUIAX
3BEpHEHHS, TOLIO. Y KOHTEKCTI BEO0AATKY NPUKIIAIN KOPUCHUX METPUK BKIIIOUAIOTh!

— Konu crany HTTP (nanpukiaz, KUIbKICTh TOMHIIOK KJTi€HTa 4XX Ta TOMUJIOK
cepBepa SXX 3a XBUJIHUHY).

— Ilonii aBTenTHdIKaIll (HANPUKIAA, KITBKICTh CIPOO BXOAY, HEBAAIUX BXO/IIB,
CKHJIaHHS TIapOJTiB).

— IBuakicts Tpadiky (3anuTu 3a cekyHay, ado IP axpecu 1o BiBiTyIOTh CalT
3a TOAUHY).

— Bukopucranus pecypciB 1H(pacTpykTypu (Tpouecop, mam’siTb, JHUCKOBHIMA
BBI1JI/BUBIJ HA CEpPBEPI).

— MeTpukn  KOMITOHEHTIB  Oe3meku  (HAMpUKIaA, KUIBKICTH — 3allWTiB,
3a070K0BaHUX OpaHaMayepoM BeOJ0/aTKy, a00 4YacToTa CIOBINIEHb B JaTYMKa

BUSBJICHHA BTOpFHeHB) .
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MeTpuku KOpUCHI Il BUSBJICHHS aHOMaJliM, OCKUIBKM BOHHU 3a0€3MeuylOTh

BHCOKOPIBHEBE YSBIICHHS MPO CUTYAIIO B PEKUMI peaibHOTO yacy. PantoBi 3mMiHu B
mabjioHaX METPUK MOXKYTh OyTH paHHIM TMOKa3HMKOM aTaku. Hampukian, criieck
nommwiok HTTP 401 (HecankiionoBano) uu 403 (3a00poHEHO0) MOXKE CBIYUTH PO
cpoOy OpyT dopc ataku abo aTaky 3 MEPEXOIUICHHSIM OOJIKOBUX JTaHUX, OCOOJIMBO
akmo jume ogHa IP-aapeca BukiMkae 6arato HeBIaiaux BXOiB. Pi3ke 3pocTaHHs
nomuiiok 404 (He 3naiineno) misa nespuuaitnux URL-agpec moske curnamizyBaTH mpo
Te, IO XTOCh CKAaHy€ CHCTEMY Ha HasBHICTh NMPUXOBaHUX a00 Bpa3iuBUX (aiiiB
(mpoBoAUTH po3BiaKY). CIJIECKH YAaCTOTH MOMUJIOK CepBepa SXX MOXKYTh BUHUKATH,
KOJIM /111 3JJOBMUCHUKA MPU3BOJAATH 10 BUHATKIB a00 300iB mporpam (MOXJIUBO, Mif
yac crnpobu ekcrutyataiii). HaBiTb moKa3HUKH 1HQpPACTPYKTypH, Takl SK
3aBAaHTAXKEHHS TIporiecopa abo0 mam’sTi, SKIIO BOHM HECHOAIBAHO JOCSTAaIOTh
MaKCHUMyMy, MOXYTb CBIIYUTH TpPO 3JIOBMUCHY MAiSUIbHICTH, TaKy K CIOKHBaHHS
pecypciB HIKIAJIMBUM IPOrPaMHUM 3a0€3MEYEHHSIM JIJIsl MAHIHTY KPUIITOBAJIIOTH.
KirouoBo10 nepeBaror METpUK € IBUJIKICTh Ta arperatis — BOHU 30HparoThCs
yepe3 peryJjsipHi MPOMDKKM 4acy Ta MOXYTh IIBHJKO CIIOBICTUTH 3a JIOIOMOIOIO
aneptiB. Opranizailii 4acTo BCTaHOBIIOIOTH TTOPOTOBI 3HAYEHHS ISl CTIOBIIIEHb a00
BUKOPHUCTOBYIOTh CTaTUCTUYHI MOJENi JJig BUSABICHHS BigxuieHb. Hampukian,
Grafana Labs oOroBoproBana mporeaypy CHOBIIIEHHsS 0a3yruuch Ha aHOMAJISX B
MeTpuKax ki 30upaB Prometheus, BHUKOpHCTOBYIOUM CTaHAAPTHI PO3PaXyHKU

BIJIXWJIEHb 400 BUKOPUCTOBYIOYHM METOJM MAIIMHHOTO HaBuaHHs (nuB. Puc. 1.3) [6].

POST /login Activity

Pucynok 1.3 — [Ipuknan Bi3yanizauii BIIXHJIEHb y BUIIISIIL Tpadiky.
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CucreMy BUSBIICHHS aHOMATIH MCTPHUK MOXYTb HOBi,Z[OMJ'IHTI/I KOMaHI1 663HCKI/I,

KOJIU III0Ch, HAMPUKITAT, KoeirieHT cripod BXoay abo KoedirieHT MOMUIOK, BUXOIUTh
JIAJIeKO 3a MEKi HOPMaJIbHUX TTOKa3HUKIB. Y Tabmmii 1.1 HaBeeHO MpUKIIaIi METPUK,

10 CTOCYIOTHCA Oe3IeKn B€6-SaCTOCYHKiB, Ta K 1X MOXKHA BHUKOPHUCTOBYBATH.

Tabmuug 1.1 — [puknaau npocTUX METPUK Ta 1X BUKOPUCTAHHS

Mirka . 1 .
Ilxepeno | PemeBaHTHICTB /10 O€3MEeKH pUKIaa CIOBIIICHHA
Metpuku

Bucoki mokasauky 404 ua |CHOBIIIATH, SKIIO KUIBKICTH

Kinbkicts | BeG cepsep |He3snuaiinnx URL-agpecax| MOMHIOK 404 3 onmier IP-

noMuiiok | a6o IIpokci MOXYTh CBIITYUTH MPO aapecu abo ASN
HTTP 404 cepBep CKaHyBaHHs Ha HasBHicT, |TCPCBULIYE HOPIT MPOTATOM
BPa3IMBOCTEH 5 XBUIKH

CroBilieHHs, SKIIO PiBEHb

Benmka KiJIbKICTh TIOMHUJIOK
MTOMHJIOK cepBepa

Kinbkicth 5XX MOXYTbh BUHUKATH ITi]T .
IIOJIBOKOETHCS TIOPIBHSIHO 3

nomMuJiok | BeOG-momarok | gac cripo® BUKOPUCTAHHS :
0a30BUM piBHEM

HTTP 500 CKCIUIOMTIB, 110 TPU3BOAUTH Y )
(OTeHIIIiHA eKCTUTyaTaIlis

JIO BUHATKIB a00 300iB. a6o ataka DoS/DDoS [27])

[ToBTOpHI HEBAAI BXOAH

Cepsic Cnosimary, ko > X
Hesnamni MOKYTbh O3HayaTH MiaA0Ip .
aBTOpH3aLi HEBJAJIMX BXOJIB JUIs
cpoou napoJsi METOJI0M Iepedopy :
260 OJIHOTO OOJIIKOBOTO 3aMucy
BXO abo miaTacyBaHHS
o Be6I0IATOK AAesy a0o IP-anpecn 3a Y xBUIHH.

00JIIKOBUX JaHUX.

Ha mpaktuiii, MeTpuku 3a0€3nedyroTh MBUAKUN BIATYK. BOHU HE PO3KaxyTh
MOBHY ICTOPIIO IHIMAEHTY, ajJeé MOXYTh LIBHJIKO MOKA3aTH, 110 IIOCh HE TaK 1 Jie
mykati. OHaK, camMi TTOKa3HUKW HE MICTATH JIeTajei MO/ — CIIJIECK TaKOXK MOXKE

OyTH TOB’SI3aHMM 13 peaJbHUM CIUIECKOM KOPHCTYBauiB (HANMPHUKIIAJ, PEKIAMHOIO
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nojiero) abo HaBITh 4Uepe3 IMOMUIIKY, sKa CIPUYMHSE BEJIMKY KIJIBKICTH CHpOO

MOBTOPUTH HeBHamuit 3amut. OCch 4OMY MOKa3HUKH HEOOX1THO TIOEIHYBATH 3 IHITAMUA
JAHUMH JUUIS MATBEP/KCHHS, ajle BOHU OC3I1HH1 JUIs paHHBOTO BUSIBJICHHS Ta aHAI3Yy

TEHIECHIII.

1.2.2 Jlorn

Jlorm — 1e HeoOpoOieHi 3amucH MOii, 1m0 BiAOYBalOTbCA B MPOTPaAMHOMY
3a0e3MeUYeHHl Ta CHUCTeMaxX, 3 I[I0O3HaykamMu yacy. BoHu MOXyTb OyTH
CTPYKTYypOBaHUMHU (Hampukiaa, modii y ¢opmati JSON) abo HECTpYyKTypOBaHUMHU
(3BUYAlHUI TEKCT) 1 TOXOAUTH 3 OaraTbox JKEPE:

— KypHaJIM JIOCTYIy /10 BeO-cepBepa;

— JKypHAaJI HaJIaro/pKEHHS a00 MOMIIIOK TIPpOoTrpam;

— KypHaJIM ayauTy 0a3 JaHuX;

— KypHaJIM OIepaliitHoi cucTeMHu (HampuKiIad, )KypHaIu aBTeHTU(IKAIIlT);

— xypHaiu iHcTpyMeHTiB 6e3neku (IDS, WAF Ttomio).

VY cdepi O6e3nekn JOru 4acTo € OCHOBHUM MaTepiajioM JIsl aHaJi3y, OCKUIbKH
BOHU MICTATh Oararo neraneil. KoxxeH 3anuc y xypHasli MOKe BIATOBICTH HA MUTAHHS
— XTO 1 10 3pOOMB, KOJIU 1 3BIJIKH II€ CTAJIOCs, Ta KUK OyB pe3yJIbTar.

Hanpuknaza, ogun 3anuc y xxypHaim gocryny HTTP moxe nmokasysatu, mo IP-
aapeca kimienta 203.16.113.5 3anpocuia GET /admin y momeHnT yacy X 1 oTpumana
BinnoBine 404. Jlor mporpamu  MOXKe  IOKa3yBaTH, 1[0  KOPUCTYyBau
«alice@example.com» HaMaraBcs OTPUMATH JOCTYII 10 PECYPCY Ta OTPUMAB BiJIMOBY
yepe3 HeAOCTaTHI 103BOJIM Y MOMEHT dacy Y. JKypHan 6a3u JaHMX MOKe 3alucaTH,
mo o6sikoBuil 3anuc «alice» BukonaB 3anut SELECT ngo tabmumi Customers y
MOMeHT vacy Z. [1Insxom arperaiiii Ta CriBBIIHECEHHS [MX KYyPHAIIB aHAJIITUK MOXKE
PEKOHCTPYIOBATH MIAO3PUI NUISAXH KOPHUCTYBadiB a00 BHUSIBUTH HECAHKI[IOHOBAHHMA
JOCTYT JI0 TAaHUX.

AHanmiTuku  KiOepOe3nmeku Ta po3CiiayBaul IHIUJEHTIB 3HAYHOK MIipOIO

OMMPAIOTHCS Ha JOoru. Ha BiMiHY Bl METPUK, KypHAJIM HA/IalOTh KOHKPETHICTh Ta
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OMMUCOBUN XapakTep. BoHW Ba)kiauBi Ui BIJANOBIJI HA MUTAHHS, 110 caMe CTajoCs.

Hanpuknan, K0 METPUKM CHOBIIMIAIOTH MPO CIIECK HEBAAIMX BXOJIB, KYypHAJIU
MOKa3yBaTUMYTh IMEHa KOPHUCTYBadiB, Ha skl Oyjio 31HCHEHO aTaky, BuUxigHi [P-
aJpecH Ta TOYHI ITO3HAYKH Yacy, 10 JO3BOJUTh BIIPI3HUTH TOMUJIKY Y pOOOTI cepBiCy
aytentudikamii (6araTo pi3HUX OOJIIKOBHUX 3aMKCIB, IO 3a3HAIOTh HEBJAYl OJWH YU
KUTbKa pa3) BIJ LUJIECIPSIMOBAHOTO repedopy (oauH OOJIKOBHM 3amuc 3 OaraTbma
cupobamu). Sk 1HIMIA TPUKIA] >KypHalTd BeO-JAOCTYNy B MOEIHAHHI 3 JIOTaMU
HAJIAroJUKEHHsS] MPOTrpaMH MOXKYTh TOKa3yBaTH IOCIHIJOBHICTh: MIIO3PUIMNA BXIiJ,
OTpUMaHui BeO cepBepoM, TOMUIIKA, BAKUHYTA B IIPOTpami, Ta >KypHas MOMUIOK 0a3u
JAaHUX TIOKa3ye HENmpaBUJIbHO C(OpPMOBaHMI 3amuT, 10 BKazye Ha crpobu SQL-
1H ekIIii [28].

Yepes cBOIO BaXIJIMBICTh, 3001 B BEJACHHI JIOTIB Ta MOHITOPUHIY cami IO co0i €
pusukoMm i 0e3neku. Y peirtuary OWASP Top 10 (2021) «3601 B BeieHH1 KypHATY
Ta MOHITOPUHTY O€3IEKNW» NepepaxoBaHi SK OCHOBHUM PU3UK, 3a3HAYAIOUN BUMAJIKH,
KOJIM BIZICYTHICTh MOHITOPHHIY J03BOJISIa TOPYIIEHHSIM 3aJUIIATHCS HEMOMIY€HUMHU
npoTaroM MicsiiB abo pokiB [2]. IlommpeHi MOMUIKKA BKIIIOYAIOTh BIJACYTHICTH
JIOTYBaHHS KIJIFOUOBMX TOJIA (BXOMy B CHUCTEMY, NI ajMiHICTpaTopa), BIACYTHICTb
MOHITOPHUHTY JIOTIB Ha HasiBHICTh O3HAK aTaku a0o0 30epiraHHs JIOTIB JIMILIE JIOKAJIbHO
(e 37OBMHCHUKH MOXYTh Jierko ix 3miHuTH) [2]. EdexTuBHE BereHHS KypHaliB
Oe3MeKr 03HaYya€ He JIMIIE CTBOPEHHS JIOTIB, a M iX 3aXUCT Ta PeryJIApHUN Meperiisi.
CrangapTi BiAnoBigHOCTI MATBEPAXKYIOTh 1Ie — PCI DSS Bumarae BesieHHs xKypHaiiB
ayJIuTy JUIsl BCIX CHUCTEM, IO OOpOOJIAIOTh KOH(IACHINNHHI JaHl, Ta mepeadadae
PEryJsipHUI TIeperyisaf JIOTiB (HampuKIal, WOJACHHUM Neperjsj >KypHaliB MOl
oe3mnekwn) 11 BusiBieHHs: aHoMalii [7]. ISO 27001 Takox BkITtoUa€e 3ac00M KOHTPOJTIO
JUISL 3aXUCTYy IUTICHOCTI JIOTIB Ta 3a0e3MedyeHHs peecTpalii Ta MOHITOPUHTY Jid
CUCTEMHOT0 a/IMIHICTpaTOpa JAJisl 3aM00IraHHs 37I0BXKUBAHHAM [4].

Jloru, Oy my4u HACTIBKU AETAILHUMHU, BUTPAIOTH BiJl IICHTPAIi3allii Ta KOpEJsIlii.
Arperartis )XypHaiiB y HieHTpaiizoBaHii cucrtemi (uacto SIEM — cuctemi ynpapiiHHS
1H(DopMarriero Ta moisiMu 0e3neku — ado IaTGopMi AHATIITUKH )KYPHATIB) € KPUTUIHO

BOXJIMBOIO JUIsl €IMHOTO ToAaHHs. SIK 3a3HavaeThbcst B 051031 mpo Oe3neky Elastic,
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e(deKTUBHE BUKOPUCTAHHS KypHAJIIB O3HAYa€ MEPETBOPEHHS iX 3 MPOCTOTO TEKCTY Ha

MPOAKTHBHI 3aCO0M MOHITOPUHIY HUISXOM iX aHami3y B CYKYNHOCTI Ta BUSBIICHHS
aHomaJii abo 3akoHOMipHOCTEH [8].

[lenTpanizoBaHe KepyBaHHS JIOTAMH JI03BOJISIE OpraHi3allisiM HaJalllTOBYBaTH
IpaBHJia BUSBJICHHS JJIS1 BCIX CBOIX JKypHaTiB (HAIPUKIIAJ, PABHIIO I MOUTYKY «20-
TH HEBJAUX cpoO Bxoy 3 oAHiel [P-anpecu 3a 5 xBunuH» ab0 «OBIAOMIIEHHS PO
nomMuiiky SQL, 1110 3’sIBIsSIETHCSA B J1031 IporpaMmy). Lle Takoxk rapanTye, 1o *KypHaiu
30epiraloThCs 'y 3axUWIICHOMY BiJl HECAaHKI[IOHOBaHOi 3MiHHM crmoco0i. CydvacHi
maTGopMU BEJICHHS JKypHaiB (KOMEpIiHI YM 3 BIIAKPUTHM KOJOM, TakKl SK
ELK/Elastic Stack, Grafana Loki To110) 1HA€KCYIOTh Ta CTPYKTYPYIOTh JaH1 )KypHAJIIB,
10 3HAYHO MPUIIBUALIYE MOUIYK Ta Kopensuito. Lle ocobamBo KOpHCHO miJl 4yac
pPO3CIIIIyBaHHS 1HUUJIEHTY — BH MOXETE IIBUJKO TMEPEXOAUTH MDK PI3HUMU
JUKepellaMy  JKypHaJIIB 3a CHUIbHUM 1ojieM (Hampukian, [P-agpecoro abo
11eHTu(GiKaTOpoM ceaHcy), o0 BIACTEXKUTH Al 370BMUCHUKA. [lpukian Takoi

cucTteMu 300paxkeHo Ha Pucynky 1.4.

Centralized logging server

i Filesystem
Service X

h. e

8
w

Grafana loki i

\ 53 standard /

Pucynok 1.4 — Ilpuknang Cuctemu JOryBaHHS, /i€ Pi3HI CEPBICH HAJICUIIAIOTH JIOTH 0

I_[eHTpaHiBOBaHOFO cepcaoBulia

Grafana Loki BucTynae B poii OCHOBHOTO CEpBICY MO OOpoOOILl KypHaliB 3
30BHIINIHIX CEPBICIB, MICIA YOro cucTema 30epiratuMme ix Ha (i3udHOMY abo

30BHIUTHBOMY HOCII JJ11 MaOYTHBOTO B11OOpaXEeHHS.
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1.2.3 Tpaiicu (traces)

Tpaiicu npencTaBisiiOTh TPETI CTOBI CIOCTEPEKYBAHOCTI — BOHU BIACTEXKYIOTh
NUISIX OJIHI€T TpaH3akilli abo 3amuTy, KOJM BIH MPOXOJWTH 4Yepe3 PO3IMOIiICHY
cuctemy. Y MikpocepBicax abo OaraTopiBHEBOMY Be0-3aCTOCYHKY OJHA Jis
KOpPUCTYBaua MOXKE€ BHUKIMKATH KacKaJl BUKIUKIB MK cepBicamu. Po3mojinene
TpacyBaHHs 00’ €/IHY€ iX, MPU3HAYAIOUN KOXKHOMY 3alUTy YHIKaJIbHUH 11eHTU(IKATOP
TpacyBaHHS Ta TMOMIMPIOIOYM HOTO dYepe3 yci kommoHeHTH. [loTiM TpacyBaHHS
CKJIaJIa€ThCSI 3 MPOMIDKKIB — CEIMEHTIB POOOTH B KOXXHOMY CEpBICi, — SIKI pa3oM
MOKa3yIOTh TOBHUM IIISAX IIHOTO 3aIUTY.

3 TOYKM 30py MPOIYKTUBHOCTI, TPACyBaHHS BHUKOPUCTOBYIOTHCS JJIS TOUIYKY
CErMEHTIB 3 HU3bKOIO MPOAYKTUBHICTIO. AJI€ 3 TOUKH 30py O€31EKH, TPACYBaHHS MOKE
OyTH HaJI3BHYAIHO KOPUCHHUM IS aHAI3y BIUIMBY Ta MPOBENCHHS PO3CIIITyBaHb.
TpacyBaHHs HaJla€ MPUINHHO-HACIIIKOBUM KOHTEKCT, IKOTO MOKE OpaKyBaTH MAarO4H
JIMIIIe METPUKH Ta JOTH. PO3riIsiHEMO KOHKPETHHI MPUKIAA: CIIOBIIICHHS BKa3ye Ha
te, o neBHuit HTTP-3anut € migo3pisiuM (MOXKJIMBO, BIH MaB IMBHE HATTIOBHEHHS, 200
HajiimoB 3 migo3puoi [P-agpecu). SIkio BBIMKHEHO pO3MOUICHE TPacyBaHHS, BU
MOKETe B3SITH 1I€HTU(PIKATOP TpacyBaHHS JJIsl LIbOTO 3aMMUTY Ta MOOAYUTH, IO CaMe
CTaJIOCS BCEPEIMHI MPOTPaMU B pe3yJIbTaTl bOTO 3aMUTy — SKI BHYTPIIIHI CITY>XO0U
OynM BUKJIMKAaHI, SIKl 3aIUTH 10 0a3u JaHuX Oynu 3poOJieHi, CKIJIbKM 4acy 3ailHsB
KOKEH KPOK 1 Ie BUHUKIIA TIOMUJIKH.

TpacyBanHs a€ 3MOTY BIJTHOBUTH MOBHUM MUISIX MIA03PUIOTO 3aMUTY B CUCTEMI
Ta EPEBIPUTH, UM HE JICTABCS BiH JI0 UyTJIMBUX KOMIIOHEHTIB, IOCTYT JI0 SKUX HE MaB
Ou oTpuMatH. 3a TpaCyBaHHSIM BUHO, UM BUKJIMKABCS BHYTPIIIHIN MIKPOCEPBIC JIUIIIE
JUIs aaMiHIcTpaTopa abo 4M BiOysocs mpsiMe 3BEpHEHHs J0 0a3u AaHuX B 00XiA
ouikyBaHux API.

Takoxx TpacyBaHHA TOKa3ye, SIKI CIy>KOM Ta 3aJeKHOCTI Oynu 3aiisHi, IO
JIOTIOMArae OI[iHUTU PaJilyC MOTEHIINHOT 3arpo3u, KOJIU 3alUT MaB OM OOMEKUTUCS
BeO-1HTEpdeiicom, ajie yepe3 MOMUIIKY CHPUYMHUB BUKIWKH BHYTPIIIHIX CEPBICIB.

OxpeMo MOXKHA TIEPEBIPUTH, YU MPOXOIUB 3aMMUT aBTEHTU(]IKAIIIIO Ta aBTOPHU3AIIII0 HA
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KO)KHOMY €Talll, OCKIIbKM B Tpaicax (IKCYIOTbCS MeTajaHl Ha KIITalT

i1eHTrdikaTopa KOPUCTyBaya Ta CTaTyCiB TOCTYITY.

Kpim mporo, TpacyBaHHS J0O3BOJISIE BUMIPSATH TPUBAIICTh KPOKIB 1 TOMITHUTH
aHOMaJIbHI 3aTPUMKHU a00 MOMMUIIKH, IO THKOJIM BKa3y€ HAa HABMUCHE HaBaHTAXEHHS
gy 300i. Jlani mpo IP-agpecy, User-Agent 1 pe3yiapTaT Ha KOXHOMY eTarll
JOTIOMAaraoTh MPUB’SA3aTH MO0 10 JPKepesa Ta 3pO3yMITH, JI€ caMe 3aluT OYB
3yNUHEHHI a00 3aBEPIINBCS YCIIIITHO.

VY my6mikarii «Security Observability: Why Tracing?» mosicHIO€TbCS, 110 cami
JUIIEe JKypHIM Ta METPUKM YacTO JalOTh HEMOBHY KAapTUHY O€3MeKH — BOHHU
MOKa3ylTh, LIO cTajlocs, aje He YoMy [9]. Po3moaineHe TpacyBaHHS, LLISIXOM
JOJIaBaHHSI KOHTEKCTY Ta MPUYMHHO-HACTIIKOBOTO 3B’SI3KY, MOXE JOIOMOITH
BU3HAYUTHU, YU OyJia MOCIIIOBHICTh MO/1M YaCTUHOO 3BUYAMHOI Omepallii, 41 aTakolo,
1o TpuBaia [9]. TpacyBaHHs — 1I€ IOCHh HA KIITAJIT CHOXKETHOT JIHIT JJIsI KOXKHOT il
KOpUCTyBauya. BOHM MOXYTb IOKa3aTH, HANPUKIAJ, 110 TEBHUW BXITHUN CUTHAI
CIPUYMHUB BUKJIMKH HEOUIKYBaHOI CITy>KOH, 110 € TPUBOKHUM CUTHAJIOM. TpacyBaHHS
TaKOXX MPUPOJHUM UYMHOM IIOB’s3aHI 3 XKypHajlamu. Yacto A0 3amuciB KypHay
TOIA€ThCs 1AeHTU(IKATOP TpacyBaHHS, TOMY aHAJITUK MOXE 310paTH BCl JIOTH JIs
bOMY TpacyBaHH, 11100 TOOAYUTH HOBY 1H(OpPMAIIO.

[cHYIOTP KOHKpETHI aTpulyTH TpacyBaHHSA, IO JONOMAararoTh y COpPTYBaHHI
JnaHux Juist 3a0e3neueHHs O6e3neku. OIHUM 3 TaKuX, 10 MPUKIANy, € 1IeHTU(IKaATOp
TpacyBaHHs. Lle yHikanbHUH 11eHTU(]IKATOp, 110 OB’ A3Y€ BC1 MOAIT OAHIET TPaH3aKIII1.
Bin Bimirpae KIrO4OBY poJib y CIHIBBITHECEHHI MK JKypHaJIaMH Ta CHCTEMaMH.
[HmuMu  BaxxIuBUMHM — aTpuOyTamMu € KopucTyBau abo cepsic, [P-ampeca,
MOCJTIIOBHICTh BUKJIMKIB CITY>K0, TOMWJIKH 1 KOJH CTaHy, iH(OpMaIlis mpo 4ac TOIIO.

barato cucrem TpacyBaHHS [I03BOJISIIOTH MPUB’SI3yBaTH 1AEHTU(PIKATOPU
KOPUCTYBauiB 0 Tpac (HaMpHUKIIa, sIkui OOJIKOBUM 3aliC KOPUCTyBaya 1HIIIIOBAB
3alHT), a CIHUCKU BUKIUKAHMX MIKPOCEPBICIB MOKHA MEPEBIPATH HA BIATOBIIHICTH
OYIKYBaHHSM JJIS IIBOTO THITY 3aIUTY (Y BHUITAJIKY, SKIIO TPACYBaHHS MOKA3y€ BUKIUK
MJIATKHOL CITY’>KOM, KOJIM KOPUCTYyBad MPOCTO TMEPErJisiiaB CTOPIHKY MPOIYKTY, 1€

I1103p1JI0).
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[ToMunKy Ta KOAU CTaHY MOXKYTh CBIAYUTHU MPO CPOOY EKCIUIONTY (HaNpUKIIa,

IPUMYCOBE BUSBIICHHSI TOMUJIOK I TIEPEBIPKM Ha BPA3IUBICTh), a 1HPOpMAILS PO
gac MOXKE MOBIJOMJISTH MPO BaXKlI OOYMCICHHS (MOXKIJIMBO, aTaKy aJrOPUTMIYHOT
CKJIaJIHOCT1) a00 TaiiM-ayTH (cipoOy BUKOPUCTATH aTaKy CTaHy T'OHKH).

[Tin wac pearyBaHHS Ha IHIIUACHTH, TpacyBaHHS HAJAl0Th, YMOPSIKOBAHY 3a
yacoM, KapTy HIUIAXY 3J0BMUCHHUKA uyepe3 cucreMy. Hampukmian, mpumycTumo, 1o
BusiiieHo mino3pimii HTTP-3anut, sxuit Hamaraetwhcst 3aivicHutd SQL-iH’ekiriro.
TpacyBanHs MOke MOKa3yBaTH, 110 BiH 3BepHYBCcs a0 Ciyx0u A (BeG-iHTepdeiic),
notiM BukiukaB Ciyx0y B (API), ska 3mificHwia 3amut 10 0a3u J1aHHWX, IO
3aBEpPIIMBCS MOMUIIKOK. Lle moBiAOMIIAE€ aHAMITHKY, SIKI caM€ KOMIIOHEHTH Oyiu
3aJlisH1 Ta Jie mposBMiIacs araka (momuika B bJI).

[HMit crieHapiit — COBIIIEHHS PO «BUTIK AaHUX», 110 0 3:00 paHKy BiI0OyBcA
BEJIUKHUK EKCITOPT JMaHUX. TpacyBaHHS IILOTO 3aIMTY HA EKCIOPT MOXKE MTOKA3aTH, SIKi
HUKYE CTOSY1 CIIYKOM BUKOPHCTOBYBAJIMCS JUIsl 300py JaHUX 1 YU OyJIM MPOIYIIeHI
HaJIeXkKH1 MepeBipKU. 3T1IHO 3 MIJAXO0J0M OJIHOTO MOCTavyajJbHUKA MOCIYT 10 00poOii
TpaiciB, KOpeJAIis MabJIOHIB aTak 3 PO3MOAUICHUM KOHTEKCTOM TPAacCyBaHHS MOXE
HaBITh 3aIlyCKaTH aBTOMAaTH30BaHi crioBimeHHs 6e3neku [10]. Hanpuknan, APM Big
Datadog Moxe mo3HayaTu TpacyBaHHsI, 1[0 BIJMOBIIAIOTh BIJOMUM CUTHATypaM aTak
(manmpukian, madiaony SQL-1H’ eIl B 3a1KTI), 1 BUBOJIUTH iX SIK CIIOBIIIICHHS O€3IEKH,

MOEIHYIOUM JaHl BUKOHAHHS TpacyBaHHs 3 MpaBujiaMu BusBieHHs [10].

1.3 Kiiro4oBi acniexkTy 0e3leKu Ha Pi3HUX PiBHAX MOHITOPUHTY Be010JATKIB

[Tin yac mpoekTyBaHHS CHUCTEMH MOHITOPHHIY 3aJUlsl Lijeil kiOepOe3mnexu
KOPHCHO BpaxOBYBATH Pi3HI 1)1l 200 PiBHI, sIK1 € MAKOHTPOJIBHUMU, OCKUIBKH KOXKEH
3 HUX MOKE BIJNOBIJIATH Ha PI3HI MUTaHHS Oe3MeKu. Y KOHTEKCTI Be0-3aCTOCYHKY
MO>KHA 3arajioM PO3pI3HUTH TPU PiBHI MOHITOPUHTY:

— PiBeHb xocTa Ta CUCTEMH.

— Crex  BeO-3acTOoCyHKY (IH(PpacTpyKTypa Ta MPOMIKHE MpOrpamMHe

3a0e3MeUYeHHS).
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— PiBeHb 3acTOCYHKY Ta O13HEC-JIOTIKH.

Koxxen piBeHb MOHITOPUHTY HaJa€ YHIKAJIbHI 1aHl Ta IONOMAara€ BUSBIISATH MIEBHI

KaTeropii MKiJIMBOT aKTUBHOCTI.

1.3.1 PiBenn xocta Ta OC

PiBenb xocta Ta OC 0XOIUII0€ MOHITOPHUHT (i3UYHUX a00 BIPTyaJIbHUX CEPBEPIB,
OTEpaIlifHIX CHUCTEM 1 XOCTOBUX CIIy»KO, IO JIe)KaTh B OCHOBI BeO-3acTocyHKy. Ha
[[bOMY PiBHI1 aHAJI3YIOThCS MOKA3HUKU BUKOPUCTAHHSI CUCTEMHHUX PECypCiB, 30KpeMa
HaBaHTa)XCHHA IMPOLIECOpa, CIIOKUBAHHS TaM’sTi, aKTUBHICTh JUCKA Ta MEPEKEBOTO
iHTepdeiicy. 1oaaTKOBO BUKOPUCTOBYIOTHCS KYpPHAIH ONEepaIiiiHOl CUCTEMH, TaKl SIK:

— CucremHi noru (Hampukiazg, Linux /var/log/syslog abo xypHamu mnomiit
Windows).

— Kypnamu  aBrentudikamii  (cmpodbu  Bxomy, SSH-3’emnanus [26],
BUKopucTanHsa RDP).

— 3amnucu, MoB’s3aHi 3 MPOIECAMHU.

BaxxnnBoro CKIaJ0BOK € KOHTPOJIh 3aIllyIIEHUX IPOIECiB 1 Ciyk0, 1100
3pO3yMITH, SIKI CaM€ TMpOLIECH aKTHBHI, SIK BOHU CIOXXHMBAalOTh PECYpPCH, YU
BiJ1I0yBarOThCsI 3001 a00 mepe3amyckul (HarpuKiiaz, 3a JaHUMH MEHEIKEPiB MPOIIECIB).
OkpeMo BpaxOBYIOThCS CIIOBIIICHHS OE3MEKH Ha PiBHI XOCTa, 30KpeMa MOBIIOMJICHHS
aHTUBIpyca a00 areHTa KOHTPOJIIO HaJl MiJ03PIIOI0 aKTUBHICTIO.

3 mormsiay Oe3nekr MOHITOPUHT Ha PiBHI XOCTa € KPUTHYHO BAXKIUBUM JIJIS
BUSIBJICHHSI aTak, CIPSMOBaHUX Oe3MocepelHbO0 Ha cepBep, abo mua  Qikcarii
HEIIJTLOBOTO BHKOPUCTAHHS CUCTEMHUX pecypciB. Hampwukian, moBTOpHI cripobu
HECaHKIIIOHOBAHOTO BX01y (aTaku MeTtofoM repedopy st SSH) BimoOpaxkaroTbes B
KypHallax aBTEHTH(]iKallii, a pi3Ke 3pOCTaHHS KUIBKOCTI HEBAAIUX BXOAIB YU
migo3piai  OMOKyBaHHS OOJNIKOBHX 3alKCIB  MOXYTh BKazyBaTH Ha CIpoOu
KoMIIpoMeTarlii cepBepa. Tak caMmo panToBe BUCOKE 3aBaHTaKEHHS IIpoIiecopa Ha BeO-

CepBepi, AKHI 3a3BUUail MPAIIIOE 1T TOMIPHUM HaBaHTAXXEHHSM, MOKE OYTH 03HAKOIO
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3aIyCKy KpUIITO-MalHIHTY a0o0 IHIIOr0 PEeCcypco3aTpaTHOrO MIKIAJIUBOTO IMPOIECY

miciIst KoMIpoMeTallii BedgoaaTka.

[Ile ogHMM Ba)KIMBUM HAIIPSIMOM € BUSIBIICHHSI HE3BUUHUX MPOIECIB 200 CIIy k0.
S0 3I0BMUCHHUK 3aIyCKa€ HOBY CIIy’KOy YW BIIKPHUBAE MITO3PUIMA MEPEKEBHIM
MopT, 1Me Moke OyTh 3adikcoBaHO 3aco0aMH MOHITOPHHTY XOCTa, 30KpeMa depes
CUCTEMHU BUSIBJICHHS BTOprHeHb a0o aHaimi3 mpoiieciB OC. Iloka3oBOI0 03HAKOIO €
HETUTIOBA TOBEIHKA TMPOIIECIB, HAMPHUKIAA KOJU MpOIeC BeO-cepBepa CTBOPIOE
inTepakTuBHY shell-cecito abo iHiliO€ 3’€IHAHHS 3 HEBIIOMUM 30BHILIHIM XOCTOM,
mo € migo3puio. JloJaTKoOBO MpPO KOMIIPOMETAII0 MOXKYTh CBIAYATH O3HAKU
NOPYUIEHHS! LUIICHOCTI XOCTa, TaKl fK BHMKHEHHS NPOrPaMHOIO 3a0e3MeyYeHHs
Oe3reku, 3MIHU CUCTEeMHHUX OlHapHHX (haiiB ab0 HEOUiKyBaHE Mepe3aBaHTAKCHHS
CHUCTEMHU.

Ha mpakTumi ans 1poro piBHS BHUKOPHCTOBYIOTHCSI areHTH BHSBIICHHS
BTOprHeHb Ha ocHoBi xoctra (HIDS) Ta wmonitopunry. Taki IHCTpyMEHTH, SIK
OSSEC/Wazhuh, auditd y Linux a6o Sysmon y Windows, cTBOPIOIOTH >KypHaJIH PO

CUCTEMHI BUKJIMKH Ta MOBEIHKY, IKI MOXKYTh PO3KPUTH i1 37 I0BMUCHUKA.

Pucynox 1.5 — Ilpuknan gamobopry MOHITOPUHTY XO0CTa

1.3.2 PiBeHb iHppPACTPYKTYpH Be0-3aCTOCYHKY

PiBeHb cTeky Be0-3aCTOCYHKIB (iH(pacTpykTypa Ta MNpPOMIDKHE IPOrpamHe

3a0€e3MeUeHHsI) OXOIUTIOE KOMIIOHEHTH, sIKI O€3MocepeIHb0 O0epyTh ydacTh B 00poOIIi
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BeO-3anuTy. 3a3BUYail 1€ 3BOPOTHIN MPOKCI, AKUM npuiimMae ta MapuipyTuzye HTTP-

Tpadik, MPUKIATHANA PIBEHb, ¢ BUKOHYETHCS OI3HEC-JIOTIKA, a TaKOX IMiJICHCTEMH
JTaHuX 1 1iHTerpamii. Ha npboMy piBHI BaXJIMBO 0auuTH HE JMIIE (haKT HAIXOKESHHS
3aMuTy, a ¥ Te, sIK BIH IPOXOAUTH Uepe3 MPOKCi, 3aCTOCYHOK, 0a3y JaHUX 1 30BHIITHI
CEpBiCH, Ta JIe CaMe BUHUKAIOTh MIOMUJIKA 200 3aTPUMKH.

Jlo 1boro piBHS 3a3BUYAil HaJlekKaTh TaKl KOMIIOHEHTH:

— 3BOpOTHHI NIPOKCi, OaTaHCyBaTbHUK HABAaHTAXKECHHS 200 BX1THUN 00pOOHHK (
Nginx, Apache, HAProxy a6o xmMapHi OaTaHCYBaJIbHUKH ).

— CepenoBullle BUKOHAHHSA Ta cepBep 3acTocyHKiB (Java application server,
Python Flask/FastAPI, Node.js Tomio).

— IMlincucremu nanux (SQL a6o NoSQL 6a3u gaHux, Kerr, CuCTeMu 30epiranas
(aiiiB Ta 1HII CXOBHUILA, 1110 BUKOPUCTOBYIOTHCS 3ACTOCYHKOM).

— 30BHIIIHI 1HTEerpauli (BUKIMKY 30BHIIIHIX API, MikpocepBiciB a00 CTOpOHHIX
CEPBICIB, SKIIIO TaKi € B apXITEKTYp1).

MOHITOPUHT LIBOTO CTEKY nepeadadae 301p 1 KOPENSIi0 pi3HUX THUIIIB JaHUX,
00 BIJICTIKOBYBAaTH MpaIe3aTHICTh 1 O€3MeKy KOKHOTO KOMIIOHEHTa Ta BChOTO
JIAHITIOKKA 00pOOKH 3anmuTy. Y TMPaKTUYHOMY CEHCI 1€ BKJIIOYAE KYpPHATU, METPUKH
Ta TOMIl, SKI JO3BOJISIOTH IIBUAKO 3’SICYBAaTH, IIO caMme BiAOyJocs, Jie crajacs
MOMMJIKA 1 UM € 03HAKH 3JIOBMUCHOI aKTUBHOCTI.

OCHOBHI JKepesia COCTEePEKYBaHOCTI Ha IbOMY PIBHI HACTYIIHI:

— XKypnanu npokci 1 goctymy (KoKeH 3amut, Kol Biamosiai, Oaitu, IP-ampeca
KJIIEHTA, aT€HT KOPUCTyBaya TOIIO).

— XXypHanu nporpam (MMOMUJIKU, MTONIEPEIKEHHS, KOPUCTYBaIIbKi MOAIT Oe3IeKH,
3apeecTPOBaHI KOJOM MIPOTpamu).

— XKypHanu 0a3u JNaHUX Ta MOKA3HUKU MNPOAYKTHUBHOCTI (MOBUIbHI 3alUTH,
HEBJAJIl BXOJU 10 0231 JaHUX TOIIO).

— Metpuku 3 ycix nux komnoneHTiB (yactora HTTP-3anuTiB, uacToTa mOMUIIOK,
KUTBKICTh 3alUTIB 10 0231 JaHUX TOIIIO).

3 mornsAxy Oe3MneKu BeO-CTeK YacTo € MEePIIMM 1 HaOUThIT MOMITHUM MICIIEM

B32€MO/I1i 3JI0BMHCHHKA 13 CUCTEMOIO, TOMY 3HaUHAa YaCTHHA aTaK MPOSBIIAETHCS CaMe
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B JKypHaJIax 1 MeTpUKax 1boro piBHs. [1i/1 yac ckaHyBaHHS Ta mepepaxyBaHHs PeCypcCiB

37I0OBMUCHHMKH 3a3BUYail TeHEPYIOTh MIJABUIIEHY KUIbKICTh mommiok 404 ab6o 400,
3BEPTAIOYKCH JO0 HEICHYIOUMX CTOPIHOK YW HAJICUJIAl0OYM HEKOPEKTHO C(POpMOBaHI
3anuT. lle MOkHa MOMITUTH B Jlorax MPOKCI ab0 3aCTOCYHKY, 30KpemMa KOJIU
¢ikcyeThcst 6araTto 3amuTiB A0 TUIIOBUX IUIAXIB HAa KTanT /admin, /phpmyadmin,
/wp-login.php HaBiT, TOMi, KOJM BIANOBIJHI KOMIIOHEHTH B CHCTEMI HE
BUKOPHCTOBYIOTHCSI.

Crpobu 1H’€KITif TAaKOXK HEPIAKO 3IUIIAIOTHh XapaKTEepHI CIIIU B TeleMeTpii. Y
pa3i SQL-iH’ekiii B jorax 3acToCyHKy a06o BJI MOXyTh 3’SBISTHCS CHUHTAKCHUYHI
NOMWIKHM, a B psJIKax 3amuTiB a00 MmapaMerpax MOXYThb TPAIULITHCS MIA03pil
mabsonu Ha kmtant ' OR '1'='1. Ananoriudo ataku XSS [30] MOXKYTb IPOSBIATUCS
K HETHNOBI (PparMeHTH BXIAHMX HAaHuX, 30kpemMa HTML-tern abo migo3pim
KOHCTPYKIi, 10 MOTPAIUISAIOTh Y KYpPHAaIW 3allUTIB YM MOAIN Bamigamii. B okpemux
BUIAJKaX 3JIOBMUCHUK MOKE€ HABMHUCHO IIPOBOKYBaTH BHHSTKH B 3aCTOCYHKY,
HAJCUJIAI0YM HEOYIKyBaHl a00 rpaHUYHI 3HAYEHHS, a KOpPEJsAlLld TaKUX MOMUIIOK 13
aHOMaJbHUMH TapaMeTpaMu 3allUTIB MOKE€ BKa3yBaTH Ha CHpOOU eKCILTyaTtamii
BpPA3JIMBOCTEN.

Okpemy KaTeropito Ckjajae 3JIoBKUBaHHS aBTeHTHikaiiero Ta API. Macosi
cripobu MiI00py YacTo BimoOpa)karoThCs SK 0araTo BXOJIB JI0 OJHOTO MW TOTO X
o0mikoBoro 3anucy 3 pi3Hux [P-aapec abo reorpadiuHo HECyMICHHX JIOKALii. K0
Ha pIBHI MPOKCI a00 3aCTOCYHKY YBIMKHEHO OOMEXEHHS LIBHJIKOCTI, TO arpeCMBHE
BUKopucTaHHd APl uM aBTOMaTuM30BaHa aKTHUBHICTb MOXE CYNPOBOJKYBATHUCS
30UIbIICHHSAM KibKOCT1 BianoBine HTTP 429 1 BiAnmoBiiHUX 3alUCIB y JKypHajax,
10 € KOPUCHUM 1HANKATOPOM OOT-aKTHBHOCTI 200 CIIpOO BUCHAKEHHS PECYPCIB.

HageneHi npukiiagy y3roJkyroThes 3 miaxoaamu, onucanumu B OWASP Web
Security Testing Guide, e po3riisiaroThCs TUMOBI Kjacu BeO-aTak (30kpema SQLi,
XSS, CSRF) 1 miakpecaroeThCst poiib HAJIGKHOTO KYPHATIOBAHHS Ta MOHITOPUHTY SIK
OPAKTUYHOTO MEXaHi3My iX BHSBICHHA [2]. Y 1bOMYy KOHTEKCTI Ba)JIMBUMH
MapKepaMu MOXYTb OyTH HE JMIlIE KOAM MOMUJIOK 1 BHUHSATKM 3aCTOCYHKY, a M

anomaubHi mabiaonu URL, mapaMeTpiB 1 3anuTiB, AKi MOXKYTh OyTH 3adikcoBaHi BeO-
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cepBepoM abo mpokci [2].

1.3.3 PiBeHb 32CTOCYHKY Ta 0i3HeC-JIOTIiKH

PiBeHbp 3acTOCyHKy Ta OI13HEC-JIOTIKM € HaWOLIbII JETalli30BAHUM IIAPOM
MOHITOPUHTY, SKHW 3a3BMYail HAJAIITOBYIOTh MiJ KOHKPETHY (YHKIIIOHAJIBHICTh
CHUCTEeMH. SIKII0 HIKU1 piBHI IEpEeBaXKHO (IKCYI0Th TexHI4HI (hakTn Ha Ktant HTTP-
3aIMTIB, KOAIB BIJIMOBI/I a00 3BEpHEHB J0 0a3M JaHMUX, TO TYT aKIEHT 3MIIY€ThCS Ha
3MICT 1 KOHTEKCT Aii y JOoMeH1 3acTocyHKy. [l mporo B koai abo koHirypartii
3aCTOCYHKY TIepen0dayaloTh I1HCTPYMEHTYBAHHsS, AK€ TE€HEpye TOoAil Ta 3alucu
YKYpHaJIiB, TIOB’513aH1 3 0€3MEeKOI0 1 MOBEAIHKOIO KOPUCTYBauiB, y GOPMI 3p03yMLINX
CEMaHTUYHUX HOIIH.

Ha upomy piBHI HaifdacTimie (IKCyrOThCA:

— [ii xopucTyBaya (HampuKIag, 3MiHA MapoJisl, BAKOHAHHS IE€peKa3y KOIITIB,
OHOBJICHHSI KOHTAaKTHUX JJAHUX ).

— biznec-tpanzakmii  (oOpMIIGHHS  3aMOBJICHHS, CTBOPEHHS  PaxyHKY,
IITBEPKSHHS TUTATEXKY ).

— be3nekoBi omepailii B Mexax 3aCTOCYHKY (3MiHa poJied 1 mpaB JOCTYILY,
BIIXWJIEHI cHpoOU JAocTymy A0 OOMeXeHUX (YHKIIH, Mmiao3puIl — cleHapii
aBTeHTU(DIKAITIT).

— XKypHanu ayauTy, sIKI MOKa3y0Th, XTO 1 1110 3p0OHB y TOMEHI 3aCTOCYHKY, IO
4acTO MOTPIOHO JIJIsl JOTPUMAHHS BUMOT y (PIHTEX, MEAUIIMHI Ta IHIIUX PETYJIbOBAHUX
cdepax.

[IIo6 Takuii MOHITOPHHI TPAIFOBAaB, 3aCTOCYHOK Ma€ CTBOPIOBATU TOJMIi IS
3HAUyMIMX A1 1 JOMOBHIOBATU iX KOHTEKCTOM — 1J€HTH(IKATOpaMu KOPHUCTYBauyiB,
poJIsIMH, aTpUOyTaMu Cecii, pe3yabTaTOM Ofeparllii, a IHKOIM i J0IaTKOBUMH Oi3HEC-
napamerpamu. Ha BinMiHy BIiJ 3arajlbHMX >KypHadiB BeO-cepBepa, Il MOAIl €
cnenudiyHuMHU 179 oMeHy. Hampuknan, calT eneKTpOHHOI KOMEpIi Moke
3apeectpyBatu «USER alice@example.com PLADED ORDER ID 987654, TOTAL

$123.45». 3 Touku 30py Oe3MnekH, 1e came Mo co0i € HOPMATLHUM SBUIIIEM, aJI¢ MAIOUH
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O1MBIIMI KOHTEKCT 3aBJSKHM MOHITOPHUHTY, MOXHa CIIBBIJHOCHUTH TaKi MOJii, Ta

BUSIBUTH aHOMAJIIi, Taki AK pantoBe po3MimieHHs Anicoro 100 3aMOBIIeHb 32 XBUIHHY
(110 MOe CBITYUTH MPO aBTOMATH30BaHY aTaky abo 3JI0BKUBAHHS).

3 morysaay KibepOe3neku came MOHITOPUHT O13HEC-JIOTIKU JI0TIOMAara€e BUSBIISITH
37I0B’KMBAHHS JIETITUMHOIO (DYHKIIIOHATIBHICTIO Ta MPOOJIEeMH 3 aBTOPHU3AIIIEIO, K1 Ha
HUKYMX PIBHSAX MOXYTh HE BUIJISIIATH SK SIBHA aTaka. TeXHIYHO 3alUTH MOXKYTh OyTH
KOPEKTHUMH 1 POXOAUTH 0€3 MOMHUIIOK, ajie iXHIi 3MICT 1 4acTOoTa, HEBIMOBITHICTh
pOJISiM, HETUIIOBI TOCTIAOBHOCTI N1 a00 mMoOpyIIeHHs Oi3HEC-PaBHJI CTBOPIOIOTH
O3HAaKH THIUJICHTY, K1 BUJIHO JIMIIEC HA PiBHI JOMEHHHX IOIIH.

HaBenemo mnpukian 370BXKUBaHHA (QyHKLIOHaJbHICTIO. [Ipumyctumo, mio
3JIOBMUCHUK 3HAaXOIUTh CIOCIO OaraTopa3oBO IHIIIIOBATH TPOIIOBUM TMEpeKas y
OaHKIBCBKOMY J0JaTKy (0€3 OCATHEHHS OOMEXEHb) — TEXHIYHO KOXKEH IepeKas €
JTIHACHOIO JII€10, TOMY HHKY1 piBHI 0audathk Bianosiai «200 OK», ane piBeHb Oi13HeEC-
JIOTIKM BUSIBJISIE, 110 OJAMH KOPHUCTYBad 1HIIIIOE HAJA3BUYAWHO BETUKHUI oOcAr abo
BapTICTh TPAH3aKIIIH 32 KOPOTKUil yac. L{e Moxke curHaaizyBaTu Mpo maxpaicTBo ado
37TOBKUBAHHS.

[Hmmit npukiaag 3 3aXOMJIEHHAM OOJIKOBOTO 3aluCy Ta 3JIOBKHWBAHHS
NpUBLIESIMU. SKIIO 3T0BMUCHUK CKOMIIPOMETYE OOJIIKOBHI 3aITUC KOPUCTYBaya, MOro
MOBEJIIHKA B JOJATKy MOXE€ 3MIHHTHCS. bi3HEC-KypHAIM MOXXYTh IIOKa3aTH, IO
OOJIIKOBUH 3aliC OTPUMYE JOCTYM A0 JaHUX a00 BUKOHYE Jii, HETUIIOBI ISl I[bOTO
KOpHCTyBaua (HaMpuUKJIIaJl, 3aBaHTaXy€ BCIO 1CTOPII0 TPaH3aKIIii, KOJIM 3a3BUYail BOHU
MePerJsAaatoTh ii JINIE Ha eKpaHi). SIKII0 MU PEECTPYEMO «KOPHUCTYBau X MEPErIITHYB
100 3amucCiB KINEHTIBY», II€ MOKHA IIO3HAYWTH SK BIAXWICHHS BiJ 3BHYAHHOIO
BUKOPUCTAHHA. AHAJIOTIYHO, SIKIIO 3BUYAMHHWA OOJIKOBHM 3amuc KOPUCTyBada
panToOBO HAMAra€ThCsi BUKOHATH (PYHKIIIIO JIMILIE A aaMiHicTpaTopa (1, MOXKIIUBO,
3a3Ha€ HEeBJayi), 1€ BapTe yBaru.

Takox moTpiOHO 3BepTaTH yBary Ha OaraToeranHi aTaku. Jlesiki Tori4H1 HETOMIKU
BUMAararoTh OKPOKOBOT'O BUKOHAHHS J11i1. MOHITOPUHT 1 KOPUCTyBaya MOCIiJOBHO
MOX€ BHUSIBUTH Taki pedi, K chpoda MNPUMYCOBOTO TEperisay (IocTym o

HeaBropu3oBanoi URL-aapecn) abo o6xim pobouoro mpomecy. Hampuxman, siximo
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3aCTOCYHOK OYiKY€, 110 KOPUCTYBaul MePerisiHyTh CTOPIHKY 1, MOTIM 2, a MOTIM 3 'y

pobGouomy Tpolieci, aje 3JIOBMUCHUK MEPEXOAWTh Ofpazy A0 3 (mpomycKarouu

MepeBIpKHU Ha 2), CiemiaIbHUM )KypHal MOKe 3a(iKCyBaTH aHOMAJIbHY MOCI1IOBHICTb.

Pucynoxk 1.6 — IIpuknan gambopay 3 naTepHaMu JIOTiB BeO 10AaTKy

JIns mocimiKeHHsT TaKo1 TTOBEIIHKY aHATITHKH Ki0epOEe3MeKn 4acTo 3BEPTAOTHCS 10
YKYpPHAJIB MOALH, sIKI MOKHA BIAPIIBTPYBATH 10 OKPEMOMY KOPHUCTYBauy, Yd CEPBICY.
Ha pucynky 1.6 HaBeneno npukiaj intepdericy Grafana nns neperisiny JoriB s

OKPEMOT'O CEpBICY.
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PO31J1 2 IHCTPYMEHTU, APXITEKTYPU TA MOJAEJII PO3I'OPTAHHA

IHHJIAT®OPM MOHITOPHUHI'Y

2.1 3arajbHa apxiTeKTypa mJjiaT(opM MOHITOPUHIY Be0I0AATKIB

Cyuvacha miatdopma MOHITOPUHTY Ta JIOTYBaHHS 3a3BUYall OyayeTbes SIK HAOIp
B3a€MOIIOB’SI3aHMX KOMIIOHEHTIB, SKi pa3oM 3a0e3neuyyioTh 30ip, TOCTaBKY,
30epiranHs, aHaiui3 1 MpeacTaBlIeHHs TejaemeTpii. Po3ymiHHS 1i€i apXiTeKTypu
BKJIMBE HE JIMIIE 3 TOYKH 30py €KCIUTyaTarlii, a i JJiss BUKOHAHHS BUMOT O€3IeKH,
30KpeMa II0JI0 HAJIWHOCTI, IITICHOCTI JAHUX 1 CTIMKOCTI /10 HECAHKI[IOHOBAHOTO
JOCTyIy. SIK IpaBuiIo, CUCTEMAa MOYUHAETHCS 31 300py TeneMeTpii Oe3rnocepeIHbO Ha
JDKepenax, Jajil JaHi TPaHCIOPTYIOThCS Yepe3 KOHBEEP MOCTAaBKH, MOTPAIISIOTH y
CHeliaai30BaHl CXOBHMILA, MICJS YOO CTAIOTh TOCTYIHHUMHU JIJISl 3alIUTIB, Bi3yali3allil
Ta aBTOMATU30BAHOT'O CIIOBIIIECHHSI.

Ha mnepmiomy eTami BUKOPUCTOBYIOThCA 30Mpaul JaHux abo areHTH, SKi
BCTAHOBIIIOIOTHCS HAa CEpBEPax, y KOHTEHepax abo IHTETPYIOTHCS B 3aCTOCYHKU. BoHu
BIJINOBIJIAIOTh 32 OTPUMAHHS METPUK, JIOTIB 1 Tpaic. Jisi METpUK 1€ MOXYTh OyTH
Prometheus Node Exporter abo kmient StatsD, aysg >KypHaiiB 4acTO 3aCTOCOBYIOTh
Filebeat abo Grafana Promtail, a nns TpacyBaHHS — IHCTpyMEHTYBaHHS Ha OCHOBI
OpenTelemetry SDK un APM-arentu, BOynoBaHi B KOJ. 3ajeXHO BiJ peai3arii
areHTu ado0 caMmi HaJICUJIAIOTh JIaHl B LICHTPAJIbHY CUCTEMY, a00 LIEHTpaJIbHA CUCTEMA
nepioInyHO 3abupae X, HAMPUKIIA] IUIIXOM ONMUTYBaHHA endpoint-iB METPHK.

30epiranHs  TeJeMeTpii 3a3BUYal  PO3AUISAIOTH 3a TUMNAMHU  JaHUX 1
BUKOPHCTOBYIOTH CHeliali30BaHl OEKEHAU CXOBHILL:

— TSDB na kmtant Prometheus abo Graphite 1151 MeTpuK.

— Elasticsearch/OpenSearch a6o Loki nss noris.

— Jaeger yu Tempo 115 Tpaiic.

Han Humu mpaitoe piBeHb OOpOOKM Ta aHamizy, sSKAi QopMmye mpaBuiia
cnoBimedb (Prometheus Alertmanager, Grafana alerting, ElastAlert), a 3a moTpeou

BUKOHY€ KOpeJIsIito moaii Ha piBHi SIEM 1 BUSIBJICHHS aHOMAJTIH.
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Hoctyn no panux 3a0e3nedye piBeHb Bidyamizamii (Grafana, Kibana), nae

KOpHCTyBaul OyIylOTh AAmIOOpAM Ta TPOBOASTH PO3CHiAyBaHHSA, a IMijJcUcTeMa
OTOBIIIEHb JOCTABJISIE ajJepTH B MoOmTy, MeceHmkepu, Slack, PagerDuty Toro.
OCKUIBKH TeNeMeTpisi MOXK€ MICTUTH 4YyTJWBI BIJIOMOCTI, IiaTdopMa MOBHHHA
niaTpuMyBaTH KepyBaHHS JoctynoM 1 RBAC, oOMexyrouu meperisg i1 3MiHU
Janoop/IiB Ta MPaBUII CIIOBIIICHB, 3a3BUYal yepe3 BOymoBaH1 mexaHi3mu Grafana a6o
Kibana.

[Ilo crocyeThcst apXiTeKTypu, O0araTo CHUCTEM BHKOPHCTOBYIOTH I€HTPATbHHIA
«KJIacTep MOHITOPUHTY», KyAu HaJCUIAIOThCs BCl AaHl. Takuil 1eHTpai3oBaHUMN
MIIX1J] BKIJIMBUN IS MOHITOPUHTY O€3MeKH. ATrperoBaHe CXOBHIIE JIOTIB Ta
MOKa3HUKIB HEOOXIJIHE /I 3aXUCTy BIJ HECAHKI[IOHOBAHOIO JOCTymy. SIKIIo
3JIOBMUCHUK CKOMIIPOMETYE OJHMH CEpPBEP, BIH MOXKE CHPOOYBATH CTEPTH JIOKAJIbHI
JIOTH, ajie AKIIO 111 JIOTW OYyJIM BIANPAaBIIEHI HAa BIJANIEHY CUCTEMY B PEXKHMI1 PEAIbHOTO
qacy, 3JIOBMUCHUK HE 3MOXE JIETKO MPUXOBATU CBOI CiM. TakuM YMHOM, OJMH 13
MIPUHITUIIIB TOJISATAE B TOMY, 110 KyPHAIIW CJIiJ] HAJCHJIATH 3 XOCTa SKOMOTa IIBU/IIIIC
1utst 6e3neunoro 30epiranns. [SO 27001 miakpecitoe BayKIMBICTh 3aXUCTY 1HPOpMaITii
JKYpHAJIIB Bl HECAHKIIOHOBAHOTO JOCTyny ab0 3MiHM — IIEHTpajli30BaHa CHCTeMa
peecTpanii 31 CYBOPUM KOHTPOJIEM JOCTYIly JOIloMara€e AOCSIITH Iboro [4].
Amnanoriuno, ctangapt PCI DSS pekoMenye 1ieHTpali3oBaHe BeACHHs KypHay. Le
Tpeda JJisl TOro, M0 y pa3i MOpyLIEHHsI pOOOTH CUCTEMU, )KYpHaAJ ayJuTy 30epiraBcs
B IHILIOMY MicIli (@ TaKOX 100 MOKHA 0yJIO CIIIBBIIHOCUTH MOJI1i MIXK CHCTEMAaMM).

3aXHMCT BIJ HECAHKI[IOHOBAHOTO JIOCTYIy MOJKHA JOJATKOBO ITIJIBUIIUTH 3a
JOTIOMOTOI0 TaKUX 3axXOJiB, SIK OJHOpa3oBe 30epiraHHs AaHUX abo MepeBipKa
KpunrorpadivyHoi MIJIICHOCTI XKypHamiB. [[eski cucteMu TOAa0Th CHeIiaibHI JaHl 0
¢aiisiB JIOTIB, SIKI MOTIM BIANPABISIOTHCS. [HIN cUCTeMHM HAACWIAIOTh MOJIK0 3a
nofiero Oe3nocepeHbo A0 1HAeKCY. Bee 1ie 3abe3nedye Te, 110 MiCis MOTPaIUITHHS
JAHUX JI0 CUCTEMH MOHITOPHHTY 3JIOBMUCHHUK HE MOKE iX PETPOAKTUBHO 3MIHHUTH
(npunaiimMHi, He 6e3 BUsBIEHHs). Taki TexHonorii, sk «immutability flags» a6o noru,
JOCTYMHI JIMIIE Al JOTIOBHEHHS, MOMIOHI 10 OJIOKYEiHY, BUKOPHCTOBYIOTHCS Y

CepeZIOBUILAX 3 BUCOKUM PIBHEM O€3MEKH AJIsl 3aXUCTY I[UIICHOCTI KypHaIiB.
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[Ile onmuH acmekT — 1€ BHUCOKAa JOCTYIIHICTh 1 MacimTabOBaHICTh — CHCTEMa

MOHITOPUHTY TOBHHHA OOpOOJISATH HaBaHTaKEHHS (MOTEHIIHHO MUTBMOHHU TOINA Ha
JIeHb) 1 3aJIMIIATHUCA JOCTYITHOIO HaBITh MiJ] Yac 1HIMACHTIB (KOJU HaBaHTaKCHHS
MOXe PI3KO 3pocTH). SIK He MmapaJoKCcaJbHO, aje MiJ Yac I1HIHUJICHTY Oe3NeKH
MpaliBHUKYU Ta aHATITUKA HaWO1IbIIIE TTOKIAJA€THCS HA CBOIO CHCTEMY MOHITOPHHTY,
TOMY BOHA Ma€ OyTH HaJIHHOIO Ta BIIMOMOCTIHKOIO.

3 TOUKM 30py MOHITOPUHTY O€3MEKH, MOXHa IHTErpyBaTH IJIaTPopMy
CIIOCTEpEXKEHHS 31 criemianizoBaHnuM podounm mporecoM SIEM a6o SOC. Hanpuxnan,
CHOBIIIEHHS B1Jl CHCTEMH MOHITOPUHTY MOKHA IepeCcUiIaTH A0 CUCTEMH BUJIadl 3asIBOK
SOC, abo KypHalM MOKHa TMapajellbHO HAJACWIATH SIK [0 1HCTPYMEHTY
CIOCTEPEKEHHS, TaK 1 0 IHCTPYMEHTY aHaliTUKuW Oe3neku. barato cydacHux
m1aTpopM PO3MUBAIOTH MEXY MIXK criocTepekeHHsIM Ta Oe3nekoro (Elastic Security,
Splunk Tomo, o0OpOOIAOTH yci BUAM TeNEMeTpii). ApXITEKTypa IOBHHHA
BpaxoBYBaTH, XTO BUKOPUCTOBYE JaHl — pO3pOOHUKH, OIIEpaTOPU Ta KOMaHIU Oe3eKn
MO>KYTh BUKOPUCTOBYBATH OJIHI i T1 X JaHi, ajie HO-pI3HOMY.

Hoctyn 6a3yrounch Ha poJii KOPUCTyBauya CUCTEMU B MEKax LIEHTPaJi30BaHOI
CUCTEMHU TaKOX € KJIIOYOBHUM, SIKIIO IMIATHOPMOIO KOPUCTYIOTHCS BEJIMKA KUIBKICTh
oci0. He gouuibHO, 1100 KOKEH po3pOOHHK 0aYuB KypHaJIM O€3MeKH, sIKI HOMY HE CJIiJT
0auntH, abo MO0 CKOMIPOMETOBAHUN OOJIIKOBUM 3amuc po3pOOHMKA MEPEHIIOB y
CHUCTEMY MOHITOPUHTY Ta 310paB KoH(]iaeHlIHY 1H(dopMmalito. Peanizaliisi 703BOJIIB
Ha 4YMTaHHSA ab0 3amuc JUIsi KOXKHOTO 1HAEKCY a00 THUMY JaHUX € MOIIMPEHOIO.
Hamnpuknan, Elastic Ta Grafana MmoxxyTh 00MeXyBaTH JOCTYII JIO TICBHUX 1HACKCIB Ta
JUKEpell JaHUX 1 pelaryBaHHs MaHesl IHCTPYMEHTIB 3a JOTIOMOTOI0 POJIEH.

Kontpons A.12.4.2 crammapry ISO 27001 Bumarae 3axucty iH(opmartii
KYpHally, 1110 B TEPMIHOJIOTIT apXiTEKTypH O3HAYa€ 3aXUCT LIEHTPAJIHLHOTO CXOBHINA

KYpHaJIB, KOHTPOJIb JOCTYIY Ta 3ano0iraHHsl HECaHKIIIOHOBAHOMY BTpYYaHHIO [4].
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2.2 MoOHITOPpHHT HA OCHOBI SaaS

barato opranizaiiii 3apa3 BHKOPHUCTOBYIOTh IPOIO3HUIII  «IIPOrpaMHe
3a0e3nedeHHs K mnociyra» (SaaS) s cBOiX MOTpe® MOHITOPUHTY Ta BEIICHHSA
xypHamiB. Jlo HuX Hanmexathb Taki cepBicH, sik Datadog, Splunk Cloud, New Relic,
Grafana Cloud, Elastic Cloud Tomio. Pimennst nis moHiTOpuHTY SaaS o3Hadyae, 110
NoCTayaJIbHUK Hajae rmiaatgopmy (cxoBullle, 1HTEpQeiic KOpUCTyBaya, MEXaHI3MHU
aHalizy) SIK XMapHUU CEpBIC, a KOPUCTYBaueBl MOTPIOHO JUIIE BCTAHOBUTH arcHTIB
a00 HaJIiCJIaTH CBOIO TEJIEMETPII0 J0 XMapH.

Buxopucranns miatgopMu MOHITOPUHTY y gopMati SaaS 3a3BU4ail 1ae 3MOry
IIBUIKOTO PO3TOPTAaHHS Ta 3MEHUICHHS BUTPAT Ha CYNpPOBIJ, OCKUIBKH HE MOTPIOHO
CaMOCTIMIHO ~aAMIHICTPYBaTH CKJIQJHUWA CTEK 31 CXOBHILIAMH, OOpPOOKOIW Ta
MacmtabyBanHsM. [locTtauampHuk Oepe Ha ceOe OHOBIEHHS, MIATPUMKY
1H(QpacTPyKTYpHu Ta KEpyBaHHS MPOJYKTUBHICTIO, @ KOMaHJa MOXE OJpa3y NepeuTn
JI0 HaJTAIITYBaHHS AaIOOP/IiB, aJepTIB 1 HOJITUK CIIOCTEPEKYBAHOCTI.

Jlo1aTKOBOIO TEepeBaror0 € MUPOKUNA Habip 1HTErpamii 1 roTOBHX CIICHapiiB.
SaaS-pimeHHs yacto MaroTh MONEPENHBO 310paHi aHe i, TUIIOBI MPaBUJIa CIIOBIIIEHb
1 aBTOMAaTH4YHE BUSBIICHHSI CEPBICIB y XMapi, IO CKOPOUYYy€ Yac 0 OTPUMaHHS
KOPUCHHUX PE3yJbTaTiB. Y 0ararbox Takux miatdopmax JOCTYIHI i OLIbII cepio3Hi
MOJKJIMBOCTI, IKi CKJIaJIHO MIATPUMYBATH HEBETUKMM KOMaHIaM BJIACHUMHU CHIIAMH,
HaMpuKIaJ aJrOpUTMHU BUSIBJIECHHA aHoMmamiii abo ML-pyHkmii i aHamizy
teneMetpii. Sk npuknan, Grafana Cloud Hagae BOy10BaHi MOXKJIMBOCTI JIJIs1 BUSIBIICHHS
aHoMaJliii y MeTpukax (30kpeMa uepe3 QyHKLII Ha KWTanT “Asserts”), siki MOXKYThb
aBTOMATHYHO BIJIMIYaTH BIIXUJICHHS B OBEAIHIN cucTemu [11].

OxpeMo BapTO BIJI3HAYUTU 3PYUHICTh MacmITaOyBaHHS Ta JOCTyIy. XMapHUN
CEpBIC 3a3BUYAl JIETIIEC PO3IIUPIOETHCS MiJl BEIUKI OOCATH JaHUX, a KOMaHJIa MOXKE
0e3reyHo MpalroBaTy 3 JamOopaaMu Ta CHOBIIIEHHSIMU 3 Oylb-sikoro Micts. Kpim
TOTO, SaaS-MoCTaYaJIbHUKU PETYJISPHO JOJa0Th HOBI (PYHKIi, BKJIIOYHO 3

iHcTpyMeHTamu Ha 6a31 I nis momoMoru B MOLIyKYy MEPIIONPUYMH 3a JIOTaMU 1
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Tpalicamu, 1 IIi OHOBJICHHS HE MOTPEOYyIOTh BijJ KJIIE€HTA CKJIaAHUX Mirpaiii abo

PYYHOTO OHOBJICHHSI KOMIOHEHTIB [12].

Boanouac y cepenoBuiax i3 4yTJIMBUMU JaHUMH BaXKJIMBO 3BaXKaTH HA PU3UKU
Ta OOMEXeHHs Takoro miaxoay. KimrodoBi MOMEHTH, sIKi 3a3BuU4ail MOTpeOyIOTh
OIIIHKH, HACTYTIHI:

— Jlorm ¥ METPUKHM MOXYTh MICTUTH KOH(DiAeHIIHHY 1H(opMario, a
nepeaBaHHs B XMapy MocTavyaibHHUKA MiIBUILYE BUMOTH JIO OE3MEKH.

— Perynaropri HOpMH MOXXYTh BUMAaratv 30€piraHHS JaHUX y KOHKPETHUX
perionax [13].

— Mogens omnaTtu 3a 30epiraHHsi MOXKe PI3KO JOPOXKYaTH, OCOOIMBO JJIsl JIOT1B,
K1 IIBUAKO POCTYTh JIO BEJIMKUX OOCSTIB.

— ITpuB’sa3ka 1o cneuudiyHux (QyHKIIN, (opMaTiB Y4 MOB 3aIUTIB YCKIIAJTHIOE
MITpPALIiI0, [0 COPUYHHSIE PUB’A3KY 10 NOCTAYaJIbHUKA.

— OOmexeHHs KacToMizallli 1 mpoOJieMu 3 IHTETpaIlis MU HECTAaHAAPTHUX Open-
source KOMIIOHEHTIB.

JJ1s BUCOKOUYTIMBUX 200 3aCEKPEUCHUX CEepeloBUIL (HANpUKJIIad, BINCEKOBOT YU
KPUTUYHOI 1HQPACTPYKTYpH) Oarato XTo He MOTOHKY€EThC Ha SaaS auis jioriB. Bonu
BIJIIAIOThH ME€PEBAry JIOKAJIbHUM PILIEHHSIM, 1100 rapaHTyBaTH BIACYTHICTb PO3KPUTTS
nanux. HaBiTh y Mexax MiJMPUEMCTB YacCTO BUHUKAIOTh JUJIEMH: BUKOPUCTOBYBATH

XMapHUI cepBiC MOHITOPUHTY UM PO3rOPTATH BIACHUM CTEK.

Your environment Grafana Cloud

Amazon
Cloudwatch

(8)—

[:m Prometheus N Hosted Grafana
nginx € i
m Direct connection via

« Dashboards

Y Y—

Google Cloud datasource
Monitoring

Prometheus
m [ database >

Pucynox 2.1 — Ilpuxian apxitekTypu 3 SaaS mpoayKToM 3a MeXaMu

M1JKOHTPOJIBHOTO CEPEOBHUIIA
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[ToctauanpHuku SaaS yCBIIOMIIOIOTH 11 MpoOsemu. bararo XTo 3 HHX

HAroJIONIy€e Ha CBOiX 3axojax Oe3meku (mmdpyBaHHS, cepTU(IKATH BIAMOBIIHOCTI,
taki sk SOC2, ISO 27001 nns BnacHux omepartiii). Jleski IponoHyHOTh TiOpUJIHI
BapiaHTH (HANpPUKJIAJ, JIOKAIbHUN 30IpHUK JaHUX, SIKUM HAJICWIIA€ JIUIIE arperoBaHi
JIaHi).

[TincymMOBy1OYH, MOHITOPHHT SaaS MOK€ 3HAUYHO MPUILBUILIUTH BIIPOBAXKEHHS
HAJICKHUX TMPAKTAK MOHITOPHHTY Ta 4YacTo 3a0e3ledyye CKIagHI MOXKIUBOCTI
BUSIBIICHHS «3 KOpoOKm». [l Oaratbox KOMMaHii, 0coOOIMBO cTapTamiB ado THX, IO
HE MalOTh BaXKKOTO PETYJISITOPHOTO TATaps, IEpeBard NepeBakatoTh PU3UKU. AJie i
IHIIMX 1]Ied Mepefadl BCiX JIOTIB IpOrpaM TPETId CTOPOH1 € HenmpuiHsTHO. L1
oprasizaiiii CXUJIsIIOThCS 0 CAMOCTIHHO PO3MIIICHUX PIlIeHb, SKI Oy/ie PO3TIISHYTO

Jail.

2.3 Crek 3 BIIKPUTUM BHXITHHUM KOJIOM Ta BJIACHUM XOCTHHIOM (OKyC Ha

exocucremi Grafana)

Jlnst opranizaniid, Ski OOMpPAOTh CaMOCTIMHE PO3MIIIEHHSA, ICHYE OaraTwii
JaHAIA(T 1HCTPYMEHTIB 3 BIAKPUTUM KOAOM JUIsl CTBOPEHHA MIaTdOpMH
cnoctepexenHs. OnHier0 3 momysipHUX KoMOiHaIi € ekocuctema Grafana paszom 3
iHmmmu  nipoektaMmu CNCF  (Cloud Native Computing Foundation), siki yacto
Ha3uBalOTh CTeKOM «LGTM»:

— Loki qst sxxypHatis;

— Grafana s manenel IHCTPYMEHTIB;

— Tempo s TpacyBaHHS;

— Prometheus nist meTpuk (BacHa Ha3Ba Prometheus He BianoBigae abpesiatypi,
iHoai «P» 3amiHroeThcs Ha «Graphite» y crapimmx TepmiHax, ane Prometheus €
bakTryHOIO cucTeMoro MeTpuk OSS).

Prometheus BukoOpuCTOBY€ThCS JUisi 300py, 30epiraHHsl Ta aHali3y METPUK, a
TaKOX JUIsi MOOYJIOBU MPaBUJI CIHOBIMIEHb. [le cucTeMa MOHITOPUHTY 3 BIIKPUTUM

KOJIOM, sIKa Tpaioe sAK 0a3a JaHWX YaCOBHX PSAIB 1 TMEPIOAUYHO OMHUTYE
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iHCTpyMeHTOBaHI cepBicu 4epe3 HTTP, oTpumyroun Big HUX TOKa3HUKU

MPOYKTUBHOCTI Ta cTany. Jyig podotu 3 iumu nannmu Prometheus mae MoBy 3anuTiB
PromQL, sika 103B0JIsi€e BUKOHYBATH arperaiiii, GuIbTpaliiiro Ta 00UUCICHHS TOX1THUX
METpHK, 10 POOUTH i MPHUAATHOI HE JIMIIE ISl eKCIUTyaTallliHUX 3ajaad, a ¥ Juis
Oe3MeKOBUX CIIEHapiiB, A€ BaXKJIMBO BIJCHIJKOBYBAaTH BIAXWJICHHA Ta PI3Ki 3MiHU
[MOBEIIHKH.

B kontekcti Oe3nexu Prometheus moxe 30upat MeTpUKH, Taki SIK KUIBKICTb
HTTP-3amutiB, KUTBKICTh TOMIJIOK, 3aBaHTAKEHHS TTpoiiecopa Toto. Y Alertmanages
MOXHA BHU3HAYUTH IIpaBUJIa CIIOBIIIECHb, TaKl K «KOE(QILIEHT MOMMUIOK 5xX > N
IPOTATrOM 5 XBIWIIMH» a00 «3aBaHTaxkeHHs npoiecopa > 90% mpotsrom 10 XBuimH», 1
Alertmanager o0poOisiTuMe  HajJcWIaHHS  choBimieHb. Prometheus  Moxe
MacmTabyBaTHCs 3a JTIONMOMOTOIO BiJIaJICHOTO CXOBHWINA JAHWUX, aJile 3a3BUYAM IS
pPI3HHX POOOYMX HABaHTAaXXEHb a00 IS IIAPAYBaHHS AAHUX 3allyCKalOThCS OKpEMI
ex3eMIuLsipu ceppicy. g Ounbinoro macmradyBaHHs (200 TpUBajoro 30epiraHHs)
BUKOPUCTOBYIOThCS TakKi IPOEKTH, ik Cortex abo Mimir (Bix Grafana Labs) — BoHu, 1o

CYTi, € PO3MOJIIJICHUMHU CEPBEPHUMH YacTuHaMu Prometheus.

2.3.1 Loki (KypuaJuu)

Loki — ne cucrema arperamii xypHamB Big Grafana Labs, po3poOnena ms
eKOHOMii Ta MPOCTOTU BUKOPUCTaHHA. li Ie yacTo HasuBaioTh «Prometheus ams
YKYPHaJIIB», OCKIJIbKYA BOHA CIIPSIMOBaHA Ha 1HACKCAIIIIO KypPHAIIB 32 MITKaMH, a HE 3a
MOBHUM TEKCTOM, 1100 3MEHIIUTH po3Mip 1HAEKCY. Loki cCKilagaeThCs 3 1HXKECTEPIB,
TucTpuO I0TOPIB, 3alUTyBayiB Ta CXOBUIA iHAEKCIB. Bona mparoe 3 Promtail,
areHToM i 300py KypHaJiB 13 cepBepiB, Ta Hajcuiae ix no Loki. Loki 30epirae
KypHAIM Ta J03BOJsiE 00poOyiaATH iX 3a gomomoror moBu 3anuTiB LogQL, ska
Burianae sk PromQL, ane nns sxypranis. O/iHa BelMKa rnepeBara rnoJisira€ B ToMmy, 1o
ICHy€ MOKJIMBICTb JOAAaBaHHSA JI0 KYpHAJIIB THUX € MITOK, 0 ¥ J0 METpPHUK
(HampuKITaz, Ha3Ba MPOTPAMH, CEPBEp TOINO), MO chpolrye kopensiito. Loki 3a

3aMOBYYBAHHSM HE€ 1HJIEKCY€ MOBHUN BMICT YpHANIIB, 30CEPEIKYIOUHCh Ha MITKax
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(HampukIIaa, JKepeno, iM’s (airy Tomo), mo poouTh 11 ASHIEBIION IJi1 POOOTH y

BeIMKuX MacmTabax. Jlns MmoniTopuHry Oesmexku Loki Moxke meHTpai3yBaTu
)KypHanu 3 BeO-cepBepiB, nporpam, OC tomo. IloTiM MOXHa BHUKOPHCTOBYBATH
3anuTu abo crioBimeHds Ha Loki, ge Grafana moxe posrasgatu Loki sk mxepeno
JaHUX 1 HaBITH CIOBIMATHA Tpo Hboro. Y Omorax Grafana Labs Oymo mokaszaHo
BUKOpHUCTaHHs Loki /i1 BUSIBIICHHS 3arpo3 Oesmelnl, Hampukias, nmoeaHanHs Loki 3
dbopmaTom mpaBun Sigma A7 BUABICHHS BIJIOMHUX 3arpo3 y JaHUX KypHauiB [14].
Jlerkicth BukopucTtanHi Loki Ta HOro BiIKpUTHUN BHUXITHHN KOA pPOOJATH #Oro

3pYYHHUM JIJIsl TUX, XTO yHUKae Splunk abo Elastic uepe3 BapTicTh a00 CKIIaIHICTb.

2.3.2 Tempo (Tpacepn)

Tempo — 11e po3noaineHuii cepsep TpacyBanus Grafana, sxuii € MmaciTtaboBaHUM
1 MOXe mpuiiMatu Tpaiicu y popmarax, Takux sik Jaeger, Zipkin abo OpenTelemetry.
Bin po3poOnenuil s IemeBoro 30€epiraHHs BEJMKOi KUIBKOCTI Tpalc MUISXOM
1HAeKcali Jumie ieHTudikaTtopiB Tpakc (He Bcix gaHux span). CyThb MoJsirae y
3HAXO/KEHHI 1IeHTU(]IKATOpIB Tpalc 3a JOMOMOTOI0 >KypHaliB a00 METPUK 3
NOJAJILIIMM OTPUMAaHHAM MOBHOI 1H@opMalii. Tempo 103BoJsi€ MOB’SI3yBAaTH J1aHI
TpacyBaHHs 3 Grafana. fIk npukiaa, KOpUCTyBauy MOKE KJIAIIHYTH 3alUC Y KypHai,
AKUU Ma€ 1IGHTU(IKATOP TpacyBaHHs, 100 N00AYUTH NOBHY 1H(POPMALIIIO TIPO 3aIMUT.

VY chepi 6e3nexn Tempo MOkHA BUKOPUCTOBYBATH JIJIsl 30€piraHHs TpacyBaHHS,
0 Mi3Hile MOXXe OyTH BHUKOPHUCTAHO TiJ Yac aHami3dy IHIUACHTIB (HApHUKIa,
OTPUMAHHs TpacyBaHHsA Iijo3pinoro 3anmry). Moro pimme 6e3nocepenHbo
BUKOPHUCTOBYIOTh JJIsi CIOBIIIEHb Yy PEaJbHOMY 4aci, aje yacTilie s TIUO0KOro

aHamizy.

2.3.3 Grafana — intepdeiic Bi3yaui3anii Ta cnoBineHb

Grafana — 11e maHenb 1HCTPYMEHTIB, JIe¢ MOXXHA CTBOPIOBATH JllarpaMH 3 METPHUK

Prometheus, Ta6mumi 3 xypHaniB Loki Ta po3nozineni TpacyBanns 3 Tempo. Grafana
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TaKOXX Ma€ CHUCTEeMYy CIOBileHb (yHI()IKOBaHI CHOBIIIECHHS), SIKAa MOXE OIlIHIOBATH

3aluTU 10 OyJIb-SKOTO JKEpesia JaHuX Ta Hajacuiaath cnosimeHHs. Grafana Hamae
orepatopaM yHi(pikoBaHe JpKkepesio iHdopMallii Ta MOXKe IHTETPyBaTUCS 3 TaHEISIMU
IHCTpyMeHTIB Oe3neku. KopucTyBad MoOXKe CTBOPUTH MaHEdb, IO BiIOOpakae
HaitnomynapHim [P-agpecu mxepen 3a KUIBKICTIO TOMMIIOK, a0 TMaHenb, IO
B1JI0Opakae OCTaHHI CIOBIlIeHH Oe3neku 3 )xypHaiiB. Grafana miarpumMye kepyBaHHs
JIOCTYTIOM Ha OCHOBI POJIe Ta MOK€ IHTErpyBaTHCA 3 CHCTEMaMu aBTEHTH(iKaIlii
Hanpukiag 3 OAuth. Ile g03Bomnsie BU3HAYATH, XTO 1 K1 MaHENl IHCTPYMEHTIB MOXeE
o6auntu. IIpore, Tounimmii RBAC Ha piBHI JaHMX MOXKeE 3ajekaTd BiJl J03BOJIB

0a30BOro JKepena JaHuX.

2.3.4 Excrioprepu T2 areHTH

Jlis orpumanss janux y Prometheus ta Loki BUKOpUCTOBYIOTBCS €KCIIOPTEPH Ta
arentu. CepeJl eKCopTepiB BAPTO BUIIITUTH HACTYIIHI:

— node_exporter, 1110 BAKOPUCTOBYETHCS JIs1 CACTEMHUX METPHK;

— blackbox exporter qyst 30upanss iHbopMaIIii 3 KIHIIEBUX €HJIIOIHTIB;

— EKCIOPTEepU IJisi KOHKPETHUX MPOrpaM, HAMPUKIAJ pi3HUX 0a3 AaHUX SIK OT
MongoDB exporter, Towo.

JInst skypHaniB MO>KHAa BCTaHOBUTH Promtail Ha koxHOMY XOcCTi abo BcepenuHi
KOXXHOTO KOHTEHHepa KUl OyJie 3unTyBaTH (pailyiv JoriB, MO3HAYATH iX (HANPUKIa,
Ha3Ba MpOrpaMu, XocT) Ta Haacmiautu 10 Loki.

Jlns tpaiic B ko nporpamu iHTerpyerbes OpenTelemetry SDK, aka excrioptye
Jlana3oHu J0 KOJEKTOpa, Ta HaJcuiIae 10 Tempo. Y caMOCTIHHO PO3MIIIIEHOMY CTEKY
KOPUCTYBad Ma€ I[IOBHUW KOHTPOJb HaJ pO3rOPTAaHHSAM IMX AareHTiB Ta iX
HajalTyBaHHIM 3a noTpebu. KopucryBau Takoxk Moxe BUKOpHucToByBaTtH Elastic
Beats (Filebeat/Metricbeat) mpu interpamii 3 Elastic abo Fluentd/FluentBit mnsa
NepecusiaHHsl KypHaJIiB — ICHye 0araTto BapiaHTIB 3 BIIKPUTHUM KOJIOM, 1 iX 4acTo
MoskHa 3MmimyBatu. Hanpuknan, Haacunatu >xypHanu sk a0 Loki, tak 1 g0 Elastic,

SIKITIO TIOTP10HO.
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Camocrtiitno posminienuii crek Grafana/Prom/Loki/Tempo oxormioe METpHKH,

KYpHAIU Ta TpacyBaHHS — TPU OCHOBHI CKJIAJOBI — 3@ JOMOMOTOIO BiJIKPUTHUX
KOMITOHEHTIB. 3a3BUUai iX 3amyckaroTh sk koHTeitHepu Docker abo moau Kubernetes,
a0o Ha BIpTyaJdbHUX MaiinHaX. Prometheus moxe 30epiraTu jgaHi Ha JIOKaAJIbHOMY
JUCKY a0o0 BiAIaJeHOMY CXOBHII, a Loki Moke BUKOpHUCTOBYBATH 00’ €KTHE CXOBHIIIE,
Take sk S3, 1y hparMeHTIB JTaHUX. Y Cl KOMIIOHCHTH MiIJIal0ThC MacIITa0yBaHHIO.
Jlo mnpuxmamy, Loki Tta Tempo cTBOpeHI sl KiacTepw3ailii s BHCOKOTO
MacimtabyBanas, Prometheus MoxHa mrapayBaT, ab0 K MOKHA BHKOPHUCTOBYBATH
Grafana Mimir (GekeHJ METpPUK 3 BIAKPUTUM KojaoM Ha ocHoBI Cortex) mis

MacmTabOBaHUX METPHK.

X Instrumented Application
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Pucynok 2.2 — Bizyanizaiiisi cCaMOCTIMHO PO3MIIIEHOTO CTEKY 3 BIAKPUTUM BUXITHUM

KOJOM

VY npoaeMOHCTpPOBaHy Ha PUCYHKY 2.2 CUCTEMY 3a MOTPEOH MOKHA J10JIaTKOBO

inrerpyBatu Elasticsearch abo OpenSearch st iHaekcainii *KypHasiB, HaBITh SIKIIO
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06azoBuM cxoBuieMm JoriB € Loki. Takuii migxig KOPUCHUM, KOJU MOTpiOeH

MOBHOTEKCTOBUIM TOIIYK, CKJIQJHINI 3amuTd ab0 KOJM B Oprasizamii BxkKe
BukopuctoByetrhesi ctek ELK. ¥V npomy Bunaaky FElasticsearch Moxe BuUKOHyBatu
pOJIb JIOBFOTPHMBAJIOTO CXOBHWINA Ta “o3epa maHux’ s JjoriB, a Grafana moxe
MITKITI0YaTACS 10 HBOTO SK J0 JOKepela maHuxX i Bizyamizamii. [IpakTtuku
3actocyBaHHs Elasticsearch s aHamiTUKu Oe3MeKH, BKIIOYHO 3 IPaBHIIAMH
BUSIBJIICHHS Ta ML-3aauamMul 7151 OMITYKY 3arpo3, ONMMCyIoThes B MaTepianax Elastic
[15]. YacTo BUKOPHCTOBYEThCS KOMOIHOBaHM cuieHapiil, e Loki mpusHayaeTbest 11st
IIBUJIKUX 1 JenieBmux iH@pacTpykTypHux JoriB, a Elasticsearch mis kpuTudHMX
XKYpHaJIIB O€3MEKH 3 TJIMOIINM aHaII130M.

OxpeMuM HarpsiMoM € iHTerpairis 3 nporecamu SIEM/SOC, konu crioBillieHHS 3
Prometheus abo Grafana nepenatrotbcss B SIEM um SOAR sl nieHTpasizoBaHOi
KOpeisiii Ta KepyBaHHS iHIMAeHTaMU. Hampukiam, amepT Mo)Ke HaJCHIATHCS Y
BEOXYK, SIKMUUA Jam BUKOpUCTOBYeThCs SOAR-mnaTdopmoro s aBTOMaTHYHOIO
CTBOPCHHsI 3asBKH, 30aradeHHsS KOHTEKCTOM 1 3allyCKy CTaHJApTHOTO CIICHAPii0
pearyBaHHS.

Takox 10 CTeKy cmocTepexyBaHOCTI JjorigyHo miakiaodatd WAF Tta IDS,
OCKUJIbKH 111 3aCO0U T'€HEPYIOTh KYyPHAIH 1 CIOBIIIEHHS MPO MiA03PLTY aKTUBHICTb.
IxHi moii MoXkHa 36upartu B Loki abo Elastic 1 BimoOpaxkatu B Grafana, mo0 orpumaru
€IMHE TI0JIE OTJIATY /ISl ONepalliifHoi Ta 6e3mekoBoi Tenemerpii. Hampuxman, xypHaim
ModSecurity MOKHa KOpEtOBaTH 3 JIOTAMH 3aCTOCYHKY Ta IMPOKCI, 110 J0NoMarae
TOYHIIIE BIATBOPIOBATH JIAHIFOKOK TMOMIA 1 IIBUAIIE PO3YMITH NPUUUHY
CTIpaIlfOBaHHSI.

AKIIEHT Ha CAaMOCTIHOMY PO3MIIIEHH1, 0COOJMBO B KOHTEKCTI TAKUX CTAHApTIB,
sk PCI DSS ta ISO 27001, nonsrae B ToMmy, 1100 30epiratv KoH(1ICHIIIHI )KypHAIH
B NPUMINICHH] Ta MiJ CyBOpPUM KOHTpojeM. CaMoOCTiiiHE PO3MIILLIEHHS 103BOJIsE
JOTPUMYBATUCS BUMOT MIOJI0 KOHTPOJIIO JOCTYIy JO JIOTIB Ta IHIIWX JaHHUX, Ta
rapaHTyBaTH, 10 XypPHAJIU HE TOTPAIUISIOTH O HEaBTOPU30BAHUX XMApHHUX CEPBICIB.
[le Takok MOXKE CHPUATH CTBOPECHHIO CEPEIOBHINA 3 OOMEKEHUM IOCTyroMm (6e3

IaTepuery). PCI DSS, manpuknan, cpustuMe apxiTeKTypi, e iHpopMallis Ipo JaHi
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BJIACHHMKIB KapTOK 3HAXOJAUTHCSA Y BHYTPIIIHIN cCUCTEMI 3 0OMeKeHUM JocTyrnoM. [SO

27001 BumaraTume, o0 cama IEHTpaIi30BaHa CUCTEMa MOHITOPHHTY OyJia 3axXuIieHa
Ta KOHTPOJIIOBAajacs Ha MpeAMET HECaHKIIIOHOBAHOTO JOCTYIY, OCKUIbKH BOHA CTa€
[IJUTI0 — 3JI0BMUCHUKHA MOXYTh CHpOOYBAaTH OTpUMATH AOCTYI IO KypHaJiB abo
cripoOyBaTH BUAAIUTH iX.

CaMOCTIHHO pO3MIILIEHUN CTEK 3a MOTPEOr MOXe OyTH MOBHICTIO 130JIbOBAHUM,
ToOTO TpamoBaTH oduailH 0e3 30BHIIMIHIX MIIKIIOYCHb, HANPUKIAA y 3aKPUTHX
BilichkOBUX Mepexax. Kommonentn Grafana, Prometheus, Loki Ta Tempo
NIATPUMYIOTH pOOOTY B aBTOHOMHOMY pEXHMIi. Y TaKOMYy MiIXOIl MOXYTh OyTH
B1JICYTHI MOKJIMBOCTI Ha KIIITAJIT KEPOBAHUX OHOBJIEHb a00 XMapHUX (DYHKIIIH Ha O6a3i
HITYYHOI'O 1HTEJIEKTY, OJJHAK 30€pira€ThCsi IOBHUM CYBEPEHITET JaHUX.

Takuii BapiaHT nepeadavae KOMIIPOMICH, OCKUIBKM Oprasizauis Oepe Ha cebe
pO3TOpTaHHs Ta MIATPUMKY CTEKY, BKIIOYHO 3 OHOBJICHHSMH W TUTaHHAMU
MacitabyBaHHs. BogHouac nepeBaroro 3aluIaEThCsl MOBHUN KOHTPOJIb HAJl IAHUMU
Ta TIOTEHIIIfHA E€KOHOMISI 3a BEJIUMKUX OOCATrIB, OCKIJIBKM BUTPATH 3BOJSITHCA
nepeBaxHo 10 iHGpacTpyKTypu 0e3 OIIaTH JileH3ii abo Tapudis.

Ha npaktuiii nommvpeHuM € riOpuIHUN M1 IX17], KOJIH PIIIEHHS 3 BIAKPUTHM KOJOM
BUKOPHUCTOBYIOTBCSL JUIS YAaCTHHH JKypHaliB a00 METPHUK 3 METOI 30epeKeHHs
KOHTPOJIFO Ta ONTUMI3AIlli BHUTpAT, a oOkpemi GYyHKIII CIOCTepeKyBaHOCTI
peanizyroTbes uepe3 SaaS. Taka Mojenb 103BOJISIE TOEAHATH ABTOHOMHICTH 1
rHy4kicTh self-hosted posropranHs 3 mepeBaramMm KEpOBaHUX CEPBICIB TaMm, NI 1€
BUIIPABJIAHO.

JInst  caMOCTIMHOTO XOCTHMHTY KPUTHYHOKO € Oe3nedyHa KOHQIryparis
KOMIIOHEHTIB 1 KaHaJliB 0OMiHy naHumu. JlouineHuM € 3actocyBaHHs TLS s BeO-
iHTepdeiiciB (Hanpukian, Grafana a6o Kibana, sikmo BuxopuctoByerhesi Elastic),
HaJallITyBaHHS aBTEHTH(]IKALll Ta CEerMeHTallis MepeXi MOHITOPUHTY, 100 JuIle
aBTOPU30BAHI CHCTEMH MOTJIM TIEPEIaBaTH TEIEMETPIIO 1 3SMEHIITYBABCS PU3HK 1H EKITIT
niapoOiIeHUX >KypHaiB. Jl0AaTKOBO Ba)JIMBUM € MOHITOPUHI caMoi miaTdopMu
CIIOCTEPEKYBAHOCTI, 30KpeMa MeTpuk Prometheus 1 »KypHaliB CUCTEMHU JIOTYBaHHS,

10 JIa€ 3MOTY BYACHO BUSIBIISATH 3001 200 03HAKM KOMITPOMETAII]i.
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2.4 I'iopuani moei

bararo opranizamiii 3acTOCOBYIOTh TIOpPWAHUN MiAXIJ JIO MOHITOPUHTY,
MOEHYIOUM MPOCTOTY SaaS 13 KOHTpoJieM, SKHii 3abe3nedye BIaCHUM XOCTHHT. Taka
MOJIE/Ib 3a3BUYal peali3y€eThcs yepe3 PO3/IJIeHHS MOTOKIB TeleMeTpii a0o 3a TUIIOM
JaHuX, a00 3a cepeIoBUIIIAMU Ta cucTeMami. [lommpeHuM NpuKIiIaioM € nepeaBaHHs
METPUK y XMapHUH CEpBIC, OCKIIHKM BOHU YaCTO MEHII YyTIUBI Ta MalOTh BiTHOCHO
MEHIIUK 00CAT, TOMI SAK JKypHaIU 30epiraloThCs JIOKAJbHO dYepe3 iXHIo
KOH(IICHIIIIHICT a00 BHUCOKY BapTiCTh Mepeadi BEIMKUX MAacHBIB JaHUX. [HIINN
BaplaHT TMOJIATAa€E Yy BUKOPUCTAaHHI SaaS Juisi MEHII KPUTUYHUX CEpPEAOBHIL abo
KoprnopatuBHux IT-cuctem, a 1 BUPOOHUYUX CHUCTEM 13 JIaHUMHU KIIIE€HTIB
3actocoByeThes self-hosted posropranns.

OxkpemMo 3yCTpIHalOThCS CXEMU 3 HOBHMM JyOJIOBAHHSM, KOJIM TEJIEMETpis
HAJICUJIAE€THCSI OTHOYACHO JI0 JIOKAJIbHOI CUCTEMHU Ta J0 XMapHoi korii. [{e miaBuirye
CTIMKICTb y pa3i BIZIMOBH OJTHOTO 3 CEPBICIB 1 MOXKE CITPOLLLYBATH 3AJTyYEHHS 30BHIIIHIX
napTHEPiB, HAPUKJIIA]] KEPOBAHUX CEPBICIB OE3MEKH IS 111710,J000BOr0 MOHITOPUHTY,
npu 30epexeHH] JOKATBHOTO KOHTPOTIO. Takok BUKOPUCTOBYETHCS MiJX1J, 3a SIKOTO
naHl 30epiraloTbecs B Xmapi, aje MUGPYIOThCS KIIOYaMH, M0 3aJUIIAIOTHCS T
KOHTpPOJIEM Oprasizaiiii, 1[0 YaCTKOBO 3MEHIIIY€ PU3UKU Ta MOKPAIIY€E BiJIMOBIIHICTD
BUMOTaM, HE BiIMOBJISIFOUHUCH BiJl XMapHOi 0OpOOKH.

[Tonpu mepeBaru, riOpUAHUI MIAXiJ CTBOPIOE JOJATKOBI BUKIWKH. 3pOCTa€
CKJIQJHICTh KEPYBaHHS JBOMA CUCTEMaMU Ta MIATPUMKH 1HTETpalii, a TAKOkK BUHUKAE
pu3uK (parMeHTarlii, KOJHM JdaHl PO3MOAUIEHI MIX PI3HUMU I1HCTPYMEHTaMH 1
BTpAya€ThCs IUTICHE YSABICHHS O€3 aKTUBHOI KOpEISIIii. YCKIQJIHIOEThCS W
PO3CIIITyBaHHS 1HIIUJEHTIB, OCKUIBKA KOHTEKCT Y XMapHUX METPUKAX MOKE BUMaraTu
HIATBEP/HKCHHS Y JIOKAIbHUX XypHAJax, 110 HE 3aBXKIU BiIOyBaeTbcs O€3 BIUIMBY.
Yacto TriOpUAHICTh JUKTYETHCA ONTHUMI3alll€l0 BUTPAT, KOJMU JAOPOrl XMapHi
1aTGOPMU BUKOPUCTOBYIOTHCS JTUIIE JIJIs1 HAMOUIBI BAXKJIUBUX JAaHUX a00 (QyHKIIIM
aHATITUKHU, @ BEJIMKI MAaCHUBH JIOTIB 30€pIraloThCsi B JICMIEBITUX BIACHUX CXOBHUIIAX.
Bongnouac Taka Mojenb MOXE JOMOMAaraTd BUKOHYBAaTHM BHYTPILIHI TOJITHKA

KOHTPOJIXO JaHHX, HAIIPHUKIaA KOJIH JXypHaId 3 ICPCOHAJIIBHUMU JTdHHUMH HC
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3QJIMIIAIOTh TIEPUMETP, @ MEHIIT KOH(D1ISHIIIHHI oniepalliiHi METPUKH 0OpOOJISIFOTHCS B

xMapi.

3 Touku 30py Oe3reku, riOpuIH1 MOACII BUMAraroTh YiTKOT MOJITUKH III0JI0 TOTO,
K1 IaH1 MOXYTh MOTPAILIATH B XMapy, Ta 3a0€3MEeUCHHS TOT0, 11100 yce, 110 MOTpaIuise
B XMapy, OyJi0 HaJeKHUM YMHOM aHOHIMI30BaHO, SIKIIO 11e HeoOxinHo. Hampukian,
MOXHa BUJATUTH iAeHTU(DIKaIiHY 1HGOpMAIlI0 3 METPUK 1 3aMICTh HaJICHIIAHHS
noBHuX URL-anpec MokHa HajcuaTH JIMIE HA3BU KIHIIEBUX TOYOK. Jleski areHTn
MOHITOPMHTY MarTh (YHKLII uis penaryBaHHsa abo (impTpamii JaHUX Tepen
HaJicuJlaHHsIM 10 SaaS. Hampukmnaa, He HaJCUIaTH HOMEPH KPEIUTHHX KapTOK Yy

KypHajax.

On-Premise Cloud provider

Static assets Dynamic assets

wise | ; \® §_
w kubernetes K-—\/\/

Cloud probes/events- T -1 VPN tunnel )

Jevents Metrics y
Probes/even Cloud metrics

G

Grafana  prometheus

ZABBIX

Alerts/Dashbosrds

s
@«

Alerts/Dashboards

Pucynok 2.3 — Ilpukian riOpuaHoi apXiTEKTypH MOHITOPUHTY [16]

Bubip riOpuaHOTO XOCTHHTY YacTO € TaKOX MEPEeXiIHUM CTaHOM — KOMITaHii
MOXXYTh IOYaTH BUKOPHUCTOBYBAaTH BJACHUW XOCTHHI, a TIOTIM IIOYaTH
BUKOPHMCTOBYBATH JesKi XMapHi OyHKIil, a60 HaBmaku. Moro Takox MOXKHA
BUKOPUCTOBYBATH AK CTpaTErii0 MIrpatii 1 3ajuiiatd oOuaBa, JOKU He Oyne MmoBHa

BIICBHEHI B OJTHOMY.
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2.5 MeToau po3ropTaHb CHCTEM MOHITOPHHIY 3 aKIIEHTOM Ha 0e3leKy

[Ilo6 cucTema MOHITOPUHTY BBaXkayiacsi O€3MEYHOI0 B KOHTEKCTI BeO10/JaTKIB Ta
KibepOe3neku, BOHa MOBMHHA BIAMOBIAaTH HAOOPY 3arajJbHUX BUMOT, 1110 BUXOSATH 3a
pamku 0a30BOi criocTepexyBaHocTi. [lo-miepiie, HEOOXiTHO 30€perTu ITICHICTh Ta
aBTEHTUYHICTh JTAHUX MOHITOPUHTY, 1100 JOTH, METPUKU Ta Tpaiich MOkKHa OyJo
BUKOPHCTOBYBATH, SIK JIOKA3H ITi/1 Yac pO3CiIiayBaHb Ta ayauTiB. [1o-apyre, HeoOXiaHO
OiATpUMYBaTH KOH(IAEHIIIIHICTh, OCKIIBKM JlaHI MOHITOPUHTY YacTO MICTATh
KOH(QIEHIIMHY TeXHIYHy Ta Oi3Hec-iHdopMallio, BKIIOYAIOYH 1ACHTU(DIKATOPU
KOpUCTyBauiB a00 4acTkoBI uymiuBl AaHi. [lo-Tpere, MOCTYMHICTh Ta CTIAKICTH €
BOKJIMBUMH, a/I)K€ CUCTEMa IMMOBUHHA MPOJIOBXKYBATH 30MpaTh Ta MPEACTABIATH JaH1
HaBITh Yy pa3l HECHpPaBHOCTI ad0 MiJ Yac aTaku, 1HAKIIE MEepCOHaN CIIy>KOu Oe3rneku
¢akTnyHO He OauuTh Hivoro. Hapemri, apxiTeKTypa MOHITOPUHIY TIOBHHHA
MNIATPUMYBATH  BIJICTEKEHHS Ta  MIA3BITHICTb, HANPUKIAJ, 3a0e3Meuyrodu
Y3rOKEHICTh YCIX BIAMOBIAHUX MOJIM Y 4Yaci Ta MOB’S3aHICTh 3 17eHTU()IKOBAaHUMU
cy0’€KTaMu, a TaKOXX BIJMOBIIATA 3aCTOCOBHUM CHUCTEMaM BIJIITOBITHOCTI, TAKUM SIK
pexomengamii ISO 27001, PCI DSS ta OWASP. Haeneni HWX4Ye NpaKTHKU
NEPETBOPIOIOTh 111 3arajlbHi BUMOI'M Ha KOHKPETHI BapiaHTH NPOEKTYBaHHS Ta
KoH(Diryparii st 6€31eyHOr0 MOHITOPUHTY BE0O0/IaTKIB.

Jlo k1r04oBMX TeM O€3MeKH MiJ 4Yac PO3rOpPTaHHS MOHITOPUHIY HaleXaTb
IUTICHICTh 1 HE3MIHHICTh KYypHaIIB, OCKIIbKM BOHHM BHUKOPHCTOBYIOTHCS IiJI 4Yac
pearyBaHHs Ha IHIUACHTH Ta ayauTiB. lle mocsraerbecst Mopenio 30epiraHHs 3
PEKMMOM JIUIIIE JO/IaBaHHSI, YKOPCTKUM PO3MEKyBaHHSM IIpaB Ha 3aIuc i, 32 TOTpeoH,
JI0JIATKOBOIO BepH(IKAIIEI0 HA OCHOBI JIAHIIOTOBOTO XEIITyBaHHS.

KopekTtHa xkopensiuis moMAlM BUMara€e TOYHOI CHHXpPOHI3alli Yacy, TOMY
1H(ppacTpyKTypa Mae BHKOPHUCTOBYBaTH cmuibHe kepeno NTP nns cepsepis,
KOHTEIHEepIB 1 MepeKeBUX NPUCTPOiB. JlocTyn 10 TaHUX MOHITOPUHTY TIOBUHEH OyTH
oOmexxenui yepe3 SSO, MFA ta RBAC, a nepenaBaHHs METPUK 1 >KypHAJIIB MIX
areHTaMu Ta OekeHJaMHu Mae BHKOHyBatucs depe3 TLS 3 aBreHTH(iKali€r0, 1100

3MEHIIUTHA PU3UKH TIEPEXOTUICHHS a00 1H’ €KITiT TAPOOICHUX 3aMHKCiB.
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[[lo6 3HU3UTM BUTOKM Yepe3 TeIEeMETPil0, JOLUUIBHUMHU € MIHIMI3aIls Ta

MAacKyBaHHSl YyTJIMBHX JaHUX y JIOTaxX, 30KpeMa CEKPETIB, TOKEHIB 1 MJIATIHHUX
pekBi3uTiB. HamiiiHICTh  MIJBHUIIYEThCS  MOHITOPMHTOM  caMoi  IiaTGopMu
CIIOCTEPEKYBAHOCTI, BKJIIFOYHO 3 aJIepTaMH Ha 3001 areHTiB, MaJ{IHHS 00CATY JIOT1B 200
1HII 03HAKHU JIerpajarlii, a TakKoX HAJIAIITYBAHHAM CIOBIIIEHB 13 MPIOPUTH3AIUEIO Ta
NPUTTYIICHHSIM 1IyMy. Jl0JaTKOBO BPaxOBYIOTHCS MOJITHKU W TPaBOBI BUMOTHU JIO
30epiranHsi, a Mpale3aTHICTh KOH(Irypamii MepioAWYHO  MepeBipseTbCA

KOHTPOJIbOBAHUMHU CI/IMy.TUH_[iHMI/I aTtak a0 TECTOBHMH CKaHyYBaHHIMMU.
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PO311J1 3 PEAJIIBAIIA CUCTEMUA MOHITOPUHI'Y BEBIOJATKIB

3.1 BukopucraHi TexH0J10rii, 32C00H Ta YTWIITH

Jlana pobOota BuxopuctoBye Docker ta Docker Compose s peamizamii
IHTErPOBAHOTO CEPElIOBUIllA MOHITOPUHTY, B SIKOMY 301p, TpaHCHOPTYBaHHS,
30epiradHHs Ta Bi3yami3allis pO3TJIIAI0ThCS K €auHa cucteMa. CTeK BCIET CHCTEMH
PO3TOPTAETHCS K HAOIP KOHTEHHEPIB, 3’ €THAHUX JBOMA BUIIJICHUMHU MEPEKaMU: OJTHA
JIUIS1 30BHIIIHBOTO MapIIPyTU30BAaHOTO JIOCTYITY JI0 CepBiciB (monitoring-network) ta
OJIHA /I BHYTPIIIHROTO 00MiHY TeneMeTpieto (telemetry-network). Take po3nuieHHs
3MEHIIIY€ 3B 30K Mk BXIITHUM TpadikoMm Ta TpadiKoM MOHITOPHHTY Ta 3a0e3reuye
YiTKE PO3AUICHHS 3B’ A3KY Ha IUIONIMHI JAHUX Ta Ha IUIOIINHI KEpYBaHHS.

Crek MOHITOPUHTY MOOYJOBaHMM HABKOJO IIMPOKO MOIIUPEHUX, CYMICHHX
CEpBICHUX KOMIIOHEHTIB sKi 3raJlyBajuch panimie. Prometheus 3abe3neuye cxouiie
YacOBUX JaHUX Ta MOJIEIb 300py Ha OCHOBI BHUTATYBaHHSA, B SIKIM CIIOCTEpEKyBaHi
00’€KTH Ha/alTh MeTpukU uepe3 mnporokos HTTP ta mepiogudyHo ouMIIyrOThCS 3a
dikcoBanum rpadikom. Loki CyKuTh CXOBUIIEM JIOT1B, IHAEKCOBAHUM MITKaMH, SIKUHA
npuiiMae Ta 6e3mnepepBHO 00POOIISIE JIOTH, @ TAKOXK J03BOJISIE BUKOHYBATH MOIIYKOBI
3aMuTH, M0 30epiraroThes B KOpUCcHUX aaHuX XKypHamiB JSON. Tempo 3abesneuye
30epiraHHsl Ta MOUIYK PO3MOJAUIEHHUX TpaMCIB, MPUYOMY JaHi MPEICTaBIICHI SK
MPOMIXKKM Ha PI3HUX PIBHSAX Ta CIHIBBIJHOCATHCSA 3a JOMOMOIOK 1I€HTHU(IKATOPIB
nomupeHoro kKourekery. Grafana po3ranioBana HaJl TUMUA KOMIIOHEHTAMU SIK €IMHUAN
1HTEepQeic 3anuTiB Ta Bi3yaji3allii, JO3BOJIAIOYM OMNEpaTopaM BHKOHYBATH 3alHUTH
0JIpa3y JI0 BCIX JOCTYIHUX JIKEPEIL.

Takox npHUCyTHIM HOBUI paHillie He 3rajanuil koMmnoHeHt — Grafana Alloy. Bin
(GYHKIIIOHYE SIK III03 TeleMeTpli Ta To4yka HOpMallizallii, HaJaloud JOCTYM
npuitmadam OpenTelemetry Protocol (OTLP) uepez HTTP Ta gRPC. Ilpuiimaroun
TeJIeMEeTpIlo, 110 HajJcuiIaeThesa noaarkamu, Alloy nepecunae Tpaiicu no Tempo, a
xypHanu 10 Loki. Alloy Takox miarpumye 306ip METPUK IUISIXOM IMAPCUHTY BUOPaHUX

el Ta TmepecwiaHHs 3pas3kiB 10 Prometheus uepes iHTepdeiic mnpuiimaua
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BitasieHoro 3anucy. [Ipubnu3Hy cxeMy B3a€EMOJil CEpBICIB MOXKHA IMOOAYUTH Ha

pUCyHKYy 3.1.

W
~ -

T

Grafana Prometheus Grafana Loki Grafana Tempo Grafana Alloy

Puts Metrics

& -

Request Metrics

Puts Logs

Sl

Request Logs 3

A4
gL

: Request Trace Data Puts Trace Data

Pucynok 3.1 — Cxema B3aeMO/ii CEpBICIB MOHITOPUHTY B 3aIIPOIIOHOBAHINA CUCTEMI

VY apxitekTypi naHoi po6otu Alloy 3MeHIIye HaBaHTaKEHHS Ha KOHQITYypallito
JUIS KOXKHOI TpOTpamu, IEHTPATi3ylouyd 3aJady TPAaHCHIOPTYBAHHS, BKIIOYAIOUYH
MakeTHy OOpoOKy Ta TMOBTOpPHI CIPOOM OTPUMAaHHS JaHUX NpHU HeBaayax. Takum
yuHoM Alloy Hajae eaMHy 4ITKO BU3HAUEHY CHYKOy A 1HTEerpauli pi3HOPITHUX
JUKEpeNl JaHuX, TOJMI SK CepBepU 30epiraHHs 3aJMINAIOTHCS CIEIiali30BaHUMU IS

BIJIITOBIIHUX THUIIIB CUTHAJIIB.

3.1.1 [leMoHcTpauiiHMii J0JaTOK SIK IHCTPyMEeHTOBaHe poloue

HAaBaAHTaKCHHSA

Jlana pobota Takox nepeadadae ceppic — Be6joaaTok Ha ocHoBl FastAPI (demo-
app), Npu3HaAYEHUM JJ1s1 pOOOTH SIK peasliCTUYHE, IHCTPYMEHTOBaHE Be0-HaBaHTAKEHHSI
710 SIKOTO Oy/J1e MiIKIII0YeHO MOHITOpUHT. BiH Oyze ynakoBaHui sik 00pa3 KOHTeHepa,

noOynoBanuii Ha MoBi Python Ta o6ciyroByerbes Uvicorn, 13 3aJIeXKHOCTSAMH, IO
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BKimovaroTh  010moreku  FastAPI, prometheus-client ta OpenTelemetry s

iHcTpymenTarii FastAPI ta ekciopty OTLP.
[Iporpama renepye TpH Kjacu TeJleMeTpii:
— MeTpuKH uepe3 KinueBy Touky HTTP /metrics;
— noru sk cTpykrypoBanuii JSON no stdout;

— TpacyBaHHs sk nianazonu OTLP.

Grafana Alloy FastAPI App

Pull Metrics

Push Traces

S RGREEET e

Push Logs

e e

Pucynok 3.2 — Cxema B3aemoii Grafana Alloy ta FastAPI nonatky

Ha pucynky 3.2 moxna mobauntu sk Grafana Alloy B3aemomie 3 iHIIUMEU
cepBicamMu, MIATPUMYIOYM PI3HOMAHITHI TPOTOKOJM Ta METOAM Mepelnadl JaHuX.
Metpuku 30uparoThcs 3a JOMOMOTOI0 METOIY BUTSATYBAHHS — CEpPBIC HAJa€ CIOCIO
oTpUMaTH JaHHI MeTpuK, 1 cepBic Alloy 30upae ix uepes HTTP. Harowmicts,

TpacyBaHHS €KCIOPTYIOThes mporpamoro 10 Alloy yepe3 HTTP OTLP, micnsa doro
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Alloy mepecunae ix no Tempo. Jlorn BuBoasThcs Ha stdout Ta micTarOTbes 3

CepeoBHINla BUKOHAHHS KOHTeHepa 3a monmomoroio Docker Log Intake B Alloy, a
MOTIM 3anucyroTbes 10 Loki.

Takox B mporpamHiil peanizamii nepeadadyeHO HABMUCHO HaJAIITOBYBaHY
3aTPUMKY JUIsl eMyJIsiii poOoTH 3 6a3010 JaHUX, IO CTBOPIOE BUMIPIOBaH1 KOJTMBAHHS

B ricTOrpamax TPUBAJIOCTI 3aIIUTIB Ta Yaci Jiama3oHy TpacyBaHHS.

3.1.2 3BoporHuii npokci-cepsep tTa HTTPS

B cucremi nepenbadueno gomatkoBwmii cepBic Traefik, sxuii 3a0e3neuye BXigHUH
piBenb aiia mapiipytusaiii HTTP 3anuTiB. Bin iHTerpy€eThcs 3 METaJJaHUMU CEPBICIB
Docker ans nuHamMigyHOTO HalaIITyBaHHS MapHIPYTIB Ta HAJa€ JOCTYI JI0 CEpPBICIB
MOHITOPUHTY Ta JeMOHCTpamiiHoro momarky depe3 HTTPS 06e3 nHeoOximHOCTI
HaJaIITyBaHHS TPOKCI-cepBepa I KOXKHOTO CEpBICy, MPHUKIaA pPOOOTH TaKOro

IIPOKCI-CEpBEPY 300pa’KEHO Ha PUCYHKY 3.3.

@
treefik

Human Traefik Grafana FastAPI

Request https://grafana.”

Request hitps://demo.” Forward request

Pucynok 3.3 — IIpunIumn B3aeMo/Iii 3BOPOTHOTO MPOCKi-CEPBEPY
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B pesynbraTti cTek 3abesnedye y3roJKeHy MexXy Oesneku Ha mnepudepii,

3aJUIIaI0ui OOMIH TEIEMETPIE0 130JIbOBAHUM BiJI BHYTPIIIHIX MEPEXK.

3.2 Peanizanisi cucteMu MOHITOPUHTY Be0 101aTKIB

Crek MOHITOPHUHTY 30MpA€ThCS IUIIXOM BHPAKEHHS KOXKHOTO KOMIIOHEHTA SIK
cepeicy Docker Compose, miKIIFoO9eHHsI HOTO 710 BiIITOBITHOT MEPEXKi, a IOTIM SIBHOTO
T IKITFOUEHHS CePBICIB MK cO00T0 /TS Tiepeaadi Ta o0poOku apredaxTis. [IpakTuaHo
I[€ BUIJISAJA€ HACTYITHUM YHWHOM — 3BOPOTHUU MPOKCI-CEpBEp Mpalloe SK TOUYKa
JOCTYIly JUIsl 3BUYAHMX KOPHCTYBaulB, MEpexa TeleMeTpli sk Oe3neyHa Mepexa
nepeaayl IaHux, a cepBich 30epiraHHsa Ta 0OpOOKH JaHMX SIK BHYTPIIITHI 3aJI€KHOCTI,
K1 HE MIAKII0YEH1 0e3MocepeIHbo 10 [HTepHeTy, OKpiM BUNIAJKIB, KOJIU 11€ HEOOX1THO

JUTSL aIMIHICTPYBaHHS.

3.2.1 HanamryBsanus Traefik nousa Bxinnoro HTTPS-Tpagiky

Traefik Bu3HauaeThCA SIK KOHTEWHED, SKUM B3aemo/Iie 3 Docker, oronorrye Touku
noctynny HTTP/HTTPS 3anuTiB Ta HajnamroBye OTpUMaHHs cepTU(IKaTiB. Y PUBOK
HUKYE UIIOCTPYE OCHOBHI €JIEMEHTHM — BHUSBIICHHS cepBiciB Ha ocHoBi Docker,

pe3zonBep ACME Ta 3axuiiieHy naHenb IHCTPYMEHTIB (IUB. JICTUHT 3.1).

Jlictunr 3.1 — HanamrryBanns cepsicy Traefik B cuctemi Docker Compose
services:
traefik:
image: traefik:v2.11
command:
- —-providers.docker=true
- —-providers.docker.exposedbydefault=false
- ——entrypoints.web.address=:80
- ——entrypoints.websecure.address=:443
- ——entrypoints.web.http.redirections.entrypoint.to=websecure

- ——entrypoints.web.http.redirections.entrypoint.scheme=https
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[IponomxenHus gicTuHry 3.1

- --certificatesresolvers.letsencrypt.acme.email=${ACME EMAIL}
certificatesresolvers.letsencrypt.acme.storage=/letsencrypt/ac
me.json

- —-certificatesresolvers.letsencrypt.acme.httpchallenge=true
certificatesresolvers.letsencrypt.acme.httpchallenge.entrypoin
t=web

volumes:

- /var/run/docker.sock:/var/run/docker.sock:ro

labels:

- traefik.enable=true

- traefik.http.routers.dashboard.rule=Host ( traefik.${DOMAIN} ")
- traefik.http.routers.dashboard.entrypoints=websecure

- traefik.http.routers.dashboard.tls.certresolver=letsencrypt
- traefik.http.routers.dashboard.middlewares=dashboard-auth

- traefik.http.middlewares.dashboard-
auth.basicauth.users=${DASHBOARD AUTH}

HaBenena Buine koHdirypauisa nependayae MiHIMalIbHUI HaOlp mapaMeTpiB
CepeIOBHILIA, K1 3a3BUYall HaJaroThCs uepe3 (paiin HaamTyBaHHS env, IPUKIIaL SKUX
HaBeneHo y JictuHry 3.2. BoHum € 000B’s3k0BUMHU Il KOHiryparii, s

3a0e3neuenns oesneunoro HTTPS 3’ennanns [25].

Jlictunr 3.2 — I[puknaa env koHgirypauii 1uist cepsicy Traefik
DOMAIN=example.com

ACME EMAIL=admin@example.com

DASHBOARD AUTH=admin:S$aprl$...

[Ticns BctanoBnenus Traefik 6ynb-skuii nonatkoBuit HTTP-cepBic Mmoxkna Oyne
BIIKPUTH, JTOAABIIM HEBEIUKUN HaOIp MITOK. Y JICTUHTY 3.3 MPOAEMOHCTPOBAHO

mradoH Uit Grafana.
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Jlictunr 3.3 — Ilpuknaa koHdirypaiiii 3B0poTHOTO mpokci-cepsepa st HTTP

noctymy 1o cepBicy Grafana
services:
grafana:
labels:

- traefik.enable=true

traefik.http.routers.grafana.rule=Host ( grafana.S${DOMAIN} )

- traefik.http.routers.grafana.entrypoints=websecure

traefik.http.routers.grafana.tls.certresolver=letsencrypt

traefik.http.services.grafana.loadbalancer.server.port=3000

Jlana xoHdirypanis 3ad6e3neunts noctyn no HTTPS Ta nomeny omnmncanomy B
omii rule=Host, no Be®6 manenmi Grafana ska 3a 3aMOBYYBaHHSIM HajalllTOBaHA

BukopucToByBatu nopt 3000.

3.2.2 HanamTyBaHHsl CepBICiB CXOBHIIA Ta BigoOpa:keHHs apredaKTiB

MOHITOPUHIY

KoxeH cepBic-CXOBHUILE PO3TOPTAETHCS SIK BHYTPILIHIN cepBic 3 KOH(Irypali€ro,
3MOHTOBaHOI0 y BUIIsiAl ¢ainy. Loki Ta Tempo HaBMHCHO HE MapuIpyTH3YHOThCA
yepe3 Traefik y mpomy creky, HatomicTh cepBicu Grafana Tta Alloy
BUKOPUCTOBYBAaTUMYTh OKpeMy Mepexy telemetry-network sik Oe3meuHuii KaHan
nepeaayi JaHuX.

Tempo nanamroBano Ha npuitom OTLP uepe3 HTTP Ta gRPC:

Jlictunr 3.4 — HanamryBaHHs MPOTOKOJIIB OTPUMaHHS JaHuX y Tempo
distributor:
receivers:
otlp:

protocols:
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[IponosxenHus aicTury 3.4

http:

endpoint: 0.0.0.0:4318
grpc:

endpoint: 0.0.0.0:4317

Loki HamanmToBaHo SIK JIOKaJIbHE CXOBHIIC JIOT'IB 3 OJHHUM CK3CMILJIIPOM JdHUX Ta

KOPOTKOTPUBAIIUM 30€pEKCHHIM JTaHUX.

Jlictunr 3.5 — HamamrryBanas Loki Ha mpocte 30epeKeHHS JIOTiB MPOTATOM 7
JTHIB
schema config:
configs:
- from: 2024-01-01
store: tsdb
object store: filesystem
limits config:

retention period: 168h

Prometheus HanamroBaHo Ha NapCUHT JAaHUX METPUK Ha BEO JOJATKY Ta MPUHOM

B1JIJIAJICHOTO 3aIlncy, 3 cepBicy sk-oT Alloy.

Jlictunr 3.6 — Ilpocte HanamTyBaHHs Prometheus Ha mapcuHT METpUK 3 BeO
pecypey
global:
scrape interval: 15s
scrape configs:
- Jjob name: demo-app
static configs:

- targets: ['demo-app:8000"']

[TouarkoBa koHbirypartis Grafana Bumarae migkiIt0Ou4eHHS MMONEPEIHBO 3raJaHuX

CEPBICIB SIK JDKEpeN JaHWX IS BIIOOpaXeHHs iX B MOJAJIBIIOMY Ha Jamoopjax.
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HanamroByBatn Grafana mokHa sik 3a jgomomororo rpadiunoro intepdeicy Bebd

J0JIaTKy TaK 1 BAKOPUCTOBYIOUH (ailii KoHIryparliii.

Jlictunr 3.7 — Kondirypamis mxepen nanux y Grafana
datasources:
- name: Tempo
type: tempo
uid: tempo
JjsonData:
tracesToLogsV2:
datasourceUid: loki
tracesToMetrics:
datasourceUid: prometheus
- name: Prometheus
type: prometheus
uid: prometheus
jsonData:
exemplarTraceIdDestinations:
- name: trace id

datasourceUid: tempo

3.3 InTerpanisi xeMmoHcTpaniiiHoro sedaoaarky ta E2E recryBanns

Cepsic demo-app peanizoBano Ha Python 3 Bukopuctanusm FastAPI, ockiibku
e (ppeliMBOpK Mae KOMIAKTHUM HAOIp 3aJIEXKHOCTEH, IMIBHAKO PO3rOPTAETHCSA Ta
no0pe TmiAXOoAUTh Jisi CTBOPEHHS IpocToro BedinTepdeiicy Ha 6a3i HTML-cropiHok.
FastAPI 3abe3neuye HTTP-mapmpyTtuzaiiito Ta 00po0ky 3anuriB, prometheus-
client Hamae KiHIIEBUH 3aMUT /metrics 3 JTaHUMU METPHK, a 6i0miorexu OpenTelemetry
3a0e3neuytoTh aBToMaTuyHy iHTerpamiro 3 FastAPI Tta ekcnopr OTLP jns

TpacyBaHHs. CIIMCOK BC1X BUKOPUCTAHUX 3aJI€KHOCTEH MOYXHA MMOOAUYUTH Y JICTUHTY

3.8.
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Jlictuar 3.8 — Cpoucok BHKOpPUCTaHUX O10J1I0TEK y JIE€MOHCTpaIliiHOMY

Be010/1aTKY
fastapi==0.115.5
uvicorn[standard]==0.32.1
prometheus-client==0.21.0
opentelemetry-sdk==1.28.2
opentelemetry-instrumentation-fastapi==0.49b2

opentelemetry-exporter-otlp-proto-http==1.28.2

J1J1s T0KaIbHOTO BUKOHAHHS 3aCTOCYHOK MO>KHA 3aITyCTUTH SIK 3BHUAWHUMN CEPBIC

Python 3a monomororo koman 3 JicTUHTY 3.9:

Jlictunr 3.9 — KoMmanau a1 3anycky BeO10AaTKy
cd demo-app

python -m venv .venv

source .venv/bin/activate

pip install -r requirements.txt

ubicorn app:app —--host 0.0.0.0 --port 8000

[Tpu BimBigyBanHi BeO ctopinku http://localhost:8000 moBuHeH BimoOpazuTHcs

iHTepdeiic 300pakeHnit Ha pUCYHKY 3.4

Username
Password

Extra Context

A # Performance Impact:
Each character = +1 second database query time
+ 5 chars — 5 second delay
« 10 chars — 10 second delay
+ 20+ chars — Request timeout (25s)

Pucynok 3.4 — I'padiunmii inTepdeiic BednogaTky
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[Ticns 3amycKy MOBHOTO CTEKy cepBiciB MokHa mpoBectu E2E mepeBipky, sika

30Ccepe/KeHa Ha MepeBipli TOro, 110 KOKeH apTe(akT MOHITOPUHIY JIOCSTa€e CBOIO

MIPU3HAYEHOTO CEPBICY, 1 0 KOPEJIALISA MK JaHUMH 30epexKeHa.

Y BeO intepdeiici Grafana mnepeBipky apTedakTiB MOXXKHA BHUKOHATH 3a

J0TIoMororo po3aity Explore, Ta BUKOHYIOUM MEBHI 3alUTH, & CAME:

— Jloru (Loki) ({container="demo-app"} | json).

— Metpuxku (Prometheus) (http requests_total abo login_attempts_total).

— Tpacysanns (Tempo) (momryk service.name = "demo-app", a moTim mepexia 10

KYpHaTIB/METPUK Yepe3

HaJIAIITOBAH1 TOCHUJIAHHS ).

Q Search or jump to & ctrlrk
= Home > Explore > Tempo | Tempo «§ ~

= % Tempo X Close Addv @ + & @ = % Tempo

v A ODewn i v A
Query type Search TraceQL Service Graph Import trace Query type Search TraceQL Service Graph
Service Name demo-app X X v Build complex queries using TraceQL to select a list of traces.
Span Name v | selectvalue ~ 962
Status v | Selectvalue v Optio Format: Tra te
Duration D | span v | > v |eg. 100ms 125 v | e.g.100ms, 1.2s

+ Addquery & Queryhistory (@ Query inspector
Tags span v | Selecttag v | = v | Selectvalue ~
resource -app Edit in TraceQL > Node graph
Optios t Table Fs t: Tra tep to Streaming: Disabled Trace

+ Addquery O Queryhistory (@ Query inspector

Table - Traces

Trace ID Start time Service
> 222a9bda710e97b5das.. 2025-12-18 01:32:41 demo-app
> ¢d409d1c8b061ddfe38... 2025-12-18 01:32:26 demo-app
> beb1169aec6754e20¢7.. 2025-12-18 01:32:19 demo-app
> 779589966892728505... 2025-12-18 01:32:1 demo-app
> 2baf50a5ff7fa198d0ag... 2025-12-18 01:31:56 demo-app
> 49513540f5¢38bd9c17... 2025-12-18 01:31:41 demo-app
> 646e5d7c2076389ac7?... 2025-12-18 01:31:19 demo-app
> a30d7bc1697bd9d19¢9. 2025-12-18 01:31:11 demo-app
> 5b90aebel3edb18e389... 2025-12-18 01:30:58 demo-app

Pucynoxk 3.5 — Ilpuknan aptedakTiB TpacyBaHHsl Tempo 3 3alMTOM aBTOpHU3aIlil

demo-app: POST /login
2025-12-18 01:30 flogin

> Span Filters

p:auto  Streaming: D

&) Give feedba

12.5s

+ v

@N@‘

~

88 Addtodashboard ¢ @ - & > @ :

0 @ o i

isabled

6 spans

Import trace

Documentation

Prev

18.75s

Nex

© Trace ID Export

t

25s

Name
GET /metrics
GET /metrics Service & Operati... ¥ > ¥ » ops 6.255
GET /metrics ~ @ demo-app POST /login (255) &
POST /login http receive (149.61s) (&3]

GET /metrics

~ (@ auth.verify_credentials (255) -3
GET /metrics db.query.simulated (25s) B
GET /metrics POST /login http send (42ps) B
GET /metrics POST /login http send (7.76ps) 23
GET /metrics
POST [iogin

Ha pucynky 3.5 MoxHa mo0auuTH, 10 3BEPHEHHA 3 1A€HTU(IKATOPOM, SIKUN

nounHaeTbest Ha Sb90. .., 3aBepIIIIOcs mepeavacHo Micis MTYYHO1 onepairii 10 6a3u

JaHUX, sKa TpuBayia moHajn 25 cexkyHa. HatucHyBmm Ha rpadiku cmpaBa, MOKHA

OTpUMATH J€TalbHINTY 1H(POPMAILIIO MPO THUUAEHT 1 MEePEryiIHYTH BIAMOBIIHI JIOTH,

110 30epiraroThes B IHIIOMY JKepei, a came B Loki.
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3.4 Jlamu0opam A/ HEHTPATI30BAHOT0 MOHITOPMHIY Ta CIIOBIIIIEHHS

Ham6opau Grafana maroTe 3Mory o0’ eHaTH Ha OJHIN CTOPIHIN JaH1 3 KUIBKOX
JOKEpell, TMOEAHYI0UHN YHCIIOBI MeTpuku 3 Prometheus, xypuamu momiii 3 Loki Ta
JeTanbHI TpacyBaHHS 3 Tempo. MeTpHUKH MEpPIIMMH CUTHATI3YIOTh PO BiIXWJICHHS
abo0 Jerpanariito, JIOTH JOAAF0Th KOHTEKCT 1 JJO3BOJISIOTH IIBUIKO 3PO3YMITH, 1[0 CaMe
BiIOyJOCA Ta B SKOMY KOMIIOHEHTI, a TpacyBaHHS IMOKa3y€ TMOBHHM JIAHIIOKOK
00poOKH 1 TorToMarae BU3HAUUTH, siKa omniepallis a0o 00poOHUK CIIPUUMHUIIN 3aTPUMKY
YU TOMUJIKY. Y CYKYITHOCTI II€ TIPHCKOPIOE TONIYK TEPIIONPHYUHHA Ta IIiBUIILYE
e(EeKTUBHICTh pO3CHiAyBaHHs 1HIUAEHTIB. [lpukian peanizoBaHoro aamoopay

HaBEJICHO HAa PUCYHKY 3.6.

@ Last1Sminutes v & & Refr
Requests per Minute 2xx/min 3xx/min Axxfmin Sxxfmin
5 5 O No data
1 ® | ath T |||\IHH [
IRIRTRINTRIRIAIE ||M|| ‘H”H
[N IR RN 'UI '|| [N II||||||||IIII U
A A l"” {
Il | |
A RR A RE AR AR RN
HTTP Status Codes Over Time
MName Total Mean
| == 200 5.0%9req/s 0.0834 reqg/s
0.08 reg/s
. - 303 0 req/s 0 req/fs
0.06 reas 40 0 reqls 0 regls
404 0 reqls 0 regfs
0.04 reas - 405 0 reqls 0 reals
0.02 reqg/s
0 reals
00:35 00:40 00:4
Request Latency
- Name Mean Max Last
5 ms
= p9g 495ms 495ms  4.95ms
4.5 ms p9s 475ms  475ms 475 ms
= p50 2.50ms  2.50ms 250 ms

4 ms

3.5ms

3ms

2.5ms

00:35 00:40 00:4

Pucynox 3.6 — IIpocTuit namb6op 3 iHdopmaIlieo OTpUMaHOIO 3 IEMOHCTPAIIHHOTO

BeOI00aTKY
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I[J'ISI OararonaHeIbLHHX nam6opniB INOIMMPEHUM MCTOJAOM € BHU3HAUCHHIA

HEBEJIMKOT0 HabOpy 3MIHHMX 1H(OpMaIiitHOT maHem (HanpuKIaz, cepBic, KOHTEHHED,
Yy IUISIX 3aldTy) Ta BUKOPUCTaHHA iX mogam B 3anuTax PromQL Tta LogQL. Ile
3MEHIITY€E PO301KHOCTI MK TTAHEJISIMH Ta pOOUTH MEPEXPECHE JOCIIIIKCHHS CUTHAJIIB
CHUCTEeMAaTUYHHUM: TaHElIb METPUK MOke OyTH oOMexeHa OJHIEI0 CIyX)O0O0r0, TOMAL SIK
CyMDKHA TaHeNb KypHalTy 3aCTOCOBYE T€ caMe OOMEKEHHS uepe3 MITKUA Ta MOJs
JSON, a manens TpacyBaHHS (IIBTPYE 32 HA3BOIO CEPBICY.

Takox MOmMPEHOIo € po3poOKa Ta MIATPUMKA KITBKOX JaIOOpPIiB ISl OHOTO i
TOTO K CaMOTO CEpBICY, KOKEH 3 SKUX ONTUMI30BAHMM JUIsl PI3HOI NMEPCIEKTUBU
pO3CIiyBaHHs Ta 4acoBoro mnpoctopy. Komanmu poOnsTh 1e, TOMy W0 I
MOHITOPHTY, M1 Yac 3BUYAMHOr0 pPoOOYOro Imporiecy, He 30iraroThCs 3 LUIAMH Ta
3aBJAHHAIMM, 1110 IOCTAIOTH MiJ Yac PO3CIIyBaHHS 1HIUICHTY.

Jlambopau MoXKHa CTBOpIOBaTH K Yy TpadiuHoMy iHTepdeiici Tak 1
BukopuctoBytoun (aitnmu JSON. [Jlambopa sikuil panime Oysiao 300paxeHO MOKHA

IMIIOPTYBAaTHU 3aBAsku KoHPirypaii Grafana onucanoi y mcrunry 3.10.

Jlictunr 3.10 — HanmamryBauus imnopty gamoopay 3 JSON y Grafana
providers:
- type: file
updatelIntervalSeconds: 10
options:

path: /etc/grafana/provisioning/dashboards

TakuMm 4MHOM, TIPAKTUKA MIATPUMKUA KUIBKOX JAIOOPIIB JJI OJHOTO CEPBICY
JTO3BOJISIE PO3JAUIATH TMOBCSKIACHHUN KOHTPOJIb CTaHy CHCTEMH Ta POOOTY Mija 4ac
IHIIMJICHTIB, KOJW IOTpiOHA iHINA AeTamizamis W iHmuMiA yacoBmi MacmTad. Ile
CIPOIIY€E CYNPOBI CHCTEMH, MPHUIIBUIIIYE PearyBaHHS Ta MiJABUINYE y3T0JKEHICTh
MPOIIECIB PO3CIIITyBaHHS.

AnepTtu ab0 CMOBIMIEHHS JOMOBHIOIOTH MANIOOPAH 1 BUPIIMIYIOTh IHIITY 3a/1a4y:
SKIIO Mam0opau MOTPIOHI JJIs aHaAJi3y Ta MOSCHEHHS, 0 caMe CTajocs, TO ajJepTH

MOTPiOH1 /IS IMBUAKOTO BUSIBIICHHS MPO0JIeMH B MOMEHT ii BUHUKHEHHs. Ha mpakTuiti
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KOMaH/IM 3a3BHYail Oy1yIOTh CIIOBIIICHHS HA OCHOBI HEBEJIMKOI0 HA0Opy CTaOLIbHUX

JDKepen JaHUX 3 HEBEJIMKOIO KUTBKICTIO BapiaHTIB 3HAYEHb, 1100 YHUKHYTH IIyMYy Ta
nyomoBanHs momid. Came TOMy Uil CHOBIIIEHb JOLUUIBHO BUKOPHCTOBYBATH
y3arajibHeHI METPUKM Ha KIITAIT POCTY KUIBKOCTI MOMMIIOK CEpBiCy, Aerpaaarlii
3aTpUMOK a00 aHOMaJIii aBTeHTU(IKAIlT, TO/I K AeTai3amisi MPUINH Ta KOHTEKCTY

B)KE€ BUKOHYETBHCS Uepe3 Iaioopiu.

Failed Logins (Last 5m) Failed Login Attempts (Recent)

> 2625-12-20 22:84:15.768
> 2625-12-28 22:84:15.148
> 2025-12-20 22:84:13.522

{"timestamp": "20825-12-28 2@:84:15,788", "level”: "WARNING", "message”: "Login failed - invalid
{"timestamp": "2825-12-28 28:84:15,148", "level”: "WARNING", "message”: "Login failed - invalid
{"timestamp": "20825-12-28 2@:04:13,521", "level”: "WARNING", “"message”: "Login Tailed - invalid
¥ 20825-12-20 22:084:12.934 {"timestamp": "2825-12-28 28:04:12,934", "level”: "WARNING™, "message”: "Login failed - invalid
» 2025-12-20 22:084:12.354 {"timestamp": "2025-12-28 20:084:12,354", "level”: "WARNING™, "message”: "Login failed - invalid
> 2025-12-20 22:84:11.731 {"timestamp": "2825-12-28 28:04:11,738", "level”: "WARMING™, "message”: "Login failed - invalid
> 2025-12-20 22:84:18.078 {"timestamp': "20825-12-28 20:84:10,878", "level”: "WARNING", "message”: "Login failed - invalid
» 2625-12-20 22:04:89 .464 {"timestamp": "20825-12-28 20:04:89,463", "level”: "WARNING™, "message”: "Login failed - invalid
¥ 20625-12-20 22:04:88.874 {"timestamp": "20825-12-28 20:04:88,874", "level”: "WARNING™, "message”: "Login failed - invalid
> 2025-12-20 22:84:88.296 {“timestamp": "2025-12-20 20:04:88,295", “level”: "WARNING™, "message”: "Login failed - invalid
> 20825-12-20 22:84:86.728 {"timestamp": "20825-12-20 20:04:86,728", "level”: "WARNING", "message”: "Login failed - invalid
> 2025-12-20 22:84:86.088 {"timestamp': "20825-12-28 20:04:86,0888", "level”: "WARNING", "message”: "Login failed - invalid

Failed Login Attempts by IP (10m window) - Smart Bruteforce Detection Unigque Usernames Targeted per IP (10m) - Attack Diversity
737.5
735 735
7325
720 730
7275
725
725
22:00:00 22:01:00 22:02:00 22:03:00 22:04:00 22:00:00 22:01:00 22:02:00 22:03:00 22:04:00
Name Mean Max Name Total
- 172.19.0.1 R 736 - 172.19.01 440K
Top 10 IPs by Failed Login Attempts (1 hour) Active Security Alerts
IP Address Failed Attempts + Coordinated Attack - Multiple IPs Target Same Username  View alert rule & 5
Firing for 4m &s
172.19.01 4089 @ .
> 1instance
ne High Failed Login Rate View alert rule &
¢y Firing for 3m 6s
> 1instance
Smart Bruteforce Attack - High Failed Login Rate View alert rule &

Pucynox 3.7 — BigoOpakeHHsI aJiepTiB Ha AamOop/I1 mpu cipobi OpyTdopcy

Ha Pucynky 3.7 300paxeHO eJleMEHTH AamOopy siKi MTOKa3ylTh B peaTbHOMY
yaci BEJUMKY KUIBKICTh HEBJAJIMX 3alMTiB aBTOpU3allii. Y peanizoBaHOMY MiIXOAl
MpaBUJia QJICPTUHTY OIIHIOIOTHCS Ha OCHOBI 3amuTiB 10 Prometheus, ockiibku
METPUKH € HaWKpaluM JOKEpeJIoM M HaJiiHUX 1 TOBTOPIOBAaHUX YMOB

copamoBanHs. KpiM 1iporo peanizoBaHo i anepT Ha 6a3i xxypHaiiB 3 Loki.
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PO3/ILT 4 OXOPOHA ITPAIII TA BE3IIEKA B HAJI3BBUYAWHUX
CUTYALIAX

4.1 OxopoHna npaui

Oxopona mpari i yac mpodeCiifHOl MisUTBHOCTI, OB’ s3aHO0i 3 pO3pOOKOI0 Ta
EKCIUTyaTalllel0 CHCTEMH MOHITOPUHTY Oe3leku BeOJIoJaTKiB, CIIpsSMOBaHA Ha
30epekeHHsl 3/I0pOB’sl TpalliBHUKA Ta 3amoliraHHs mNpodeciiHUM pHU3UKaM, IO
BUHUKAIOTh TMPU TPUBATiA pPOOOTI 3 MEPCOHAIBLHUM KOMII'IOTEpOM 1 odicHUM
€JIEKTPOOOIaJHAHHSAM. XapaKTepHI YMOBU TaKoi poOOTH BKIIOYAIOTH 1HTEHCHUBHY
B3a€EMOJIII0 3 1HQOPMALITHUMU MaHEIsIMU JamoOopAaMH, >KypHalamMu MO,
aHAMITUYHUMH 1HTEpdeiicaMu, poOOTy 3 IHIMJACHTAMH Ta CIOBIIIEHHSMU B PEXUMI
obmexxeHoro dacy. lle dopmye mnoemHanHs Gi3UYHEX 1 1 TCUXO0(I310JIOTTIHUX
YUHHUKIB (BUCOKA BIJIMOBIIAJIBHICTD, 1€(IIIUT Yacy, OaraTo3aJayHiCTh), 1110 TOTpeOye
CUCTEMHHUX 3aXOJlIB 3 OpraHizailii 0e3MeyHruX yYMOB Mpalli. 3arajibHi MpaBoOBi 3acaju
3a0e3MeueHHs] Oe3MeYHuX 1 3J0pOBUX YMOB Mpalll B YKpaiHli BH3HA4Y€HI 3aKOHOM
VYkpainu «IIpo oxopony mparii», KMl 3aKpiIUI0e O00OB’SI3KM pOOOTOAABLS IIOAO
CTBOPEHHSI HAJISKHUX YMOB, MPO(DUIAKTUKY TpaBMaTU3My Ta OpraHizailii HaBYaHHS 3
MUTaHb OXOPOHHU mpaiii [17].

BaxxnuBoro opraHizaiiiiHOI0 OCHOBOIO € HaBUAaHHS Ta THCTPYKTaXI 3 OXOPOHHU
npaili, 1o GOpMyIOTh y MpalliBHUKA MPAKTUYHI HABUYKK O€3MeYHOi poOOTH Ta Jii y
HECTaHJApTHUX cuTyauisax. llopsaok mpoBeAeHHS HaBYaHHS 1 TMEPEBIPKU 3HAHb
pernmamentyeTbess nonokeHasM (HITAOIT 0.00-4.12-05) [18], sxe Bu3Hauae BUIU
IHCTPYKTaK1B, BUMOTH JI0 IEPEBIPKHU 3HAHb 1 TOKYMEHTYBaHHs pe3yiabTaTiB. s poOiT
3a [IK me oxommoe mpaBuia Oe3MeyHOi eKcIuTyaTarii eJeKTpOnpuiIadiB i
MOJIOBXKYBayiB, BUMOTH JI0 OpTaHi3allli pooo4oro Micis, JOTPUMaHHS PEKUMY Tpalli
Ta BIJAMOYMHKY, & TAKOXK MOPSAOK MOBIIOMJICHHS PO HECIIPABHOCTI 00JIaJHaHHS a00
O3HAKM HEOE3MEUHUX CUTYaIlii (Ieperpis, 3amax ropiyioi 13011, iICKpiHHS).

CaHiTapHO-TITIEHIYHI YMOBM TMpaili B O(ICHOMY NPHUMIIIEHHI BKIOYAIOTh
HOPMYBAHHSI MIKPOKJIIMaTy Ta 3a0e3ne4eHHs] KOM(OPTHUX NapaMeTpiB TEMIEPATYPH,
BOJIOTOCTI 1 MIBUJKOCTI pyXy moBiTps. [lopyiieHHsT MIKpOK/IIMaTy MiJIBUILYE BTOMY,

3HIKY€E TpalEe3aTHICTh 1 MOXKE TOCHIIOBAaTH TMPOSBH TOJOBHOTO OO0 Ta
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nuckoMpopTy MijJg 4Yac 1HTEHCHBHOI poOoTH. B VYkpaiHi MOHATTS MIKPOKIIMATy

BUPOOHUYMX MPUMIILIEHb Ta MIXOIU 0 HOTO HOPMYBaHHS BU3HAUYEH1 CaHITApHUMU
HOpMaMH MIKPOKJIIMaTy, Jie¢ MIKpOKIIMAT PO3TJISAAEThCS SK CYKYMHICTh (haKTOpPIB
BHYTPIIIHBOI'O CEPEJOBUINA, 110 BIUIMBAIOTh HA TEIUIOBUM OOMIH OpraHizmy 3
otoueHHsaM [19]. s pobounx micup 3a [1IK migrpumanHs HOpMAaTUBHHUX MapaMeTpiB
MIKPOKJIIMATy € OJTHUM 13 0a30BUX NPO(ITaKTUUHUX 3aXO0I1B 3 OXOPOHH MIparli.

Enexktpobe3neka mpu poOOTI 3 KOMIT IOTEPHOIO TEXHIKOIO OXOIUTIOE Oe3leyHe
BUKOPHUCTAHHS €JIEKTPOMEPEKi, MOIOBXKYBaUiB, HKepen 0e3nepeOiifiHOTO KUBJICHHS,
MEpEXKEBOTO oOnmagHaHHS  Ta  3apsAHHUX MIPUCTPOIB. [IpodinakTuka
€JIEKTPOTpPaBMaTu3My B O(DICHHX yMOBax 0a3yeTbCs Ha BUKOPHUCTAHHI CIPABHOIO Ta
cepTu(PiKOBAaHOTO OOJaJHAHHS, HEIOMYIIEHHI TNEPEeBAHTAXKEHHS EIEKTPOMEPEKI,
CBOEYACHOMY BHSBJICHHI1 MOIIKOKEHUX KaOeIlB Ta PO3ETOK, a TAaKOX Ha 3a00pOHI1
eKcIutyatailii oOJiafHaHHS 3 O3HaKaMHM HecmpaBHOCTI. HopMaTuBHY OCHOBY st
0e3meuHol eKCIuTyaTalii eleKTpooOiaJHaHHS CHOKMBayiB BHU3HaualoTh «[IpaBuia
0e3MmeuHo1 eKCIlTyaTallii eeKTPOyCTaHOBOK CIIO)KMBAUiBy, IKI BCTAHOBIIIOIOTh BUMOTH
Oe3MneKu Mij yac eKCIulyarTallii eeKTpOyCTaHOBOK Ta eneKTpoodaaananss [20].

[Toxxexxna Oesneka € 000B’SA3KOBOIO CKIIAJIOBOIO OXOPOHU TMpalll Il poOoUYux
MICIIb, JI€ OJTHOYACHO TIpaItoe 0arato eaeKTponpuiaAiB. ¥ MpaKTUYHOMY BUMIpI 1€
O3HAYa€ TMIATPUMAHHS €BaKyal[liHUX IUIAXIB y BUIBHOMY CTaHi, JOTPUMaHHS
PEKUMHUX BHUMOI Yy MPUMIIIEHH], KOHTPOJb CIPABHOCTI €JIEKTPONPOBOAKU I
oOnaJiHaHHS, @ TAKOXK HAsBHICTh OpraHiI3alllitHUX 1HCTPYKIIM 11010 J1i MepcoHaly y
pa3i mokexi abo 3aJAuMIICHHs. 3arajbHl BUMOTU TIOKEXKHOI Oe3rneku B YKpaiHi
BcTaHoBJeH! «IIpaBuiaMu MoXkexHOi Oe3nekn B YKpaiHi», sk BU3HAYalOTh 0a30Bl
BUMOTH JI0 00’€KTIB, MPUMIIICHh Ta €KCIUTyaTarii oOJagHaHHS, 1 3aCTOCOBYIOTHCS
TaKOX A0 0(ICHUX NPUMIIIEHb 3 KOMII IOTEPHOIO TEXHIKOO [21].

Po3pob6riene pimieHHs AJisi MOHITOPUHTY Oe€3MeKu BeOI0JaTKIB MPUJIATHE 0
BIIPOBAHKCHHS B O0()ICHOMY CEPEIOBHIII Ta BIJIMOBIIa€ BUMOTaM OXOPOHHU MpaIli,
TEXHIKH O€3IEKH, EJIEKTPO- 1 MPOTUITIOKEKHOI O€3MEKH 32 YMOBHU 1X JOTPUMAHHSA Mij

yac eKCIuTyaTatii.
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4.2 EpronomMiuHi BUMOTr# 10 po0040ro Micusi KOpUCTyBa4ya MmepCcoHAIbLHUM

xomm’rwrepoM (IIK)

Epronomika po6oyoro Micus A poOOTH 3a MEPCOHAIBHUM KOMII IOTEPOM
HampsMy BIUTUBaE Ha Oe3meKy Ta eQeKTUBHICTh mpodeciiiHol misubHOCTI. Jlms
CHEIIAIICTIB, 5Kl 3aiiMalOThCSd MOHITOPMHIOM O€3MEeKU BeOJ0JATKIB, XapaKTEpHi
TpHUBaJl TEpIOAM 30CEpPEIKEHOI poOOTH, aHaji3 JIOTIB, METPUK, IHIMACHTIB Ta
MIArOTOBKA 3BITIB. 3a TaKMX YMOB HE3pyyHa I103a, HEMpPaBUIIbHE pPO3TAllyBaHHS
MOHITOpa a00 BBIHMX IIPUCTPOIB, a TaKOXX HEJIOCTAaTHS OpTraHi3ailis Mepeps
NIJBUIIYIOTh PU3UKH 30pOBOI BTOMH, OO0 B IIMI Ta CIIMHI, NEPEHABAHTAXKEHHS
KUCTeW 1 Mepearuiiy, 10 MOXKe 3HHWXKYBaTH TOYHICTh pIIIEHh Ta 30UIbLIYBaTH
HWMOBIPHICTH TOMUJIOK.

Ha mpaktuiii BuMoru 10 opraizamii poOOTH 3 JUCIUVICHHUM 00JIaJIHAaHHAM
bOpMYyIOThCSI TIOETHAHHSAM TPYJIOBOTO 3aKOHOJABCTBA, CTAHIAPTIB €PrOHOMIKUA Ta
pEKOMeHAaIlli 3 OXOPOHH Ipalii.

Po6oua mo3a mae miaTpUMyBaTH HEWTpaJIbHE TMOJIOKEHHS TyJy0a Ta KiHIIIBOK,
o0 3MEHIIMTH CTAaTUYHE HABAHTAKEHHS 1 HampyxeHHs M s31B [22]. baxani
XapaKTePUCTUKU HACTYITHI:

— Kpicno mae OyTv 3 MOXIIUBICTIO PETYJIIOBAaHHSM BHCOTH, MIATPUMKOIO
MOMNEPEeKy, MOMJIMBICTIO HANAIITYBaTH INHOWHY CHUIIHHA, 3 MIUIOKITHUKAMH JJIs
JaCTKOBOI MIATPUMKH PYK.

— IlonosxeHHs HIT - CTONKM MarOTh OYTH ITOBHICTIO HA 11171031 a00 Ha IMICTaBII], a
KOJIIHA OPIEHTOBHO MiJ1 KyToM 0Jn3bK0 90 rpagycis.

— Bucora crona mae 6yTu Taka, mo6 rieui Oyyiu po3cialieHi, KT Ous Tyny0a,
a mepenruIiyus NpuOIM3HO MapajeNbHl Miao31 MiJ 4ac poOOTH 3 KIaBlaTypolo Ta
MUIIEIO.

— BiamoBifHI BHMOTHM TaKOX 3aCTOCOBYIOTBCS 1 JO MOHITOpa, 3a SKUM
B1J1I0yBaeThCs poboTa. KiltouoBUMH BUMOTaMu IO MOHITOPA € HACTYIIHI:

— BepxHs Mexa ekpaHy 3a3BU4Yail HAJAIITOBYETHCS Ha PIBHI OYei abo TPOXHU

HIDKYE, 00 He MiAiiMaT 00IMdYs JOBEpXY.
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— BiacTtanp 10 exkpaHa migOUpaeTbesl 1HAUBIAYadbHO (YacTO OPIEHTHPOM

BHCTYIIA€ JIOBKMHA PYKH) 1100 HE HAXUJISITUCS BIIEPE] 1 HE HAIIPYKyBaTH 3ip.

— Ekpan 6axxaHO po3TamioByBaTH Tak, 100 YHUKATH MPSMUX BiAOJHCKIB Bif
BiKHA 200 CBITHJIbHUKIB.

Takoxx € meBHU#M psg BUMOT A0 mepudepiitaux npuctpoiB. Kinapiatypy tpebda
PO3MICTUTH Tak, MO0 KHCTI OyJiM B HEHUTpaJbHOMY IOJIOKEHHI, 0€3 HaJMIPHOTO
3TUHAHHS Bropy a00 BHH3, a JIIKTI 3aJIUIIATIUCH TTOPYY 3 TYITyOoM.

Komn’rotepHa mwumika mae OyTH Ha TOMYy X piBHI, 10 ¥ KiaBiatypa, i
MaKCUMaJIbHO OJIM3BKO IO KOPUCTYBaya, 100 HE TATHYTHUCS PYKOIO.

k1o podoTa BiI0OYBAETHCS 3 HOYTOYKa TPUBAIIMHI Yac, MOXKYTh BUHUKATH TUIIOB1
eproHoMiuHi npodaemu. /1o npukiagy, ekpaH Moxke OyTH HAATO HU3bKO. MOKIMBUM
pILIEHHSM € MiICTaBKa M1l HOYTOYK Ta OKpeMa KiaBiaTypa 1 KOMIT F0TepHa MUIIKA.

He meHI BaxJMBOIO € eproHomika podouoro croiy. Cti mae 3abe3neuyBaTu
JIOCTATHIO TJIMOMHY JIJIsi PO3MIIICHHS MOHITOpa Ha KOMGOPTHIM BiJCTaH1, HASBHICTb
BUIBHOT'O MPOCTOPY JUISl HIT, @ TAKOK MOKJIMBICTh THYYKOI'O PO3TAIlyBaHHS BBIJIHHMX
OpUCTPOiB O€3 MOCTIMHOIrO BUTATYBaHHS PYK Breperd. Y mnpodeciiHuX craHaapTax
€pProHOMIKH /71l pOOOTH 3 BI3yaIbHUMH JUCIUICHHUME TepMiHaJIaMU ITiIKPECIIOE€ThCS,
0 KOMIIOHYBAaHHSI poOOYOl CTaHLIi Ma€ MiATPUMYBATU MPHUIHATHI poOodYl MO3M 1
3MEHIIYBAaTU CTaTUYHE HABAHTAXEHHS, a MiJ Yac MPOEKTyBaHHsS abo MiAOOpy CTOIy
JOLIIBHO OpPIEHTYBAaTHUCAd Ha MPUHUUIM KOMIIOHYBaHHS poOOYOro Micus Ta
NOCTypaibHI BUMOTH, onucani B [SO 9241-5 [23].

OcTaHHIM YacoM CTajia MOIMYJISPHOI0 MPAKTUKA X0AKOM mia yac pobotu. Bona
peani3yeThbcs 4epe3 Tak 3BaHUi “‘active workstation”, 1e KOpHCTyBau BUKOHY€ 3ajadl
3a [IK mig gac moBiIbHOI XOAp0M HHU3BKOI IHTEHCHMBHOCTI Ha OiroBii mopixkii. Jlaxi
CHUCTEMATUYHUX OTJISA/IIB 1 METaaHaJli3y CB1YATh, IO Taki poO0Yl CTaHINT M ABUIIYIOTh
€HEProBUTPATH 1 3MEHIIYIOTh Yac CUAIHHS, TOOTO €(PEKTHUBHI caMe€ K IHCTPYMEHT
00pOoTHOU 3 TPUBATIOI MAJIOPYXOMICTIO.

BonHouac nutanHs €(heKTUBHOCTI JIsl MPOAYKTUBHOCTI 3a3BUYail 3BOJUTHCS 10
KOMITPOMICY, aJIKe TiJT 4ac XO/IbOW MIBUIKICTH 1 TOYHICTh OKPEMHUX JPIOHOMOTOPHHX

3a/lad MOXYTh JICIIO TOTIpUTyBaTUCS (HANpUKIa] y HaOOpl TEKCTy), aine 0a3oBi
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KOTHITHBHI TIOKa3HMKM 4YacTo He ACMOHCTPYIOTE CYTTEBOI'O HOFipIHeHHSI Impu

MOBUIbHIN X0/601, a 1K1 TOCIIHPKEHHS HaBITh BIAMIYalOTh BiICyTHICTh HEraTUBHOTO
BILUIMBY Ha po0O0YY Pe3yIbTaTUBHICTh Y TUIIOBUX O(ICHUX CIICHAPIAX.

JI1s MOHITOpUHTY O€3MeKH BeOA0IaTKIB pOOOTY CTOSIYM a00 3 JIETKOIO X0/160010
MOKHAa BUKOPHCTOBYBAaTH $K JIOJATKOBUH CMHOCIO 3MEHIIMTH CHASYMNA dac 1
HiATpUMaTH camonouyTTs. BogHovac aiis 3aia4, e BayKIMB1 HaOlp TEKCTy Ta BUCOKA
TOYHICTh, OCOOJIMBO MiJ] Yac MIKOBUX 1HIIMEHTIB, Kpallle IPaLIOBaTH CUSUH.

Baxn1Boro CKIJIaJ0BOIO €PrOHOMIKH € PEKUM Tpalll Ta BiAHOBIEHHs. [lupekTuBa
90/270/EEC [22] BuMarae opraHizoByBaTy HIOJICHHY poOOTY 3a JAMCILICEM Tak, 1100
BOHa Oysa pos0OaBieHa mnepepBaMud ab0 3MIHOIO AISUIBHOCTI, 3MEHIIYIOUU
HaBaHTa)XCHHS B1Jl O€31IEPEPBHOTO MEPETIIAAY eKpaHa.

VY mnpakTMUHHX ~Marepiagax 3 Oe3lekd Impali W eproHOMIKHM  TaKOX
MIJKPECTIOEThCA LIHHICTh KOPOTKHUX Tay3 1 MNEeploJUYHUX TMepepB, SKI MOXKHA
MOEJIHYBATHU 3 TPOCTUMH JIIsIMU Ha MiCIIi (3MiHA O3, JIETKA PO3MHUHKA, TEPEKITIOUCHHS
dbokyca 30py).

Ile mae psMUiA 3B’ 30K 3 TEMOIO MOHITOPUHTY O€3TMeKH BeO01aTKIB, aJKE i
yac TPUBAIMX dYepryBaHb abo0 pO3CIiAyBaHHS I1HIUJCHTIB 3POCTA€ KOTHITHBHE
HABAHTAKEHHSA, a PEryJIsIpHI KOPOTKI May3u AONOMAararoTh MiITPUMYyBaTH CTaOUIbHY
Ipare3aaTHICTh 1 YBAKHICTh O€3 ICTOTHOI BTpaTH poOOYOro Jacy.

Pe3ynbTaT JOCHIIKEHb TMOKa3ylOTh, IO E€PrOHOMIYHUN e(eKT piako
JOCATAETHCSI OJHUM BTPYYAaHHSM, HANPUKIAA TUTBKK 1HCTPYKINEK “‘TpUMaTH
npaBwibHy 103y~ . BogHouac MeraaHani3M Ta OIVISIAM IHOJO KOPOTKUX IEPEpB
CBIYaTh, 1[0 MIKPOTAY3H 3araJioM MOXKYTh MIOKpAIIyBaTH CAMOMOYYTTsI, 3SMEHIITYBaTH
BTOMY 1 B OKpEMUX YMOBaX IMiITPUMYyBaTH a00 HABITh MOKPAIyBaTH IPOYKTUBHICTD,
110 POOUTH iX MPAKTUYHO KOPUCHUM OpraHizaliiiHuM 3axo10oM y poooti 3a [1K.

J171s1 30pOoBOi BTOMU Ba)KJIMBO 3a3HAYMTH, 10 OMYJISIPHI MpaBujia Ha KTant “20-
20-20” MmUpOKO PEKOMEHAYIOThbCS, aje HaykoBa 0a3a II0A0 iX YHIBEpCaIbHOI
e(eKTUBHOCTI € 00MEKEHOI0. BogHOYAC TOCIIIKEHHS MIATBEPIKYIOTh, 0 PETYJISIPHI

MepepBH K Taki MOXKYTh MAaTH MO3UTHUBHUN €PEKT Ha OKpeMi MmapaMeTpu 30pPOBOTO

KoMpopTy.
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BUCHOBKHA

VY kBamigikaiiiHii poOOoTI PO3TISIHYTO Ta OOTPYHTOBAHO MiAXiT J0 MOOYIOBU
CHUCTEMH MOHITOPUHTY BeOJ0OAAaTKIB 3 aKIEHTOM Ha KidepOesmeky. [lokaszaHo, 110
KJIACUYH1 METOM CITIOCTEPEIKEHHHS, a caMe KOHTPOJIb TOCTYITHOCTI 1 MPOYKTHUBHOCTI,
€ HelocTaTHIMU 0e3 0e3MEeKOBOro KOHTEKCTY, a €()eKTHBHE BHSBJICHHS 1HIUICHTIB
noTpedye cucTeMHOTO 300py Ta aHaMI3y TeaeMeTpii 3 PI3HUX PIBHIB — 3aCTOCYHKY,
1HGPACTPYKTYPH, JAaHUX TOIIIO.

Y Mexax TEeOpeTHMYHOiI YaCTUHM BU3HAYEHO KOHTEKCT 3aCTOCYBaHHS Ta
c(OpPMOBAHO y3r0JKEH1 BUMOTH JJO MOHITOPUHTY BEOJIOATKIB 3 TOUKH 30py O€3MEKH.
OnucaHo KIHOYOBI apTe(akTH CHOCTEPEXKEHHS — METPUKU Ta JIOTH, iX pOib Yy
BUSBJICHHI aTak, JIarHOCTHIIl aHOMAaJid, pO3CHiAyBaHHI IHIIUACHTIB Ta IMATPUMII
pearyBaHHs. CHUCTEMaTHU30BAHO KJIIOYOBl AacleKTH O€3MEeKH Ha PI3HHUX PIBHAX
MOHITOPUHTY Ta JOCIIPKEHO IHCTPYMEHTH, apXITEKTypu W MOJIeNl pO3ropTaHHA
1aThopM MOHITOPUHTY, BKITIOYHO 3 SaaS 1 TiOpuIHUMU T1IX0aMu.

VY npakTU4HIf 4acTHHI poOOTH PO3POOJIEHO MPOTOTUIT CUCTEMU MOHITOPHUHTY 1
JIEMOHCTpAIIfHOTO  Be03aCTOCYHKY, IHTETpOBaHOro 31 300pOM  TeJIeMeTpii.
PeanizoBano 6a30By CTpyKTypy 300py, arperaiiii Ta Bi3yami3alii JaHHUX, a TaKOX
MIJX17 O CTBOPEHHS 11a0JIOHIB BUSIBJICHHS HAa OCHOBI Y3T'OJKEHHSI METPHK, JIOTIB 1
tpacyBaHHs. [IpoBeneno E2E TecTyBanHsA, sike MIATBEPAWIO TMpale3laTHICTh
1HTerpaiii KOMIIOHEHTIB 1 MOXJMBICTh BIATBOPIOBAHOI MEPEBIPKU CIIEHAPIiB, IO
IMITYIOTb M1JI03P1J11 MO/1T Ta TOTEHIIHI THIUACHTH OC3MEKU.

OtpumaHi  pe3yJbTaTh  NIATBEPKYIOTh  JOLUIBHICTD  BHUKOPUCTaHHS
CIIOCTEPEXKYBAHOCTI K JKepenaa TMoAid Oe3meku sl BeOJOAAaTKIB, a TaKOX
JEMOHCTPYIOTh, 10 TIOETHAHHS PI3HUX TUIIB TEJIEMETPIi MiBUIIYE SIKICTh BUSBIICHHS
IHIMIEHTIB Ta 3MEHIIY€ Yac Ha MEPBUHHY J1arHOCTUKY. 3almpONOHOBAaHUMN MiAX1] 1
peani3oBaHUil TPOTOTHI MOXYTh OyTH BUKOPHUCTaHI SIK OCHOBA JUIsl TOJAJBIIOTO
PO3IIMPEHHS HA0OPY MPABUJI 1 KOPEJIAIIN, BIPOBAKEHHS OI[IHIOBAHHS PU3UKY MO,
niaKIrodeHHs qoaarkoBux mkepen (WAF, IAM, xmapHi xypHanu, CI/CD), a Takox

aBTOMAaTH3arlii BIITOBIAEN HA IHIIUACHTH.
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Abstract

The system for monitoring the corporate information leakage of into the darknet is
developed. The web documents collected from darknet are compared with the documents of
the company-customer of monitoring and conclusion about the information leakage is made
on the basis of documents similarity. The system consists of the following modules: source
search module in darknet, text mining module, cryptographic module, document similarity
assessment module. The following mathematical methods are used to assess the degree of
similarity between corporate documents and Darknet documents: vector space model and
information interaction model. Software implementation of the tool for automatic monitoring
of information leakage by Python is described. The system testing results are given.
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1. Introduction

Digital assets play an important or even crucial role in today's business. In all medium and large
companies, payment information about transactions, agreements, customers personal data, financial
documentation is formed and stored in the information system. Leakage of such information carries
severe reputational and monetary losses for the company. Taking into account the peculiarities of
modern business, hackers illegally access the companies files and demand a huge ransom for their
unlocking and non-disclosure. It is worth mentioning the recent attacks on Colonial Pipeline, Acer,
Apple, when ransoms amounted to millions of dollars.

Corporate information leakage can also be caused by insiders - employees of the company.
Sometimes insiders are financially interested, sometimes the leakage is due to incompetence,
inattention or mistakes in the business process. The reasons are different, but the result is the same -
losses for the company. Therefore, the task of developing an automated tool for network monitoring,
which would detect corporate information leakage is of great importance. If the loss of information is
detected as early as possible, there are more opportunities to minimize its negative consequences. As
hackers often publish information in the Darknet, the monitoring tool is developed for this purpose.

2. Background

Different aspects of information leakage monitoring are studied in scientific discourse. The
solutions for cloud computing are developed in papers [1, 2]. In paper [3] the functionality of the leak
detection system is based on the capabilities of the virtual machines hypervisor. In papers [4, 5] the
development of information leakage monitoring systems from Android devices is revealed.
Monitoring information leakage in the Darknet is an important and unresolved problem.
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3. Characteristics of the data leakage detection system

The specification of the system is Darknet monitoring and collection of information about web
documents in accordance with customer requirements. The collected web data sources are compared
with confidential user documents. If the document that is semantically similar to users' confidential
documents appears on the Internet, the system indicates possible data leakage.

Typically, the similarity of documents is determined by solid similarity metric based on repetition.
This approach neglects all potential semantic correlations between different words. The system does
not compare pure content, but the value of web documents and user documents. The system consists
of modules presented in Figure 1.

D

/ Document
Darknet Search module collection

7

A 4

Cryptographic
module

/ Scoring module /‘K/

Figure 1: Modules of the system

Text mining module  jq——

The documents collection contains protected or confidential information. Encryption is required to
protect these documents. The cryptographic module is responsible for preparing the encrypted version
of the documents. To ensure the document content confidentiality, the cryptographic module is
located on the client server. All other services are located in the cloud. The search module is
responsible for detecting web pages that indicate data leakage. The search module includes the
scanner module that examines the structure of websites, identifies those pages of websites that contain
relevant data, and indexes those pages using keywords. The text extraction module converts web
documents into the corresponding mathematical image. The evaluation module corresponds to the
mathematical representation of web documents and confidential user documents.

4. Mathematical methods used to detect data leakage

Mathematical methods are used in the modules of text mining, cryptography and evaluation.
Taking into account the search query, received web documents and confidential documents of the
users, the calculation module calculates the conformity assessment, which measures the similarity of
these documents. The scoring module uses various mathematical documents representations.

Depending on the type of information that prevails in the document, different mathematical
methods are used.

4.1, Vector space model

Vector space model (VSM) is widely used as mathematical model of the systems. In VSM,
documents are represented by the vector in n-dimensional vector space, where n is the number of
terms of the keyword or index [6].
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In data leakage detection system the VSM is proposed to be used as a basis for cryptographic and
text analysis module. As a result, the scoring module can match the mathematical representation of
web documents and user confidential documents based on vector space.

Presentation of VSM documents is as follows.

On the one hand, a set of keywords C= {CIJ ey Ci} is obtained from confidential documents

during indexing. On the other hand, another set of keywords W= {Wl’ s Wi ] is derived from
web documents during indexing. Web documents and confidential user documents are represented by
VSM over C U W in the following way: under the condition of finite set T = C U W of index
terms T = {tli e tn}, any web document ~J is assigned vector Vj of real numbers, as shown
below:

v = (Wii'])L':l,...,n = (Wyjs s Wijy e, Whj) (1)

Confidential user documents

below:

k should also be presented as vector Vk of real numbers, as shown

Vk = Wikdi=1,..n = Wik s Wikes oer W) (2)
Weight Wijis interpreted as the value to which the index term L characterizes the document. Web
document vectors and customer documents vectors are compared to some degree of similarity. The
disadvantage of this presentation is that due to the potential diversity of web documents, the
dimension of the vector space can be quite high requiring significant computing power to determine

the degree of similarity. Web document “J is presented to the customer who has confidential

document Uk, if they are quite similar, i.e. the degree of similarity ka between the web document
vector Vj and the confidential user vector Uk exceeds a certain threshold, i.e.
Sik = s(vj,v) > K (3)

Term weight indices express how important the term or keyword is to describe the content of the
document. The simplest weighing scheme is binary, which indicates the presence or absence of the
keyword in the document. This scheme is usually insufficient, as it does not distinguish documents
with frequent and infrequent keyword inclusions. The frequency with which keywords is met in the
document is called term-frequency weight. The logarithm-based weighing scheme is used to adjust
the frequency within the document. This is done because the terms that are frequently met in the
document are not necessarily more important than special terms that are met in the document only
once.

Documents sizes can vary greatly. In order to compensate this fact, the length normalization is
used, i.e. the document rank is divided by its length. Taking into account the weighted vector space of
the documents submission, they can be compared by calculating the distance between the points
representing the documents. In other words, the similarity indicator is used in such a way as the
documents with the highest scores will be the most similar to each other.

Three typical normalized similarity indicators are defined as follows [7]:

Similarity of cosines

L (vjvg) 4
Sik = Qe il gl (4)

Jaquard similarity
(v vg) (5)

Sing Wit Wik

2WiiWik

The system's conclusion concerning documents similarity can be changed by both changing the
weighing scheme and the degree of similarity.

Sjk=

4.2. Information interaction model

Information interaction and search (I2R) model is also chosen to implement the information
leakage monitoring system. In data leakage detection system, I2R model can be implemented in the

following way. Any web document is represented by an object. Each object Oi [ = 1,2,..,Mis
associated with the vector of predefined index terms t; = (tik): k=1,2,.., M. Connections
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are established between any pair (05, 0j ) L#] . Links are weighted and targeted. Two pairs of links
can be identified in each direction. One directional link shows the relative frequency Wijp of the
index polynomial [8]. The relative frequency of the keyword in the document is defined as follows:
o
w{';'p: n_,p: ,...,n;' [6]

where "1 indicates the relevance of the index term tf P in the object of the web document i, T
is the number of index terms in the web document object 0i.
Relationship between pairs of objects are schematically shown in Fig,. 2.

" tix

- Y = L -
Wikj Wijp Wipi o & Wik

0; tip

Figure 2: Relationship between pairs of objects for documents similarity determination

Another directional link is the reverse frequency of thg gocument Wikj. 1t is defined as follows:

wikj = T;_jp logm [7]

where Tijp indicates the correspondence of the index term Lik in Of, dft’k is the number of web
documents containing the keyword Lik, and M is the number of objects of the web document. As it is
shown in Figure 3, the other direction also has two links with the same value. The investigated web
documents are presented in the form of complete graph of objects. The user's confidential document is
also represented by the object. It is linked to other web documents that are in the full column. Linking
this new object to the graph, the weights of the existing links will change. The weight of the link
between any pair of objects (O" Oi)’ L #F 1, and therefore between the confidential document and
another object of the web document O, is defined as the sum of the corresponding weights, as shown
below:
K;j = E:Ll Wipi + E:;l Wik (8)

This complete graph of objects can be considered as an artificial neural network. In this network,
the neurons activation is subjected to the dominant, which accepts all strategies. Activation begins
with the user's confidential document and extends to the most active neuron. After several steps, the
activation reaches the affected object. These web documents are similar to the confidential documents
of users in this group. These documents can indicate the data leakage. The advantages of the
interaction model are that this method avoids expensive calculations. The complexity of calculating
weights is polynomial. The method of finding the interaction makes it possible to obtain relatively
high accuracy within the range of 75% -85% on test collections.
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5. Software implementation of the tool for automatic monitoring of
information leakage

The set task of automatic monitoring of information leakage includes search, collection, analysis
and classification of information from the Internet, which is very cumbersome work. The system
should be able to analyze a large number of data of different formats, which come from a variety of
sources on the network. Implementation of this system is presented in the form of modules:

s file analyzer module, which is responsible for reading useful data from a wide range of file

types, as well as for searching for key words in these files to create a prediction about the file

involvement in the source;

e  modules for searching and collecting information - the number of modules is limited by the

number of sources of information. Their task is to find and save files for further analysis.

Such modularity of this solution makes it possible to: perform them on different servers; conduct

selection and analysis in Docker containers and Kubernetes clusters; use the hybrid approach to

the location of servers; failure of one component does not affect the work of other components.

All these opportunities make it possible to maintain the maximum stability of work, give the
chance to be expanded both vertically and horizontally, and enable to save money during work in
cloud environments.

The scheme of operation principle of the monitoring system for information leakage is shown in
Figure 3.

During the development it was decided to implement minimum two required components, which
together build the system for collecting and analyzing information. The obligatory component is the
file analyzer module, which should analyze the files in particular directory. For the second component
the module for collecting information from Darknet is chosen for implementation.

Darknet is the global network by which users can access web resources that are not accessible
through conventional search engines. Information in the Darknet is usually not available to the
general public, and such information is deliberately hidden for the ordinary Internet, known as
Clearnet.

Continuously
Data  collection running for new
modules data collecting

Information about

Save files on file save to

physical storage

database

kA

File moves to
directory for saving

The result of the

analysis is positive

Files  unarchiving  and
comparison with customers
data

File analyzer module

File removes

Figure 3. The scheme of operation principle of the information leakage monitoring system
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The decision to choose this source is due to the sharp increase in the number of hacker attacks on
corporate data. If companies do not pay ransom, all collected information becomes available to the
public on the Darknet resource. To analyze possible sources of corporate information leakage, blogs
of several ransomware-groups are selected.

To access the information on the Darknet page, you must use Tor software. When you run Tor
utility, socks5h proxy is automatically created by means of which the program receive information. It
is not necessary to run Tor in the browser, it is sufficient to run Tor as a service and allow it to run in
the background. Thus, the implementation of this module is not limited to desktop computers, but can
be run on servers where there is no graphical interface. For the Python programming language, there
is a special Stem library [9], which enables you to control the operation of Tor service in the
background. In order not to create problems with already running Tor services, the new launch will
take place in specially created temporary directory, which will be deleted automatically at the end of
the work.

The Deep Web_Parser class is created to work with information on sites in the darknet network.
This is the parent class and defines only the interfaces, the implementation of which is in the
children's class ContiNews Parser (for parsing the blog ransomware-group Conti). This unifies the
method the data is accessed between different page parsers, making it possible to add easily a new
source without breaking the program.

Undocumented API was found during the development of ContiNews parser. After getting
acquainted with the principle of queries, the parser implementation was greatly simplified. There are
two main methods of information parsing from the darknet web page:

e get— allows you to get information about the article;
e files — allows you to get information about files in the article.

After the information about all previously unprocessed publications has been processed and stored
in the database, the information is passed over the socket to the file download module which is
implemented in Watcher class. The part of the information retrieval server implementation can be
seen in Listing 1. This module operates in multithreading mode, which makes it possible to receive
information about new publications and download multiple files at once. This has a positive effect on
performance, as the download speed of a single file over Tor network is very slow, and the queue for
files to be downloaded can always be supplemented with new files.

Listing 1 - Data retrieval server implementation
def server connection(self):
e Methodisrunninginbackgroundinfinitelyandwaitsfornewqueueupdate,
afterreceivingvalidjson-dataifwillexecuteself.update _queue
# Create a TCP/IP socket
server_socket = socket.socket(socket. AF_INET, socket.SOCK_STREAM)
# Bindthesockettotheport
server_socket.bind((self.ip, self.port))
# Listenforincomingconnectionsserver socket.listen(1)

whileTrue:

# Generateemptydecodeddataforeveryconnection
data_decoded = dict() # Waitfor a connection
connection, = server_socket.accept() data=" try:

# Receivethedatainsmallchunksandappendit whileTrue: chunk =
connection.recv(1024).decode(encoding="utf-8") iflen(chunk) > 0: data
+= chunkif "END CONVERSATION" indata: data =
data.replace("END CONVERSATION", ") breakelse:

break

try: data_decoded = json.loads(data)

resp = f"DataReceived! : {data_decoded}END CONVERSATION"
connection.sendall(resp.encode(encoding="utf-8")) exceptException: resp =

f"Couldnotdecodedata, pleasedoublecheck: {data}" logger.warning(resp)
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connection.sendall(resp.encode(encoding="utf-8"))

finally:
# Cleanuptheconnection connection.close()
ifdata_decoded: ifdata decoded.get("action", None) == '"stop server":
returnifself. download thread started: self. stop _download()
self. queue = self. generate new queue(data decoded) self. start download()

During downloading, a separate Tor-proxy is created for each file, in order not to overload the same
Tor access nodes. As the result, the download speed is limited only by the capabilities of the
equipment on which the files are downloaded and the speed provided by Internet-provider. The
function for file downloading is shown in Listing 2.

Listing 2 - The function of file downloading from darknet

def download by link(self, file: dict, download status: dict):

# PrepearigTorproxies

Tor_ Session = Tor_Connector(socks port=socks port, control_port=control port,
disable_init msgs=True) sleep(2)

proxy = Tor Session.get proxy() # Creatingrequestssessionwithparams session =
requests.Session() session.proxies.update(proxy)

save path = f"{DOWNLOAD BASE PATH} {source parser}/{company name}/{file name}"
whiledownloaded<total length: resume_header = {'Range": {'bytes={downloaded}-'}
session.headers.update(resume header)

res = session.get(url=url, allow_redirects=True)
try: forchunkinres.iter content(chunk size=2048):
ifself. download stop flag:
Tor_Session.stop_tor()
return 0 try: withopen(save_path, "ab+") as f:
f.write(chunk)
f.flush()
downloaded += len(chunk)
# XXX maybeeaddctrl + ¢ signalcheckto
# verifyexitortoproperlysavedata

withopen(f" {save path}.metadata", "w'") asf meta: try:
f meta.write(str(downloaded)) f meta.flush()

exceptExceptionas e: logger.error(" Cannotwritelenofdownloaded"
"datatometadatafile" f"Error: {e}") exceptExceptionas e:
logger.error(f"CannotwritedatatofileError: {e}") return 1

exceptExceptionas e:

logger.warning(f"Erroroccurredwhiledownloadingfile {file name}, probablyconnection "
f"crashed, tryingtocontinuein a momentError: {e}")

Tor_Session.build new_circuit() sleep(5) continue

download_status.pop(file_name, None)
os.remove(f'{save path} metadata")

Tor_ Session.stop_tor()
# Deletingfinisheddownloadfromqueue. Byebye ;)

q_download links =[_q_obj.get("file", {}).get("remote location", "") for q objinself. queue]
self. queue.pop(q_download links.index(url))
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5.1. Software implementation of the file analyzer module

The implementation of the module starts with the definition of data types that will be analyzed.
Due to the fact that the task is to find keywords in corporate documents, it is necessary to be able to
read data from such formats as:

e doc, docb, docm Ta docx;
e xls,xlsb, xIsm Ta xlsx; - ppt, pptb Ta pptx.

In addition, support for popular data formats is implemented. These formats are:
e pdf; txt; png; jpg T2 jpeg; log; json.

In order to standardize the work, Analyzer class which contains implemented data access
interfaces and algorithms for searching for keywords in the text, titles and metadata files is created.
Textract library is used while retrieving from plain text formats, as well as retrieving metadata from
files. The function of retrieving text from files is shown in Listing 3.

Listing 3 - Function for retrieving file contents

defget content(self): try: returntextract.process(self.file path).decode('utf-8").lower()
exceptUnicodeDecodeError: :

withopen(self.file_path, 'rb') as f:

returnf.read().decode('utf-16").lower() exceptUnicodeDecodeError: try:
withopen(self.file path, 'Tb') as f: returnf.read().decode('utf-32").lower()
exceptUnicodeDecodeError:

logger.error(f[ Analyzing] {self.file path} cannotbedecodein

anyformat (utf-8/utf-16/utf-32)")

self.extracting_error = "cannotbedecodeinanyformat (utf8/utf-16/utf-32)"

excepttextract.exceptions. ExtensionNotSupported: self.extracting_error = 'isnotsupported'
logger.warning(f[ Analyzing] {self.file path} isnotsupported') exceptExceptionas e:
self.extracting_error = f'generatethefollowingexception {e}' logger.error(f] Analyzing]

{self.file_path} hasgeneratethefollowing
exception {e}")

Due to the fact that pdf and word files often contain images that cannot be retrieved as separate
text, the approach of text analysis from images is implemented. In order to do this, Office format files
are converted to pdf using Libreoffice [25]. Then pdf files are converted into images using pdf2image
library. Google's tesseract tool, i.e. pytesseract [26], is used to retrieve text from images. The example
of text retrieval is given in Listing 4.

Listing 4 - Text retrieval from images

forpage pathinpages:

text = str((pytesseract.image to_string(Image.open(page path)))) text = text.replace(’-\n', ")
os.remove(page path) content += text

Further, the file is analyzed for the content of keywords, domains, email addresses and bank card
numbers, on the basis of this analysis the prediction if the document refers to data leakage is made.
The implementation fragment is shown in Listing 5.

Listing 5 - Implementation of data leakage prediction

defpredict_breach(report, customer_keywords): prediction =0

customer_ keywords_size = len(customer_keywords)

content_keywords_size = len(report["event"]["content"]["keywords"]) title_keywords_size
len(report["event" ][ "title"]["keywords"]) metadata keywords_size
len(report["event" ][ "metadata"]["keywords"])

content keywords value = 0.9 * (content keywords size/customer keywords size)  prediction
+= content_keywords_value
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title keywords_value = 0.05 * (title keywords_size/customer keywords size) prediction +=
title_ keywords_wvalue

metadata keywords value = 0.05 * (metadata keywords size/customer keywords size)
prediction += metadata_keywords_value

iflen(report["event"]["content"]["emails"]) > 5:

prediction += len(report["event"]["content"]["emails"]) * 0.02

iflen(report["event"]["content"]["credit_card"]) > 2:

prediction += len(report["event"]["content"]["credit_card"]) * 0.02

prediction = content_keywords_value + title_ keywords value +
metadata keywords value
returnprediction

The result of the entire analysis is stored in the database, where the information can be obtained for
further application.

5.2. Testing the functionality of the information leakage monitoring
system

After the development and implementation of the new module in software product, functional
testing is carried out.
Functional testing is carried out in the following areas:
e regression testing. Testing of the developed module after changes in it is carried out;
e modular testing. Testing of separate modules after their development;
e integration testing. Testing the correct modules interaction for information processing
correctness.
In the process of testing the module for collecting and storing information by logging the
successful scanning, information storage to Elasticsearch database, and successful transfer of

[INFO
[INFO 3 3
[INFO [ equest_succ tt e ch-deployment-e2449f .es. europe-we

024497 .es.

ly uploaded

{venv) root@ = ata =

Figure 4: The results of collecting information about the article

The test of file download module, after receiving the list of information about new articles,
successfully obtains additional information about files from the database, generates the download
queue and starts downloading, this information is displayed in the execution logs, which is presented
in Figure 5.
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Figure 5: The results of file download module performance

In order to simulate the real example of information leakage, the keywords of one of the customers
are added to random file. After this file scanning, the corresponding message is displayed in the logs.
It is shown in Figure 6.

Figure 6: The example of scanning the file containing customer’s keywords

Modular and integration testing of the system components showed excellent results and did not
reveal any problems.

6. Conclusions and directions for further investigations

The developed system of automatic monitoring of corporate information leakage makes it possible
to reveal the corporate information leakage as soon as possible and to minimize its consequences. At
present the problem of hacker attacks on companies is very important all over the world. Different
countries are taking measures to protect businesses from attacks by intruders in the digital space.
However, the companies should take care of data security themselves.

The proposed development will be expanded in order to cover new sources of information (hacker
forums, shadow Telegram channels, etc.). For some companies (design, design bureaus) graphic
information is of primary importance. In further research it is necessary to investigate mathematical
methods of similarity detection for graphic, audio, video files.



81
IIponos:xenns Jlonatky A

7. References

[1] R. Kirdat, N. Mokal, J. Mokal, A. Parkar, R. Shahabade. “Data Leakage Detection and File
Monitoring in Cloud Computing” Internetional Journal of Advance Research, Ideas and
Innovations in Technology. Volume 4, Issue 2, 2018. pp. 859-866.

[2] R. Naik and M. N. Gaonkar, "Data Leakage Detection in cloud using Watermarking
Technique," 2019 International Conference on Computer Communication and Informatics
(ICCCI), 2019, pp. 1-6, doi: 10.1109/ICCC1.2019.8821894.

[3] Chang, S.-H., Mallissery, S., Hsieh, C.-H., & Wu, Y.-S. (2018). Hypervisor-Based Sensitive
Data Leakage Detector. 2018 IEEE International Conference on Software Quality, Reliability
and Security (QRS). pp. 155-162. doi:10.1109/qrs.2018.00029

[4] Tuan, L.H., Cam, N.T. & Pham, VH. Enhancing the accuracy of static analysis for detecting
sensitive data leakage in Android by using dynamic analysis. Cluster Comput 22, 1079-1085
(2019). https://doi.org/10.1007/s10586-017-1364-8

[5] G. Kul, S. Upadhyaya and V. Chandola, "Detecting Data Leakage from Databases on Android
Apps with Concept Drift," 2018 17th IEEE International Conference On Trust, Security And
Privacy In Computing And Communications/ 12th IEEE International Conference On Big Data
Science And  Engineering (TrustCom/BigDataSE), 2018, pp. 905-913, doi:
10.1109/TrustCom/BigDataSE.2018.00129.

[6] R. Baeza-Yates, B. Ribeiro-Neto. Modern information retrieval: The Concepts and Technology
behind Search (2nd Edition). ACM Press Books, 2011. pp. 53-55.

[7] C.T.Meadow, R. B.Bert, H. K.Donald. TextInformationRetrievalSystems, 2017. Print.

[8] S. Dominich. Connectionist interaction information retrieval. In: Information processing &
management. 2003. pp. 167-193.

[9] Welcome to Stem! URL: https://stem.torproject.org/




Honarok b Jlicrunr ¢gainy docker-compose.prod.yaml

services:
traefik:
image: traefik:v2.11
container_name: traefik
restart: unless-stopped
command:
- --providers.docker=true
- —-providers.docker.exposedbydefault=false
- —-entrypoints.web.address=:80
- —-entrypoints.websecure.address=:443
- —-entrypoints.web.http.redirections.entrypoint.to=websecure
- --entrypoints.web.http.redirections.entrypoint.scheme=https
- --api.dashboard=true
- --log.level=INFO
- --accesslog=true
- --certificatesresolvers.letsencrypt.acme.email=${ACME_EMAIL}
- --certificatesresolvers.letsencrypt.acme.storage=/letsencrypt/acme.json
- --certificatesresolvers.letsencrypt.acme.httpchallenge=true
- --certificatesresolvers.letsencrypt.acme.httpchallenge.entrypoint=web
ports:
- "80:80"
-"443:443"
volumes:
- Ivar/run/docker.sock:/var/run/docker.sock:ro
- traefik-certificates:/letsencrypt
networks:
- monitoring
labels:
- "traefik.enable=true"
- "traefik.http.routers.dashboard.rule=Host( traefik. 5{DOMAIN})"
- "traefik.http.routers.dashboard.entrypoints=websecure"
- "traefik.http.routers.dashboard.ils.certresolver=letsencrypt"
- "traefik.http.routers.dashboard.service=api@internal”
- "traefik.http.routers.dashboard.middlewares=dashboard-auth"
- "traefik.http.middlewares.dashboard-auth.basicauth.users=${DASHBOARD_AUTH}"
grafana:
image: grafana/grafana:11.3.1
container_name: grafana
restart: unless-stopped
environment:
- GF_SECURITY_ADMIN_PASSWORD=${GRAFANA_PASSWORD:-admin}
- GF_PATHS_PROVISIONING=/etc/grafana/provisioning
- GF_LOG_LEVEL-=info
volumes:
- grafana-data:/var/lib/grafana
- ./grafana/provisioning:/etc/grafana/provisioning
networks:
- monitoring
- telemetry
labels:
- "traefik.enable=true"
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- "traefik.http.routers.grafana.rule=Host( grafana.${DOMAIN}")
- "traefik.http.routers.grafana.entrypoints=websecure"
- "traefik.http.routers.grafana.tls.certresolver=letsencrypt"
- "traefik.http.services.grafana.loadbalancer.server.port=3000"
loki:
image: grafana/loki:3.3.1
container_name: loki
restart: unless-stopped
command: -config.file=/etc/loki/config.yml
volumes:
- ./loki/config.yml:/etc/loki/config.yml
- loki-data:/loki
networks:
- telemetry
tempo:
image: grafana/tempo:2.6.1
container_name: tempo
restart: unless-stopped
command: -config.file=/etc/tempo/config.yml
volumes:
- .Itempo/config.yml:/etc/tempo/config.yml
- tempo-data:/var/tempo
networks:
- telemetry
prometheus:
image: prom/prometheus:v3.0.1
container_name: prometheus
restart: unless-stopped
command:
- '--config.file=/etc/prometheus/prometheus.yml’
- '--storage.tsdb.path=/prometheus'
- '--web.console.libraries=/usr/share/prometheus/console_libraries'
- '--web.console.templates=/usr/share/prometheus/consoles’
- '--web.enable-remote-write-receiver'
volumes:
- ./Jprometheus/prometheus.yml:/etc/prometheus/prometheus.yml
- prometheus-data:/prometheus
networks:
- monitoring
- telemetry
labels:
- "traefik.enable=true"

- "traefik.http.routers.prometheus.rule=Host( prometheus.${DOMAIN}")"

- "traefik.http.routers.prometheus.entrypoints=websecure"
- "traefik.http.routers.prometheus.tls.certresolver=letsencrypt"

- "traefik.http.services.prometheus.loadbalancer.server.port=9090"

- "traefik.http.routers.prometheus.middlewares=dashboard-auth"
alloy:
image: grafana/alloy:v1.5.1
container_name: alloy
restart: unless-stopped
command:
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- run
- --server.http.listen-addr=0.0.0.0:12345
- --storage.path=/var/lib/alloy/data
- letc/alloy/config.alloy
volumes:
- .Jalloy/config.alloy:/etc/alloy/config.alloy
- alloy-data:/var/lib/alloy/data
- Ivar/run/docker.sock:/var/run/docker.sock:ro
networks:
- telemetry
demo-app:
build:
context: ./demo-app
dockerfile: Dockerfile
container_name: demo-app
restart: unless-stopped
working_dir: /app
command: ["uvicorn", "app:app", "--host", "0.0.0.0", "--port", "8000", "--no-access-log"]
volumes:
- ./demo-app:/app
networks:
- monitoring
- telemetry
labels:
- "traefik.enable=true"
- "traefik.http.routers.demo-app.rule=Host('demo.${DOMAIN}")"
- "traefik.http.routers.demo-app.entrypoints=websecure"
- "traefik.http.routers.demo-app.tls.certresolver=letsencrypt"
- "traefik.http.services.demo-app.loadbalancer.server.port=8000"

networks:
monitoring:
driver: bridge
name: monitoring-network
telemetry:
driver: bridge
name: telemetry-network

volumes:

traefik-certificates:

name: traefik-certificates
grafana-data:

name: grafana-data
loki-data:

name: loki-data
tempo-data:

name: tempo-data
prometheus-data:

name: prometheus-data
alloy-data:

name: alloy-data
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Demo FastAPI application with observability and simulated authentication
import asyncio

import json

import logging

import os

import random

import sys

import time

import uuid

from contextlib import asynccontextmanager
from typing import Optional

from fastapi import FastAPI, Form, Request, Response, status

from fastapi.responses import HTMLResponse, RedirectResponse

from itsdangerous import BadSignature, URLSafeTimedSerializer

from prometheus_client import Counter, Histogram, generate_latest, CONTENT_TYPE_LATEST
from opentelemetry import trace

from opentelemetry.exporter.otlp.proto.http.trace_exporter import OTLPSpanExporter
from opentelemetry.instrumentation.fastapi import FastAPIlInstrumentor

from opentelemetry.sdk.resources import Resource

from opentelemetry.sdk.trace import TracerProvider

from opentelemetry.sdk.trace.export import BatchSpanProcessor

from opentelemetry.trace import Status, StatusCode

#
# Configuration

#

SERVICE_NAME = os.getenv("SERVICE_NAME", "demo-app")

APP_SECRET = os.getenv("APP_SECRET", "change-me-in-production-please")
DEMO_PASSWORD = os.getenv("DEMO_PASSWORD", "password123")

COOKIE_SECURE = os.getenv("COOKIE_SECURE", "false").lower() == "true"
LOGIN_TIMEOUT_SECONDS = int(os.getenv("LOGIN_TIMEOUT_SECONDS", "25"))
DB_BASE_MS = int(os.getenv("DB_BASE_MS", "100"))

DB_PER_CHAR_MS = int(os.getenv("DB_PER_CHAR_MS", "1000")) # 1 second per character
DB_MAX_MS = int(os.getenv("DB_MAX_MS", "25000"))

OTEL_ENDPOINT = os.getenv("OTEL_EXPORTER_OTLP_ENDPOINT", "http://alloy:4318")

# Simple user database (in-memory)
USERS ={
"admin": DEMO_PASSWORD,
"user": DEMO_PASSWORD,

#
# Logging Setup (JSON structured)

#

class JSONFormatter(logging.Formatter):
""Custom JSON formatter for structured logging

85
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def format(self, record):
log_data ={
"timestamp": self.formatTime(record, self.datefmt),
"level": record.levelname,
"message": record.getMessage(),
"service.name": SERVICE_NAME,

# Add extra fields if present
if hasattr(record, "request_id"):
log_data["request_id"] = record.request_id
if hasattr(record, "trace_id"):
log_data["trace_id"] = record.trace_id
if hasattr(record, "span_id"):
log_data["span_id"] = record.span_id
if hasattr(record, "client_ip"):
log_data["client_ip"] = record.client_ip
if hasattr(record, "method"):
log_data["method"] = record.method
if hasattr(record, "path"):
log_data["path"] = record.path
if hasattr(record, "status_code"):
log_data["status_code"] = record.status_code
if hasattr(record, "duration_ms"):
log_data["duration_ms"] = record.duration_ms
if hasattr(record, "user_agent"):
log_data["user_agent"] = record.user_agent
if hasattr(record, "event"):
log_data["event"] = record.event
if hasattr(record, "username"):
log_data["username"] = record.username
if hasattr(record, "result"):
log_data["result"] = record.result
if hasattr(record, "payload_size_bytes"):
log_data["payload_size_bytes"] = record.payload_size_bytes
if hasattr(record, "db_sleep_ms"):
log_data["db_sleep_ms"] = record.db_sleep_ms
if hasattr(record, "http_referer"):
log_data["http_referer"] = record.http_referer
if hasattr(record, "note_length"):
log_data["note_length"] = record.note_length
if hasattr(record, "password_length"):
log_data["password_length"] = record.password_length
if hasattr(record, "username_length"):
log_data["username_length"] = record.username_length
if hasattr(record, "user_exists"):
log_data["user_exists"] = record.user_exists
if hasattr(record, "timeout_seconds"):
log_data["timeout_seconds"] = record.timeout_seconds
if hasattr(record, "has_session_cookie"):
log_data["has_session_cookie"] = record.has_session_cookie
if hasattr(record, "endpoint"):



log_data["endpoint"] = record.endpoint
if hasattr(record, "note"):
log_data["note"] = record.note

return json.dumps(log_data)

# Configure root logger

logger = logging.getLogger()
logger.setLevel(logging.INFO)

handler = logging.StreamHandler(sys.stdout)
handler.setFormatter(JSONFormatter())
logger.handlers = [handler]

app_logger = logging.getLogger(__name__)
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#
# Prometheus Metrics

#

http_requests_total = Counter(
"http_requests_total",
"Total HTTP requests”,
['method", "path", "status"]

http_request_duration_seconds = Histogram(
"http_request_duration_seconds",
"HTTP request duration in seconds",
['method", "path"]

login_attempts_total = Counter(
"login_attempts_total",
"Total login attempts",
["result"]

authz_denied_total = Counter(
"authz_denied_total",
"Total authorization denials"

db_simulated_query_duration_seconds = Histogram(

"db_simulated_query_duration_seconds",
"Simulated DB query duration"

db_simulated_query_payload_bytes = Histogram(

"db_simulated_query_payload_bytes",
"Simulated DB query payload size",

buckets=[100, 500, 1000, 5000, 10000, 50000, 100000, 500000, 1000000]
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#
# OpenTelemetry Setup

#

def setup_tracing():
""Initialize OpenTelemetry tracing
resource = Resource.create({"service.name": SERVICE_NAME})

provider = TracerProvider(resource=resource)

# OTLP HTTP exporter
# Explicitly specify the full traces endpoint

traces_endpoint = f'{OTEL_ENDPOINT}/v1/traces" if not OTEL_ENDPOINT.endswith("/v1/traces") else

OTEL_ENDPOINT
otlp_exporter = OTLPSpanExporter(
endpoint=traces_endpoint

provider.add_span_processor(BatchSpanProcessor(otlp_exporter))
trace.set_tracer_provider(provider)

app_logger.info("OpenTelemetry tracing initialized", extra={
"event": "startup.tracing”,
"endpoint"; traces_endpoint

)

tracer = trace.get_tracer(__name__)

#

# Session Management

#

serializer = URLSafeTimedSerializer(APP_SECRET)

def create_session_cookie(username: str) -> str:
"""Create a signed session cookie™"
return serializer.dumps({"username": username})

def verify_session_cookie(cookie: Optional[str]) -> Optional[str]:
"""Verify session cookie and return username if valid™"
if not cookie:
return None
try:
data = serializer.loads(cookie, max_age=3600) # 1 hour expiry
return data.get("username")
except BadSignature:
return None

#

# Simulated Database

#

async def simulate_db_query(username: str, password: str, note: str) -> bool:
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Simulate a database query with latency that grows with character count.
Each character in the note adds DB_PER_CHAR_MS (default 1 second).
Returns True if credentials are valid.

span = trace.get_current_span()

# Calculate payload size (bytes for metrics, chars for latency)
payload_bytes = len(username.encode("utf-8")) + len(password.encode("utf-8")) + len(note.encode("utf-8"))
total_chars = len(note) # Only count 'note' field for dramatic effect

# Calculate sleep time based on character count: 1 char = +1 second (dramatic for demos)
jitter = random.randint(-50, 50)

sleep_ms = DB_BASE_MS + (total_chars * DB_PER_CHAR_MS) + jitter

sleep_ms = min(sleep_ms, DB_MAX_MS)

sleep_ms = max(sleep_ms, 0)

# Record metrics
db_simulated_query_payload_bytes.observe(payload_bytes)

# Create a child span for DB query

with tracer.start_as_current_span("db.query.simulated") as db_span:
db_span.set_attribute("db.system", "simulated")
db_span.set_attribute("db.operation", "SELECT")
db_span.set_attribute("payload.size_bytes", payload_bytes)
db_span.set_attribute("payload.chars", total_chars)

db_span.set_attribute("sleep.ms", sleep_ms)
start_time = time.time()

# Simulate async DB query
await asyncio.sleep(sleep_ms / 1000.0)

duration = time.time() - start_time
db_simulated_query_duration_seconds.observe(duration)

# Check credentials
is_valid = username in USERS and USERS[username] == password

db_span.set_attribute("auth.result", "success" if is_valid else "fail")

return is_valid

#
# HTML Templates
#

LOGIN_PAGE_TEMPLATE = """
<IDOCTYPE html>

<html lang="en">

<head>
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<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Login - Demo App</title>
<script src="https://cdn.tailwindcss.com"></script>
</head>
<body class="bg-gradient-to-br from-blue-50 to-indigo-100 min-h-screen flex items-center justify-center p-4">
<div class="bg-white rounded-lg shadow-xI p-8 max-w-md w-full">
<div class="text-center mb-8">
<h1 class="text-3xl font-bold text-gray-800 mb-2">Demo Application</h1>
<p class="text-gray-600">Observability Stack Login</p>
</div>

{error_banner}

<form method="POST" action="/login" class="space-y-6">
<div>

<label for="username" class="block text-sm font-medium text-gray-700 mb-2">Username</label>

<input
type="text"
id="username"
name="username"
required
class="w-full px-4 py-2 border border-gray-300 rounded-Ig focus:ring-2 focus:ring-blue-500 focus:border-

transparent"

placeholder="Enter username"
>

</div>

<div>

<label for="password" class="block text-sm font-medium text-gray-700 mb-2">Password</label>

<input
type="password"
id="password"
name="password"
required
class="w-full px-4 py-2 border border-gray-300 rounded-Ig focus:ring-2 focus:ring-blue-500 focus:border-

transparent"

placeholder="Enter password"
>

</div>

<div>
<label for="note" class="block text-sm font-medium text-gray-700 mb-2">

Extra Context <span class="text-gray-400 text-xs">(optional - simulated database load)</span>
</label>

<textarea
id="note"
name="note"
rows="4"
class="w-full px-4 py-2 border border-gray-300 rounded-Ig focus:ring-2 focus:ring-blue-500 focus:border-
transparent”
placeholder="Add text here to simulate slow database queries..."
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></textarea>
<div class="mt-2 p-3 bg-amber-50 border-I-4 border-amber-400 rounded">
<div class="flex items-start">
<svg class="w-5 h-5 text-amber-600 mt-0.5 mr-2 flex-shrink-0" fill="currentColor" viewBox="0 0 20 20">
<path fill-rule="evenodd" d="M8.257 3.099c.765-1.36 2.722-1.36 3.486 015.58 9.92¢.75 1.334-.213
2.98-1.742 2.98H4.42¢-1.53 0-2.493-1.646-1.743-2.9815.58-9.92zM11 132110 11-201 1 0 012 0zm-1-8a1 1 0 00-1
1v3a1 1 0 002 0V6a1 1 0 00-1-1z" clip-rule="evenodd"></path>
</svg>
<div class="text-xs text-amber-800">
<p class="font-semibold"> 4 Performance Impact:</p>
<p class="mt-1"><strong>Each character = +1 second</strong> database query time</p>
<p class="mt-1">+ 5 chars — 5 second delay</p>
<p>+ 10 chars — 10 second delay</p>
<p>+ 20+ chars — Request timeout (25s)</p>
</div>
</div>
</div>
</div>

<button
type="submit"
class="w-full bg-blue-600 hover:bg-blue-700 text-white font-semibold py-3 px-4 rounded-Ig transition duration-

200 shadow-md hover:shadow-Ig"

>
Sign In

</button>

</form>

<div class="mt-6 text-center text-sm text-gray-600">
<p>Demo credentials: <code class="bg-gray-100 px-2 py-1 rounded">admin</code> / <code class="bg-gray-100
px-2 py-1 rounded">password123</code></p>
</div>
</div>
</body>
</html>

PROTECTED_PAGE_TEMPLATE ="""
<IDOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>Protected Area - Demo App</title>
<script src="https://cdn.tailwindcss.com"></script>
</head>
<body class="bg-gradient-to-br from-green-50 to-emerald-100 min-h-screen flex items-center justify-center p-4">
<div class="bg-white rounded-lg shadow-xI p-8 max-w-md w-full">
<div class="text-center mb-8">
<div class="inline-flex items-center justify-center w-16 h-16 bg-green-100 rounded-full mb-4">
<svg class="w-8 h-8 text-green-600" fill="none" stroke="currentColor" viewBox="0 0 24 24">
<path stroke-linecap="round" stroke-linejoin="round" stroke-width="2" d="M5 13I4 4L19 7"></path>
</svg>
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</div>
<h1 class="text-3xl font-bold text-gray-800 mb-2">Welcome, {username}!</h1>
<p class="text-gray-600">You have successfully authenticated</p>
</div>

<div class="bg-blue-50 border-I-4 border-blue-500 p-4 mb-6">
<div class="flex">
<div class="flex-shrink-0">
<svg class="h-5 w-5 text-blue-500" fill="currentColor" viewBox="0 0 20 20">
<path fill-rule="evenodd" d="M18 10a8 8 0 11-16 0 8 8 0 0116 0zm-7-4a11011-201 1 0 012 0zM9 9a1
10000 2v3a1 10001 1h1a1 10 100-2v-3a1 1 0 00-1-1H9Z" clip-rule="evenodd"></path>
</svg>
</div>
<div class="m|-3">
<p class="text-sm text-blue-700">
This is a protected area. Access is logged and monitored for security purposes.
</p>
</div>
</div>
</div>

<div class="space-y-4">
<div class="bg-gray-50 rounded-Ig p-4">
<h3 class="font-semibold text-gray-700 mb-2">®, Observability Features:</h3>
<ul class="text-sm text-gray-600 space-y-1">
<li>v Structured JSON logging</li>
<li>v Distributed tracing (OpenTelemetry)</li>
<li>v Prometheus metrics</li>
<li>v Request correlation</li>
</ul>
</div>

<form method="POST" action="/logout" class="w-full">
<button
type="submit"
class="w-full bg-gray-600 hover:bg-gray-700 text-white font-semibold py-3 px-4 rounded-Ig transition
duration-200"
>
Sign Out
</button>
</form>
</div>
</div>
</body>
</html>

def render_login_page(error: Optional[str] = None) -> str:
""Render the login page with optional error message
error_banner =""

if error:
error_banner = f""
<div class="bg-red-50 border-I-4 border-red-500 p-4 mb-6">
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<div class="flex">
<div class="flex-shrink-0">
<svg class="h-5 w-5 text-red-500" fill="currentColor" viewBox="0 0 20 20">
<path fill-rule="evenodd" d="M10 18a8 8 0 100-16 8 8 0 000 16zM8.707 7.293a1 1 0 00-1.414
1.4141.8.586 101-1.293 1.293a1 1 0 101.414 1.414L10 11.41411.293 1.293a1 1 0 001.414-1.414L11.414 1011.293-
1.293a1 1 0 00-1.414-1.414L10 8.586 8.707 7.293z" clip-rule="evenodd"></path>
</svg>
</div>
<div class="m|-3">
<p class="text-sm text-red-700 font-medium">{error}</p>
</div>
</div>
</div>

return LOGIN_PAGE_TEMPLATE.replace("{error_banner}", error_banner)

def render_protected_page(username: str) -> str:
"""Render the protected page™"
return PROTECTED_PAGE_TEMPLATE.replace("{username}", username)

#
# Middleware
#

@asynccontextmanager
async def lifespan(app: FastAPI):
"""Application lifespan events™"
setup_tracing()
app_logger.info("Application starting", extra={"event": "startup"})
yield
app_logger.info("Application shutting down", extra={"event": "shutdown"})

app = FastAPI(title="Demo App", lifespan=lifespan)

# Instrument FastAPI with OpenTelemetry
FastAPlInstrumentor.instrument_app(app)

def get_client_ip(request: Request) -> str:
""Get real client IP, accounting for reverse proxy headers™"
# Check for X-Forwarded-For header (set by reverse proxies like Traefik)
forwarded_for = request.headers.get("X-Forwarded-For")
if forwarded_for:
# X-Forwarded-For can contain multiple IPs, take the first one (original client)
return forwarded_for.split(",")[0].strip()

# Fallback to X-Real-IP
real_ip = request.headers.get("X-Real-IP")
if real_ip:

return real_ip

# Last resort: direct connection IP
return request.client.host if request.client else "unknown"
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@app.middleware("http")
async def logging_middleware(request: Request, call_next):
""Add request ID, logging, and metrics to all requests"™
request_id = str(uuid.uuid4())
start_time = time.time()

# Add request ID to request state
request.state.request_id = request_id

# Get trace context

span = trace.get_current_span()
trace_id = None

span_id = None

if span and span.get_span_context().is_valid:
trace_id = format(span.get_span_context().trace_id, "032x")
span_id = format(span.get_span_context().span_id, "016x")

# Process request
response = await call_next(request)

# Add request ID header
response.headers["'X-Request-1d"] = request_id

# Calculate duration
duration_ms = (time.time() - start_time) * 1000

# Get client info
client_ip = get_client_ip(request)
user_agent = request.headers.get("user-agent", "unknown")

# Log request

log_extra = {
"request_id": request_id,
"client_ip": client_ip,
"method": request.method,
"path": request.url.path,
"status_code": response.status_code,
"duration_ms": round(duration_ms, 2),
"user_agent": user_agent,

if trace_id:
log_extra["trace_id"] = trace_id
log_extra["span_id"] = span_id

app_logger.info(f'{request.method} {request.url.path} - {response.status_code}", extra=log_extra)

# Record metrics

http_requests_total.labels(
method=request.method,
path=request.url.path,
status=response.status_code
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).inc()

http_request_duration_seconds.labels(
method=request.method,
path=request.url.path

).observe(duration_ms / 1000.0)

return response

#
# Routes
#

@app.get("/", response_class=HTMLResponse)

async def login_page():
""Render the login page
return render_login_page()

@app.post("/login”, response_class=HTMLResponse)
async def login(

request: Request,

username: str = Form(_..),

password: str = Form(...),

note: str = Form(default="")

"""Handle login submission with simulated DB and timeout""
client_ip = get_client_ip(request)

user_agent = request.headers.get("user-agent", "unknown")
request_id = request.state.request_id

# Get trace context
span = trace.get_current_span()
trace_id = None
if span and span.get_span_context().is_valid:
trace_id = format(span.get_span_context().trace_id, "032x")

# Calculate payload size
payload_size = len(username.encode("utf-8")) + len(password.encode("utf-8")) + len(note.encode("utf-8"))

# Create auth span

with tracer.start_as_current_span("auth.verify_credentials") as auth_span:
auth_span.set_attribute("username", username)
auth_span.set_attribute("payload.size_bytes", payload_size)

try:
# Wrap DB query with timeout
is_valid = await asyncio.wait_for(
simulate_db_query(username, password, note),
timeout=LOGIN_TIMEOUT_SECONDS

if is_valid:
# Success
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auth_span.set_status(Status(StatusCode.OK))
login_attempts_total.labels(result="success").inc()

# Calculate actual sleep time for logging (same formula as simulate_db_query)
total_chars = len(note)
sleep_ms = min(

DB_BASE_MS + (total_chars * DB_PER_CHAR_MS),

DB_MAX_MS

app_logger.info("Login successful", extra={
"event": "auth.login",
"request_id": request_id,
"trace_id": trace_id,
"username": username,
"result": "success",
"payload_size_bytes": payload_size,
"db_sleep_ms": round(sleep_ms, 2),
"client_ip": client_ip,
"user_agent": user_agent,
"http_referer": request.headers.get("referer”, "direct"),
"note_length": len(note),
"password_length": len(password),
"username_length": len(username),

)

# Create session cookie
session_cookie = create_session_cookie(username)
response = RedirectResponse(url="/protected", status_code=status.HTTP_303_SEE_OTHER)
response.set_cookie(
key="session",
value=session_cookie,
httponly=True,
secure=COOKIE_SECURE,
samesite="lax",
max_age=3600
)
return response
else:
# Invalid credentials
auth_span.set_status(Status(StatusCode.ERROR, "Invalid credentials"))
login_attempts_total.labels(result="fail").inc()

app_logger.warning("Login failed - invalid credentials", extra={
"event": "auth.login",
"request_id": request_id,
"trace_id": trace_id,
"username": username,
"result": "fail",
"payload_size_bytes": payload_size,
"client_ip": client_ip,
"user_agent": user_agent,
"http_referer": request.headers.get("referer", "direct"),
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"note_length": len(note),
"password_length": len(password),
"username_length": len(username),
"user_exists": username in USERS,

)

return HTMLResponse(
content=render_login_page(error="Invalid username or password"),
status_code=status.HTTP_401_UNAUTHORIZED

except asyncio.TimeoutError:
# Timeout
auth_span.set_status(Status(StatusCode.ERROR, "Request timeout"))
auth_span.add_event("timeout", {"timeout_seconds": LOGIN_TIMEOUT_SECONDS})
login_attempts_total.labels(result="timeout").inc()

app_logger.error("Login timeout", extra={
"event": "auth.login”,
"request_id": request_id,
"trace_id": trace_id,
"username": username,
"result": "timeout",

"payload_size_bytes": payload_size,
"timeout_seconds": LOGIN_TIMEOUT_SECONDS,
"client_ip™: client_ip,

"user_agent": user_agent,

"http_referer": request.headers.get("referer", "direct"),
"note_length": len(note),

"password_length": len(password),
"username_length": len(username),

)

return HTMLResponse(
content=render_login_page(
error=f"Request timed out after {LOGIN_TIMEOUT_SECONDS} seconds. Try with less data."

),
status_code=status.HTTP_504_GATEWAY_TIMEOUT

@app.get("/protected"”, response_class=HTMLResponse)

async def protected_page(request: Request):
""Protected page that requires authentication
session_cookie = request.cookies.get("session")
username = verify_session_cookie(session_cookie)

if not username:
# Unauthorized
authz_denied_total.inc()

client_ip = get_client_ip(request)
user_agent = request.headers.get("user-agent", "unknown")
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app_logger.warning("Authorization denied - invalid session", extra={
"event": "auth.denied",
"request_id": request.state.request_id,
"path": "/protected”,
"client_ip": client_ip,
"user_agent": user_agent,
"http_referer": request.headers.get("referer", "direct"),
"has_session_cookie": "session" in request.cookies,

)

return RedirectResponse(url="/", status_code=status.HTTP_303_SEE_OTHER)

return render_protected_page(username)

@app.post("/logout")

async def logout():
""Clear session and redirect to login
response = RedirectResponse(url="/", status_code=status. HTTP_303_SEE_OTHER)
response.delete_cookie(key="session")
return response

@app.get("/metrics")
async def metrics():
""Prometheus metrics endpoint™"
return Response(content=generate_latest(), media_type=CONTENT_TYPE_LATEST)

@app.get("/health")
async def health():
"""Health check endpoint™
return {"status™: "healthy", "service": SERVICE_NAME}
if _name__ =="__main__":
import uvicorn
uvicorn.run(
"app:app",
host="0.0.0.0",
port=8000,
log_config=None, # Disable uvicorn's logging, we handle it



