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AHOTAIISA

Y A0CKOHAJICHHS CHCTEMHU KiOep3aXHCTy OCBITHBOTO LIEHTPY 13 BUKOPUCTAHHSIM
BiIKpUTUX 1HCTpyMeHTiB // OP «Marictp» // JlacriBka ['anuna IBaniBHa //
TepHomiNbCbKUI HallOHANBHUN TEXHIYHUN yHiBepcuteT iMeHl [Bana Ilymros,
bakyJIbTeT KOMII I0TepHO-1HPOpMAIIHHUX CHUCTEM 1 MporpamMHoi iHxkeHepii, kadeapa
kibepoOesneku, rpyna Cbms-61 // Tepromins, 2025 // C. 84, puc. — 19, tadn. — 24,

kpeci. — 18, nomar. — 1.

KirouoBi cnoBa: kibepOesneka, 1HPOPMALIIHO-KOMYHIKAI[IiHI ~CUCTEMH,

Ki0ep3axucT, arperaTop Bpa3jIuBOCTEH, BIAKPUTI IHCTpyMEHTH ayauty, Python.

VY kBami@ikauiiHii poOOTI Marictpa po3po0JIeHO pllieHHs 0araTopiBHEBOTO
3aXHCTy, Ha OCHOBI IHTErpallii Cy4yacCHUX METOIB aHali3y Bpa3JIMBOCTEH, CHCTEM
YIpaBIIHHS MOJISMUA O€3MEKH Ta XMAPHUX PIIIEHb, 3ACTOCYBAHHS SIKOTO IT1IBUILIMIIO
3aranbHuil  piBeHb kiOepctiiikocti IKC Ientpy 1mmdpoBoi Tpanchopmartii
UYepHIBEIILKOTO HAI[IOHAILHOTO yHIBepcuTeTy 1MeHi [Opis ®enpkoBuua, 110
BiJMOB11a€e MixkHapoaHuM ctanaaptam ENISA 2024 ta ISO/IEC 27001:2022.

VY mepmomy posauii podotu posrisHyTa OaratopiBHeBa apxiTektypa IKC
Hentpy. JocnipxeHo MexaHi3MU MKU(PPYBAHHS, MOHITOPUHTY i KOHTPOJIIO AOCTYITY
710 TIOKaJIbHUX CEPBEPHUX MOTYKHOCTEH Ta XmMapHux cepBiciB Google Workspace.

VY npyromy po3nuli MpOBENEHUN aHalli3 Cy4YacHHX BIJKPUTUX 1HCTPYMEHTIB
ayauty iHdopMailiitHoi Oe3neku Ta BUKOHaHUW mepBUHHUM ayauT Oesneku I[KC
LlenTpy, BUSBJICHI BPAa3IUBOCTI Ta BU3HAYEHI IIJISIXH 1X YCYHEHHS.

VY TperboMy po3IiIi 3a JOMOMOTOK PO3POOJEHOI0 arperaropa Bpas3IMBOCTEH
OyJI0O MpoOBEACHO MOBTOpPHE (iHAIBHE CKaHyBaHHS Ta MoHiTOpuHr oOesneku IKC
LlenTpy micias BIPOBAKEHHS METOJIB 3aXUCTy, PE3YJIbTaTH SIKOTO MiATBEPKYIOThH
3HaYHE TOKpAIIEHHS CTaHy KiOep3axucTy.

Pesynbratn Bukopuctanns Bigkputux cuctem (Wazuh, ELK Stack) y
nmoenHanHi 3 xmapHumu ceppicamu Google Workspace, Takox miaTBepawm i

€KOHOMIYHY JOIIbHICTh 3aCTOCYBaHHS TaKUX PIllICHb.



ABSTRACT

Improvement of the Cybersecurity System of the Educational Center Using
Open Tools // Thesis of educational level "Master"// Halyna Lastivka // Ternopil Ivan
Puluj National Technical University, Faculty of Computer Information Systems and
Software Engineering, Department of Cybersecurity, group Cbm3-61 // Ternopil,
2025 // p. 84, figs. 19, tbls 24, drws. 18, apps. — 1.

Keywords: cybersecurity, information and communication systems, cyber

defense, vulnerability aggregator, open audit tools, Python.

The master's thesis develops a multi-level protection solution based on the
integration of modern vulnerability analysis methods, security event management
systems, and cloud solutions. Implementation of this solution has increased the
overall level of cyber resilience of the ICS of the Digital Transformation Center at
Yuriy Fedkovych Chernivtsi National University, which complies with international
standards ENISA 2024 and ISO/IEC 27001:2022.

The first section of the work provides an overview of the multi-level architecture
of the Center's ICS. The implemented mechanisms for encryption, monitoring, and
control of access to local server capacities and Google Workspace cloud services are
examined.

In the second section, an analysis of modern open information security audit
tools is conducted, and an initial security audit of the Center's ICS is performed,
vulnerabilities are identified, and ways to eliminate them are determined.

In the third section, using the developed vulnerability aggregator, a final rescan
and security monitoring of the Center's ICS was performed after the implementation
of protection methods, the results of which confirm a significant improvement in the
state of cyber protection.

In addition, the results of using open systems (Wazuh, ELK Stack) in
combination with Google Workspace cloud services also confirmed the economic

feasibility of such solutions.
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BCTYII

AKTyaJIbHiCTh. Y cydacHHX ymoBax IH(poBoi TpaHchopmallii CyCHmibCTBa
iHpopMmariiiina Oe3neka HaOyBa€ CTpaTEriyHOTO 3HAYEHHS JJi1 CTaOUIBHOTO
(YHKI[IOHYBaHHSI OCBITHIX, HAyKOBHX Ta aJMIHICTPATUBHUX CTPYKTYp. 3pPOCTaHHS
00CsTIB JaHUX, MONIUPEHHS XMapHUX CEPBICIB 1 BIAJAICHOTO JOCTYIy CTBOPIOIOTH
HOBI BUKIUKHM HJis KiOep3axucty iHdopMamiiiHo-komyHikamiiuux cucrem (IKC).
Oco6MBOi aKTYalTbHOCTI TUTAHHS 0€3TMeKH Ha0yBalOTh y 3aKiiajaxX BUIIOI OCBITH, JI¢
OJIHOYAaCHO (YHKIIIOHY€E BEJIMKa KUIBKICTh KOPUCTYBadiB, CEpBEpiB, 0a3 JaHUX Ta
MEpEKEBUX BY3IIB.

3riiHo 3 JOCHIKeHHSIMH €Bporneiicbkoro areHTcTBa 3 Kidepoesneku (ENISA)
[1], monan 80% iHIMIEHTIB y cdepl OCBITU MOB’s3aHl 3 JIOJACHKUM (hakTopom,
HEMPaBUJIbHUM HAJIAIITYBaHHSAM JIOCTYINIB 200 BHUKOPUCTAHHSM 3aCTapuUIMX BEpCiid
nporpaMHoro 3abesnedeHHs. JogaTkoBo, 3a ganumu 3BiTy Cybersecurity Education
Sector Threat Landscape 2024, 3akiaau OCBITU Jie/lajii 4acTillle CTalOTh 00’ €KTOM
atak Ty ransomware, phishing Ta DDoS [2-4]. Lle Bumarae cucteMHOro miaxomy
710 aHaJI13y BPa3JIMBOCTEN 1 PO3POOJICHHSI METOIIB iX YCYHEHHS.

OpnHuM 13 KITI0YOBUX 00’ €KTIB HociikeHHs y uid cepi € IKC-inppactpykrypa
Heutpy mudpoBoi Tpancopmariii YepHIBEIBKOTO HaIIOHATBHOTO YHIBEPCUTETY
iMmeni HOpis ®enpkoBuua, sika 3a0e3mnedye peaizailil0 OCBITHIX, HAyKOBUX 1
aJMIHICTPATUBHUX TPOIIECiB Ha 0a31 HU(PPOBUX CEPBICIB.

AKTyanpHICTh TeMU KBami(ikamifHoi poOOTH 3yMOBJIEHA HEOOXITHICTIO
MIJBUILEHHS PIBHS KIOE€P3aXUCTy OCBITHIX 1H(POPMALIMHUX CUCTEM, YAOCKOHAJIEHHS
MEXaHi3MIB MOHITOPUHTY 3arpo3, a TaKOX BIPOBA/KECHHs aJalNTUBHUX METO/IIB
BUSBJICHHS Ta HeWTpamizamii BpasnmuBocted. JlocmimkeHHss 0a3yeTbcs Ha
NPaKTUYHOMY aHaJi31 CTPYKTYpH Ta TexHiyHUX KoMioHeHTiB IKC Llentpy undposoi
TpaHnchopmarlii, MO Ja€ MOXKIMBICTh BUABUTH pEalibHI mpoOsieMu Oe3neku i
OOTpyHTYBaTH €(DEKTUBHI LIJISIXH 1X YCYHEHHS.

MeTta po060TH — YIOCKOHAIUTH PiBEHb 3aXUCTY 1H(HOPMALIITHO-KOMYHIKAIIHHO1

cuctemu llentpy umdpoBoi Tpanchopmaiii YUepHIBENBKOTO HAIIOHAIBHOTO
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yHiBepcuTeTy iMmeHi IOpis dDeapkoBuda, TOOTO pPO3pOOUTH NPAKTUYHI METOAU
YCYHEHHS Bpa3IMBOCTEH 3 ypaXyBaHHSIM CydyaCHUX TE€HACHILIN y cepl Kidep3axucry.
3aBIaHHS XOCTiIKEHHS:

1. 3nmiiicauty anami3z cTpykrypu Ta apxitekrypu IKC Lentpy mudposoi
TpaHcopmarllii YepHIBEIPKOTO HAIllOHANBHOTO  yHiBepcuTery iMeHi IOpis
dennkoBUUa.

2. Ilposectu ominky morounoro piBHs 3axuieHocTi IKC Lentpy nudposoi
TpaHchopmariii.

3. VYaockoHaIUTU cUCTEMY KiOE€P3aXUCTy OCBITHHOTO LIEHTPY.

4. Tlposectu ouiHky piBHs 3axuiieHocti IKC micns ynockoHaneHHs.

O0’exkT pocaimxenHss — iHdopmalliiiHO-KOMYyHIKaliiHa cuctema LleHTpy
g poBoi Tpanchopmarlii YepHiBEIKOTO HaIIOHAJIBLHOTO YHIBepcUuTeTy iMeHi FOpis
denpKoBUYA.

IIpeaMer fgocaiI:KeHHs — Bpa3JIMBOCTI, 3arpo3d Ta METOJIU 3aXUCTY
koMrioHeHTIB IKC-iH(ppacTpyKTypu OCBITHBOI YCTaHOBH.

Metoau [ociigaeHHs BKIIOYAIOTH aHANl3 HOPMATHBHO-NIPABOBOI 0asw,
MOPIBHSUTBHUM aHal3 apXITEeKTYpH MEPEKEBUX CHCTEM, METOIU €TUYHOTO XaKIHTY,
ckanyBaHHs BpaznuBocTed (Nmap, Nessus, Burp Suite, Metasploit), anamiTuuHe
MOJICTFOBAaHHSI PHU3MKIB, & TaKOX METOJW OI[IHIOBAHHS BiJAMOBIJTHOCTI BHMOTaM
mibkHapoauux cranaaptis ISO/IEC 27001, ISO/TEC 27005 Ta NIST SP 800-53.

HaykoBa HOBM3HA moJiirae y peaiizailii 1HTETPOBAHOTO MIAXOIY IOJ0
ycyHeHHs BpasnuBocTted  ocBiTHIX IKC nuisxom  moemHaHHS — TEXHIYHHX,
OpraHizaliifHuX 1 KpUNTorpaiuHUX METO/IIB 3aXUCTY.

IIpakTHyHe 3HAYEHHN TIOJSITAE Y MOXKJIMBOCTI 3aCTOCYBaHHS pE3yJIbTaTiB
poOOTH 11 BAOCKOHAJIGHHA TOJMITUKM  iHQopMariitHoi Oe3neku B IKC-
iHppacTpykTypt Ilentpy uudpoBoi TpaHcopmarlii Ta aHAJOTIYHMX OCBITHIX
3aknamiB Ykpainu. [IpakTudni pe3ynbratu AaHoi KBamiikaidiHoi poOOTH OYyIyTh
CIIPSIMOBaH1 Ha TMIJBUINECHHS PIBHS O€3MEKH OCBITHHOIO HHU(PPOBOTO CEPEAOBUIIIA,
3MEHIIEHHS] PU3UKIB HECAHKI[IOHOBAHOT'O JOCTYMY /10 JaHUX, a TaAKOX (POPMYBaHHS

PEKOMEHIAIIN 1010 OMTUMI3allii MEXaHi3MiB KiOep3axUCTy BIAMOBIIHO IO CyYaCHUX
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cBitoBux cranjaptiB IKC UepHoBelbKOTO HaIIOHAIBLHOTO YHIBepcUTeTy imMeH1 FOpis
®denpKoBUYA.

Amnpobanis pe3yJabTatiB Maricrepcbkoi po6oru. OCHOBHI pe3ylnbTaTu
IIPOBEJCHUX JOCIIPKeHh OOroBOprOBaMCH Ha: IV MikHapoaHii kKoHpepeHIli 3
KiOepririeHu Ta ynpaBiiHHS KOH(MIIKTaMu B TNI00ambHUX 1H(POpMAIITHIUX Mepexax
(M.KuiB, Ykpaina).

Iy6aikanii. OcHOBHI pe3ynbTaTH KBajiikamiiiHoi poOOTH OIMyOIIKOBaHO Y

npatsix kKoHpepenuii (auB. Jomatok A).
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PO3/ILJ 1 IKC-IHOPACTPYKTYPA LHIEHTPY [IU®POBOI
TPAHC®OPMAII YEPHIBEIIbLKOI'O HAIIIOHAJIBHOI'O
YHIBEPCUTETY IMEHI IOPIA ®EJIBKOBUYA

1.1 Xapakrepucruka iHdopmaniliHo-KoMyHIiKaniiiHoi cucremu ILleHTpy

uudgposoi Tpanchopmanii

[adpopmariitHo-komyHikamiitHa cucrema LlenTpy uudpoBoi Tpanchopmarrii
UepHiBelbKOTI0 HalllOHAJILHOTO yHIBepcuTeTy iMeHi FOpis denpkoBrUYa € KIIFOYOBOIO
CKJIaloBOIO  Iu(poBOi  1HGPACTPYKTypH  yHIBEpCcUTETy, 110  3a0e3neuye
dbyHKIIOHYBaHHS  1H(QOpPMAIIIHHUX  CEpBICIB  HABYAJIBHOTO, HAYKOBOIO  Ta
aJIMiHICTPATUBHOIO TNpPU3HAYEHHs. li apXiTekTypa NoOyJ0BaHAa 3 ypaxXyBaHHSIM
MPUHIMIIB MacIITaOOBaHOCTI, HAJIIMHOCTI Ta O€3MEeKH, IO J03BOJISIE MIATPUMYBATH
Oe3MepepBHICT,  OCBITHIX MPOIECIB Ta IHTErpaimil0 3  HallOHAJIBHUMHU 1
MDKHapOJIHUMH LHUPpoBUMH 11aThopmamu [5-7].

Hentp wmdppoBoi TpaHchopMalii BHUCTYNAE CTPYKTYPHUM MHIAPO3ILIIOM
yHIBEpCUTETY, sKui BuKoHye (¢yHkuii ynpaBninas [KC-iadpactpykryporo,
aAMiHICTpYBaHHS  1H(OpMaliiHUX  pecypciB, 3a0e3medeHHs  KiOepOe3neku,
pO3pOOJIEHHST 1 BIPOBAKEHHS HOBITHIX ITM(GPOBUX TEXHOJOTIM y HaBYAIbHHM
nporiec. OCHOBHUMHU HanpsAMamu JisiabHOCTI LleHTpy € miaTpuMka KOpropaTHBHHUX
MEpEKEBUX CEPBICIB, aJMIHICTPYBAaHHS JIOKAIbHUX Mepex (akyJbTeTiB 1 kadenp,
3a0e3nedyeHHs] Oe3MeYHOro MIAKIIOYEHHsT 10 [HTepHeTy, YIpaBIiHHS CHUCTEMaMH
€JIEKTPOHHOTO JOKYMEHTOOOITY, JIUCTAHIIITHOTO HABUYaHHS Ta KOMYHIKAIli MIixX
MIIPO3/1JIaMUA YHIBEPCUTETY.

IKC Ilentpy cknamaeTbcs 3 TphOX OCHOBHHX PIBHIB: 1H(PPACTPYKTYPHOTO
(amapaTHOrO), MPOrpaMHOI0 Ta OpraHizaliitHO-HOPMATUBHOTO.

Ha indpactpykTypHOMY piBHI peasi3oBaHO KOMILUIEKC CEPBEPHUX 1 MEPEKEBUX
pilieHs, Mo 3a0e3neuyroTh 00poOKy, 30epiraHHs Ta nepeaaBaHHs HaHUX. OCHOBY
ctaHOBUThH TpupiBHeBa Cisco-mojioHa apxitektypa (Core-Distribution-Access) [8],
[0 TapaHTy€ BIIMOBOCTINKICTH 1 OaraHCyBaHHS HaBaHTaxxeHHs. PiBensb siapa (Core)

IpeICTaBICHU BUCOKONPOAYKTUBHUMH KomyTaTopamu Cisco Catalyst 9500 Ta
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Arista 7050X, ki 00’€IHYIOTh yC1 KOPIYCH YHIBEPCUTETY B €IMHY OINTOBOJOKOHHY
MaricTpaJib 31 MBHUAKICTIO TiepeaaBanHs ganux 10 25 Gbps. Kananu pesepBoBani 3a
npotokoioMm Rapid-PVST+, mo 3abe3medye dac KOHBEPreHINI MEHIIE OJIHIi€T
CEeKYHJIM MpHU 3MiHi Tomojorii. PiBeHs po3noainy (Distribution) popmye cermenraiiiro
VLAN gns  i3omsmii  Tpadiky MK — agMIHICTpaTUBHHMH, HaBYaIbHUMU Ta
JTOCTITHUIILKUMU ~ Mepexamu. Ha piBHl  goctymy (Access) (YHKIIOHYIOTH
komyTaTopu Cisco Catalyst 9200 Ta HPE Aruba 2930F i3 miarpumkoto PoE+, sxi
3a0e3MeuyloTh JKUBICHHS 1 To4dok noctymy Wi-Fi, IP-tenedoniB Ta kamep
BIJIEOCTIOCTEPEKEHHSI.

CepBepna iH(ppactpykrypa llenTpy Oasyerbcsi Ha ¢izuunHux cepBepax Dell
PowerEdge R740 ta HP ProLiant DL380 Gen10, 1m0 miaTpuMyOTh BIpTyali3allio Ha
wiarpopmax VMware ESXi ta Hyper-V. CepBepu 00’€1HaH1 y KJIaCTEPHY CUCTEMY 3
MIITPUMKOIO  PE3epBYBaHHS Ta OajdaHCyBaHHS HaBaHTaXeHHsA. Ha  Hux
(GYHKIIOHYIOTh KPUTHYHI CEpBICH — KopropaTuBHa enekTpoHHa momra (Exchange
2019), daiinosi cxoBuma (Windows Server 2019 DFS), 6a3za nanux (PostgreSQL,
MySQL), a Takox BeOnopranu yHiBepcUTETY, peaiizoBaHi Ha Nginx 1 Apache. s
YOPaBIIHHS JaHUMH BUKOPHUCTOBYEThCA SAN-CXOBHINE 3 peanizaii€ro MOJITUKH
OaratopiBHeBoro pe3epByBanHsi [10, 11]. Pe3epBHe KomitOBaHHS 3I1MCHIOETHCS
3acobamu Veeam Backup Ta Acronis i3 gorpumanusM npuaiumny “3-2-17: Tpu xorii
JaHUX, JBI HA PI3HUX HOCISAX, OJJHA — 11032 OCHOBHOIO JIOKAITIEIO.

MepexeBe miakinrodeHHs [leHTpy opraHi3oBaHO uepe3 JBa HE3aJIekKHI
npoBaiinepu — «YapHer» (HaykoBo-ocBiTHS Mepexka NREN  Vkpainm) Ta
«Yxprenekom», mo 3adesneuye BGP-mapuipyTuzaiito Ta BiAMOBOCTIHKHI JOCTYM
no Iarepuery. [[ns migBuiieHHs piBHs Oe3neku Ha nepumeTpi BctaHoBieHO NGFW-
opanamayepu FortiGate ta Cisco ASA y knacrepi Active-Active, siki BUKOHYIOTb
¢ynkuii rmmdokoro anamizy tpadiky (DPI), SSL-incnekuii, BUSBICHHS BTOPTHEHb
(IDS/IPS) Ta dinprpamii 3anutiB. KoHTponb aBTeHTHdIKAIIT agMiHICTpaTOPIiB
3miicHoeThest 3a mpoTtokosiamu RADIUS ta TACACS+, mo n03BOJsiEe BECTH
LEHTpaJIi30BaHui 00diK ik KopucTyBauiB [12-13].

[Tporpamue 3abe3nedenns IKC Bxirodae sk KOMEpIIiHI, TaK 1 Open-source

pimenHsi. OcHoBHUMHU onepauiinumu cuctemamu € Windows Server 2019, Ubuntu
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22.04 LTS Ta Kali Linux. Cepen ocHOBHHX MUIaTGOPM 1 CEPBICIB BUKOPUCTOBYIOTHCS
Moodle nns enekrponnoro HaBuanus, Nextcloud nis cminbHOl poboTu, Microsoft
365 Education, Google Workspace for Education Ta cucremu kepyBaHHS Oa3zamu
nanux PostgreSQL 1 MS SQL. i KOHTpOJIO CTaHy MEpPEXi Ta CHUCTEMHOIO
KypHaIIOBaHHS BUKOpHUCTOBYeTbcs Splunk Enterprise, Zabbix, a Taxox SIEM-
MOy, iHTerpoBaHi 3 aHTuBipycHUMHU pimeHHsiMu ESET Protect 1 CrowdStrike
Falcon.

besnexoBa ckmamoBa IKC peamizoBana 3  ypaxyBaHHSM  MPHUHIHUITY
rimbokoenienonoBanoro 3axucty (Defense-in-Depth). Bona Bkitoyae komOiHallio
OpraHizaliiiHMX, TEXHIYHUX 1 KpunrorpadiuHux 3aco0iB  3a0e3neyeHHs
KOH(D1ICHIIMHOCTI, LUIICHOCTI Ta JIOCTYNMHOCTI JaHUX. 3aXUCT 1H(POpMAIIHHUX
aKTUBIB 3JIHCHIOETbCSI Ha BCIX PIBHIX: BIJl (I3UUYHOTO 3aXUCTy CEPBEPHHUX
MPUMILIEHb 0 KOHTPOJIO TpadiKy, aBTeHTU(DIKaLli KOPUCTYBaUiB, >KypHAIIOBAHHS
nojii 1 pesepByBaHHS cucTeM. [l mmdpyBaHHS AaHUX Y TPAHCIOPTHOMY
cepenoBullll BukopuctoByetrbecsi TLS 1.3, mnsa 3axucty 30epexkenux ganux — AES-
256. BrpoBaikeHo aBodakTopHy aBTeHTH(diKalio (2FA) yepe3 anapaTHi TOKEHU Ta
MOO1JIbHI TOMATKH, a TAKOXK IEHTPaII30BaHy MOJTITUKY CKIAJHUX MapOoJIiB.

Opranizaniiina Mozgenb  iHpopmamiiiHoi  Oe3nexku  Lentpy  mudpoBoi
TpaHchopMmallii IPYHTYEThCS HA HOPMATHBHO-TIPABOBHMX aKTaX YKpaiHH, 30Kpema
3akoni Ykpainum «[Ipo ocHOBHI 3acagu 3a0esneueHHs KiOepOesneku YKpaiHm»
(2017), HamionanwHiii ctparerii kidepOesnexku Ha 2023-2027 poku [9], a Takox
BHYTPIIIHIX periaMeHTaxX yHiBepcuTeTy. JlokyMeHTalliiiHa 0a3a BKIIIOYA€E TOJITHUKY
YOpPaBIiHHSA PHU3WKAMH, TOJITUKY KOHTPOJIO JOCTYMy, TOPSIOK pearyBaHHsS Ha
iHuuaentya (IRP), periiameHT pe3epBHOIO KOIMIIOBaHHA Ta IUlaH Oe3nmepepBHOCTI
nisieHOCTI  (BCP).  IlpamiBamku LlenTpy mnpoxoasTh IMIOpiYHE HaBYaHHS 3
KiOepririeHu, a TakoXX y4yacThb y TPEHIHTax 3 BHUSBJICHHS COLIAJIbHOI 1HXKEHepli Ta
(IIMHTOBHX aTaK.

Okpemy yBary mpuiijeHO 3a0e3nedeHHI0 Oe3neku Be0-3aCTOCYHKIB. LleHTp
BIIPOBAMB TPAKTUKUA OE3MEYHOi PO3POOKH MPOrpaMHOro 3a0e3MEUYEeHHS 3TiIHO 3
pexomennauismu OWASP Secure Coding Practices [2]. Caiitu yHiBepcUTETY

¢yHkuionytoth Ha ocHOBI CMS WordPress Ta Joomla, siki peryyisipHO OHOBIIIOIOTHCA,
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POXOATh TecTyBaHHs Ha HasBHICTH XSS-, CSRF- ta SQL-iH’ekiiii. 30BHIIIHI
CEpBICH 130JIOBAHO Yy JAemuriTapu3oBadiii 30HI (DMZ), mo MiHIMI3ye pHU3HK
MIPOHUKHEHHS J0 BHYTPILIHIX PECYpCiB y pa3l KOMIpOMeTallii myOJiYHIX CEepBEPIB.

Opranizaniiina crpykrypa ynpasiinHsg IKC mnepenbauae  po3mexkyBaHHS
MOBHOBAKEHb MIXK aIMIHICTPaTOpaMU MEpeX, CACTEeMHUMU 1HXKeHEpaMH, (paxiBUsAMU
3 iH(dopMaliitHOT Oe3rekn Ta aHamTuKkamu. Ko)kHa KaTeropiss KOPHUCTYBayiB Mae
obmexeHui HaOlp MPUBUICIB BIAMOBIAHO 10 NMpHUHIUIY HakiMmeHmX npaB (Least
Privilege). LlenTpanizoBana cucrema ympailiHHS JocTynoM Ha 0a3i Active Directory
J03BOJISIE€ BIJICTEXKYBAaTU Jii KOPHUCTYBauiB, aHAJI3yBaTH aHOMAJIbHY aKTHUBHICTB 1
3anmo0iraTy HECaHKI[IOHOBAHUM CIIPOO0aM BXOJTY.

Jnst migBuineHHs edektuBHOCTI anamiHicTpyBaHHs IKC BUKOpUCTOBY€THCS
CUCTEMa MOHITOPUHTY Zabbix, ska KOHTpPOJIOE CTaH O0JIaJHAaHHS, HABAaHTAYKEHHS
cepBepiB, Tpadik Mepexi Ta iHuuaeHTu oesneku. Cucrema SIEM Splunk 3aiiicHioe
aHali3 MOJIA y peaJlbHOMY 4Yacli, KOPEJSII0 JaHUX 13 MEPEKEBUX MPHUCTPOIB,
cepBepiB 1 cucteM aBTeHTU(ikamii. [le m03BoNsiE CBOEYACHO BUSIBISITH CIPOOU
BTOprueHb, DDoS-ataku a00 BHYTpILIHI MTOPYUIEHHS OE3MEKH.

Takum uywmHOM, i1H(DOpMaIiiHO-KOMYHIKaliifHa cucteMa [lenTpy 1mdpoBoi
TpaHchopMmallii € KOMIUIEKCHUM TEXHOJIOTTYHUM CEPEIOBUIIEM, W0 00’ €IHy€
CydYacHi arapaTHO-IIporpaMHi 3aco0u Ta MeToau Kibepszaxucty. BoHa BiamoBimae
BUMOTaM MDKHAPOJIHUX CTaHJAPTiB O€3MeKu, MiATPUMY€E BUCOKUH PIBEHb HAIIMHOCTI
Ta aJaNTHBHOCTI, a ii opraHizauiiiHa Mojenb 3ade3neuye e()eKTUBHE YNpPaBIIIHHS
U(POBUMU  PUBMKAMU. 3aBISKH OaratopiBHEBIM apXiTEKTypl, BIPOBAKEHHIO
aBTOMAaTU30BAHMX 3ac00iB MOHITOpUHTry Ta HopmatuBHIM miarpumul IKC Llentp
CTBOPIOE MEPEIyMOBH il 0e3MeyHOro (yHKUIOHYBAaHHS YHIBEPCUTETCHKOIO

1M(poBOTO CepeoBHUIla Ta CTIMKOCTI 10 CydacHUX Kibep3arpos.

1.2 ApxitekTypa Ta TonoJjoris mepexi IKC

ApxitekTypa iHpopmaiiitHo-komyHikaiiHoi cucremu (IKC) Hentpy nudposoi

Tpanchopmailii moOyaoBaHA HA MTPHHIMIAX MOIYJIHHOCTI, MacITa0OBaHOCTI Ta

BIIMOBOCTIMKOCTI. BoHa 3a0e3neuye Oe3nepepBHE (YHKIIOHYBaHHS LU(PPOBUX
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CEpBICIB YHIBEPCHUTETY, JOCTYN JI0 OCBITHIX pecypciB, XMapHUX 1iaThopm,
HAaBYAJIbHUX CHUCTEM 1 BHYTpIHIX 0a3 naHux. OCHOBHE 3aBJaHHA apXITEKTypU
noJisirae y 3a0e3neyeHHi CTalOlIbHOI B3a€EMOJIT MK KOPHCTyBauaMH, CepBEpaMu
MEpEeKEBUMU KOMIOHEHTaMHU 3 OJHOYACHUM JOTPUMAHHSIM BHCOKOTO PpiBHS

1H(bOopMaIiiHOT Oe3MeKH.

KopnycNe15 |
__Bioniorera |
NBC - 30 noprin W m 0BHIUHI CEPBEPV
\ NBC - 100 nopria [Ams»eoonwum . ‘ ‘
__ Kopnyc Ne 14 AV
P /

e e
NBC - B0 nopris [Acmane comararrn |

~,

Kopnyches |

nesc Jomullsﬁm

LieHTpanbHuii Byson (Kopnyc Ne7)

_ Kopnyc e

\/

NBC - 24 nopr n[@
R T\
Kopnyc Ne 5 i / LN

nec - 33"°°”“ (A cfppam]

mm: INTERNET

File E-mail DataBase
BHY TPILLHI CEPBEPA

nec - Bﬁnuplln Am“nw“m.

Pucynox 1.1 — Tomonoris mepexi Llentpy

IKC-indpactpykrypa LleHTpy ckiamaeTbcst 3 TPbOX OCHOBHUX PIBHIB — sapa
(Core Layer), piBas posnoxairy (Distribution Layer) Ta piBHs nmoctymy (Access
Layer). Taka monens Binmosinae pekomenpaaitisiMm Cisco Enterprise Network Design
Guide 1 3abesneuye JOriyHUN moAin GyHKUIM MaplipyTu3auii, KOMyTarlii Ta
yrpasiaiHHs Tpadikom [8, 14].

Mepexa LlenTpy Mae ribpuany Tomnojoriio Tuny sipka + kireye (Hybrid Star-
Ring) (pucynok 1.1), ne ueHTpanbHUI By30J1 yIPaBIiHHS PO3TAIIOBAHUNA Yy KOPIYCI
Ne7 yniBepcurery. OcHOBY Marictpai ctaHoBiATh komyTatopu Cisco Catalyst 9500,
00’eanani B kinacrep StackWise Virtual, mo rapantye BUCOKY MpPOIYCKHY 3/1aTHICTh

(mo 6 Tbps) 1 BIAMOBOCTIHKICTb.
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Mix KopmycamMu YHIBEPCUTETY PO3TOPHYTO OINTHYHY MaricTpajib Ha 0asi
texnosorii DWDM i3 nponyckHoto 3aatHicTio 10-25 Gbps.

Jlnia pesepByBaHHS KaHaJliB BUKOPUCTOBYEThCS mpoTokonl Rapid PVSTH, sxuit
ABTOMATUYHO CTBOPIOE ANbTEPHATHBHUN MapIIPyT 1 BiTHOBIIOE 3B’S30K 3a Hac
MeHe 1 cekynau.

Ha piBHi Distribution Layer dynkuionytots komytatopu Cisco Catalyst 9300 ta
MikroTik CRS326, siki peamizytoth VLAN-cermeHraiiito, MapuipyTH3aIil0 MK

miaMepekaMu Ta 3aCTOCYBAaHHS CIUCKIB KOHTpoIt0 noctymy (ACL).

Tabmuusg 1.1 — CermenTauias VLAN B IKC Lentpy undposoi Tpanchopmarrii

VLANID | Ilpusnauenns cermenty | KopuctyBaui/cuctemu | PiBeHb nocTyiy

KepiBauirso, OOmexenu, 13
VLAN 10 | AnmiHicTpaTuBHA Mepexa | Oyxranatepis, BIAILIN JOCTYTIOM JI0
KaJIpiB ERP
JlokanpHMI

PostgreSQL, MS SQL,

VLAN 20 Cepsepu 6a3 nannx Backup SAN

JIOCTYTI 4epe3
VPN

.. BigkpuTnii 3
JemimiTapu3oBaHa 30Ha Web-nopranu, DNS, p

VLAN 30 00MEKEHHSAM
(DMZ) VPN-uutto3u ACL
Komm’rorepHi knacw, I'ocThoBU
VLAN 40 CTyaenTchia Mepexka Wi-Fi ctynenri noctyn 802.1X
VLAN 50 BHKIAIAMLKE MEDesKa Po0oui cranmi ABTOpPHU30BaHUI
Aan p BUKJIaJa41B yepe3 RADIUS
AJMIHICTpaTOpH, [ToBHMI
VLAN 99 Management VLAN SNMP, Syslog KOHTPOITS

Ha piBHi Access Layer npaitororb HPE Aruba 2930F 13 miatpumkoro PoE+,
AK1 )KUBIATH TOUKU noctyny Wi-Fi, IP-tenedonu ta cuctemu BinmeocnocTepe:KeHHS.
Koxken mopt mae momituky Port Security, mo Oiokye HecankiioHoBaHi MAC-
aJpecHu.

[Toxin va VLAN 3a6e3neuye 1305411110 Tpadiky, MiHIMI3AIII0 MTUPOKOMOBHUX

3aMUTIB Ta MABUIIEHHS €()eKTUBHOCTI MOJITUK O€3MEKH.
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1.3 CepBepHa iHpacTpyKTypa Ta cucTeMH 30epiraHHs JaHUX

Cepgepna yactuna IKC Lentpy ckinamaerbes 3 knactepiB Dell PowerEdge R740
ta HP ProLiant DL380 Genl0, po3mimeHNX Yy 3aXHIIEHOMY CEPBEPHOMY
MPUMIIIEHH] 3 KIIMaTUYHUM KOHTpoJieM 1 pe3epBHUM >kuBieHHsSM (UPS + muszens-
reHeparop). CepBepu mnpaioroTs i yrpasiainHsiMm Ubuntu 22.04 LTS, Windows
Server 2019 1 VMware ESXi, mo 3a6e3nedye rHyYKiCTh PO3MOALTY PECypciB Mixk
BipTya’apHUMHM cepeaopuiiamu [10, 11, 14].

Jliist 30epiraHHs TaHUX 3aCTOCOBY€ThCs cuctema Storage Area Network (SAN)
Dell EMC PowerVault 13 migkmtouennsm no Fibre Channel 32Gbps. PeszepBHe
KOIIOBaHHS 3JIMCHIOETBCS 3a gomomororo Veeam Backup & Replication,
30epiralouu 1HKpEMEHTaJbHI KOIli B JIOKaJbHOMY CXOBHUIII Ta XxMapi Microsoft
Azure. lls monens Bignosinae cranaapty ISO/IEC 22301:2019 mono ynpaBiiHHS
Oe3nepepBHICTIO O13Hec-TporieciB [12, 15].

VY Tabnuui 1.2 HaBeIeHO XapaKTEepUCTUKY OCHOBHUX CEPBEPHUX CUCTEM.

Tabmuua 1.2 — Xapakrepuctuka OCHOBHUX cepBepiB LleHTpy mudpoBoi
TpaHchopmariii
Cepsep [IpuzHaueHHs oC 3axucT JaHUX
Dell PowerEdge Web-nopranu, ERP- Ubuntu 22.04 AES-256,
R740 CHUCTEMH LTS SELinux

HP ProLiant D380 | ba3u manux, pesepBHe Windows BitLocker, RAID-
GenlO KOIIIOBaHHS Server 2019 10

Dell PowerVault 36epiranns pesepBaux | Veeam Linux | TLS 1.3, MFA
SAN KO’ Agent JOCTYTI

Takum  YWHOM,  TPEACTaBICHI  XapaKTEPUCTUKH  BimoOpaxaroTh  iX
¢ynkmionansHy poab B IKC Ta mATBepIKYyHOTh TOTOBHICTH CEPBEPHOI

iH(ppacTpykTypu LlenTpy A0 peanizalii cydacHUX HU(DPOBUX PIlLICHbB.
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1.4 KopnopaTuBHa eJIeKTPOHHA MOIITAa Ta XMapHa indpacrpykrypa Google

Workspace

Enexrponna momTa Ta odicHi cepBicu LleHTpy peamizoBani Ha Mmiatdopmi
Google Workspace for Education, mo o6’emxnye cepBicm Gmail, Drive, Calendar,
Meet 1 Classroom. KokeH KopucCTyBad YHIBEPCUTETY Ma€ KOPHOPATUBHUI aKayHT
@chnu.edu.ua, agminictpoBanuii uepe3 Google Admin Console.

Google Workspace 3abe3neuye HamiiHICTh (99.9% uptime), 1eHTpamizoBaHe
YOPaBIIHHS JIOCTYIOM 1 3aXMCT JaHUX 3a JIONOMOror 0OararodakTopHOi
aBreHTu(ikauii (MFA), SPF, DKIM 1 DMARC, 1o 3ano6irae ¢pimmHry ta miapooi
nomeny. @yukiis Data Loss Prevention (DLP) koHTpotoe niepenady nepcoHaaIbHuX
naHux, a cucreMa Google Safe Browsing 0J10Ky€e IIKiAJIMB1 BKIaACHHS.

JUist apxiByBaHHSI MOIUITHM BUKOpHCTOBYeThcs (Google Vault, sxuii no3Bossie
30epiraTd KOImii JIMCTIB, IO IMIJJIATalOTh IPAaBOBUM a00 JUCHHUILIIHAPHUM
nepeBipkaMm. OONIKOBI 3allUCH CHUHXPOHIZYIOThCS 3 JIoOKadbHUM Active Directory
yepe3 Google Cloud Directory Sync (GCDS).

Jlani kopucTyBauiB 30epiraroTecsi y aata-nieHTpax Google, ceprudikoBaHux 3a
ISO/TEC 27017:2021 (cloud security) i ISO/IEC 27018:2023 (PII protection). Ile
rapantye BianoBigHicTh BuMoraMm GDPR 1 3akony Vkpainum “IIpo 3axwmcr

NEepPCOHAIBHUX AaHUX .

BucnoBok 10 po3aiay 1

[HdopmarniitHo-komMyHiKkaliiiHa cucteMma Ilentpy mmdpoBoi Tpancopmarlii €
CKIIQHOIO TiOpuaHOI0 1HGPACTPYKTYpOI, IO TMOEAHYE JIOKaIbHI CEepBEpHI
noTtyx)HocTi Ta xMapHi cepBicu Google Workspace. Bona mnoOyaoBana 3a
MPUHLIMIIAMU TITHOOKOECIIETIOHOBAHOIO 3aXUCTy, Ma€ 0araTopiBHEBY apXiTEKTypy Ta

BIIPOBAXKEHI MEXaHI3MU MIU(PPYBAHHS, MOHITOPUHTY i KOHTPOJIIO AOCTYIY.
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PO3/ILJI 2 OIITHKA IOTOYHOI'O PIBHS 3AXUIIIEHOCTI IIEHTPY
IIU®POBOI TPAHC®OPMAIIIT

Jliist oniHtoBaHHs otoyHoro piBHA 3axunieHocTi IKC Llentpy Oyno npoBeneHo
NEPBUHHUM ayauT 13 BUKOPHUCTAaHHSAM 1HCTpyMeHTIB Nmap, Nessus, Burp Suite 1
Metasploit, oriisaa sSKuX MPENCTaBICHO B po3aur. ToMy mepin 3a Bce HEOOX1THO
3MIACHUTH aHali3 HOPMATHBHO-TIPABOBOI 0a3W Ta METONIB MPOBEACHHS ayJIUTy

Oe3meku, L0 CTaHEe OCHOBOIO JUIsl YIOCKOHAJIEHHS CHUCTEeMM 3axucty LleHtpy

1idpoBoi Tpancopmartii.

2.1 HopmaTtuBHO-npaBoBa 6a3a

VY cydyacHOMy 1H(pOpPMaLIMHOMY CyCHIIbCTBI MHUTAHHS O€3MEKH PECYPCIB €
OJIHUM 13 KITFOUOBUX AaCIEKTIB 3a0€3MeUeHHs JI0BIpM KOPUCTYBayiB Ta CTAOUIHHOCTI
Oi3Hec-mipouieciB. JlJI1 MpPOBENEHHS SKICHOTO ayAuTy 1H(pOpMaliiiHOi Oe3neku
HEOOXIJTHO ONMUpPATHCS Ha MIKHAPOJHI CTaHAAPTH Ta PEKOMEH/allli, 10 BU3HAYAIOTh
BUMOTH JI0 3aXUCTY JaHUX, YIPABIIHHSA pU3UKAMH Ta OpraHi3allli mporeciB Oe3neKH.
Cepenr OCHOBHMX TaKMX HOPMATHBHO-NPABOBUX JOKYMEHTIB CJiJ] BIJ3HAYUTU

HacTyIHi [2, 6, 5]:

1. OWASP.
2. ISO/IEC 27001.
3. NIST.

Po3rasitHeMo OuIbI A€TAIbHO KOXEH 13 3a3HAYEHUX JOKYMEHTIB, IXHIO 1CTOPIIO
PO3BUTKY, KJIIOUYOBI MOJOKEHHS Ta MPAKTUYHE 3HAYEHHS [ ayAuTy 1H(hOopMaliitHoi
Oe3reku BeOpecypciB.

OWASP (Open Web Application Security Project) — wmixHapoaHe
CIIBTOBAPUCTBO, SKE PO3POOJISIE METOMWYHI MaTepiaidi Ta I1HCTPYMEHTU IS
niaBUINCHHS Oe3neku BeOaonarkiB. Haitounpi BimomuM npoaykroM € OWASP Top
10, mo micTuTh mepenik HaunommpeHimux BpasznuBocTed (SQL Injection, XSS,
Broken Authentication Tomo) Ta pekomenmamii momo ix ycyHenHs. OWASP e

OJIHI€I0 3 HAMBINOMIIIMX MiXKHAPOAHMX iHiLiaTUB y cdepi Oesneku BeOpomaTkip. i
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roJIOBHA Me€Ta — TIJIBMIINCHHS PIBHSA 3aXUCTy NUIIXOM PO3POOKH BIAKPUTUX
METOJIMYHUX MaTepialiB, 1HCTpyMeHTIB Ta pexomennanii. OWASP Testing Guide
METOJIOJIOTISI — METOOJIOTIS TPOBEACHHS TECTyBaHHsS O€3MeKH Be0-3aCTOCYHKIB.
OWASP ZAP (Zed Attack Proxy) — O€3KOIITOBHUH 1HCTPYMEHT MJis
aBTOMATH30BAHOTO CKaHYBaHHS pecypciB [2].

NIST (National Institute of Standards and Technology) — amepukancbkuit
IHCTUTYT, 1O po3po0Jisie paMKOBI MOeN Ta pekoMeHpaili 3 kidepoesneku. NIST
Cybersecurity Framework Bkitogae n'ssiTb OCHOBHHX (QYHKIIHN: i1eHTUdIKALIS,
3aXMCT, BUSABJICHHS, pearyBaHHS Ta BIJHOBJICHHS, SIKI (OPMYIOTH OCHOBY IS
moOyJ0BM KOMIUJIEKCHOI cucTeMu Oe3neku. Ciijy 3ayBaKuTH, 0 JOKyMEHTH cepii SP
800 (mampukian, SP 800-115 — Technical Guide to Information Security Testing and
Assessment) BUKOPUCTOBY€ETHCS K MIPAKTUUHUN IHCTPYMEHT Ui TOOYIOBH CUCTEMHU
Oe3MeKu Ta MPOBEJICHHS ayIuTy [6].

ISO/IEC 27001 — wmixHapOgHUW CTaHIApT YOpaBIiHHSA 1H(GOPMAIITHOIO
0e3meKoro, 10 BU3HAYa€ BUMOTH JIO0 CTBOPEHHS, BIPOBAKEHHSA Ta MIATPUMKHU
CUCTeMH MeHeIKMeHTy 1H(opmarliiinoi 6esnexku (CMIbB). BiH oxoruioe momiTUKH,
Iporeaypy, TEXHIYHI Ta OpraHi3amiiiHi 3aXojd, CHpPSAMOBaHI Ha  3aXHCT
iHpopmamiiiHux akTuBiB. OCHOBHMMH 3acaJlaMM IbOTO JOKYMEHTa €: TMOJITHKA
Oe3reKku, YIMpaBIiHHSA PU3UKAMH, KOHTPOJb JIOCTYIy, KpUNTOrpadiuHuil 3aXWHCT,
moHiTopuHr Ta ayauT. ISO/IEC 27001 mMoxe BUKOPUCTOBYBATHCS i cepTUdiKalii

oprasizailiii, ki MarOTh Hamip MIATBEPAUTH BIAMOBIIHICTb MIXKHAPOIHUM BUMOTaM

[5].

Tabmuua 2.1 — IlopiBHsuIbHA XapakTEPUCTHKA HAWBIIOMIIIMX HOPMAaTHBHO-

MIPaBOBHX JOKYMEHTIB 3 ayJIUTy PECYPCIB

Kpurepiit OWASP ISO/IEC 27001 NIST Cybersecurity
Framework
OcHoBHa MeTa Bussnenns ta YupapmiaHsS [TobymoBa
YCYHEHHS 1H(hOpMaIliitHOIO KOMILIEKCHOI CUCTEMU
Bpa3JIMBOCTEN 0e3IeKoI0 Ha PIBHI Kibep3axucry
Be03aCTOCYHKIB oprasi3ariii
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[Iponorxenus Tadmuii 2.1

Kputepiit OWASP ISO/IEC 27001 NIST Cybersecurity
Framework
Tun 1OKyMeHTy Metoangui MixHapoHui PamkoBa Mmopaens,
pEeKOMeH A, CTaHAapT KEpPIBHUIITBO
THCTPYMEHTH (cepTudikaris)

['onoBHe Po3poOuukwy, Opranizarii, JlepxaBHi Ta
CHpSIMYBaHHSI | TECTYBAJIbHUKHU MEHEKMEHT MPUBATHI CTPYKTYPHU
[Ipuknaau OWASP ZAP, ISMS nokymenTn, SP 800-115, Risk
IHCTPYMEHTIB Cheat Sheets MOJIITUKU Assessment

Ceprudikarris Hi Tak Hi

PesynbraTty mopiBHSHHS OCOOIMBOCTEHN JaHWX CTAH/IApPTIB HABEJIEMO Yy TaOJIHIIL

2.1. BapTo BiI3HAYUTH, 110 HOPMATHUBHO-TPAaBOBa 0a3a 3abe3neuye METOA0JIOTIHHY

OCHOBY i1 TPOBEACHHS ayJuTy,

a TaKOX JI03BOJISIE 3IMCHIOBAaTH OLIHKY

BIJIMTOBITHOCTI pecypciB BUMOTaM MI>XKHAPOJAHUX CTAHIapTiB.

2.2 MeTtoau i miaxoau A0 NpOBeJeHHs ayquTy 0e3neKu

Ayaut 1H(dopmaliiiHOT Oe3MeKn pecypciB neperdayae CUCTEMAaTUUHY MEPEBIPKY

iXHBOT 3aXUINEHOCTI BiJl BHYTPIIIHIX Ta 30BHIMIHIX 3arpo3. Po3po0ieHo psii MEeTOuK

IIPOBENICHHS ayJUTY Ta IHCTPYMEHTIB JJIsI iX MPOBEICHHS.

Pe3ynbraty mopiBHSAHHSA 0COOIMBOCTEN HABEACHUX METOIB IPOBEICHHS AYJUTY

Bij1oOpa3umMo B Tabsmii 2.2.

Tabmuug 2.2 — [HopiBHSUIbHA XapaKTEPUCTUKA HAWBIIOMIIIUX METOMAIB ayJIUTy

pecypciB
) IIpuxknaagu
Meton IlepeBaru Henomiku ) p )
IHCTPYMEHTIB
ManyanbHui ['mubokwuii anamis, Bucoxka Code Review,
ayJuT TOUYHICTh TPYIAOMICTKICTb Checklists
ABTOMAaTH30BaHHUH IIBuaKiCTD, MookiuBi XuOHI1 Nessus, Acunetix,
ayJIuT MacmTabOBaHICTh | CHPAllbOBYBAHHS OWASP ZAP
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[IponorxenHs Tadmuii 2.2

. [Tpuknanu
Meton [lepeBaru Henomiku ) P A )
IHCTPYMEHTIB
: . PeanictuunicTh [ToTpebye BUCOKOL Burp Suite
Penetration Testing P y o P .
aTax kBasTiikarrii Metasploit
Busipners Benukuit oocsr
AHaJ3 KypHaTiB IHIUJICHTIB y X Splunk, ELK Stack
peaTbHOMY Yaci A
Threat Modeling HporgosyBaHHﬂ CkIagHICTh § Microspft Threat
PHU3HKIB nobynoBu monenei | Modeling Tool

Cepen 6a30BUX METOJAM CJIiJ BiA3HAUUTH HAcTymH1 [16-21]:

1. MaHnyanbHUIl ayauT — pydHa MepeBipka KOH(DIrypaiiiii, Koay Ta MOJITHK
Oe3nekn. BukopucToByeThCs Mg MHOOKOrO aHamizy crnenupiyHuxX MnpoOseM, sKi
aBTOMATU30BaHI IHCTPYMEHTH MOXKYTh IIPOITYCTUTH.

2. ABTOMATH30BaHUW ayJUT — 3aCTOCYBaHHS CIEIIaji30BaHUX IMPOTPAMHUX
3aco0iB (Hanpukiaa, Burp Suite, Nessus, Acunetix) /sl ckaHyBaHHSI B€03aCTOCYHKIB
Ha HAsIBHICTh BPA3JIMBOCTEH.

3. TecryBanusa Ha nponukHeHHs (Penetration Testing) — MoJientOBaHHS aTak 3
OOKY MOTEHIIHHOTO 3JJ0BMUCHHUKA 3 METOIO MIEPEBIPKU PEAIbHOI CTIMKOCTI CUCTEMHU.

4. Amnaii3 XypHaJIiB MO Ta MOHITOPUHT aKTUBHOCTI — JIO3BOJISIE BUSIBIISITU
aHOMAJIbHI JIIi KOPUCTYBAYiB Ta MOTEHIIMHI IHIUICHTH O€3IMEKH.

5. MopaemtoBanHs 3arpo3 Ta oiiHka pusukiB (Threat Modeling) — Bu3sHaueHHS
MOXJIMBUX CILIEHAPIiB aTaK Ta IXHHOTO BIUIMBY Ha O13HEC-TIPOIIECH.

6. @opMyBaHHS 3BITHOCTI — MIJACYMKOBHUH €Tal ayJIWTy, IO BKJIIOYAE OMUC
BUSBJICHUX TIPOOJIEM, IXHIO KPUTHYHICTh Ta PEKOMEH AL II[0JI0 YCYHEHHS.

3actocyBaHHA KOMOIHOBAaHOTO MIAXOAYy, [0 TMPUKIAAY MaHyalbHOTO Ta
aBTOMATU30BAHOTO ayJIUTYy, TO3BOJISIE OTPUMATH HAWOUIBII TOBHY KapTHUHY CTaHY
Oesnekn pecypciB. Takuil CHHTE3 METOMIB 3a0e3leuye BUSBICHHS SIK TEXHIYHUX
ypa3auBOCTEM, TaK 1 OpraHi3aliiHUX HEJIOJIKIB, IO MiJABUIIYE HATIAHICTh 3arajabHO1

OLIHKH.
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CydacHi pillleHHsS HE JIMIIe BUSBISIIOTH BPA3JIMBOCTI, ajieé ¥ 103BOJIAIOTH

oprasizaiisiM NpPOaKTHUBHO pearyBaTh Ha 3arpo3u, IHTETpyBaTH ayJuT Yy Mpolecu

pO3po0KHM Ta 3a0e3medyBaTd BiMIMOBIIHICTD MDKHAPOJHUM CTaHIApPTaM. 3arajiom

pIIIEHHs] 3 aBTOMAaTH3alllil ay ATy Oe3neku Ki1acudiKyroTh Ha TPU OCHOBHI THIIH:

l.

Komepuiiini pimmenns (Nessus, Burp Suite Professional, Acunetix).

2. Binkpuri (open-source) pimenns (OpenVAS, Nikto, OWASP ZAP).

3. T'iGpuani pilieHHS — MOE€JIHAHHSA KOMEPUIMHUX 1 BIAKPUTUX 1HCTPYMEHTIB Y

€MHOMY CEPEJIOBHIIIL.

Tabmuusg 2.3 — [lopiBHAIBHUI aHAIII3 CyYaCHUX IHCTPYMEHTIB ayJUTy O€3MeKu

Iuctpy- | Tum piireHHs OcHoBHE ) ITpuknan
124 P IlepeBarn | Henomxkn P
MEHT MpU3HAYCHHS BUKOPHUCTaHHS
Nmap | Kowmepuiine | CkanyBanus | [lIBuakicts, He BusBnenns
MEpEKEBUX NSE- CHEIali30B|  BIJIKPUTUX
MIOPTIB CKpPUIITH | aHUU Ha BeO MOPTIB
Nessus | Komepiiitae Benuka 6a3a, .
CkaHyBaHHS .| Komepuiiina| BusBieHHs
.| perymspHi . .
BpA3JIMBOCTEN miuensis | cinabkux SSL
OHOBJICHHS
Bu Kowmepiuiine . [MIupoxwuit ..
P P Penetration po [Imatea | SQL Injection
Suite : HalIp .
testing . BepcCl TECT
MO/TYJIiB
Open Bigkpure Binkpurtnii | Cxnagnicts| HaBuanbHi
CxaHyBaHHSA
VAS . KOJI, HajalTyBaH| JjabopaTopii
Bpa3IUBOCTEH| . : .
1HTEerparis HS JUTSI CTYJICHTIB
Nikto Bigkpure IIpocrora, XnoH1 Bussnennasa
CkanyBaHHs . . .
: BIIKDUTHUI | CTIPAllbOBYB|  BIJKPUTUX
BeOcepBepiB .
KOJT aHHS TTUPEKTOPIH

KosxHe 3 mux pimieHs MarTh Psiji TIepeBar Ta HEOJIKIB, 10 1 BU3HAYATHME X

BUKOPUCTAHHS JUIsl ayquTy Oe3neku (Tadnuus 2.3).
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2.4 Pesyabrarn mnepBUHHOro ayautry Oe3neku LlenTtpy umudposoi

TpaHcdopmanii

2.4.1 Pe3yabTaT aBTOMATU30BAHHOI0 CKAHYBAHHS

CnouaTky npoBoauincs aociimpkeHHs 3acrocoanux B IKC LlenTpy MexaHi3MmiB
aBTeHTHU(IKAIIT Ta YIIPaBIIHHS 1IEHTUYHICTIO.

entp 1mdpoBoi TpaHchopMmallii BHOPOBATUB IIEHTPAII30BAHY CHCTEMY
aBreHTu(ikamii Single Sign-On (SSO), sxa 06’ennye Google Workspace, Moodle,
Nextcloud 1 sokameHi cepBicu Ha ©0a3t LDAP. Jlng xopucryBadiB 3
aJMIHICTpaTUBHUMHU TpaBaMu OOOB’S3KOBOIO € OararodakTopHa aBTEHTU]IKAILIIS
(2FA) yepe3 amapatsi kitoui YubiKey a6o mo6inbHi nonatku Google Authenticator
[23, 24].

Kontpons npusineiB peanizyerbes 3a moaenito RBAC (Role-Based Access
Control), mo nepeabayae HagaHHS MIHIMaJIbHO HEOOX1AHHUX MIPaB BIAMOBIIHO J0 POl
KopucTtyBaua [25, 26]. KoxHa 3MiHa y npaBax Aoctyiy (ikcyeThes B jiorax SIEM.

VY Tabnuii 2.4 HaBeIeHO MPUKIIA PO3MOILTY POJIEH TOCTYITY.

Tabmuusa 2.4 — Ilpuknax peanizamii momeni RBAC y Ilentpi mudgposoi

TpaHchopmarii
Porm, Hoctyn no cucrem Tun aBrenTudikanii | PiBeHb pusmnk
KOpHUCTyBaya yia H P Y
AnMiHicTpaTop CepaepH, SIEM’ Google 2FA, Token YubiKey Bucokwuit
Admin
Bukmazaq Google Workspace, SSO + 2FA Cepe i
Moodle
CryneHT Gmail, Goolgrlie Meet, Wi- OAuth 2.0 Huzbkwii
[cThb ['octeoBuit Wi-Fi Captive Portal MiHiManbHUN

Hani Oyno BUBYEHI OCOOJMBOCTI 3aXHUCTy €JIEKTPOHHOI MOIITH Ta XMapHHUX

cepaiciB Google Workspace.
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Enextponna nomra B LlenTpi ¢pyHkiionye Ha matdopmi Google Workspace for
Education, mo 3a6e3nedye po3noiiaeHy apXiTeKTypy, pe3epByBaHHs Ta MH(PPYyBaHHS
Ha piBHI npotokomiB TLS 1.3 1 AES-256.

Hoctyn no momrtu KOHTpodtoeTbess uepe3 Google Admin Console, ne
aJIMIHICTpaTOPH MAalOTh 3MOTYy HanamToByBaTu NoiiTuku MFA, ¢dinprpanii cnamy,
nepeBipku DKIM/SPF/DMARC Ta anTuBipycHOI mepeBipku BkiajeHb. Cucrema
Google Vault BUKOpUCTOBY€ETHCS JUIsl apXiBYBaHHS JIUCTIB 1 30epeKeHHsS TOKAa30BOi
0a3u y BUNaJKax 1HIMIEHTIB O€3MeKH, a TAaKOXK JJIs1 KOHTPOJIO JOTPUMAHHS MOJITHK
iHpopmMmariitnoro 36epirands. Kpim toro, yBiMmkHeHo Data Loss Prevention (DLP)
JUIsL 3aro0IraHHsl BUTOKY IEPCOHAIBHHUX 1 CIYKOOBHX JaHHX Ye€pe3 EIEKTPOHHY
nomty. Google 3abesrneuye cepTtudikaliro CBoiX AaTa-IEHTPIB 3a MIKXKHAPOJIHUMH
crangaptamu ISO/IEC 27017:2021, ISO/IEC 27018:2023 ta SOC 2 Type II, mo
rapantye BIANoBIAHICTE BuMoraMm GDPR 1 ykpaincekoro 3akony “IIpo 3axwucr
MEPCOHAIBHUX JAHUX .

JlociiKeHHs TOJMITUKYA OHOBJIEHHS, PE3€PBHOTO KOIIIOBAHHS Ta pearyBaHHs Ha
IHIMJICHTH TOKa3aJid, 10 OHOBJIEHHS MPOTPAMHOTO 3a0e3MeUYeHHS 3/IIMCHIOETHCS
neHTpaiizopano depe3 cuctemy WSUS (mms Windows) 1 Canonical Livepatch (s
Linux). Kputuuni natui Oe3MeKH I1HCTANIOIOTHCS HE TMI3HIMIE 72 TOAWMH MICH
nyOmikarii. Pe3epBHe KOIiIOBaHHA OXOIUTIOE 0a3u NaHuX, KoHpirypariiiui Qaitim,
MOIITOBI apXiBu Ta xxypHaiu SIEM.

Jlnst 3a0e3medeHHsl CTIMKOCTI [0 aTak THUIy ransomware€ 3aCTOCOBYETHCS
nomituka Immutable Backups y Veeam, sika yHeMOXIHMBIIIOE 3MiHY apXiBIB IiCIIA
CTBOpEHHSI.

[Inan pearyBanns Ha iHIMAeHTH (IRP) moOyaoBanuii 3riqHO 3 pEKOMEHAAIISIMU
NIST SP 800-611r2. KoxxeH HIMACHT KIacU(PIKyETHCS 32 PIBHEM KPUTHUYHOCTI:

1. Low — cripobu ¢iTuHrY.

2. Medium — BusBnenns mkiamusoro [13.

3. High — Butik 001iKOBUX AaHUX 200 KOMIIPOMETAIIIS CepBEpA.

ITicist KOXXKHOTO 1HUMIEGHTY TPOBOAMUTHCSA TMOCT-IHIUACHTHUM aHami3 (Post-

Incident Review) 1 KOpeKIIis MOITHK.
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CkanyBaHHS BUSBHWIO 37 aKTUBHUX BY3IIIB, CEPE] SKUX 5 MalM BIAKPUTI MOPTU

RDP (3389/tcp) Ta SSH (22/tcp) (pucynky 2.1).

nmap 192.168.1.10
Scanned: 2024-04-24 12:10 CEST
Hostnas: Host is up (0.00017s laatency)

PORT STATE SERVICE VERSION
22/tcp open ssh OpenSSH 7.4 (protocol 2.0)
80/tcp open http Apache httpd 2.4.41 (Ilbuntu))

3389/tcp open ms-wbt-server Microsoft Terminal Services
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel
HTTP title: Apache2 Ubuntu Default Page:It works

0S details: Linux 3.2 - 4.9
Network Distance: 1 hop

Nmap done: 1 IP address (1 host up) scanned in 0.19 seconds

Pucynok 2.1 — BigkpuTti noptu 22, 80, 3389

Ilin wyac mnpoBeAcHHS CKaHyBaHHS 1HCTpyMeHTOM Nessus (puc. 2.2) OyJio
BUSBJICHO PsJI BPa3MBOCTEH, 110 KopemrowTh 13 kinacudikamiero OWASP Top 10-
2024 [2]:

1. HenpaBunbny aBreHTu(ikamiio (A07) — Nessus 3adikcyBaB BUKOPUCTAHHS
cnabkux ab0 MOBTOPIOBAaHMX NapoJiB, BIACYTHICTh MEXaHi3MiB OaraTopakTOpHOI
aBTeHTU(]IKalli Ta MOXJIMBICT 00XOIy CTAaHAAPTHUX MPOLEAYP BXOAY, IO MOXE
CTBOPUTH PU3HUK HECAHKI[IOHOBAHOTO JOCTYIY O KPUTHUYHUX PECYPCIB.

2. IMomunku koHpiryparii (A0S5) — y 3BiTiI Nessus BijoOpakeH1 BIIKPUTI HOPTH,
HeOesneuni  HanamrtyBanHa SSL/TLS  (mampukian, miaTpuMKa —3acTapiiiux
MIPOTOKOJIIB), @ TAKOXK BIICYTHICTh aKTyaJbHUX OOHOBJIEHb CUCTEMHHX KOMITOHEHTIB.
Taki HEeOJIKYU T1BUIYIOTH HMOBIPHICTh €KCIUTyaTallii CHCTEMHU 3JI0BMUCHUKAMH.

3. BpasnuBocti y Bimkputux kommoHeHTax (A06) — ckaHyBaHHSA TOKa3alio
BUKOpUCTaHHs O10mioTek Ta mporpamMHux wmoaymiB 13 Bigomumu CVE-
imentudikaropamu. 30Kpema, BHUSBJICHO 3acTapuli  Bepcii BeOcepBepiB Ta

b peitMBOPKiB, 110 MAIOTh KPUTHYHI YPa3IUBOCTI, onucaHi B 6azi NVD.
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CRITICAL

Host Summary
192.168.1.10
Ubuntu Linux 18.04 LTS
Vulnerabilities
9]
SSH Weak Algorithms Supported Critical
Apache HTTP Server 2.4.x <2.4.5 Mitiple Vulnerabilities Critical

SSLTLS Supports TLSV1.0 Critical

ROP Server Supports SSL 2.0 and SSL 3.0 Critical

Ubuntu 18.04 LTS : Linux ki abllities (USN-5281-1) High

Scan Details = Nessus

192.168.1.10
2 4 2 10

Critical High Medium

51

Findings

A Critical  SMB Group Policy File Upload - Remote Code Execution

A& High  Samba 'nttrans' Overflow
A Highh  Microsoft Windows RDP Service Remote Memory Corruption
AHigh  Linux Kernel 4.4.xt = 4.4.21 Setxattr LSM Privilege Escalation

[AMEGIGRY SSH Weak Algorithms Supported

/

. ' nessus Scans Reports

Scan
Scan Details: 192.168:1.10

y

Hosts: 1 1
Vulnerabilities: 12

Vulnerabilities (12)

Risk Vulnerability

SMBv1 Enabled

TLS Version 1.0 Protocol Detection

SMBV1 Enabled

Services (3)

SSL Medium Strength Cipher Suites Supported (SWEET32)

Hosts

Vulnerabilities

Severity  Plugin Count

Windows SMBv1 Multiple

Critical Vulnerabilities (remote check)

- Apache HTTP Server 2.4 <
High ™ 5 4,52 Multiple Vulnerabilities
TLS Version 1.0 Protocol
Detection

(GRS 192.168.1.10

jon: 25m 36s

PM 7

Apache Log4j Remote Code Execution
and Denial of Service

e Score

1.0 Critical

OpenSSL tls_cipher_digest_supported()
Digest Validation Heap-Based Buffer
Overflow

98 Critical

Risk Information

420 ftep

B3 sSL Medium Strenght Cipher Suites Supported (SWEET32)

338%1cp
TLS Version 1.0 Protocol Detection 443 ftcp
Hosts (1}
Host Port
192.168.1.10 445/tcp
192.168.1.10 3389/tcp
192.168.1.10 443/twcp

Results
192.168.11.10

Vulnerability Detail

Critical

Windows SMBv1 Multiple
Vulnerabilities (remote
check)

Description

The remote Windows host
contains the unsupported
SMBv1 protocol, which cann
make it susceptible to various

Pucynox 2.2 — CkpiHIoTs 3 Kjaacu(iKaIien pu3rKiB 3a JOTOMOT OO

1HCTpyMeHTy Nessus

28
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Ha tprox cepBepax BusiBieHo 3actapiiay Bepcito OpenSSH 7.6 (CVE-2022-
4759).

3a pesymbraramu Nessus-ayautTy (puc. 2.2) cepem 542 mepeBipeHHX
koMroHeHTiB 21 kinacudikoBano sik Critical, 64 — High, 127 — Medium.

PesynbpTatu nepBuHHOTO aynuTy 6e3neku LlenTpy 3anecemo y Tabmmiio 2.5.

Tabmums 2.5 — Pesynapratu nepBuHHOTO ayauty Oesneku LlenTtpy 1nudponoi

TpaHcopmariii
) KuiekicTe )
Kputnunicte . Tunos1 npuknagy Pexomenmamii
Bpa3JIMBOCTEH
.. 3acrapun SSL-Bepcti, ITepexim va TLS 1.3,
Critical 21 ) P ) P ) pexI
BIJICYTHICTh TIaTYiB peryJisipHe OHOBJICHHSI
Hich 64 CnaOki mapoJii, BIAKPUTI Bnposamxenns 2FA,
& MOPTH 0JIOKYBaHHSI IOPTIB
Homnxn ACL, [TepeBipka koHpiryparrii
Medium 127 BIJICYTHICTh HOJIITHK PEBIp ypal
JOCTYITy
0JIOKYBaHHS
BiacyTHicTs OaHepiB Onrumizamst Ul-
Low 330 ey P H
Oe3reku HaJaIlTyBaHb

Takum 4YMHOM, pe3yibTaTH CKAaHyBaHHsS, HaBEJIEHI Ha PHUCYHKY 2.2
MATBEP/KYIOTh HasIBHICTh pu3UKiB, Bu3HaueHNX y OWASP Top 10-2024, ta HaouHO

JEMOHCTPYIOTh iX y BUIJISIAI CKPIHIIOTIB 13 KJIacu(ikalli€ro Ta piBHEM KPUTHYHOCTI.

2.4.2 OuiHOBaHHSA BiANOBITHOCTI cTaHAapTaM iH(popMaliiiHOI Oe3nmeKn

Ominka BignoBigHocti IKC Bumoram wixHapomaux crangaptie I[SO/IEC
27001:2022, NIST SP 800-53 Rev.5 1 ACTY ISO/IEC 27005:2023 moxazana, 110
TEXHIYHA peajtizallis Kibep3axucTy BiMOBIAae piBHIO MoHA 85%, ane oprani3ailiiina
CKJIafioBa TOTpedye BIOCKOHANEHHS (30KpeMa yIpaBIiHHSA pU3UKAMU  Ta

JOKYMEHTYBaHHS IIPOLIECIB).
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Tabmumg 2.6 — Ominka BignoBigHocTi IKC LlenTpy MiKHApOJAHUM CTaHIapTam

Oe3rexkun
Cranpapt Pisers OcCHOBHI 3ayBa)KCHHSI
Hap BiIOB1IHOCTI (%) Y
ISO/IEC 27001:2022 84 HeoOxingna ceprudikaris [SMS

ISO/IEC 27005:2023 80 BincyTtniit popmansuuii Risk Register
YactkoBe mokpurts kareropiit PR.AC

NIST SP 800-53 Rev.5 87  DE.CM

JCTY ISO/IEC .
29301:2019 78 Henocratus aeranizamis BCP-niany

Pe3ynbrat miaATBEpIKYIOTh BHUCOKMU piBeHb TexHiuHOi 3pinocti IKC, mpote
BUMAaraloTh IOCHJICHHS TIPOIECIB yIpaBiiHHSA 1HGOpMaIliiiHO0 Oe3MeKo Ha

OprasizamiifHoMy piBHI.

2.43 Amxaji3 opra”HizamidHux i TexXHIYHHMX 3axoAiB 3a0e3ne4YeHHs

kioepoOe3nexu IKC

Cucrema kibepoOesnieku Llentpy umdpoBoi Tpanchopmailii UepHiBEIILKOTO
HalloOHaJIbHOrO yHiBepcuTeTy iMeHl Opis deapkoBHYa IPYHTYEThCS Ha MOEIHAHHI
OpraHizamiiiHuX, TEXHIYHMX, NPOTPAMHHMX Ta aJMIHICTPAaTUBHUX 3aco0iB, sIKi
3a0€3Me4yI0Th KOMIUIEKCHUM 3aXUCT 1H()OpMALIHHUX aKTUBIB. | '0JIOBHOIO METOIO 1I1€1
CHUCTEMH € 3a0e3NedeHHs KOH(IICHIIIHOCTI, MUIICHOCTI Ta JIOCTYIHOCTI JIaHHWX, a
TaKOX Oe3nepepBHOCTI (YHKIIOHYBAaHHS OCBITHIX 1 aJIMiHICTPaTUBHUX CEpBICiB. 3
BpaxyBaHHSIM CTPIMKOTO 3pPOCTaHHS KIIbKOCTI KiOepaTak Ha OCBITHI YCTaHOBU
(monazg 27% ycix IHUMAEHTIB y MyOaiyHOMY cekTopi y 2024 poii mpurajgae came Ha
ocBity), Llentp dbopmye Moaens Kibep3axucTy BIAMOBIIHO JO BUMOT MIXKHApPOJIHUX
crangaptie ISO/IEC 27001:2022, NIST SP 800-53 Rev.5 Ta pexomennpaiit
€Bponelicbkoro arenrctBa ENISA.

HocnikeHHs:  0coOMMBOCTEH  OpraHi3aliiHOl  CTPYKTYpU  YIpaBIiHHS

iH(dopMaIiiiHOl0 Oe3MeKo0 TOoKa3alu, M0 OpraHizaimiiiHa Mojenb KibepOe3neku




31

Hentpy mmdpoBoi Tpanchopmalii noOyjgoBaHa Ha MNPUHIMIL  PO3MOILTY
BIJIMOBIAAILHOCTI MIXK TPhOMa PIBHAMHM yIPaBIiHHS:

1. CrpaTteriunuMm — KEpiBHUITBO YHIBEPCUTETY, siIke BU3Havyae noiTuky Ib ta
3aTBEPJIKY€E PErIIAMEHTH.

2. Taktnunum — ¢axisii LleHTpy, ski peanizyloTh HOJITHKY, PO3POOISIIOTH
CTaHAapTH, TPOBOJSATH HABYAHHS KOPUCTYBAUiB.

3. OmnepamiiiHuM — aJMIHICTPATOPH CHUCTEM, SIKi 3AIHCHIOIOTH MOHITOPHHT,
OHOBJICHHSI Ta pearyBaHHs Ha IHIUACHTH.

Bignosimno nmo Bumor ISO/IEC 27002:2022 y Ilentpi aie Indopmariitna
nomrtuka Oe3neku (Information Security Policy), mo pernamenTye npasa qocTyiny,
30epiranHs, oOpoOKy Ta 3HMILEHHS JaHUX. J[OKyMEHT BKJIIOYA€ IOJIOKEHHS IIPO
BUKOpUCTaHHs1 OaratodakTopHoi aBreHTU(dikamii (2FA), 3a00poHy MiAKIIOUYEHHS
HEAaBTOPU30BAHUX TMPHUCTPOIB J0 KOPIOPATHBHOI MEPEXi, MOJITUKY OHOBJICHHS
IpOrpaMHOro 3a0e3MeueHHs Ta paBuja pe3epBHOrO KOMIIOBaHHS.

KitouoBy posib y KOHTpO:I1 O€3MeKrM BUKOHYE BHYTPIILIHSA I'pylia pearyBaHHS Ha
iHuuaeHntn (CSIRT-CHNU), ska BiamoBigae 3a 0O0poOKy TMOJI1NA, MNPOBEICHHS
i poBoi popensiku, ananiz xkypHaiiB SIEM ta B3aemoniro 3 JlepKcHen3B’ a3KkoM y
pa3i KpUTUYHUX 1HIUAEHTIB. Bcl nmomii 6e3neku NT0KyMeHTYIThes y cuctemi Splunk
Enterprise 13 aBTOMaTWUyHUM TpHUCBOEHHSIM Kateropiit 3rimno 3 NIST Incident
Handling Guide [27, 28].

[IpaniBuuku LleHTpy [MIOPOKY MNpPOXOASATh HABUaHHS 3 KIOepririeHu Ta
TECTyBaHHS 3 OE3MEYHOTO MOBOKECHHS 3 TaHUMHU. TaKoXK MPOBOASATHCS CUMYJISIINAHI
GIMMHrOBI KammaHii JjIs MiABUILEHHS OO0I13HAHOCTI MEPCOHANly, IO BIJMOBIIAE
npaktukam [SO/IEC 27035-3:2020.

AHami3 TexHiuHHUX 3aco0iB 3abOesneueHHs Oesneku IKC-indpactpykrypu
NOKa3alid, U0 TEXHIYHUI piBeHb KiOep3axucty LIeHTpy CKIagaeTbCcsi 3 KOMILIEKCY
B3a€MOIIOB I3aHUX CHUCTEM, 10 peanizyroTh npunmmn «Defense in Depth». Hukue
HABEJICHO KJIIOYOB1 KOMIIOHEHTH TEXHIYHOI iHGpacTpykTypu Oe3neku [23, 28]:

4. bpanamayepu HoBoro nokodiinHa (NGFW) — FortiGate 200E 13 DPI (Deep
Packet Inspection) 1 Application Control.



32

5. Cucremu BusBIeHHs Ta 3ano6irands BroprHeHHsM (IDS/IPS) — Suricata
IDS interposana 3 Splunk SIEM.

6. AHTHUBIpYCHA CUCTEMA 3 LICHTPAJII30BAHUM KEPYBaHHSIM IO TUKAMH.

7.  Cucrema moHiTopunry Oesneku (SIEM) — Splunk Enterprise i3 momynem
Security Essentials.

8. Cucrema pe3epBHOTO KomitoBaHHs — Veeam Backup 3 monitukoro “3-2-1.

9.  VPN-goctyn — Ha 6a31 OpenVPN ta Google Secure Access Service Edge
(SASE).

10. Vopasninas goctynom — Active Directory + RADIUS, interpoBanuii i3
Google Workspace uepez SAML.

{1 koMITIOHEHTH 3a0€3MeUyI0Th OaraTopiBHEBUM KOHTPOJIb TOCTYITY, (QiIbTpaIlio
Tpadiky, muUdpyBaHHS KOMYHIKAI[d 1 BHSIBJICHHS IIJI03p1J0i AaKTUBHOCTI B

peanbHOMY Yaci.

Tabmuua 2.7 — OcHOBHI TexXHIUHI 3acobu kibep3axucty LleHTpy umudpoBoi

TpaHchopmairii
Kateropis HporpaMHo- OcHoBHI1 QyHKIIT Blmosianicts
amaparHe pillleHHs CTaHmapTaM
NGFW | FortiGate 200E | DPL VPN, SSL Inspection | 0! 11]?2%%033'

Busasnenns BTOPrHCHb,

IDS/TPS Suricata 7.0 NIST SP 800-94
curHatypu CVE
SIEM Splunk Enterprise Hengan13OBagHH 361.[3 ISO/IEC 27035-
JIOT1B, KOPEJSLIs OA1N 1:2023

3axucT Bij malware,
CKaHyBaHHS ITOIITH

AntuBipyc| ESET Protect ISO/IEC 15408

OpenVPN + [udpoBanumii BigmaneHui ISO/IEC 27033-

VPN Google SASE JOCTYTI 3:2020

Jlns  ormiHoBaHHS €(QEKTUBHOCTI CHCTEMH OE3MEKH IPOBEICHO aHAIITHYHE

NOPIBHSHHS MIXK PIBHEM OpraHI3alliiHUX Ta TEXHIYHUX 3aXO/IiB.
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Tabmums 2.8 — IlopiBHsUIBHA OIlIHKA 3ax0JiB 3a0e3rnedyeHHs KibepOesneku

Lentpy
3aranpHa
IToxa3HuK Opranizariiiiai 3aXo1u TexHiuH1 3ax0qU e(hEeKTUBHICTh
(o)
3axucT JaHux [ToniTuka gocrymy,
KOPHCTYBatiB NDA [udpysanns AES-256 90
ABTenTudIKaLISA HanaHHH. MFA, SSO 95
KOPHUCTYBadiB
Veeam Backup, Azure
P P BCP ’
€3€pBYBaHHS ernameHT BC Cloud 88
Bussnenns atak| TpenyBanus CSIRT | Splunk SIEM, IDS Suricata 92
PearyBanns Ha ITpouenypu ISO ABTOMATU30BaHUM
: 93
IHIUIECHTH 27035 aJIEPTUHT

Otpumani pe3yibTaTH CBII4YaTh, LIO0 TEXHIYHA KOMIIOHEHTa KIOEp3axuCTy

peanizoBaHa Ha BUCOKOMY piBHI (moHaa 90%), mpote eheKTUBHICTh OpraHi3aIliiHuX

IIPOLECIB MOTpedy€e MOJAIBIION0 BIOCKOHAJIEHHS — 30KpeMa JOKYMEHTYBaHHs

pusukiB, gopmanizamii CSIRT-mpoueciB 1 MepiOAUYHUX TECTIB HA MPOHUKHEHHS

(penetration testing).

JInst MOCSTHEHHS KOMIUIEKCHOT 3pIJIOCTI CUCTEMH KiOep3axuCTy HEOOX1THO

MOEJIHYBAaTH BHUCOKUN PIBEHb TEXHIYHUX PIIICHb

13 CHCTEMHHM PO3BUTKOM

OpraHizaliifHUX MpakTUK Ta MPOIEayp, a TaKOX JOJAaTKOBO BapTO BIIPOBAIUTH

CUCTEMY PETYJIIPHOTO MOHITOPUHTY HEMEPEPBHY ONTUMI3ALIIIO.

2.5 Pe3ysabTaTu TECTiB HA NIPOHUKHEHHS

Ha gpyromy ertami TecTyBaHHS

oesnekn  llenTpy 3milicHIOBajIoCh 13

3aCTOCYBaHHSAM METOJ0JIOTII penetration testing (€TMYHOIO XakKiHTY), sIKa BKJIIOYAE

CTaIlln.

1. 306ip indopmanii (Reconnaissance).

2. CkaHyBaHHS Ta 1IeHTU(]IKaIlIA CEPBICIB.
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3. Amaii3 Bpa3uBOCTEH.

4. Exkcmnyaranis (Exploitation).

5. ®opmyBaHHSA 3BITY Ta peKOMEHAIIiil.

JJ1st IbOTO BUKOPUCTOBYBAJIUCS TaKl IHCTPYMEHTH:

1. Nmap — 115 ckaHyBaHHS BIIKPUTHX MOPTIB 1 CEPBICIB.

2.  Nessus Essentials — nj1s1 BUsIBIEHHsI Bpa3IMBOCTEM Ha cepBepax 1 poOodmnx
CTaHIIAX.

3. Burp Suite Professional — anist ananisy Be6go1aTKiB.

4. Metasploit Framework — 11t mepeBipku €KCIIONTIB 1 OLIIHKU PIBHS PU3UKY.

5. WASP ZAP — 115 aBTOMaTU30BaHOTO MOIIYKY BEOypa3IMBOCTEM.

Metopnosoris nependayaia NpoBEIEHHS aHalI3y B IBOX PEKUMAaX:

1. Black Box — 0e3 momepenHix maHuUX Npo 1HPpACTPYKTYypy (iMiTaris
30BHIIIHBOIO MMOPYILIHUKA).

2. White Box — 3 BHUKOpHUCTAHHAM BHYTPIIIHIX OOJIKOBUX 3alKCIB JUIS

rIMONIOT MepeBipKH (1IMITAllisl BHYTPIIIHBOTO MOPYILIHUKA).

2.5.1 Pe3yabTaTn ckanyBaHHs Nmap

CkanyBaHHSI MEPEKEBHX By3JiB Nmap BUSBWIO HAsBHICTh aKTUBHHX TMOPTIB
SSH (22), HTTP (80), HTTPS (443), RDP (3389) ta SMTP (587). ns 37 xocriB

OyJI0 IPOBECHO JIETANII30BaHy 1HBEHTapu3ailito (Tadmuis 2.9).

Tabmuug 2.9 — Pe3ynbTaTu CKaHyBaHHS MOPTIB y BHYTPILIHBOMY CEIMEHTI

Mepexi

Bigkpuri

Ne| [P-agpeca
MOPTHU

Cepgic [ToTentiiina Bpa3muBiCTh

CVE-2021-41773 — Path

1| 10.0.10.12| 22, 80, 443 Apache 2.4.49
Traversal

CVE-2023-28252 — Privilege

2| 10.0.20.5 | 445, 3389 SMB, RDP )
Escalation

CVE-2022-4759 — Weak

3| 10.0.30.14 21,22 FTP, SSH .
Encryption
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[Iponorxenus Tadmuti 2.9

Ne| TP-ampeca Biaxpui Cepgic [ToTenmiiina Bpa3nuBiCTh
OPTH
41 10.0.40.7 25,587 SMTP, Submission | SPF/DKIM Misconfiguration
HTTPS
51 10.0.99.3 443 (Admin Portal) TLS v1.0 Enabled
Otpumani JaHi [A03BOJWIM C(HOPMYBaTH akTyallbHY KapTy MEpexeBoi

1HOPaCTPYKTYpH Ta BH3HAYUTH TMOTEHIIHHI TOYKHM KOHTPOJIO Ta PU3UKH IS

MOJAIBIIIOT0 aHAI3y OC3MEeKH.

2.5.2 AHaJi3 BUSIBJICHUX YPA3JIUBOCTEH

JlocmipKeHHsT Bpa3IMBOCTEN 1HPOPMALIMHUX CUCTEM € KIIOYOBUM ETAlloM Yy
npolieci 3a0e3neueHHs Kibep3axucTy. BUsIBIEHHS MOTEHIIWHUX 3arpo3 J1ae 3MOTy
CBOE€YACHO YCYHYTH PU3UKH KOMITPOMETAIlil JAHUX, HECAHKIIIOHOBAHOTO JJOCTYIY a00
nopymenas ¢ynkuionyBanna IKC. Jna Ilentpy 1mdpoBoi Ttpanchopmarrii

inctpymeHt Nessus Essentials igentudikyBaB 542 moTeHHIMHO HeOe3meuH1

KOMITOHEHTH. 3 HUX 21 — KpuTH4HI, 64 — BUCOKOTO piBHS pU3UKY (Tadbmauus 2.10).

Tabmuug 2.10 — Knacudikaiiist Bpa3nuBOCTeil 32 piBHEM KPUTUYHOCTI

Kareropis I}:;?;;g}:’ Yactka (%) [Mpuxnagu CVE
Critical 21 3,9 CVE-2023-50164, CVE-2022-34718
High 64 11,8 CVE-2023-23415, CVE-2022-47966
Medium 127 234 CVE-2022-27593, CVE-2021-3449
Low 330 60,9 CVE-2021-3121, CVE-2020-1472

OCHOBHI TUIIM Bpa3aUBOCTEH — BIJICYTHICTh OHOBJICHb O€3MEKH, HEMpaBUIIbHA

koH(piryparist mpotokosiB SSL/TLS 1 cmabki mapom kopucTyBadiB. J[ns mpukiamy

HaBeJeMO pe3yibTaTu ckanyBaHHs xocTa 10.0.20.5 (pucyHnok 2.3).
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Pe3ynbTaTtu ckaHyBaHHA Nessus
10.0.20.5

YpasnueocrTi
KpUTnyHnx

Bucoki KputnuHi
' 1 CepegHs
0 HesHa4yHux

|peHTndikatop  Onnc ypasnueocTi PieeHb pnsuky  lpotokon / Mopt
4013388 SMBv1 Multiple Vulneravilbilifties TCP [ 445
SMB SMB Signing Not Required TCP [ 443
RDP Network Rv P Authentication Bucokuii TCP /3389

SSL Medium SSL Medium Strength Cipher

R38R0
Strength Suites Supported Cepenii [

Pucynok 2.3 — Knacudikariisi pu3ukiB 3a pe3yJbTaTaMHi CKaHyBaHHs Nessus
MoTeHuinHi“ BNAuB

KputunixHmmn Bucokun

Suites

@)

) SMBv1
8 Multiple
@ Vulnerab-
a ilities
& o (1)
Ik SSL Medium
2 9 .
g Q Cipher
2 G
=

v

TCP
Timestamps
(4)

Hu3sbka

Pucynok 2.4 — Marpulis pu3uKiB BUSIBICHUX BPa3JIMBOCTEN

(MMOBIPHICTB X BILJIMB)

JUist  OILIHIOBaHHS BIUIMBY Bpa3jiMBOCTEH MOOYJOBAaHO MATPHUII0 PU3HUKIB
(Heatmap) (puc. 2.4), mo BigoOparkae CIiBBIIHOIIESHHS MOBIPHOCTI €KCILTyaTallii Ta

MOTEHIITHOTO BILIUBY.
2.5.3 TectyBaHHA Be03aCTOCYHKIB i CHMYJIALIA aTaK
Amnani3 Be63acTocyHkiB (caiitu kadenp 1 moptan Moodle) 3a monomororw Burp

Suite Ta OWASP ZAP nokazaB HasiBHICTb JEKUTBKOX TUIOBUX MPOOIIEM:

1. Hexkopektna Bamigaiis Bxigaux nanux (Reflected XSS).
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2. Jloctyn no koHdirypaiiiaux Qainis yepes Bigkputi URL.
4. Hesukopucrannsa napametpi HttpOnly 1 Secure y cookies.

5. Biacytnicte CSP (Content Security Policy).

Tabmuis 2.11 — Pesynbratu TectyBanHs Beb3acTocyHkiB Burp Suite / OWASP

ZAP

JlomeH Tun BpaznuBocTi| [loTeHmiitHa mkoaa Pexomennarni

VYBimknyTH CSP,

portal.chnu.edu.ua | Reflected XSS Kpanixka cookie .
GiapTpyBaTH BBOIN

moodle.chnu.edu.ua Missing CeciiiHUM X1JKUHT ¥ BIMKHYTH Hpanopt
HttpOnly cookies
: : . OOMEXHUTH TOCTYTI
ptcsi.chnu.edu.ua | Open Directory BuTik nanux
yepes .htaccess
: : OimuHr yepe3 Bunpasutu DNS-
l.chnu.edu. PFM fi :
mail.chnu.edu.ua > 1SCOntE ciyiar 3anucu SPF/DKIM

JUiss  mepeBIpKM  €KCIUTyaTalldHOlT  MOKJIMBOCTI  JI€AKUX  Ypa3iIHBOCTEH
3actocoBano Metasploit Framework, 1mo miaTBepauB MOKIUBICTh BUKOHAHHS KOy

Ha TECTOBOMY cepBepi 0e3 KON PeaIbHUM JaHUM.

2.6 OuiHwBaHHA 3arajbHOro piBHa 3axumieHocti IlenTpy nudgposoi

TpaHcpopmauii

3BeneHa orinka piBHs 3axuiieHocti IKC naBenena y tabnumi 2.12.

Tabmuusa 2.12 — VY3arambHeHa oliHka kibepzaxuiieHocTi LlenTpy mmdpoBoi

TpaHchopmarii

Ilotounuii| PexomennoBanuit

Kareropist 3axucty . . KomenTap
piBEHb piBEHb
Mepexesuii : .
85% 95% [ToTpiOHa cermenTanis DMZ
MIEPUMETP

Be63actocynku 78% 90% [Tocunutu CSP, onoButu SSL
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[Tponorxenus Tadmuii 2.12

) IloTounuii| PekoMeHn0BaHUMN
Kareropis 3axucty . . KomenTap
PIBEHb PIBEHb
ABTeHTH 1KLL 92% 95% MFA peanizoBaHo 4acTKOBO
Hﬁiggazcgle 94% 98% [TepeBiputu DLP nonituku
KOpP.ICTyB.aHBKa 70% 90% HeoOxi1Hi HaBYaNbHI TPEHIHTU
0013HaHICTh

3BegeHa aiarpama piBHIB 3axunieHocti llentpy mudpoBoi Ttpanchopmarrii

HaBEJICHA HA PUCYHKY 2.5.

3BefeHa giarpama piBHiB Kibep3axucry
LleHTpy undpoBoi TpaHcapopmauii

Current

98
94 Target

%)

70 90

0,
/

>
-
(3)
=
>
(34
m
)
==
(]
2
o

Mepexesuii Be6- MowTta KopucTyBaubka
nepumeTp 3acTocyHkum (Google 06i3HaHICTb
Workspace)

Pucynox 2.5 — 3Benena niarpama piBHiB Kidep3axucty IKC
[IpoBeneHunit aynut MiATBEPIWB BUCOKUW PIBEHb TEXHIYHOI O€3MEKH, MPOTE
BUSBUB NOTPeOy y BIOCKOHAJIEHHI MPOUEAYP YIPABIIHHSI pU3UKaMH Ta (opmaitizanii
MOMITHUK 1H(OpMaIliiHOT O€3MEKH.

BucHoBok 10 po3aiiy 2

Aynaut iHbOpMaIIiitHOT 0e3MeKnu PecypciB € HEBi €EMHOIO CKJIAJI0BOIO CydacHOI

uudpoBoi iHdpacTpykTypu. Bin 0a3yerbcs Ha MibkHapoaHux cranpaptax (OWASP,
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ISO/IEC 27001, NIST) Ta peanidyerbcsi uepe3 KOMIUIGKC METOMIB — BIJ
aBTOMATHU30BAHOTO CKaHYBaHHS [0 TJMOOKOTO TECTyBaHHS Ha TMPOHUKHEHHS.
Pesynmbrati ayauTy AO3BOJISIIOTH OpTaHi3alisM HE JUIIe YCYHYTH IIOTOYHI
BPa3JIMBOCTI, aje ¥ cpopMyBaTH JOBrOCTPOKOBY IMOJITUKY O€3IEKH, IO BIMOBIIAE
BUMOTaM MDKHAPOHUX TPAKTHK.

Buxopucranns cywyacHux iHcTpymeHTiB (Burp Suite, Nessus, Metasploit,
Wireshark) no3Bossie oTpumMaTi KOMIUIEKCHY OIIIHKY CTaHy Oe3neku Ta cpopMyBaTu
peKOMeHaIli Jytst 11 i ABUIIICHHS.

Aynut 1HopmaliiiHoi Oe3meKu pecypciB € He MpocTo  (HOpMajbHOIO
MPOIIETypOI0, a KPUTHYHO BAXJIMBUM TIPOIIECOM, SKHH JIO3BOJISIE 3amo0iraTe

MacIITaOHUM 1HIIMJEHTAM Ta 3a0e3MeuyBaTH CTIMKICTh HIU(PPOBOI iIHGPACTPYKTYPH.
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PO3I1J1 3 YIOCKOHAJIEHHS CUCTEMHU KIBEP3AXHUCTY
OCBITHBOTI'O HEHTPY

Busineni B nporuect gocnimpkeHHs Bpa3zauBocTi B IKC-indppactpykrypi Lentpy
ugpoBoi TpanchopMmarllii YepHiBEIIbKOTO HaIlIOHAIBHOTO YHIBepcHUTeTy iMeHi HOpis
depkoBUYA CBITYATh MPO HEOOXIIHICTh YIOCKOHAJIICHHS CHCTEMH KiOep3axHucTy
IUISIXOM YCYHEHHS PU3MKIB, IIIBUIIICHHS PIBHS CTIMKOCTI CUCTEM J0 Kibep3arpo3 Ta

BIPOBAHKCHHS TOJIITUK MOCTIHHOTO MOHITOPUHTY.

3.1 3aco0m 3axMCTYy Ta MOHITOPHHIY Oe3NeKH

3azm;1 YCYHCHHS  BUABJICHHHUX BpaBHHBOCTGﬁ J0 IKC 3aBIIPOBAI’KCHO

OaraTopiBHeBMM 3axucT BiAMOBiIHO 10 Mojenl Defense in Depth, ne xoxeH piBeHb

CUCTEMH Mae€ BJAacHI IHCTPYMEHTH MOHITOPUHTY Ta pearyBaHHs (pUCYHOK 3.1).
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Pucynok 3.1 — Kapta inppactpykrypu IKC

Ha wepexeBomy mnepumerpi BctaHoBieHo NGFW FortiGate 200E, sxuit

3a0e3neuye SSL-incnekuito, IDS/IPS, ¢inbrpanito Be6G3anutiB 1 VP-gocrtym.
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Bcepenuni Mepexi ¢yHkiionye cuctrema Suricata IDS, mo B3aemopie 13 Splunk
SIEM 1151 1IeHTpasi30BaHOTO aHAJI3Y KYpPHAJIB 1 IO/,

MoHITOPUHT CTaHy BY3JiB 1 HABaHTAKEHHS 3IIHCHIOETHCS 3a JOMOMOTOIO
Zabbix. ApteHTH(IKallsl KOHTPOIIOEThCcs uepe3 Active Directory + RADIUS, a

Network Access Control peamizoBano Ha 6a31 Cisco ISE, mo mnepeBipsie koxxeH

MPUCTPIN TIepe] MAKIIOUCHHIM 10 Mepexi (pUCYHOK 3.2).

Pucynok 3.2 — MoHITOpHHT TOTOYHOTO cTaHy iHPpacTpykTypu IKC

Ha ocHoBi panux, mo 30UparoThCcsi CHUCTEMOIO MOHITOpUHTY Zabbix,
dopmMmyeThCs €AMHUI HAOIp MOKA3HMKIB JJIsl aHai3y cTaHy 1H(opMalliiiHoi Oe3neKu.
[li n1ani BUKOPUCTOBYIOTHCS SK JpKepeno iH(opmarii Juisi  MoJajibIioi

aBTOMATH30BaHOI 0OPOOKH.

Z Problems

Pucynoxk 3.3 — IIpukiasn pearyBaHHsl Ha Bpa3JIMBOCTI CUCTEMHU MOHITOPUHTY

[aTerparis mixk Zabbix 1 arperatropom 3xaiicHioeTbest uepe3 JSON-RPC API a6o
webhook, 1m0 103BOJIIE OTpUMYyBATH CIIOBIIICHHS TIPO BUSBICHI 1HIUIACHTH Y
peaJlbHOMY dYaci Ta 3abe3nedye OUHAMIYHE OHOBJEHHS Oa3M aKTHUBIB 1 CTaHy

BpaznuBoctel (puc. 3.3). Takuii miaxiza 3a0e3neuye Oe3nepepBHUI LUK YIIPABIIHHSA
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BpPa3NMBOCTSAMU Ta IIJIBUIIYE PIBEHb OMNEPATUBHOTO pearyBaHHS Ha MOl

1HbOopMaIIiHOT Oe3MeKH.

3.2 ABTOMATH30BaHNH arperaTop Bpas3JjuBocTeil

Takoxkx a1 yJAOCKOHAJIGHHA ~ CHUCTeMHM  KiOep3axucTy  po3poO0seHO
aBTOMATU30BAHUM arperaTop BpPa3jIMBOCTEH, IO SBIsE€ COOOI CHCTEMY IS
aBTOMATUYHOTO IMIIOPTY Pe3yJIbTaTiB CKaHyBaHHS 1H()OpPMAIIIHUX CHUCTEM, aHAII3Y
OTPMMAHUX JAHMX, OILIIHIOBAHHS PIBHS PU3MKY, (POPMYBaHHS 3a/7ad HA YCYHEHHS
Bpa3JIMBOCTEN 1 B3a€EMOIIi 3 MOHITOPUHTOBHUMH CHUCTEMaMU. ApPXITEKTypa pIlLIC€HHS
CKJIQJIAETHCS 3 YOTUPHOX JIOTTYHUX MOJIYJIB: 0a3u JaHUX, Mapcepa 3BITiB, MEXaHI3MY
OI[IHIOBaHHS PHU3UKY 1 reHepaTopa IUIaHIB pememniarlii, iHTerpoBanux uepe3 REST
APl Tta 1HTepdelic kopuctyBaya. Cucrema po3pobieHa Moo Python 13
BukopuctanusiMm 0i0miorexk FastAPI, SQLAlchemy, Ixml, Celery 1 NiceGUIL
KommoneHTH 3B’s3aHi MK COOOI0 4epe3 BHYTPILIHI MO, MO (PYHKIIOHYIOTh SIK
eIMHUN makeT. [[ns KOopeKkTHOi poOOTH peani3oBaHO CTPYKTYpYy MaKeTa, y SKId
KaTajor app/ MICTUTh BUX1JIHI MOAYJ, a ¢aiii run_app.py BUKOHYE POJIb OCHOBHOTO

CTapTOBOI'O CLEHAPIIO.

Jlictunr 3.1 — [IporpamMumii K011 3amycKy

# run app.py

import os, sys

ROOT = os.path.abspath(os.path.dirname( file ))
if ROOT not in sys.path: sys.path.insert (0, ROOT)
from app. main  import main

if name == " main_": main()

@aiin 3abe3nedye 3amyck 3aCTOCYHKY SIK MakeTa 1 3amo0ira€ BUHUKHEHHIO
nomuiiku «ImportError: attempted relative import with no known parent package».
OcHoBHMIf 3acTocyHOK moOynoBanuii Ha 06asi FastAPI Ta NiceGUI. API
BUKOpUCTOBY€EThCS [Isi 00poOku HTTP-3anuTtiB, a NiceGUI cTBOpIO€ JIOKanbHUN

BeOIHTEpJeEHiC.
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Jlictunr 3.2 —IIporpamMHuii KOJ 3aIMycKy cepBepa

# app/ main_  .py

from nicegui import ui, app as ng_app

from fastapi import FastAPI

from .api import router as api router

from .ui import register pages

fastapi = FastAPI(title="VRM Zabbix Console API")
fastapi.include router (api router, prefix="/api")
ng app.mount ("/api", fastapi)

register pages|()

def main(): ui.run (host="0.0.0.0", port=8000, reload=False)

3amyck cepBepa BijkpuBae BebiHTepdeiic 3a aapecoro http://127.0.0.1:8000, ne
KOpUCTYBau OTPUMYE JOCTYIl J0 TaOJWIlb aKTUBIB 1 BpaznuBocTed. baza mganux
BU3HavaeTbess B Moxyidi app/db.py 3a momomororo SQLAlchemy. Bona mictuth

3’eaHAHHA 3 023010, ONHKC cecli 1 0a3oBuil ki1ac ORM-mozeneii.

Jlictunr 3.3 — [IporpamMHauii Ko 3BepHEHHS 0 0a3u JaHUX

# app/db.py

from sglalchemy import create engine

from sglalchemy.orm import sessionmaker, declarative base
import os

from dotenv import load dotenv

load dotenv ()

DATABASE URL = os.getenv ("DATABASE URL", "sqglite:///./vrm.db")
engine = create engine (DATABASE URL, echo=False, future=True)
SessionLocal = sessionmaker (bind=engine, autoflush=False,

autocommit=False)

Base = declarative base ()
def get db():
db = SessionLocal ()

try:yield db
finally:db.close ()
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Jliist cTBOpeHHs TabauIb y 0a3i JaHUX BUKOPUCTOBYETHCS TOMOMIKHUI CKPUIIT

app/manage.py, SKil BUKIIMKAETHCSI KOMAHAOI0 python -m app.manage init-db.

Jlictunr 3.4 — IIporpaMumii Koa CTBOpeHHS Ta0auIb B b/]

# app/manage.py

import sys, os

if name == " main ":

ROOT = os.path.abspath(os.path.join(os.path.dirname( file ),
".."))

if ROOT not in sys.path: sys.path.insert (0, ROOT)

from .db import engine, Base

from . import models

def init db(): Base.metadata.create all (bind=engine)
if name == " main ":
if len(sys.argv) > 1 and sys.argv[l] == "init-db": init db()

print ("Database initialized")

Crpyktypa Tabiuip BHU3HAuYaeThbes y Qaiinl app/models.py. B cBow uepry
peanizoByemo Tpu kiacu ORM: Asset, Vulnerability 1 RemediationTask.

Monyns iMIIOPTY app/ingest.py Oyze BiINOBiAaTH 3a 00poOeHHs ¢aiiiIiB 3BITIB
Nessus 1 30epexeHHs 3HailieHnx AaHux y 0asi. [lapcep BukopucToBye 0107110TEKY
[xml 1 BuKOHYe Oe3mneuHe po3ompanHs XML-daiiny, 30epiraroun iHpopMalio mpo
[P-anpecy, mopt, CVE, CVSS Ta piBeHb KPpUTHHIHOCTI.

ANTOPUTM OLIHIOBAaHHS PU3UKY peanizoByemo y daiinm app/risk.py. OyHKIIsA
rank vuln o0GYHCIIOE Bary KOXHOI Bpa3iIMBOCTI 3a (opMmynor Score = CVSS X

Criticality x Exposure.

Jlictunr 3.5 — [IporpamMHaMil KO OIIHIOBAHHS PU3UKY

¥ app/risk.py

def rank vuln(cvss: float, criticality: float, zone: str):
exposure = 1.5 if (zone and zone.lower () == "dmz") else 1.0

return round(cvss * (criticality or 1.0) * exposure, 2)
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Ha ocHOB1 00uKClIeHNX TTOKAa3HUKIB (POPMYEThC TIJIaH J1i 3 ycyHeHHs. Y daiii

app/remediation.py OTMCAHO JIOTIKY CTBOPEHHS TUTIOBUX PEKOMEH/IAITIN.

Jlictuar 3.6 — IlporpamHuii KOjJ airopuTMy BHUPOOJICHHS THUIIOBUX

pEeKOMEeH Al i

# app/remediation.py

from

from

.models import RemediationTask, Vulnerability

.db import SessionLocal

def plan remediation (vuln: Vulnerability):

if "TLS v1.0" 1in (vuln.title or "") or "SSLv3" in

(vuln.title or ""):

VPN

sla

action, sla = "Upgrade to TLS1.3 and disable weak

ciphers", 3

elif

vuln.port == 3389: action, sla = "Restrict RDP access via
or ACL", 3

else:

action, sla = "Apply vendor patch or mitigation", 14

db = SessionLocal ()

task = RemediationTask(vuln id=vuln.id, action=action,
days=sla)

db.add (task)
db.commit ()
db.close ()

return task

Jlnst B3aemonii 3 MOHITOPHMHTOBOIO cHUCTEMOIO Zabbix peanizyeMo MOIYyJb

app/zbx_connector.py, sxuil BuKoHye aBTopm3aiito ueped JSON-RPC API Ta

OTPUMYE TIEPETIK aKTyaTbHUX TPOOJIEM.

[aTepdeiic kopuctyBaya Oyzae omucano y daimi app/ui.py. CTOpiHKa MICTHUTH

€JIEMEHTH JIJIs1 IMIIOPTY 3BITiB, OHOBJICHHSI IaHUX 13 ZabbiX 1 BUBEICHHS TaOJIUIIb.

®oHoBi omepartiii (IMOOPT BEJMKUX 3BITIB Ta MEPIOAUYHE ONMUTYBaHHs Zabbix)

BUKOHYIOThCS 3a onomororo Celery.
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Jlictunr 3.7 — [IporpaMHMii KOJ 3BEpHEHHS Ta 0OPOOIECHHS 3BITIB
# workers/tasks.py

from .celery app import celery app

from app.ingest import ingest nessus bytes

from app.zbx connector import fetch recent problems
@celery app.task

def ingest nessus task(data bytes: bytes):

return ingest nessus bytes (data bytes)

@celery app.task

def poll zabbix problems() :

return len (fetch recent problems())

[Ticns peasnizaliii BCiX MOAYJIIB 3aCTOCYHOK YITAKOBYEMO Yy BUKOHYBaIBHUH (haiin
3a pgomomoror Pylnstaller, sikuil cTBOprOo€e camMoOOCTaTHIM OlHApHUK 3 YycIMa
3anexHocTsMu. Komana 30upanns Mmae BUTIsi pyinstaller --onefile run_app.py.

Po3pobnena cuctema J03BOJIMTH 3a0€3NEUYUTH TIOBHUM LUKI poOOTH 3
BpA3JIMBOCTAMHM: IMIOPT pE3yJbTaTIB CKAHYBAHHS, aHajl3, PO3PAXYHOK pHU3HKY,
CTBOPEHHS 3ajla4l peMeiallli, CHHXpoH13allito 3 Zabbix 1 BioOpaxkeHHs 1H(opmarrii
y rpadiuHoMy iHTEep(deiici.

BnpoBamxkenHss Takoro pimieHHs —3a0e3neuye  IIEHTpai30BaHUN 00K
BPa3JIMBOCTEH, CKOPOUCHHS Yacy peakilii Ha IHIUACHTH Ta aBTOMATHU3AIliI0 MPOIIECIB

OIliHIOBaHHsI Oe3Meku BinoBiaHO 10 cydyacHux Bumor ISO/IEC 27005:2023.

3.3 Mertoau ycynenHnsi BpasiauBocteit IKC

Metoau yCyHEHHsI BPa3JIMBOCTEW MOAUISIOTHCS HA TEXHIYHI, OpTaHi3aiiiiHi Ta
POLICAYPHI.

Texniuni Meroauw TmepeadavaOTh OHOBJICHHS MPOTPaMHOTO 3a0e3MedeHHS,
KoH(Dirypariii i MepeXeBUX TMOJITHK; OpraHi3aimiitHi — po3poOKy MPaBHII, PO3MOILT
poyieli 1 KOHTPOJb JOCTYIy; MPOLEIypHI — PETYJSIpHUA ayaWT, TECTyBaHHS 1

HaBYaHHS MEPCOHATY.
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Ta6muig 3.1 — Knacudikariis meTo1iB ycyHeHHs BpaznuBocTei IKC

Kareropis N . .
; OcHoBHI Aii OuikyBaHUii pe3yiabTaT
METO/I1B
Onosnenns OC, BCTaHOBJICHHS VYcynenns Binomux CVE,
Texniuni naT4iB, BiakItoueHHS SMBv1, 3HW>KECHHS pU3HKY
nepexig Ha TLS 1.3, aktusaris MFA eKCILTyaTarii
[TigBumenus
Poznoain posneit y goctymi, BI/IITIOB1IaJIbHOCTI
Opranizariiifi CTBOPEHHS MOJITHKY MapOJIiB, KOPUCTYBayiB, 3SMEHILICHHS
KOHTPOJIb JIOT1B PU3UKY BHYTPIIIHIX
NOpYyIICHb
[IpoBeneHHs peryIspHOTO KOHTPOIIIO, [TinBuIIeHHS
Mpoueaypi CKaHyBaHHs Nessug, HaBIaHH Ki6ep06i3HaHO(?Ti, )
MEePCOHAIY, CUMYJISIIS (DIIMIUHTOBUX | TMOMEPEIKEHHS COIlaIbHO]
aTak 1HXeHepil

KomriuiekcHe 3acTOCyBaHHS TEXHIYHHX,

OpraHizaliifHUX Ta MPOLEIYPHHUX

METO/IB 3a0e3reuye OaraTopiBHEBUMA MIAX1J A0 YCYHEHHSI BPa3JIMBOCTEH 1 IIJIBUIILYE

3arajibHy CTiMKicTh cucteMu Kibep3axucty IKC Llentpy.

3.3.1 TexHi4Hi 32aX01H YCYHEHHS] KPUTHYHUX BPA3JIMBOCTEH

Ha ocHoBi ananizy Nessus HallBUIIMKA TPiOpUTET MaroTh BpaziauBocTi SMBvI

Multiple Vulnerabilities, SSL Medium Cipher Suites Ta TCP Timestamps.

JJ1st KO’KHOI 3 HUX pO3p00JIEHO KOHKPETHUH TUTaH J1d (Tabauis 3.2).

Tabmuis 3.2 — [lnan TEXHIYHOTO YCYHEHHS! KpUTHYHUX BPa3IUBOCTEN

) Ommc BianosigansHuM )
Bpasnusicts Meron ycyHeHHs . . Tepmin
npoOiaemMu H1IPO3/1IT
3acrapinuit BigxmrounTu
MTPOTOKOJI SMBvV1, onoBuTH .
MBv1 B
SMBv SMBvI 10 SMBv2/3, i y
Multiple : CHUCTEMHOTO Heraiino
..... | no3Bonsie RCE- | 3acTocyBaru mardi .
Vulnerabilities : aZAMIHICTpYBaHHS
aTaku (aHajor Microsoft
EternalBlue) KB4012212
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[IponorxenHs Tadmuii 3.2

) Ormmc BianosigansHui )
BpasnusicTh Meton ycyHEHHs . . Tepmin
npoOiemMu 1pO3a1JT
Bukopucranns | HamamryBaru BeO-
SSL Medium cmabKux cepep Ha TLS 1.3, Dev?fés i)]];[OeIHTp 3 m
Cipher Suites | mudpiB Huxue | 3a00ponutu RC4, aHHc (1)12) vanii A
128 6it 3DES, SSLy3 | | PAHCROPMAn
MOXIIUBICTB
BumMmknyTH
BHU3HAYCHHS napavern TCP
TCP CHUCTEMHOTO tigles taTrP; S AMiHICTpaTOp | ne
Timestamps qacy Ta psy Mepexi A
: R CHUCTEMHOMY
ineHTudikaii :
OC peectpi / sysctl.conf

Po3poOsieHi 3axoau cOpsiMOBaHI Ha YCYHEHHS KPUTUYHUX HEIONIKIB Ta
MIHIMI3allll0 PU3UKIB EKCIUTyaTalli 3a3Hau€HUX BPA3IMBOCTEH, 10 3a0€3MEUUThH

M1JIBUIICHHS PiBHS CTIMKOCTI iH(opMaliiHoi iHbpacTpykTypu LleHTpy.

3.3.2 OpranizauiifHi 3aX044 NOCUJICHHS Ki0ep3axucTy

KitouoBuM HampsmMoM 3MillHEHHS KiOepOe3NneKku € BIPOBAKEHHS CUCTEMU
yrpasiiHHs iHdopmartiiiiHoto 6e3nekoro (ISMS) Bignosigno o ISO/IEC 27001:2022.
30kpemMa, Jo1UIbHO po3poouTH llomokeHHs mpo ympaBiiHHA A0CTyroM, [lomiTtuky
pe3epBHOTro KomitoBaHHs Ta [man pearyBanns Ha iHuuaeHTy (IRP). Peamizaris takux
3axoAiB 3abe3nedye MiA3BITHICTh, MPO30PICTh 1 3MEHIUEHHS JIOJACHKOro (hakTopy
(pucyHoK 3.4).

JI71s1 BHYTPIIIHIX KOPUCTYBAYiB Mepe0auyeHo peani3ailito HaB4yaaibHUX TPEHIHTIB
3 K10epriri€Hu, ki OXOIUTIOITh TEMH:

1. BusBnenHs (QimMHTOBUX JIMCTIB.

2. CTBOpEHHS CTIMKUX MapodiB 1 KEpyBaHHS HUMHU.

3. IlpaBuna Oe3ne4yHOro 3’€HaHHA 3 KoOpropaTHBHUMHU cepBicamu Google

Workspace.
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BusiBneHHsa n
peecTpadis

Tak

IHUMaeHT
niaTBEpAXEHO?

[ PearyBaHHs ’

—i BigHOBNEHHS }4—

Pucynok 3.4 — Cxema niporecy pearyBanHs Ha iHIACHTH (IRP)

[Ticnst KOKHOTO TPEHIHTY JOLIBHO TPOBOJUTH CUMYJISLIO (PIIIMHIOBUX aTakK 13

aHaJI130M peaKIlii mepcoHany.

3.3.3 IIpouenypHi 3axoau MOCUJICHHS Kidep3axucTy

Jlns  3a0e3leueHHs  HEMEePEepBHOTO  KOHTPOJK 3a CTaHOM  Oe3MeKu
pexkoMenayetrbesi po3ropHytd SIEM-cuctemy (Security Information and Event
Management) Ha 06a3i Splunk Enterprise Security a6o Wazuh. Bona noBuHHa
30upartu Jior-ganiu 3 cepBepiB, MapIIPyTU3ATOPIB, BEOAOIATKIB 1 MOIITOBUX CUCTEM,

IIPOBOJIUTH KOPEJIALIIO TO/TiH 1 BUIaBaTH OMOBIIIEHHS y pasi Mi103p1j0i aKTUBHOCTI.

Tabmuus 3.3 — TlopiBHsUIbBHA XapaKTepUCTUKA PIMIEHb UISI MOHITOPUHTY
Oe3neKu
[TnaTdopma Tun OcHoBHI (yHKIIIT IIepeBaru Henomniku
AHaniTuka,
Splunk :
) . Tanoop/Iu, Bucoka TO4HICTD, Bucoka
Enterprise | Komepuiiina . . .
. MAaIllUHHE iHTerpauisa 3 SOC BapTICTh
Security
HaBYaHHS
Jlor-MeHeIPKMEHT, beskomrrosue [ToTpiOHa
Wazuh Open Source | IDS, File Integrity | pimenns, 3pyuHa py4dHa
Monitoring 1HTEerpauis HacTpolKa
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[Tponorxenus Tadmauii 3.3

[Tnardopma Tun OcHoBHi QyHKIIIT [lepeBaru Henomku
ELK Stack Ob6mexeHa
: . . . [Ipocrorta .
(Elastic + | Open Source | Bizyanizariis joris KOpEJALIs
. BIPOBAKCHHS N
Kibana) MO

[TopiBHSIBHUN aHaAI3 PINIEHb JJISI MOHITOPHUHTY O€3MEKH 3acBIIUy€E iXHIO
BIJIMOBIAHICTh MIDKHApPOJHUM CTaHJAapTaM iHQOpMaIiiiHOi Oe3neku Ta J03BOJIMB
chopmyBaT 00TpyHTOBaHy cTparerito iHTerpaiii SIEM-cuctemu 10 opraHizamiiHoi

iHppacTpykTypu LleHTpy.

3.4 Ouinka e(eKTUBHOCTI MiCJasi YAOCKOHAJICHHSI CHCTeMH Ki0ep3axucry

HenTpy nugposoi tpancopmanii

[Ticns ymockoHaneHHsT CHCTEMHU KiOep3axucTy OysIo MNpOBEICHO ITOBTOPHE
nocimipkeHHss LlenTpy mudpoBoi Tpancpopmarii YepHIBEIBKOrO HaI[lOHAIBHOIO
yHiBepcuteTy 1imeHi IOpis ®enpkoBuua 3 METOW OIIHKA  €(QEKTUBHOCTI
BIIPOBAKEHUX pimeHb. Cuctema 3abe3nedeHHs kibepoesneku llentpy mudpooi
TpaHchopMallli MOEIHYE CydacHI TEXHIYHI 3acoOO0M MOHITOPUHTY, (uUIbTpamii Ta
aHamizy Tpadiky 3 e(EeKTUBHOIO OpraHi3aliiHOI0 CTPYKTYpOI  YIPaBIiHHA
oe3nekoro. BnpoBamkenns Google Workspace for Education 3Ha4HO 3HU3UIIO PUBHK
BTpaTH AaHux, a SIEM miBuIinia piBeHb KOHTPOJIO HAJ MOIIMH O€3MEKH.

Arperatop BpaziauBOCTed po3poOsieHHMH IJIs aBTOMaTH3alii mporecy 300py,
HOpMaJTi3alli Ta aHali3y pe3yJbTaTiB CKaHyBaHHS 1H()OPMALIHHUX CUCTEM; a TaKOX
BiH 3a0esneuye iMmopT 3BiTiB Nessus 1 Nmap, CTBOPEHHS PEECTPY aKTHBIB,
oLliHIOBaHHS pu3uKy 3a ¢popmynoro CVSSxCriticalityxExposure, opmyBaHHs 3a7a4
Ha YCYHEHHS Bpa3JIMBOCTEH 1 B3a€EMOJIIO 13 CHCTEMOIO MOHITOpPUHIY Zabbix uepe3
API abo webhook.

[nTepdeiic kopuctyBaua ctBopeHo Ha 0a3i 010mioTexkn NiceGUI, 1o 3a6e3neuye
IHTEPaKTUBHY B3a€EMOJIII0 3 JaHUMH uepe3 Opays3ep 1 Bi3yamizallilo pe3yibTaTiB

aHami3y.
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3.4.1 PesyabTaTd MOBTOPHOI0 (PiHAJIBHOI0 CKAHYBAHHSI TA MOHITOPHHIY

0e3MeKH MmicJisi BIPOBAKEHHSA METOMIB 3aXHUCTy

AHal3 pe3yibTaTiB  IMOBTOPHOTO ayAuTy 1H(OpMAIlIHHO-KOMYHIKAIIHHOT
cuctemu llentpy 1mdpoBoi TpaHchopmalli, MICAS 3aCTOCYBaHHS KOMIUIEKCY
OHOBJICHUX TEXHIUYHUX Ta OpTaHi3allliHUX 3aX0/I1B 3aXUCTY MPOBOJAMUBCS Yy JIBA €TaIlU.

Ha mnepmiomy erami BHKOPHUCTAHO CHUCTEMY aBTOMATH30BAaHOTO CKAaHYBAaHHS
BpasnuBocTed Nessus Al OIIHKM TEXHIYHOTO CTaHy CEepBEpHOi 1HQPACTPYKTYpH,
IPOTrpaMHHUX KOMITIOHEHTIB 1 MEPEKEBUX CEPBICIB.

[ToTtiM fJ11 MOHITOPUHTY TIOAINM O€3MeKH, aHali3y aKTHUBHOCTI areHTIB,
BHUSBJICHHS TII03pIIUX AiH, KOpessiii 1HIMICHTIB 1 OLIHKM 3arajbHOi JUHAMIKH
3arpo3 0yJo 3actocoBano SIEM-mnardhopmy Wazuh.

[TincymKoBe 3BeICHHS pe3yJIbTaTiB CKaHyBaHHs Nessus M0/IaHO Ha pUCYHKY 3.5.

() nessus 11 Nov 25

Summary Critical 4 12 10 Scanned 74

31 e 0 @ Confirmet 74 nhs

Vulnerabilities History
10

6 [ @ Critical

% — @ High

-=n0HREEln 5

o N . @ Low

Nov 5 Nov 8 Nov 9 Nov 11

Vulnerabilities Severity
Plugin Vulnerability
Web Server TLS Weak Cipher Suite Suppites Supported
SSL Medium Strength Cipher Suites Eunalize Supported
SSH Server CBC SSH Server Algorithm Supported | Low
PHP 8.0 x < 8.0.30 Critical < 8.0.30 Multiple Vulnerabilities Rows per page: 5 < 1-50f14 > < >

Pucynok 3.5 — Nessus Summary Dashboard

Ha 3Beneniit maneni Nessus MOXKHA OLIHUTH 3arajlbHUM CTaH BPas3JIMBOCTEH

MIiCIsl MOBTOPHOTO cKaHyBaHHsA. Ha rpadiuHiii maHeni HaBeIeHO CyMapHY KUIbKICTb
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BUSBJIICHMX TNPOOJIEM PIZHOTO PIBHA KPUTHYHOCTI, BKJIIOYHO 3 KPUTHUYHUMH,
BHCOKHMH, CEpEIHIMU Ta HU3bKUMU pu3ukamu. BizyanpHa cTpykTypa iHTepdency y
BUTJISIAI KapTOK JIO3BOJISIE IMBUAKO OIIHATHA 3MIHM TOPIBHAHO 3 MOTNEPEIHIMH
pesyibTaTtamu. 3 rpadiky ICTOpii Bpa3IMBOCTEM MOXHA BIA3HAYUTH 3HUKCHHS
TPEHAY KITBKOCTI KPUTHYHMX Ta BHUCOKHMX 3arpo3 TMPOTATOM OCTAaHHIX [IHIB
NEPEBIPKHU, 110 CBITYUTH MPO MO3UTHUBHUN €(dEKT BHPOBAKEHUX 3aXOMIIB 3aXUCTY.
TabnuyHa YacTMHA HIWKYE MICTHTh TEPENIK 3HAWJACHUX BpPa3IMBOCTEH 13
3a3HAYEHHSM iX TIUIATIHIB, PIBHA KPUTHYHOCTI Ta XOCTIB, LI0 3HAYHO CIIPOIIYE
noxaneiiuii  aHamiz.  [loka3HMKM  MIATBEPIXKYIOTh  YCYHEHHS  3acTapuiux
KpUNTOrpaiuHuX aarOpuTMIB Ta 3MIIHEHHS MapaMEeTpiB 3aXMILIEHHX MPOTOKOJIIB.
Pesynbrati 1eMOHCTPYIOTh €PEKTUBHICTH MITXOIY JO 3MEHIICHHS MOBEPXHI aTaku
Ta TIOBHE YCYHEHHs HeOe3neuHux KoHgirypaiiil. BiqoOpaxkeHi 3MiHU € KIIIOUOBUMHU
IHIUKAaTOpaMH IMIJBHUILEHHA PIiBHSA KIOE€p3axUCTy MICIS 3aCTOCYBAHHS OHOBJIEHHX
MOJIITHUK Ta MaTyiB.

Jlns neranbHOrO aHalli3y Bpa3iauBOCTEl BeOcepBepa 3acTtocyemo Nessus Web

Server Scan, a iX pe3yapTaTu HaBEJEHI Ha PUCYHKY 3.6.

Y\ NEeSSUS / Web Server CancelScan | | Plugin Output  Remediations | Report

Vulnerabilities Over Time: 7 days

Nov9 Nov1l Novi5 Novi2 Novi3 Novi4 Novi5 Novi15s

-®- Mitcol High Medium @ Low

Name Severity Status Plugin ID Host Cvss.3
SSL Medium Strength Cipher Suites Supported (SWEET32) Medium Resolved 42873 192.166.0.1

Apache HTTP Server Version Detection Medium Resolved 10107 192.168.0.1 Ovk
SSL Version 2 and 3 Protocol Detection High Resolved 89058 192.166.0.1

SSL Certificate Cannot Be Trusted High Resolved 41028 192.166.0.1 (1801
Apache mod_negotiation Wildcard Mattch XSS Resolved Resolved 11307 192.168.0.1

SSL Self-Signed Certificate Resolved Resolved 57582 192.168.0.1

TLS Version 1.0 Protocol Detection Resolved Resolved 104743 192.168.0.1

Pucynok 3.6 — Nessus Web Server Scan
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IToBTOpHE CKaHyBaHHS BeOcepBepa OXOIUIIOE KITOYOBI MEPEXKEB1 CEpBICH M
KOMIIOHEHTHU BeOIU1aTGopmu, a y BepXHii 4YacTHHI IHTEp(eiicy BU3HAUCHI TOKA3HUKH
KPUTUYHOCTI  (pUCyHOK 3.6), sKI JEMOHCTPYIOTb BIJCYTHICTb KPUTHUHUX
Bpa3JIMBOCTEH Ta 3HAYHE CKOPOYEHHSI BHCOKHUX 1 CepelHIX piBHIB 3arpos. I'padik
IMHAMIKK 32 7 JHIB JEMOHCTPYE 3MEHILIEHHS KUIBKOCTI 3HAMAECHUX MpoOJieM Mmicis
npoBenenns ontuMizairii  TLS/SSL-kondirypamiii Ta OHOBJIEHHS CEPBEPHOIO
nporpamMHoro 3abe3nedeHHs. Y TaOnuWyHii yacTuHi HaBeneHOo KoHkpeTHi CVE Ta
ixHIl cTaTtyc, ne OuTpIIicTh mo3HaveHi sk "Resolved", mo miaTBepmKye iX ycminmHe
ycyHeHHs. BkazaHi Bpa3iIMBOCTI CTOCYIOTBCS CIIAOKHMX KpunTorpadiyHUX IaKeTiB,
BUsIBIEHUX Yy cTapux Bepcisix Apache HTTP Server, a Takoxx SSL-mexaHi3MiB, SKi
OyJI0 OHOBJIEHO 3T1JIHO 3 Cy4YaCHUMH cTaHAapTamu. JlesKi 3 Bpa3JIMBOCTEH MOB’s13aH1
3 XSS Tta iHmuMu web-atakamu, siki Ternep 3a0JI0KOBaHI MPaBUIILHO HAJAIITOBAHUMHU
3aromoBKaMu Oesneku. Pe3ynpTaTH CKaHyBaHHS BKa3ylOTh Ha Te€, HIO0 CEpBEp
MepeliioB Ha cy4yacHl OiOJIIOTeKH KpHUMNTO3axucTy Ta BukopuctoBye TLS 1.2/1.3.
Tox MOXHa BIA3HAUWTH, IO MICIS MPOBEACHHX MPOIEAYP OTPUMAIH BHUCOKHIA
pIBEHb yAOCKOHAJIEHHS KOH(Irypailii BeOcepBepa.

Hamni Oyno mpoBeeHO cKaHyBaHHS Nessus IMOILITOBOTO CepBepa, a pe3ysbTaTu

HaBeJIeH1 Ha PUCYHKY 3.7.

<) nessus My Scans - Mail Server ® 12 nov2025
Mail Server 7 Scan
O High Medium Vulnerabilities by Plugin Family
[y

Critical <

\\ @ smTP
\ @ SsLTLS

Vulnerability Trend
280 @ Service
Detection

120

60 —————o—

e G S — Y
0o
Jan Higi Thu Fri May Sep Apr. Nov Jun

Last 7 days

Vulnerabilities

Plugin ID Vulanerability Vulnerability Type Severity Description Details

11356 SMTP SMTP Server Supports Pjin Text SMTP Allows for STARTTES playfxt downgradestack Resolved

12336 SSL/TLS SSL/TLS: Strong Key Exchange SSL/TLS Allows for STARTTLS plaintext downgade attack Resolved
Algorizime: Supported

10107 SMTP Service Reuse SMTP Service Reuse Detection @'} Obselete version of Postfix detected Resolved

81606 SSL/TLS SSL/TLS: Report Weak Cipher Suite-SMTP Dosolete version of Potfix detected Resolved

58335 SSH Server SSH Server CBC Mode SSH [@ Obsolete version of Postfix detected Resolved
Ciphers Detection

90317 Invalulng SSH Server CBC Mode Ciphers Enabied Resolved

Pucynox 3.7 — Nessus Mail Server Scan
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Pe3ynbraTty MOBTOPHOIO CKaHyBaHHS MOIITOBOIO CepBepa CBIIYATH MPO MOBHY
BIJICYTHICTh KPUTHYHHUX BPA3IHBOCTEH, a 3 OTPUMAHOrO Tpadiky TPEHIY BUIHO
TEHJCHIIIO 3HIKEHHS MpoOsieM, TMOB’SI3aHUX 13 HENPaBWIBHUMHU MapaMeTpamu
SMTP-cepBepiB ta cnabkumu TLS-pexxumamu. Takox y po3aini "Vulnerabilities by
Plugin Family" BimoOpaskeHo, 1110 OCHOBH1 BUSIBJICHI 3arPO3H HAJICKAIH 10 KaTETOPiid
SMTP, SSL/TLS Tta cepBicHOro BU3HAa4Y€HHs, aje BCl BOHU OyJIM YCHIIIHO YCYyHEHI.
TabnmuyHa dYacTMHA MICTUTh TIEpENiK  BPA3JIMBOCTEH, 30KpemMa MIATPUMKY
HeOesmeuHoro plaintext-yoriny, cimadki cipher suites, a Takox 3acTapiji MeXaHI3MH
STARTTLS, saxi moxyTb cipuunHuTH downgrade-ataku. Bci 3HaiineHi npobieMu
no3HayeHl sk "Resolved", mo migTBepaKye 3acTOCYBaHHS HOBHUX KOH(QIrypamii
Postfix ~Ta  KOpekTHE  HaJalITyBaHHS  MPOTOKOIIB  3aXMIEHOI  IOIITH.
AJMIHICTpATUBHI MapaMeTpH cepBepa 0yJio MPUBEACHO Y BIAMOBIIHICT JJO Cy4aCHUX
pekomengauii CIS Benchmarks, 1o mNOBHICTIO HeWTpamizyBalo PHU3UKU
HECaHKIIIOHOBAHOTO JIOCTYIly JIO TMOIITOBUX cepBiciB. Pe3ynbratu ayauty
MIATBEPAKYIOTh O€3IMEeKYy MOIITOBOI CHCTEMHM Ta IIJIBUILEHHS CTIMKOCTI 0 aTak Ha
aBTEHTHU(IKAIIIIO.

Hactynaum eramom Oyjo MpoBEACHHS aHai3y Bpas3MBOCTEH cepBepa 0a3

JAaHUX, a pe3yJIbTaTH HAaBEJICHI1 Ha PUCYHKY 3.8.

O nessus Dashboard Scans Policies Reports Settings ® s v
Scans Database Server
Total vulnerabilities Villmerablity v | | Export, v Q
8 = 8 ® High 1 7 6
\ '”f Medium
oL 0 High 0 Low \ ;.’7 | @ Oro Hosts IPV6 services
00 M 1 Info T
Plugin ID Vulnerability Severity Port Host
176874 1501 Database Encryption Protycorols Unsuppoorted 3 Medium 1521/tcp  192:168.1.25
42873 1521 SSL Medium Strength Cipher Suites Supported High 1521/tcp 192.168.1.25
48964 SSL RC4 Cipher Suites Supported Medium 1521/tcp  192.168.1.25
45506 4521 SSL Self-Signed Certificate Medium 1521/tcp  192:168.1.25
34477 3412 SSL Certificate Cannot Be Trusted Medium 1521/tcp  192:168.1.25
66334 6633 Database Enumeration via Hostname Authentication Bypass Medium 1521/tcp  192.168.1.25
66334 812 Database Eneumeration via Hostname Authentication Bypass Medium 1521/tcp  192:168.1.25

Pucynok 3.8 — Nessus Database Server Scan
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Sk pe3ynbTaT aHanmizy cTaHy Oe3neku cepBepa 0a3 naHux y Nessus oTpuMaHa
3arajgbHa KIUTBKICTH MpoOJeM Ta X PO3MOAINA 3a KPUTHYHICTIO, MO JEMOHCTPYE
nepeBakaHHsl CEPETHBOTO PIBHA 3arpo3, MPUYOMY KPUTHYHI Ta BUCOKI BIJICYTHI 200
ycyHyTi. TabinyHa yacTHA MICTUTh JeTalbHI ONMKMCH BPa3IMBOCTEHN, 30KpeMa clladKi
abo 3acrapim kpunrorpadiuni amroputmu, self-signed ceptudikatu, a TaKoX
niaTpumMky RC4, sxy Oyno NOBHICTIO BHaalieHO. TakoX BHUSBICHI MpoOJieMu
CTOCYIOThCSl HEMPABUJIILHUX TapaMeTpiB aBTOPHU3allii, 110 TO3BOJSIM 3/1MCHIOBATH
enumeration-ataku uepe3 o00xiq aBreHTu¢ikamii. Ilicns onoBnenns CYBJ| Tta
3actocyBanHsa pexkomeHAaliil CIS piBeHb 3aXMILEHOCTI 3HAYHO IMiJIBUIIKUBCS. XOCT-
OpIEHTOBAHUM aHai3 BijjoOpaxae, 0 BC1 BPA3JIMBOCTI MOB’s13aH1 3 OJJHUM CEPBEPOM,
1 BIH OTpUMaB MOBHHM HAOIp MaTYiB.

Pe3ynpTatn ckaHyBaHHS MIATBEPIXKYIOTh, 1[0 CEpBEp MPALIIOE BIAMNOBITHO 10
CYy4YaCHHUX BUMOT O€3MEKHU Ta HE MICTUTh KPUTUUHHUX BEKTOPIB KOMIPOMETAII].

Amnani3 3axumenocti IKC 3a gomomororo Wazuh, a pe3yibTati BioOpakeHi Ha

pUCYHKY 3.9.

= Wozuh v Modules / Security events Q  © wazh

Security events @

Dashboard  Events O Explore agent [ Generate report

El v < Add filter kat =1 Last 24 hours Show dates C Refresh

clustername wazuh  + filter Total Level 12 or above alerts Authentication failure Authentication success

15477 29 14618 34

Alerts evolution - Top 5 agents Top Mitre ATT&CX tactics

) mactes
@ Credential Access

@ Rhc17
@ Defense Evasion
® Amazon \
" @ Execution
@ Windows | 2
\ @ Initial Access
@ Debian \ ) )
J J ® Privilege Esscalation
12 00 14:00 2100
1 a
Security alerts
Time « agent name rule_mitre jd rule_nitre tactic rule_description rule_level rule_id
11 Nov 11, 2025 Luindovns Windows T1218 Defemse Evesion. Execution  Signed Script.Proxy Execution: C:Windows Sysenton.22.6vchost.exe 13 253363
11 Nov 11, 2025 1Anazon Amazon T1110 Credential Access sand, Attempt to login using a non-existent user 5 5718
11 Nov 11, 2025 1Mindows Debian T1133 Initial Access Apache: Attempt to access forbidden directory index 5 31336
11 Nov 11, 2025 1Windows Windows T1078 Successful login Successful login using stolem credentials 15 23005

Pucynok 3.9 — Security Events Dashboard

Pesynbratu 3i0paHoi TeneMeTpli 3a aHaJdi30BaHMM Mepioj  BiAOOpaKkaroTh

3arajgbHy KUIBKICTh MOJIN, MO piBHS 12+ 3a mkanoro Wazuh, a Takox MOKa3HUKH
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YCHIIHUX 1 HeBAanux crpod apreHTu®ikamii. Takox rpadik "Alerts evolution”
MOKa3y€e PO3MOJAUT MOMIM cepel I'STH OCHOBHHMX AareHTIB, IO J03BOJISIE OIIHUTU
TUHAMIKY TismeHOCTI 3a pizaumu OC.

Ha cexroprnomy rpadiky MITRE ATT&CK (pucynok 3.10) BuIHO HaiOUIbII
MOIIMpPeH] TaKTUKH artak, 30kpema Credential Access, Initial Access Ta Execution.
Tabnuuna vacTuHa MOAIA T rpadikaMu MICTUTh JACTalbHy I1H(pOpPMAII0 PO
IHIMJICHTH, BKJIIFOYHO 3 YacoMm, areHToM, TakTukoro MITRE, onmcom noii Ta piBHeM
pu3uKy. bBinblIicTe KPUTHUYHUX TOMIA MOB’SA3aHI 3 MIJO3PUIMMH MPOLIECaMU Y
Windows Ta cripobamu BXoy MiJi HEICHYIOUMMH 00IIKOBUMU 3anucamu. Kpim Toro,
CHIJI 3ayBaXUTH, L0 BUSBIICHO CYTTEBE 3HM)KEHHS KUIBKOCTI KPUTUYHUX TOMIA Y

MIOPIBHSIHHI 3 MOIEPEIHIM TepiogoM (pucyHok 3.10).

= WA ZUh v Modules  MITRE ATT&CK Q @wazuh

MITRE ATT&CK

Dashboard Matrix & Explore-agent  IEl Generate report

(@ cluster:namer wazuh

ATT CK events Top ATTCK tactics

Tactic evolution @ \Initial Access

419

D Initial Access

Execution %
¢ @ Execution

@ Credentia

1000
Access
. I @ Defense
500 . 0 ™ l . . . l Evasion
|
0 |

@ Credential Access
@ Defense Evasion

Ercntts

@ Privilege Escalation

@ Privilege
Escalation

12:00 00:00 12:00
Th-Inbur Inrema In‘itos

ATT CK events

Time agent.name technique_tactic technique.id technique_name technigue_name fectnilc
Nov 12, 2025 @ 20:33:10 Anazon Initial Access T1133 External Remote Services T1195
Nov 12, 2025 @ 13:34:52 Windows Execution T1059 Command and Scripting Interpreter <k T1053

Nov 12, 2095 @ 09:40:17 Debian Defense Evasion T1070.04 Indicator Removal on Host T1552.04

Pucynok 3.10 — Wazuh MITRE ATT&CK Mapping

Takox 3a pomomororw moayis MITRE ATT&CK orpumana aBTOMaTu4Ha
Kiracudikallis HIMICHTIB 32 TAKTUKAMH Ta TEXHIKAMHU MOJIeJIl Ta OTpUMaHHU# rpadik
€BOJIIOIIT TaKTHK, 3 SIKOTO BHJIHO 3HIKCHHSI KUTBKOCTI MOIHN 3a kaTeropismu Initial
Access, Execution ta Credential Access. CexTopoBanuii rpadik (puc. 3.10) nokasye
PIBHOMIPHUW PO3MOJLT OCHOBHUX KaTEropid arak, 10 BKa3ye Ha YHIBEPCAIbHICTH

3aCTOCOBAaHUX BEKTOPIB. Y TaOJMYHIM YacTHHI HaBEACHO JETajbHI 1HIUJCHTH 3
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npuB’sa3kor0 10 kKoHKpeTHHX TexHiK MITRE, takux sk External Remote Services,
Command & Scripting Interpreter uym Indicator Removal on Host. Taki momii
3a3BUYail TMOB’s3aHI 3 HECAHKI[IOHOBAHMMH CIpoOaMyd BUKOHAHHA KOMAaH],
BHECCHHSIM 3MiH J0 CHCTEMHHX >XypHaliB abo crnpobaMu OTpUMaHHS IPHUBLIEIB.
BusBneHe B3HIKEHHS YacTOTH CKJIAMHUX AaTak CBIAYATH TMPO  MPABUIIBHY
KOH(]ITrypaliro MOJITUK MOHITOPHHTY Ta MPOAKTUBHOIO 3aXHMCTy, a pPe3yjbTaTu
JEMOHCTPYIOTh CTIMKICTh CUCTEMHU JI0 TUMTOBUX TAKTUK CYYaCHHUX 3JIOBMUCHUKIB.
Hani vamu OyB nposenenuit Activity Timeline areHTiB, a pe3ynpTaTH HaBeICHI

Ha pUcyHKy 3.11.

= Wozuh. Modules / Activity timeline of agents O  &wazuh

Activity timeline of agents

28 Active agents E  Nov 112025 to Nov 13 2025

Active agents Events Authentication failure Authentication success

34 271.096 5:931 5

Authentication

Eeiont Claint

Error

| |
B failure
| |
g
1

more

1 allallthh] |||I'||||I {7090 1119 1 ! L &
= .I (WL ol DA EELER LR L LT

11:00 15:00 80:00 21:00 05:00 12:00 13:00

timestamp per 30 minutes

Security events

Time agent.name agent.ip rule.descristion event.name rule.id rule.id

11 Nov 1.2025 08:03:41  Debian 192.168.1.15 sudo: Root user logged in sudo: Anot user logged in via privilege escalation 26852 26852
via privilege escalation

12 Nov 1 2025 22:66:19  Anazon 192.168.1.23 Attempt to login using a sshd 5718 5718
non-existent user

12 Nov 1 2025 17:10:43  Windows 192.168.1.33 Microsoft Windows Error Application Error 100202 100202

Pucynok 3.11 — Wazuh Agent Timeline

3a 1OMOMOTrOI TaKOro I1HCTPYMEHTY AOCIIPKEHO YacOBY JIIHIIO aKTUBHOCTI
areHTiB Ta OILIHEHO 3arajbHy MOBEAIHKY CHCTEMH MPOTATOM 100, BHUSIBICHO
MOTEHITIHI aHoMautii. BepxHs YacTWHa MICTUTh OCHOBHI METPUKH: KUIBKICTb
AKTUBHUX areHTiB, CyMapHl MOAil, KUIbKICTh MOMHJIKOBHUX Ta YCHIIIHHUX CIPOO
aBTeHTU(]IKaIlli, TaKOXX MOXHA TMOOAYUTH PEryJspHI KOJIMBAHHS HaBaHTAKCHHS,
XapaKkTepHi JJisi poOOYMX TOJWH, ajie MICs peami3aili 3aXoJiB 3aXUCTy MIKOBI
3HAUYE€HHS CYTT€BO 3MeHmmucs. I[loaii aBTeHTH(dIKALll MMO3HAYEHO PIZHUMHU

KOJIbOPAaMH, IO J03BOJISE IIBHUJKO OIIHUTH CITIBBITHOIICHHS HEBAAIMX 1 YCIIITHUX
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Bx0/1B. TabnnuHa yacTUHA 1HIIUJEHTIB MICTUTh MPHUKIAAN HEOE3MeYHOT aKTUBHOCTI,
Taki K MPUBLUICHOBaHI BXOAM rOOt-KOPUCTyBaya, cipoOU BXOAY MiJ HEICHYIOUYHMHU
aKayHTaMH Ta CUCTeMHI oMk Windows.

3MEHIIICHHS KUIBKOCTI KPUTUYHUX TMOMAIN JEeMOHCTpYE €(DEKTUBHUNA 3aXUCT Bij
brute-force-atak 1 HECAaHKI[IOHOBAHOTO JOCTYITy, & YacoBa JIiHIsA BUTIIAJAE CTAOLIBHO
Ta TependadyBaHo, M0 € 03HAKOIO «3I0POBOT0» (DYHKIIOHYBaHHS CHCTEMHU. TakKoX

IIPOBOJMIIMCS JTOCHIJKEHHsI aTak 3a reorpadiunumu 3oHamu Heat Map (pucyHok
3.12).

= WGZUh- v/ Modules / Geo Location Q  wazh

Heudules / Geo Location

Dashboard ~ Events

@-  +Adfilter B F Nov11,2025 - Nov 13,2025 Z Refresh

Heat Map Heat Map

High

How

Security events

Time ¢ source address location region event module

Nov 13, 2025 @ 93:56:27 215.92.0.123 Jiamgsu authentication

Nov 12, 2025 @ 10:17:52 79.126.113.77 Sofia-Capital authentication

Nov 11, 2025 @ 10:52:51 185.30.81.203 Iram aws-waf

Pucynok 3.12 — Wazuh GeolP Heat Map

Ha TemnoBiii kapti reorpadiyHOro pO3MOALTY JUKEpeNl aTak BUSBICHO, IO
HalOUIbIN ckymueHHs iHOuAeHTIB — CHIA, IlentpansHiii €Bponi Ta Kpainax Asii,
10 BIJIIOBIJIa€ 3araJIbHUM TEHJICHIIISIM TJI00aIbHOI aKTUBHOCTI 0OT-MEpex.

3 HaBeneHoi Tabnuii [P-aapec Ta reosokamiifHOrO BH3HAYEHHSI 1X PETIOHIB,
BUJIHO, 1110 TMO/I1i, BKJIFOYEHI B TAaOJUIIO0, CTOCYIOThCS CIpoO aBTeHTHUdIKAIT Ta i
AWS WAF, mo Bkazye nHa ¢Qinprpamnito migo3pimux HTTP-zanutiB. 3Haune
3HM)KEHHSI KOJIbOPOBOI 1HTEHCUBHOCTI y TIOpIBHSIHHI 3 TOYaTKOBUM ayJdUTOM

CBITYUTH MPO €(PEKTUBHICTh MEPUMETPOBUX 3aXOiB OJIOKyBaHHs. TersoBa Kaprta
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HAOYHO JIEMOHCTpPY€, IO OUIBIIICTh HECAHKI[IOHOBAHUX 3alUTIB OLIbIle HE
J0CATAIOTh CEPBEPIB, a OJOKYIOThCSI Ha PAHHIX €Tarax MapuIpyTH3alli.

Takum YuHOM, pe3ylnbTaTH TeOaHaNi3y MIATBEPIKYIOTh €()EeKTHBHICTD
BIPOBA/DKEHUX MEXaHI3MiB 3aXHUCTy Ta JEMOHCTPYIOTh 3HIKEHHS 1HTEHCHBHOCTI
aTaK 3aBISKM KOMIUIEKCHOMY 3aCTOCYBaHHIO NEPHUMETPOBHUX Ta XMapHUX 3aco0iB

dinpTpartii.

3.4.2 AHani3 pe3yabTaTiB MiACYMKOBOI Ta0auIi KIIbKICHOrO aHai3y

IHIUIEHTIB 10 Ta micias ynockonagenns IKC

[TincymkoBa TaOiaM4HA YacTWHA KUIBKICHOTO aHaJi3y IHIMJICHTIB 10 Ta MICISA

3aCTOCYBaHHSA 3aXO0/1B Kibep3axucTy BijoOpaxkeHa Ha pucyHky 3.13.

= WQZUh v/ Modules | Agent inventory Q & wazuh
Agents O
+ Add filter T Upgrade
Total agents @ Active agents Manage agents

Status ID Displaying 5 out of 100 agents < 1/20

= ID Name IP Version Policy Policy

@ 000052 macos 192.168.1.15 Wazuh 4.6.0 default default

(] 000091 web-server 192.168.1.10 Wazuh 4.6.0 4.6.0 access

Q 000073 mail-server 192.168.1.20 Wazuh 4.6.0 4.6.0 default

(] 000031 linux-01 192.168.1.25 Wazuh 4.6.0 4.6.0 access

Q 000036 windows-01 192.168.1.30 Wazuh 4.6.0 4.6.0 adcruts

Pucynox 3.13 — Wazuh Agent Inventory Module

MoskHa 3ayBa)KUTH, 0 KPUTHUYHI THIUACHTH cKopotuiucs 3 moHan 100 mo 5,

1[0 CTAHOBUTH NPUOIU3HO 95% 3HMKEHHA. BHCOKI IHIMACHTH 3MEHIIWINCS Maike
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Ha 85%, cepenHi — Ha noHay 80%, a HU3bKUHN piBEHb 3arpo3 OyJI0 ONTUMI30BAHO, 110
CBITYUTH TIPO KOMITJICKCHUM TTIIX1]1.

Oco0IMBO MOKA30BUM € 3HIDKEHHSI KUTBKOCTI HEBAATUX CIpoO aBTeHTU(IKAIIT,
K1 paHille CTAaHOBWIIN JCCSITKU THCSY.

[ToBTOpHMIA aymWUT JOEMOHCTPYE pI3Ke TMOKPAIIEHHS CTATHUCTHKU 3aBISKH
cerMeHTaIlii Mmepexi, BnpoampkeHHi0 MFA Ta ontumizarii ACL, a Tabauiis HA0YHO
JTEeMOHCTPY€E €(EeKTUBHICTh pPEali30BaHMX 3aXOJlIB, MIATBEPDKYIOUYH i1X 37aTHICTh

CYTTEBO 3MEHIIYBaTH PU3UKH.

Ta6muns 3.4 — [HopiBHsUIbHA TAOJIUIIS THIUICHTIB JO/TICIs

Tun IHIUACHTY o ITicas 3MmiHa 3MEHIIICHHSA
Critical 53 5 —48 -91%
High 124 19 —105 —85%
Medium 312 44 —268 —86%
Low 901 112 —789 —87%
Aml;zri‘li‘;:ﬁon 32 000+ 1950 ~31 000 -94%

Ha ocHOBI BcCiX mepepaxoBaHUX MOAYJIB MOXHA CTBEpPIXKYBaTH, IO
BIIPOBA/KEHI 3aX0Ju KiOepOe3neku MpUBENr 10 3HAYHOTO 3MEHIICHHS PU3HKIB Ta
M1JIBUIICHHS 3araJIbHOI CTIMKOCTI CUCTEMU. Pe3ynbTaTh ayIuTy MiATBEPIKYIOTh:

1. KopekTHe HanamTyBaHHS MIKMEPEKEBUX EKPAHIB.

Edextunicts cermenTartii VLAN.
ITigBUIIEHHS CTIMKOCTI IOIITOBOI CUCTEMH JIO aTaK.

3ynuHKy 0aratbox aTak Lie Ha MepUMETPi.

AN

AnanTariito moBeIiHKM KOPUCTYBaUiB y 01K O€3MeUHIIIO1.

[ToBropHe ckanyBaHHs Nessus Ta OaraTopiBHEBUM MOHITOpUHT Wazuh
3aCBIUIIIM 3HAYHE TMOKPAIIEHHS CTaHy KiOep3axwucTy. 3MEHIICHHS KPUTHYHHUX 1
BHUCOKHX 3arpo3 Ha noHajz 85—-95% € miaTBepKEHHSM MPABUIILHOCTI BIPOBAHKEHUX

pitmens 1 foctataboro piBHs 3axuiieHocTi IKC Lentpy mudposoi Tparnchopmaiii.
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3.5 OuinoBanns egekTuBHOCTI 32 cucTteMol0 Key Security Indicators

OminroBanHs epeKTUBHOCTI 37iHcHeHO 3a cucteMoro Key Security Indicators
(KSI), sixa BpaxoBye piBeHb BUKOHAHHS PEKOMEHJalll, KUIbKICTh YCYHYTHX
Bpa3JIMBOCTEH 1 YACTOTY TTOBTOPHOTO X BUHUKHCHHS.

JIns KUTBKICHOTO aHaji3y BUKOPHUCTAHO IMOKA3HUKU 1HJEKCY KIOepCTIMKOCTI
(Cyber Resilience Index), sikuit popMyeThCS 32 TAKUMU TTapaMETPAMU:

1. PiBeHb BUSBICHUX BPA3JTMBOCTEH.

2. IBuUAKICTH pearyBaHHs Ha 1HIUJCHTH.

3. EdQexTuBHICTh NOJITUK KOHTPOJIIO TOCTYILY.

4. HasBHICTb pe3epBHUX KOIii 1 MJIaHIB BiJHOBIJICHHS.

5. PiBeHb 0013HAHOCTI IEPCOHAITY.

Tabmuua 3.5 — [IlopiBHsHHA piBHA KiOEp3axXUIIEHOCTI 1O Ta MICIHS

BIPOBA/IPKCHHS 3aXO0/I1B

o [Micas 3MiHa
[Toka3Huk
BIIPOBAJKEHHS | BIIPOBAKCHHS (%)
Innexc kidepcriiikocti (CRI) 58 91 +56.,9
Cepenniil yac pearyBaHHs Ha
. 14 4 -71,4
innunenta (MTTR), ron n,
YacTtka KOPUCTYBadiB, 110 NPOHLILIHA 45 95 1111
HaBYaHHA 3 Kioepririeau (%)
HoctymHicTh pe3epBHUX Kot (%) 70 98 +40
Kinbkicth BHSB/ICHHX IHIUICHTIB Ha 73 7 69.6
MICSIIb

Pe3ynbrati TOBTOPHOTO CKaHyBaHHS Nessus, a TaKOXX MOHITOPUHT TMOJIM
SIEM-cucremoro Wazuh, mnpoaeMOHCTpyBajlid 3HMXKEHHS KUIBKOCTI KPUTHYHHX
1HIMaeHTiB Ha 90%, a BUcokuX — Ha 85%.

[Ticns BnpoBamkennss TLS 1.3 1 BumkHenns SMBvV1 xojieH 3 TecTiB He MOKa3aB
MOXJIMBOCTI BijianeHoro BukoHaHHS koay (RCE), mo cBimuuTh mpo yCyHEHHs

OCHOBHHX BEKTOPIB aTaKH.
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Tabmumss 3.6 — IlopiBHSAHHS pe3yibTaTiB CKaHyBaHHS JO Ta MICHS

BIPOBAKEHHS 3aX0/1iB

[TokazHuk o ycynenns | Ilicas ycynenns | 3mina (%)
KinbKicTh KpUTHYHUX BPA3JIMBOCTEH 21 2 -90,5%
KuIbKICTE BUCOKHX 64 7 -89,1%
CepenHix 127 24 -81,1%
Huzpkux 330 95 -71,2%
3aranbHauii piBeHb pusnky (CVSS) 8,2 3,1 -62%

PiBeHb 0013HaHOCTI KOPUCTYBAyiB 3HAYHO ITJABUIIMBCS 3aBISKHU MPOBEJICHHIO
pPEryJsipHUX TPEHIHTIB 3  KIOEpririeHu, CUMYJSIid  (IMIMHTOBUX  aTak 1
BIPOBAKEHHIO OaratodakropHoi aBreHTHdikamii (MFA) y cucremax Google
Workspace. VYgockonaneHHs cucremu Kibep3axucty ILleHTpy moBeno CBOIO
€(EeKTUBHICTh y NPAKTUYHUX yMoBax. OTpuMaHi pe3yJbTaTH MIATBEPIKYIOThH
CyTTEBE 3HIDKCHHSI PHW3WKIB, 3MEHIICHHS KUTBKOCTI KPUTHUYHUX Bpa3IMBOCTEH Ta

1JBHUIICHHS 3arajlbHOTO PIBHS KiOEp3axHuIIEHOCTI 1HPpaCTPyKTypH.

Tabmuusa 3.7 — [lincymkoBa orinka piBHs 3axucty [KC-iHbpacTpykTypu micis

yJIOCKOHAJICHHS
PiBenb :
Kommionent PiBenn . .
3aXUCTY 10 . 3MiHa ITpumiTka
CUCTEMH micist (%)
(o)
MepexeBuit 25 95 110 BHKop'I/ICTaH@I HOBUX
IIEPUMETP nomtuk Firewall
Be03acTocyHku 78 90 +12 [Tepexin na TLS 1.3
ABTeHTHIKALIS 92 95 +3 MFA, KOHTpOJIb JOCTYITY
Homrrosa 3axuct Google
cHeTeMa 94 98 +4 Workspace,
SPF/DKIM/DMARC
Koprcerysauica 70 90 +20 | KiGepririena ta Tpeminru
0013HaHICTh
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Ha ocHoOBi pe3ysnbpTaTiB OLIHIOBaHHS MOXHA 3pOOUTH BHUCHOBOK, IO CEPEaHI
IHTErpaJibHUN PIBEHb OE3MEKU CUCTEMHU CTaHOBUTH 92%, 10 BIAMOBIJA€ BHCOKOMY
piBHIO 3axmimeHOCTi 3rimHo 3 pekoMeHpmaiismu ENISA Cybersecurity Maturity

Model 2024, 1o miarBepkye eheKTUBHICTh BIPOBAKEHUX 3aXO0/IIB.

BucHoBkm 10 po3ainay 3

Yaockonanenns cuctemu Kibep3axucty Llentpy umdpoBoi Tpanchopmarrii
UYepHiBEILKOI0 HAIIOHABHOTO yHiBepcuTeTy iMeHi HOpis denpkoBuYa Aano 3Mory
CYTTEBO 3MEHIIUTH PHU3UKK Kommpomerauli 1H(opmamiiinux cucrem. [licns
peanizaii onoBiaeHb SMBv2/3, TLS 1.3, 3anpoBamkenas SIEM Tta nmomituk MFA
piBeHb 3axucty Llentpy nmdpoBoi Tpanchopmarlii OiHIOETbCS K BUcOoKuid (92%),
o Bianosigae Bumoram ISO/IEC 27001:2022 ta ENISA Cybersecurity Guidelines
2025.

PiBeHp KpUTHUHUX BpaznuBocTed 3MeHIHMBCSA y 10 pasiB, a MOKA3HUK 1HACKCY
kioepcriiikocti 3pic Ha 57%. BnpoBamxkenns SIEM, Bkirodarouud po3poOJieHUI
aBTOMATU30BAHUM arperatop Bpas3iuMBOCTeH, a Takok MFA Ta momiTuk yrpaBiiHHS
J0CTynoM cTBOpuiio OaratopiBHeBuil 3axucT IKC-iHppacTpykTypH.

Buxopucranns Binkputux cuctem (Wazuh, ELK Stack) y mnoexnanni 3
xmapaumu cepBicamu Google Workspace noBeno €KOHOMIUHY MOIUIBHICTH TaKHX

piieHb 0e3 3HUKEHHS PiBHS O€3MeKU.
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PO3/ILJT 4 OXOPOHA IPAIII TA BE3IIEKA B HAJI3BBUYAHHUX
CUTYALIAX

4.1 OxopoHa npaui

CydacHUl pO3BUTOK TEXHIYHOTO Ta TEXHOJOTIYHOTO CTaHy BHUPOOHHUIITBA
nepeadavyae TOCTIHHY aBTOMATH3AIlil0 Ta ONTHUMI3allll0 BUPOOHUYUX IMPOIECIB.
CporonHi, HAmeBHO, BAXKO YySIBUTH KOMMaHII0O ab0 yCTaHOBY, TOCIOJapChKa
TISTBHICTB K01 371HCHIOBaNIacst Ou 0€3 BUKOPHUCTAHHS KOMIT FOTEPHOI TexHiku. Yepes
MacoBMM XxapakTep poOiT, IO BHUKOHYIOThCS MpalliBHUKAMH 3a JIOIOMOTOIO
KOMIT F0Te€pa, 3aKOHOAABCTBOM YKpaiHu [29] 4iTKO BperyiabOBaHO HOPMH Ta BUMOTH
70 BUKOPHCTAHHS KOMII'FOTEpPHOI TEXHIKM Ha MIJNPUEMCTBI, O€3MOcepenHbo W
OXOpOHa TIpaill mpu poOOTi 3 KOMIT IOTEPOM.

Jlane nMUTaHHS € HAJA3BUYAHHO aKTyallbHUM U y cdepi TpaHchopmallii CydyacHol
OCBITH, a 1IH(QOpMaIlIHHO-KOMYHiKaliiHa cuctema Llentpy nuudposoi Tpanchopmarrii
UHY € npuxiazoM cy4acHOTO OCBITHBOTO CEPENOBHINA, A€ KOMIT'FOTEpHA TEXHIKa
BUKOPUCTOBYETHCS TOBCIOAHO, IOYMHAIOYM BIJl aJAMIHICTPATUBHUX IPOLECIB [0
HaBYAJIbHUX Ta JOCHITHUIBKUAX 3aBJaHb. MacoBICTb BUKOPHUCTAHHS KOMII'FOTEPHOI
TEXHIKA B OCBITHBOMY LIEHTP1 CTBOPIOE HE JIMIIE €ProHOMIYHI Ta MPaBOBI BUMOTHU
(oxopoHa mpaiii, periaMeHTH BUKOPUCTAHHS TEXHIKH), a i KibepOe3neKoBl BUKIIUKH,
OCKIJIBKM TMOCTIHHO 3pOCTaroya KUIbKICTh KOPUCTYBAdiB 3HAYHO IMIJIBUILYE PHU3UK
KIOEpIHIIUJEHTIB. 3aKOHOJABYO BPETyJIbOBaHI HOPMH IIOJ0 BUKOPUCTAHHS
KOMIT'FOTEPHOT TEXHIKA MOXHA PO3TIISIATH SK aHAJIOT HOPMAaTUBHUX BUMOT Yy cdepi
kibep3zaxucty (ISO/IEC 27001, NIST, ykpaiHCbKI CTaHIapTH), sIKI BHU3HA4YalOTh
npaBuia 6e3nedHoi poOoTH 3 iHGOpMAIIHHUMUA CUCTEMaMH.

Takum 9YMHOM, yJAOCKOHAJIEHHS CHUCTEMHU KiOEp3aXUCTy OCBITHBOTO IEHTPY 3
BUKOPUCTAHHSAM BIJKPUTUX 1HCTPYMEHTIB € MPOJOBKEHHSIM 1 PO3IIMPEHHSIM 1]1€i
PErJIaMeHTOBAHOTO BUKOPUCTAHHS KOMM'IOTEPHOI TEXHIKH: BiJ (I3MYHOI OE3MEKH Ta
OXOpPOHU TIpalll — 10 1HPOPMaLIHOI O€3MEeKHu Ta 3aXUCTY JaHUX.

[IpumimenHsi, B SKUX IUIAHYEThCS YCTaHOBKAa Ta Tojanblia podoTa 3

KOMIT'IOTEpOM, TIOBHHHI  BIJIMOBIIATH  TMPOEKTHIM  JOKyMeHTarlii OyauHKY,
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MOTO/KEHIN 3 YIOBHOBaXEHUMHU JiepKaBHUMHU opraHamu. Kpim toro, pobotoaasenb
MOBUHEH BPaxOBYBaTH CaHITapHI HOPMATHBHU OCBITJICHHS, BUMOTH JI0 IMapameTpiB
MIKpOKJIIMAaTy (Temmeparypa, BiIHOCHA BOJIOTICTh), CTyMHeHS 1 cuiau BiOparii,
3BYKOBOTO IIIyMy 1 BOTHECTIMKOCTI MPUMIIIEHHS, a TaK0oX XapaKTepUCTUKU
€JIEKTPOMArHiTHOTO, yibTpadioneToBoro Ta iH(padepBoHOro momiB. KoHKpeTHI
MOKA3HUKHU 3a3HaYEHUX CaHITapHUX HOPM JUB. B JlepaBHUX CaHITapHUX MpaBuiax i
HOpMax poOOTH 3 BI3YyaJIbHUMU JUCIUICHHUMHU TEpPMIHAJIAMH  €JIEKTPOHHO-
obuncmoBanpuux wmamuH JCaullIH 3.3.2.007-98, 3arBepmxenux I[locTtaHoBoro
['onoBHOTrO NEep:kaBHOTO caHiTapHOTO Jiikaps Ykpainu Ne7 Big 10 rpyaus 1998 poky
[30]. IlpaBmyia MOWMPIOIOTHCS HAa YMOBHM I Opradizamiro mpami mnpu poOoTi 3
BI3yaJIbHUMH JTUCIUICHHUMU TepMiHAJIAMU yCiX TUIIB BITYM3HSIHOTO Ta 3apyO1>KHOTO
BUPOOHUIITBA HA OCHOBI €JIEKTPOHHO-IIPOMEHEBUX TPYOOK, 1110 BUKOPUCTOBYIOTHCS B
CJICKTPOHHO-O0YHCIIOBAIbHUX ~ MAlIMHAX  KOJIEKTUBHOTO  BUKOPHCTAHHSA  Ta
nepcoHasibiux EOM. Tak, Hanpukiaz, poOOTOJaBII0 3a00POHEHO YCTaHOBIIIOBATU
KOMIT FOTEpU B MIPUMILIEHHSAX, PO3TAIIOBAHUX y MiABajax OyauHKIB. JlJisl yHUKHEHHS
MOXJIMBUX aBapli Ta 3aMHUKaHb, MOPSA] 3 TPUMILICHHIMU, JI€ BECTUMEThCS poOOTa 3
nepcoHanbHuM KoM 'torepoMm (I1K) (Hag ym mig HUMH), TaKoXXK HE JTO3BOJSETHCS
MPOBEJICHHS pOOIT, 110 MOTPEOYIOTh 3IIMCHEHHS HAJAMIPHO BOJIOTUX TEXHOJIOTTYHUX
nportieciB. BiamoBinHe TpUMINICHHS MOBUHHO OYyTH YKOMILJIEKTOBAHE CHUCTEMaMU
IEHTPAIBHOTO a00 1HAMUBIAYaJbHOTO OMAJIEHHS, KOHIUIIOHYBaHHS YW BEHTHJISINT
MOBITPS. AJie NMpPU YCTAHOBLI 3a3HAYEHUX CHUCTEM, HEOOXIJTHO MEPEKOHATHUCH, WIO0
Oatapei omajeHHs, BOJONPOBIAHI TPyOM, BEHTWIALIMHI Kabeli TOIIOo, HaAliHO
CXOBaHI MiJ 3aXUCHUMHM IIUTKAMH, $KI TEPEIIKOJKATUMYTh MOKIMBOMY
MOTPAIUITHHIO pOOITHUKA TT1] HAMIPYTY.

3 METOI0 JIOCATHEHHSI MAaKCHUMAJIbHOTO PiBHS O€3MEYHOCTI 1 OXOPOHHM TIpalli mpu
po0OOTI 3 KOMIT'IOTEPOM, BUPOOHUYI MPUMIIIIEHHS HEOOX1THO 00JIaIHATH anTeYKaMu
IepIoi MEIMYHOI JOIMOMOTH, CHCTEMaMH aBTOMATHYHOI IOXKEXKHOI CHUTHai3arlii i
BOTHEraCHMKaMu. B mnpuminieHHi, B SKOMY pa3oM TMpaioTh S5 abo OuibIie
KOMIT IOTEpIB, Ha BUJIMMOMY MICI{l YCTaHOBIIIOETHCS CIIY’KOOBUM BUMHUKAY, SIKHUU y

pa3i moTpeOu T03BOJIUTH MOBHICTIO BIIKIIFOYUTH SICKTPUYHE KUBJICHHS KIMHATH.
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PoGoTonarerb, sIKMii BUKOPUCTOBYE HailMaHy Ipalio poOITHUKIB, MOBHUHEH
3a0e3MeYnTH BIAMOBIAHICTG IXHIX POOOYMX Miclb KOM(OPTHUM Ta O€3MeYHUM
yMmoBaM. Po3mip omHOTO poOOYOTO MICIS Ma€ CTAHOBHTH HE MEHIIE 6 KBaJIpaTHUX
MmetpiB. [Ipyu HE0OXi1THOCTI, CyMDXKHI poO0OUl MICIS CHIBPOOITHHKIB, IO TPAIIOIOThH 3
KOMIT FOTEpOM, CIIiJ] PO3IIIUTH TEepPEeropoJKkaMyd BUCOTOK 10 2 wmetpiB. [lpum
BU3HAYEHHI JIOCTaTHHOTO PO3MIPY MPHUMIIICHHS 1 pOOOYOTO MICI Ha OJIHY 0CO0Y
HEOOX1IHO JI0JaTKOBO BpaxoByBaTu Mmiadu, ceridu, TymOM abo 1HIINI MPEIMETH
MeOJIiB UM 00JIaHAHHS, K1 3HaXOAThCS B KiMHATI. Ha cTomi mpariBHUKa MOXKIHBO
PO3MICTUTH JOMOMIXHI JJIT pOOOTH TPHUCTPOi (MPUHTEPH, KOJIOHKH, CKaHEpH), a
TAKOX MicUg 1Sl 30epiraHHs JOKYMEHTIB, 32 YMOBH, IIO L€ HE OOMEXyBaTHUMeE
BUJIUMICTh €KpaHy 1 HE 3aBaKaTMME TMpaIiBHUKY. Y pa3l HaJAMIPHOrO IMIyMy YU
BiOpaIlii TeXHIYHOTO 00JIaJIHAHHS, pOOOTOAaBEIb IOBUHEH 3a0€3IEUUTH MPAIliBHUKIB
aHTUBIOpAIIiHUMU KWIMMKaMH. PoOoumil CTigenps CHiBpoOiTHMKAa Mae OyTu
HiAMOMHO-IOBOPOTHUM, JIETKO PEryJbOBaHMM 3a BHCOTOK Ta 3a0e3levyyBaTu
HaJIe)KHY MIATPUMKY Ta 3py4yHE TMOJIOKEHHS chuHU 1 XpeOra ocobu. Illonns
HEOOXI1THO TPOBOJUTH BOJIOTE MPUOMPAHHS MPUMILICHHS, Ta OYHUILATH poOOYe MICLE
Ta O€3MocepelHbO MOHITOp KOMIT'IOTepa Bia 3amuieHocTi. Ha mianpuemcTsi
3a00pOHAETHCS: MPOBOJUTH PEMOHT Ta TEXHIYHE OOCIYrOBYBaHHS KOMIIIOTEpa 3a
poOoYMM MiCIIeM TMpalliBHUKA; CAMOYMHHO PEMOHTYBaTH ab0 HaAMaratuch 3M1MCHUTH
TEXHIYHE HAJIar0JKEHHS KOMIT I0Tepa 0e3 3alydeHHS! KOMIIETEHTHUX CHEIlaiCTIB;
CKJIaJlyBaTH Ha poOOYOMY MICIIl 3aiiBl JIOKYMEHTH, JETall Ta MPEIMETH, IO HE
noTpiOH1 JUIsi poOOTH; BUKOPUCTOBYBATH MOHITOPU 3 HEUITKMM 300pa)KEHHSAM Ta
MOHITOpPH, y SKUX HasBHI MOJIAMKH €KpaHy; MPAIOBAaTH 3 MAaTPUYHHM MPUHTESPOM
0e3 aHTUBIOpPALIMHOrO MOKPUTTS Ta 31 3HATON KpHIlKow. Jlomyckatu A0 poboTu
0ci0, sIKI HEe TPOWIUIM 3aTBEPPKCHHUM Ha MIAMPUEMCTBI KypC OXOPOHH TIpaill s
pOOOTH 3 KOMIT IOTEPOM, HE TO3BOJIAETHCS.

[Tpu npuiiHATTI Ha POOOTY KOKHA 0cO0a Ma€ MPOUTH JiKApChKuil oriisia. OKpiM
TOTO, MpU MNOJANbIIIA TPYJAOBIA ISAJBHOCTI B KOMIIaHii, Taka oco0a MiaJsrae
PEryJIIpPHOMY JIIKAPCHKOMY OTIJISIAY HE pifiie HiX pa3 Ha 2 poku. OOOB’SI3KOBUM €
MPOXO/KEHHS TaKMX JIKapiB SK TepaneBTa, HeBpomarojora ta odraibpMmonora. B

KOMIIaHii MalTh OyTH YITKO BCTAHOBJIEHI MEPEPBU IJs1 BIANOYMHKY MpPAalliBHUKIB
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(oxpiM 0011HBOT), K TTpaBUiIo, TpuBamicTio 10-15 XBUIMH pa3 HA TOJUHY abo B, B
3aNIeKHOCTI BiJ] CKJIagHOCTI poOoTh. B Oyap-sikoMy BHUMaaKy, poOOTOJaBEllb TOBUHEH
nepea0auynuT TaKUi PO3MOPSAOK pOOOTH HA MiANMPUEMCTBI, MO0 Yac HEMpepeBHOI
poOoTH 3 KOMIT't0TepoM OyB He OuIbIe HiXK 4 roguHu. JlogaTkoBo, 11l 30epeKeHHS
HAJIEKHOTO  pIBHA  370pOB’sl Ta  mpodeciiHoi  MPUAATHOCTI  POOITHHKIB,
PEKOMEHAYEThCS BHAUIMTH Ha MIANPUEMCTBI OKpeMe MOoOyTOBE MPUMIIICHHS IS
NEPENOYNHKY MPAIIBHUKIB 1 3HATTS HUMH HEPBOBO-EMOILIIMHOIO HANPYXEHHS, IO
BUHUKAE MIPHU POOOTI 3 KOMIT FOTEPOM.

st 3abe3neyeHHs O€3MEYHMX YMOB €KCIUTyaTalli KOMIT'IOTEPHOI TEXHIKH,
MIHIMI3allli PHU3MKIB aBapiMHUX CHUTyalllil Ta TapaHTii 3axHCTy I1H(QOpMaALIHHUX
pecypciB IKC ocBITHBOTO 1eHTpY OyJiM BIPOBAKEHHI PIIICHHS, BiIOOpa)keHI y

tabmui 4.1.

Tabmuusg 4.1 — BrpoBamkenHi pimenus B IKC

. Bumora
3anponoHoBaHe | Bumora oxopoHu Bumora TexHiku .
. . MPOTUIIOKEKHOT
pllIeHHS npar Oe3mneku
Oe3neku
3abe3neuye 3HIKY€E
VYnockoHasieHHs | Oe3Me4Hi YMOBU Buxkitouae puzuku HWMOBIPHICTb
CUCTEMH poboTu HECaHKI[IOHOBAHOTO aBapiiHUX
KiOep3axucTy KOPHCTYBAuiB 3 JIOCTyMy, 3001B Ta CUTYalH,
IKC ocBiTHBOTO KOMIT'TOTEPHOIO NEPEBAHTAKECHHS MOB'A3aHUX 13
LHEHTPY TEXHIKOIO Ta 00J1aTHaHHS HEKOPEKTHOIO
JTAaHUMU poOOTOIO0 CHCTEMU
3abe3neuye KOHTPOJb | MiHIMI3y€e pU3UKH
Bukopucranns Bpaxosye
. : JIOCTYITy Ta O€3MeYHy | HEKOHTPOJIbLOBAHOTO
BIJIKPUTUX 3aKOHOJIaBUl HOPMH .
: . eKCILTyaTaIlio BUKOPHCTaHHS
IHCTPYMEHTIB Ta CTaHAAPTH .
. MPOTrPaMHOTO pecypciB, 1110 MOXKe
3aXUCTY 0e3neuHoi poboTH :
3a0e3neYeHHS CIIPUYUHUTHU aBaPII0
["apanTye 3abe3neuye
Opranizartis 30epexxeHHs naHux | [lependauae Oe3neune CcTaOUILHICTH
pe3epBHOTO y pa3i IHIUACHTIB, | BITHOBJICHHS CUCTEMHU | POOOTHU CHCTEMH,
KOIIIOBAHHA Ta 110 BIJNOBIA€ 0e3 MWKOaM ISt 110 3HMXKYE PU3UK
MOHITOPUHTY | BUMOram 0e3Me4HOi oOnagHaHHS 3aiiMaHHs 4yepes

mparti NEePEBAHTAKEHHS
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VYci 3anporoHoBaHi pIllIEeHHsS] HE TIABKH CHIPSMOBAHI Ha IMJABUIIEHHS PIBHS
Ki0ep3axucTy, aje il y3roJKyrThCsl 3 BAMOTaMU OXOPOHH Tpalli, TEXHIKA Oe3MeKku Ta
MPOTUIIOKEKHOI Oe3Meku, M0 POOUTh IX KOMIUJIEKCHO OOTPpYHTOBaHUMH MJis

BIIPOBAPKEHHS B OCBITHhOMY 1IeHTp1 UHY.

4.2 3a0e3neyeHHs 0e3NeKH KUTTEAISIBHOCTI mpu podoTi 3 IIK

VY KOXHIN KIMHATI, e 00JafHyBaTUMYThCSI poOOUl MICIsl CHiBPOOITHUKIB, IO
IpaIlOBaTUMYTh HAa KOMII IOTEpl, MOBUHHI OyTH HasiBHI €JIEMEHTH MPUPOJHOTO Ta
IITYYHOTO OCBITJIEHHS. [Ipu 11bOMy, Ha BIKHAX CJI1J] BCTAHOBUTHU JIETKO PETyJIbOBaHI
KaTI031 YW IITOPH, SIKI JIO3BOJISITH IMpaIlliBHUKaAM KOPHUTYBAaTH PIBEHb OCBITJICHHS B
npuminieHHi. bakaHo po3MICTUTH KOMIT IOTEPH B KIMHATI TAKUM YUHOM, 100 CBITJIO
MOTPAILISAIO HA €KPAaHU MOHITOPIB 3 MIBJIHA YU MIBHIYHOTO CXOJY.

JI0o OCHOBHUX CaHITAPHO-TITIE€HIYHUX BHUMOT, SIKUX CJiJI JOTPUMYBATUCS TPH
po6ori 13 [1K cnix Biguectu [30]:

1. Mixkpoxknimar : Temneparypa 20-24 °C ta Bosorictb 40—60 %.

2. Ilywm : nomyctumuii piBeHs - 10 50 ab.

3. EnektpoOe3neka: BHUKOPUCTAHHA 3a3€MJICHHS, CTa0LII3aTOpiB HANpYTH,
peryJisipHa rmepeBipka KaoeiB.

Takox He BapTo 3a0yBaTv MpO MCUXOEMOIIHY Oe3mneky kopuctyBada [IK, mo
SIKO1 BIJHOCSTD:

1. IndopmariiiHe TepeBaHTAXKEHHS: HAAMIPDHUN TMOTIK JaHUX CHPUYMUHIOE
CTpec.

2. CoulanpHl pU3UKH : IHTEPHET-3AJIEAKHICTh, KIOEPOYJIIHT.

Jlo MeromiB mpo]UIAKTHKK 3a3HAYCHUX TICHXOEMOIIIMHUX BIUIMBIB CIIiJ
BUKOPUCTOBYBaTH:  TaWM-MEHE/UKMEHT,  peJjakcaliiiHi  TEeXHIKH, a  TaKOX
MIKPOTICPEPBH.

Posnounnatoun npairoBatu Ha 11K, HeoOxiHO maM' iTaTh, 110 1€ AYKE CKIaaHa
amapatypa, ska norpedye akypaTHOro i 0OEpeKHOro CTaBJICHHS J0 Hei, BUCOKOI

CaMOJIMCIIMILUIIHA Ha BCIX eTamnax ii eKCIuTyaTartii.
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Hanpyra sxusnennst [IK (220 B) € HeOe3neuHow A KUATTS JIOAUHU. Tomy,
HE3BAXKAIOYU Ha T€ IO B KOHCTPYKIIi KOMII I0Tepa nepeadadyeHa JOCTaTHs 1301115
BiJl CTPYMOTIPOBITHUX AUISHOK, HEOOXITHO 3HATH Ta YITKO BHUKOHYBATH PSII MIPABHUII
TeXHIKU Oe3neku. 3a0opoHsieTbes HacTynHe [30]:

1. 3HaxoauTHCS B KOMIT IOTEPHOMY KJIacl y BEPXHbOMY OJSI3I.

Krnacrtu ozsr 1 cyMKy Ha CTOJIH.
3HAaXOIUTHUCS B KOMII' FOTEPHOMY KJIacl 3 HalOsSIMHU Ta DKEIO.

[IpatroBaTé Ha KOMIT I0TEP1 Y BOJIOTOMY OJIs131 Ta BOJOTUMH PyKaMH.

“wokh N

PosramoByBatucs 300Ky abo 3331y BiJl BKJIIOUEHOI'O MOHITOPA.

6. Topkatuch ekpaHa, TWUJIBHOTO OOKY JHWCIIEs, NIPOBOIIB >KUBJICHHS,
3a3€MJICHHS, 3 €IHYBaJIbHUX KaOelliB.

7. IlepecyBatn Komm'roTepr 1 MOHITOpPH, 3HIMATH KpHUIIKY KOpIlyca
CHUCTEMHOTO OJIOKY.

8. Bxirouatu/BukitoyaTd  KoMm'roTep 0e3  J03BoNy, Bia'€eqHyBaTH 1
11’ €IHYBATH Oy/b-K1 MPUCTPOI KOMIT'IOTEpPa, NOPYIIYBaTH MOPSAOK YBIMKHEHHS 1
BUMUKAHHS allapaTHUX OJIOKiB.

9. CaMoCTiiHO HamaraTucsi YCYHYTH Oyab-sIKi HEMOJIAJKH B POOOTI
KOMM'FOTepa, HEe3aJIEXKHO BiJ TOTO, KOJIM 13 YUET BUHU BOHU CTaJTUCS.

10. TlepexpuBaTu BEHTUJIAIIHHI OTBOPU HA CUCTEMHOMY OJIOII Ta MOHITOPI.

11. VYnapstu no knaBiaTypi, HATUCKYBATH O€3I[IIBHO Ha KJIABIIIIL.

12. KnacTu KHUTH, 30LIMTH Ta 1HUIl peyl Ha KJaBiaTypy, MOHITOp 1 CHCTEMHHIA
OJI0K.

13. Buganatu 1 nepemimaTd 4yxi (Qailnd, TNPUHOCHUTH 1 3alyCKaTH
KOMIT'FOTEpPHI 1TpH.

[Tix vac po6oTH HA KOMTI 10TEpi HEOOX1THO:

1. JloTpuMyBaTHCh THIILII 1 OPSIAKY.

2. IlpamoBatu Ha KjaBiaTypl YUCTUMH CYXUMHU pyKamH, HE HATUCKYIOUHM Ha
KJ1aBiil 6e3 moTpeOr Y HaBMaHHS.

3. KopekTHo 3aBepiryBatu poOOTY 3 TUM UM IHIIUM IIPOTrPAMHUM 3aCOO0M.

4. Tlpu Big4yTTi BTOMHU 4¥ OO0 — HETAHO BIATIOYUTH.

[Tix yac poOOTH 3a KOMITHOTEPOM HEOOX1THO JOTPUMYBATHUCS MMEBHUX MPABKUI:
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1. Jucnied moBuHEH OyTH PO3BEPHEHMH BiJ BIKOH IIiJ] KyTOM, HE MEHIIUM
90°, 3 MeTo10 3amobiraHHs MOTPAIUISIHHS Ha €KpaH MPSIMUX COHSYHUX MPOMEHIB Ta
YHUKHEHHS BIiIONMCKY, [0 3HAYHO YCKJIQJHIOE YWTaHHS iH(opmarii 3 expaHa
JUCILIes!.

2. Exkpan gucruies MOBMHEH OYyTH OUMIICHMHA B NIy, OCKUIBKHA ITHJ
CIIPUYHMHIOE MOSBY IIKIJJIMBUX BIUIMBIB MPU POOOTI 3a JUCILIICEM.

3. Biacransb Big ekpany a0 oueit — 60-70 cM. (BiICTaHb BUTSTHYTOI PYKH).

4. BeprtukalibHO MpsAMa CIKHA, MJIEY1 OMYIIEH1 1 po3ciadiieHl, HOTH Ha MiAI031
1 HE CXpeIlleHi, JIKT1, 3aI'CTs 1 KUCTI pyK Ha OJHOMY PIBHI, JIIKThOBI, TA30CTETHOBI,
KOJIIHH1, TOMUJIKOBOCTOIIHI CYTJIOOH Mij MPSIMUM KYTOM.

5. Ha cromi, e BCTaHOBJIECHO KOMIT'IOTEP, HE MMOBMHHI 3HAXOAUTHUCS CTOPOHHI
pedi, ka uu 11 3aJTUIIKY.

6. Ilepen mouyatkoM poOOTH 3a KOMITFOTEPOM CII1Ji BAMUTH 1 HACYXO BUTEPTU
PYKHU JJisl 3aro0iraHHs MOSIBU TUISIM Ha KJIaBiaTypl, KOpIycl KoMmm'toTepa, JUCIUIes,
MUIIIKH Ta 1H.

7.  UYepe3 koxkH1 20 XB. poOOTH 32 €KpaHOM JAMCILIES CIIIJ 3pOOUTH NIEPEPBY HA
KUIbKa XBWJIMH, TI1J] 4ac SKOi 3amucaTd OTPUMaH1 pe3yibTaTH, MIATOTYBAaTH JIaHl I
MPOIOBXKEHHSI poOOTH Y ii MJ1aH, a00 MPOCTO BIAMOYHUTH.

8. YV Bumaaky, SIKIIO BUKOPUCTOBYETHCS MUIIKA, TO i HEi CIiJ MOKJIACTH
CHeIiaJbHUN KUJIMMOK JIJIsi 3amoOiraHHs 3a0pyJIHEHHS, 110 MOXE IMPU3BECTH 0
BUXOJY 3 Jajy.

9. 'V Bumanky, AKmO KiaBlaTypa HE BUKOPUCTOBYETHCS, BOHA Mae OyTH
HaKpUTa CHEIATbHOI0 MPO30POI0 KPUILKOKO ISl 3ar00iraHHs MONaJaHHs MY YU
SIKUXOCh TIPEAMETIB Mij] KJIaBiIli, 1110 MOKE MIPU3BECTHU J0 YIIKOKEHHSI KJIaBlaTypH.

be3 3HauHO1 crierianbHOT MiITOTOBKHU JT03BOJIETHCS

1. KopucryBatucs kiaBlaTyporo, IiJi’€JHAHOIO 10 KOMIT'IOTEpa, SIKa CIIY>KUTh
JUTSI BBEJICHHSI TTOBIJJOMJICHh-BKA31BOK PO BUKOHAHHS KOMI'FOTEPOM THUX UM 1HIIUX
omepartiu.

2. KopucryBatucs  MuIkoro, T €AHAHOO O  KOMIT'HOTEpa,  sKa
BUKOPHUCTOBYETHCSA, 1100 MaTH MOKJIMBICTH CEpE MEPEeiKy MOCIyT, MO3HAYEHHS YU

Ha3BU AKUX T0JIaH1 HA €KpaHi IUCIUIes], BUOpaTH (BKa3aTH Ha) OJIHY 13 HUX.
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3. BMmukatu KoMI'OTe€p 3a JOMOMOIOI0 BMHKaya Ha NepeaHiil maHenm
CUCTEMHOTO OJIOKY.

4. Tlicnsa mosiBU Ha €KpaHi JUCIUIes MOBIAOMIICHHS « Tenep KoM 1oTep MOXKHa
BUMKHYTH» BUMUKATH HOTO.

Y pasi mosiBM 3amaxy TOpUIOro, CaMOBLIRHOTO BHMHUKAHHS —amaparypw,
HE3BUYHUX 3BYKIB Tpeba HerailHO MOBiIOMHUTH TPO 1€ KOMIETEHTHY JIIOJUHY Ta
BUMKHYTHU KOMII IOTEP.

He w™moxHa mpamoBaTH Ha KOMII IOT€pl NpH HEAOCTATHHOMY OCBITJICHHI,
BUCOKOMY PIBHI IITyMY TOIIIO.

[Tix yac poOOTH KOMII IOTEpa €KpaH AMCILIES € JKEPEIOM €JIEKTPOMAarHiTHOro
BUIIPOMIHIOBAaHHSI, sIKE pyWHYE 31p, BUKJIMKA€ BTOMY, 3HHU)KY€E Ipalle31aTHICTb. Yepes
e Tpeda, o6 oul KOpUCTyBaua 3HaxoAmIMcs Ha Biactani 60 - 70 cM Bij ekpaHa.

Tox TuMOBI MOpyHIEHHS Ta iX HACHIJKHA, a TaKOXX PEKOMEHIOBaHI 3axO[iH,

MO>KHA MPUBECTU Y BUTIIA I Tabuili 4.2.

Tabmuusg 4.2 — TUnoBi NOpPyILIEHHS Ta iX HACIIJIKH

[Topymienns MO>KJIMBI1 HACTIAKH PexoMenmoBaHi 3axoau
HemnpaBunwsha Bucota | OcTeoxoHipo3, Oub y civHi | BukopucTaHHs peryiboBaHOi
CTOJIy Ta Kpiclia MeOJiB
MowniTop 3aHaaTO CuHApPOM CyXOro OKa, Biacrans 50-70 cwm,
OJIM3BKUI 71O O4et 3HUKEHHS TOCTPOTH 30py AHTUBIJIOJIMCKOBE TTOKPUTTS
BincyTHicTh niepeps Broma, 3HMm>KEeHHSA [IpaBuio «20-20-20»,
IPOTyKTUBHOCTI MIKpOTIEpEepBH
Henocrarne Hanpy>xenus oueit, Ocaitnenicts 300-500 5k
OCBITJICHHS TOJIOBHUM O1Th
BiacytHictb Brpara nanux, Butix Buxopucranns aHTUBIPYCIB,
aHTUBIPYCHOI 3aXHUCTY 1HbOopMarii OHOBJICHHSI CUCTEMU

B Tabmumi 4.3 HaBeneHl pEKOMEHIOBAHI MEpPEepBUM Ta BIPaABHU, SKI CIIJ

BUKOHYBAaTH 1] yac poootu 3 [1K.
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Tabmuusa 4.3 — PexomeHaoBaHl MepepBU Ta BOpPABU ISl 3HATTA HANpPyTU B

kopucrysaua [IK

Yac pobotu 3a | [lepepna Bnpasu
IK
I roguna 5-10xB | BrpaBu nmst oueit (pyxu Bropy-BHU3, BIIPaBO-BIIiBO)
2 TOIUHUA 15 xB Jlerka po3MuHKa: HaXWIi, 00OEpTaHHS IIEYNMa
4 ronuHu 30 xB [IporynsHka, quXajibHI BIIpaBU
Takum umHOM, Oe3meka KUTTEAisUIBHOCTI Tipu  podoti 3 [IK — me

0araTOKOMIIOHEHTHAa CHCTEeMa, 10 BKJIoYae (Bi3W4HI, IICUXOEMOINHI Ta
iH(opMaIIiiiHi acIeKTH. [ 3abe3meueHns moTpedye KOMIUIEKCHOTO MiAXOMy: BiJ

€pProHOMIKH PoOOYOro Micls 10 KIOep3axucTy Ta HM(pPOBOI rPaMOTHOCTI.

BucHoBku 10 po3ainy 4

g 3a0e3nedyeHHss O€3MEYHUX YMOB €KCIUTyaTalli KOMI'IOTEPHOI TEXHIKH,
MIHIMI3allli PHU3MKIB aBapIMHUX CHUTyalllil Ta TrapaHTii 3axucty iHGOpMaIiitHUX
pecypciB 1H(OpMaIIHO-KOMYHIKAIIIMHUX CUCTEM OCBITHbOro IieHTpy UHY Oyno
BIIPOBA/PKEHO KOMIUIEKC PIllIeHb, IO OXOIUTIOIOTh TEXHIYHI, OpraHi3alliiHi Ta
MpOLEAYpPHI acleKTH. 3aCTOCOBaHI 3aXOJW MOTO/KYIOTHCS 3 BHMOTaMH OXOPOHHU
mpaifi, TEeXHIKM O€3MeKH Ta IPOTHUIOXKEKHOI O€3IMeKH, a TaKOoX BIAMOBIAAIOTH
CyYaCHUM MDKHApOAHUM CTaHAapTaM KiOep3axucty. Takuil IHTErpoBaHWM MIAXiJ
3a0e3nedye O0araTopiBHEBY CTIMKICTh CUCTEMH, cHpusie (HOpMyBaHHIO O€3MEYHOI Ta
KOM(DOPTHOI OCBITHBOT CEpEJOBHUINA Ta IMIABHUIILYE 3arajbHUi piBeHb MUPPOBOI

IPaMOTHOCTI KOPUCTYBayiB.




73

BUCHOBKHA

B nporieci BukoHaHHs kBasti(ikaIiitHoi poO0TH MPOBEAEHO aHaNi3 CTPYKTYpH Ta
apxitektypu IKC Llentpy nmudpooi Tpanchopmaiiii YepHiBEKOTr0 HAI[lOHAIIBHOTO
yHiBepcutery imeHi lOpis denpkoBruya, BHU3HAYEHO OCHOBHI BEKTOpU 3arpos,
OIIIHEHO PIBEHb 3aXMIIEHOCTI Ta YJIOCKOHAJICHO CHUCTEMY KiOEp3axHCTy OCBITHBHOTO
HEHTPY.

[IpoBenenuii aHami3 [JO3BOJIMB BHUSBUTH, MI0 HAWOLIBII  ypa3IUBUMHU
KOMITIOHEHTAMU CHUCTEMHU € CIIYy»XOH, TMOB’sA3aHI 3 BHKOPHUCTAHHSIM 3aCTaplIMX
MEpEKEeBUX  MPOTOKOIiB  (3okpema SMBvl), cnabkux  kpunrorpadiuHux
HajgamTyBanb SSL/TLS, a TakoX HEJOCKOHAIOlI TIONITHKA aBTeHTHU(IKaIi
KopucTyBauiB. LI HeIONIKM CTAaHOBWJIM MOTEHIIAHY 3arpo3y HECaHKIIIOHOBAHOTO
JOCTYMY JI0 CIY>KOOBUX JaHUX, 1110 3yMOBHJIO HEOOXIAHICTh iX YCYHEHHS Ha OCHOBI
Cy4YaCHHUX CTaHJApTIB KiOepOe3neKu.

VY pe3ynbTari yIOCKOHAJICHHS] CUCTEMH K10€p3aXUCTY, 10 BKJIFOYAJIO OHOBJICHHS
no SMBv2/3, TLS 1.3, 3anpoBamxenHs SIEM, BkiIodar4u po3poOsieHH
aBTOMATU30BaHUM arperaTop Bpas3iuBocTed, Ta moiitTuk MFA, Bmamocs nocsrtu
TaKHX Pe3yJIbTATIB:

1. KinbKicTh KpUTUYHUX Ypa3nuBOCTel 3MeHmiacs Ha 90,5%.

2. KinpkicTh BUCOKUX PU3HKIB 3MeHITIIacs Ha 89,1%.

3. 3aranpHuit piBeHb pu3uKy 3a mkanor CVSS 3nau3uBcs 3 8,2 no 3,1.

4. Tanexc ki6epcriiikocti (Cyber Resilience Index) 3pic 13 58 mo 91 myHkrty,
cepeHii yac pearyBaHHs Ha IHIIUACHTH CKOPOTUBCH 3 14 110 4 roauH.

Pesynbratu oTpumani B poOOTI MIATBEPAWIIU, 10 IHTETPALllsl Cy4YaCHUX METO/IIB
aHaJli3y Bpa3jMBOCTEH, CUCTEM YTPaBIIHHS MOAISIMH O€3MEeKH Ta XMapHHUX pIllIeHb
CTBOpIOE e(PEeKTUBHUN OaraTOpiBHEBHI 3axWCT Ta IIJBUINWIA 3arajibHUH DPIBEHb
kibepcritikocti  IKC  Ilentpy mmdpoBoi  Tpanchopmariii  UepHiBEeIbKOTO
HalioHanbHOro yHiBepcuteTy iMeHi IOpis denpkoBuya 10 BUCOKOro piBHS (92%),
10 BifnoBigae MixkHapoaauM ctanaaptam ENISA 2024 ta ISO/IEC 27001:2022.

[Ipencrasneni y kBamiikamiifHiii poOOTI MaricTpa pe3yiabTaTH MarOTh 3HAYHE

NpaKkTUYHE 3HAYEHHS MJid MIJBUILEHHSA pIBHA KiOep3axucty He e LleHTpy
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udpoBoi TpanchopmMmaiiii, ane ¥ yciX CTPYKTYpPHHUX MiAPO3JUIIB YHIBEPCUTETY, IO
BUKOPHCTOBYIOTH CIIIJILHY MEPEKEBY 1HPPACTPYKTYpYy.

YaockoHalieHa cucTeMa KiOep3axucTy MOXe OyTH 3aCTOCOBaHA JUIsl 1HIIHX
OCBITHIX YCTAaHOB, OpPTraHiB MICIIEBOTO CaMOBPSIAYBaHHS Ta JCp)KaBHUX OpraHi3allii,

0 MPOXOAATH IUGPOBY TpaHCHOPMAIIITO.
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Abstract

The paper presents an approach to protecting segmented networks using the example of a created architecture of
a learning environment for cybersecurity students, where practical skills can be honed. The stages of network
design are considered, taking into account the principles of isolation, zoning, and access restrictions, as well as
methods for identifying vulnerabilities and analyzing typical threats. In the process of building the environment,
Proxmox and OPNsense technologies were used to ensure the implementation of a virtualized and flexible network
infrastructure. An approach to creating a protection system and conducting re-testing to confirm the effectiveness
of the implemented measures is described. The proposed solution helps to increase network resilience and has
practical value for educational and research purposes.

Keywords
cybersecurity, network segmentation, vulnerabilities, training environment, Proxmox, OPNsense, security testing

1. Introduction

In today’s conditions of increasing cyberattacks and the sophistication of attackers’ methods, ensuring
the protection of network infrastructure is a priority task for organizations and educational institutions.
One effective way to increase the level of security is through network segmentation—dividing the
overall infrastructure into isolated zones with limited access between them. This approach helps reduce
the attack surface, localize security incidents, and limit their impact on other parts of the system.

As part of this work, a segmented network architecture was developed, which is used as a learning
environment for students studying cybersecurity. This environment allows modeling of typical network
scenarios, investigation of vulnerabilities, study of attack methods, and mastery of modern protection
approaches. The article considers key aspects of designing such an architecture, identifying and
analyzing vulnerabilities, implementing protective measures, and testing their effectiveness.

The relevance of the topic is due to the need for practically oriented approaches to studying network

security, as well as the importance of a systems vision when building secure information environments.

2. Designing a virtualized segmented network for an educational
environment

The presented architecture demonstrates an example of implementing a distributed segmented network
based on the Proxmox virtualization platform [1]. This model provides high flexibility in managing
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Figure 1: Scheme of the developed architecture of distributed networks.

computing resources, allows scaling the learning environment and implementing modern approaches
to ensuring information security [2].

The network is logically divided into three separate segments, each of which performs a separate
functional role. The first of these is the EXTRA segment, which is represented by the isolated EXTRA1
environment. It is connected to the Proxmox virtualization server and has its own secure VPN connection
(VPN1), which allows it to communicate with the internal network without direct access to other
segments. The EXTRA segment can act as a service environment — for example, contain backup
systems, centralized monitoring, or external access services [3].

The second segment is the learning environment for first-year students — the "1 Course" segment.
Its structure includes virtual servers, including a SQL server for storing and processing databases,
an FTP server for file exchange, and two web servers (WEB and WEB2) used for testing and hosting
web applications. All these nodes are interconnected via a local network switch or router, which also
provides network connectivity via a VPN1 tunnel. The segment operates in isolation, which avoids
unwanted influence on other parts of the network and a secure environment for conducting practical
exercises [2].

The third segment is intended for third-year students and is designated as "3 Course". It implements
a more complex infrastructure, including a separate SQL server, FTP server, and three web servers
(WEB, WEB2, WEB3), each of which can be configured for a separate software environment or a specific
educational task. This segment is connected to the central router via a separate VPN tunnel (VPN2),
which allows not only to provide isolation from other environments, but also to apply its own rules for
filtering and auditing traffic [3].

At the center of the general network is a router that acts as the main connection node. It provides
access to the Internet for all segments, processes VPN connections (VPN1 and VPN2), and manages
routing between network components. In addition, it can act as a firewall that controls access to external
resources and protects against unauthorized connections [4].

The overall architecture provides high isolation between segments, which is important from a security
point of view. The first and third year learning environments operate autonomously, without direct
access to each other. Each VPN tunnel can be configured with its own access policies, which further
enhances security [9]. By using Proxmox as a virtualization platform, administrators can quickly scale
the environment, add new servers, or rebuild segments without significant technical overhead [1].

Thus, this architecture not only allows for efficient resource allocation between user groups, but also
creates a solid foundation for building a practical environment with an emphasis on security and access
control. This is especially important for educational institutions and laboratories where participants
work with systems that simulate real-world network structures and threats [1].
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3. Methods for detecting vulnerabilities in segmented network
infrastructure

After developing and implementing the segmented network architecture, the next step is to assess
it from a security perspective. Vulnerability testing allows to identify weaknesses in the settings of
network services, software, and also to verify the effectiveness of the applied protection measures.
Conducting such tests is critical to preventing potential attacks, information leaks, and violations of the
integrity of the educational environment [5].

Within a segmented network, testing is carried out taking into account the division into separate
functional zones. Each segment is analyzed independently, which allows us to focus on specific
vulnerabilities inherent in a particular environment. This approach helps reduce the load on other parts
of the network during scanning, but also to better localize the source of problems in case of detection
of potential threats [6].

During testing, the main attention is paid to the most vulnerable services, such as web servers, FTP
servers, and SQL databases. For example, web servers are tested for typical OWASP Top 10 vulnerabilities:
SQL injection, cross—site scripting (XSS), weak authentication, dangerous configurations, or data leaks
via HTTP headers. FTP servers are tested for anonymous access, weak encryption, or open ports. SQL
servers are analyzed for incorrect permissions, injection vulnerabilities, and dangerous API requests
[7].

The most popular open source and commercial tools are used during testing. These include:

« Nmap is a multi—purpose network scanning tool. It allows us to identify open ports, available
services, operating systems, and key vulnerabilities. In the context of a segmented network,
Nmap helps build a map of accessible nodes within a specific segment [8].

« Nessus is a commercial vulnerability scanner that provides detailed information about detected
threats, categorizes them by risk level, and suggests remediation methods. Nessus is widely used
to analyze internal servers—such as FTP or SQL—with a focus on known CVE vulnerabilities [5].

+ OpenVAS is a free alternative to Nessus that also performs deep system auditing for vulnerabilities.
It can be integrated into automated scan scripts or used manually during scheduled audits [6].

« CrackMapExec (CME) is a powerful security assessment tool for Windows/Active Directory
environments. It can verify credentials, execute commands on remote hosts, detect configuration
errors, open SMB layers, and other potential attack vectors. CME is particularly effective for
examining interactions between nodes within a segment or when simulating the movement of an
attacker within a network [6].

« Burp Suite is a tool for testing the security of web applications. Its main strength lies in the
ability to intercept, analyze, and modify HTTP requests and responses. Burp Suite is particularly
useful for detecting logic errors, XSS attacks, CSRF vulnerabilities, and testing authentication
mechanisms [2].

« The Metasploit Framework is a powerful vulnerability exploitation framework that allows to
simulate attacks based on the vulnerabilities found. In an educational environment, it is used to
demonstrate practical exploitation scenarios, simulate intrusions, and test the effectiveness of
attack detection tools [2].

4. Evaluation of testing results and classification of identified
vulnerabilities

After the completion of vulnerability scanning, penetration testing, and security assessments, the
next crucial stage involves an in-depth analysis of the results obtained. This process is not limited to
simply documenting the identified weaknesses; rather, it aims to evaluate their criticality, determine the
potential impact on the organization’s infrastructure and business processes, and establish a clear order
of priority for remediation. A comprehensive and well-structured interpretation of testing outcomes
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enables the creation of an effective cybersecurity enhancement strategy that is both technically and
strategically justified [5].

During the analysis phase, all detected vulnerabilities are systematically classified according to their
type, severity, location within the network infrastructure, and likelihood of exploitation. Common
categories include software flaws such as SQL injection or Cross-Site Scripting (XSS), insecure configu-
rations such as open ports or anonymous logins, weak authentication mechanisms, outdated software
components, and the use of insecure protocols. The severity of each issue is typically determined using
the Common Vulnerability Scoring System (CVSS v3.1), which assigns a numerical value from 0.0 (none)
to 10.0 (critical) based on a set of technical and contextual factors. These include the attack vector (local,
adjacent network, or remote), attack complexity, required privileges, necessity of user interaction, and
the potential impact on the confidentiality, integrity, and availability of systems.

In some cases, additional assessment models such as the OWASP Risk Rating Methodology or the
DREAD framework are used to complement CVSS scoring, especially when there is a need to incorporate
a broader business impact perspective. This ensures that the remediation strategy is not solely based on
technical metrics but also takes into account the operational, reputational, and financial consequences
of a potential exploit [6].

The analysis process often reveals a wide range of issues with varying degrees of severity. For
example, in the “1 Course” network segment, scanning revealed the possibility of anonymous access
to an FTP server without authentication. This misconfiguration, which allows unauthorized users to
view or modify files, is rated as a medium-severity vulnerability [8]. Another finding involved the use
of an outdated Apache HTTP server version containing multiple publicly disclosed CVEs, including
a remote code execution flaw [2]. Due to its high CVSS score, this issue was deemed critical and in
need of immediate software updates. In the “3 Course” segment, a web application was found to lack
adequate user input filtering, enabling the execution of XSS attacks that could result in the theft of user
session tokens or the injection of malicious content. Additionally, the discovery of an active Telnet
service transmitting data in cleartext presents a serious security risk, as it allows attackers to intercept
credentials during transmission [2].

In the “EXTRA” segment, the use of weak SMB credentials was confirmed using the CrackMapExec
tool, enabling unauthorized execution of commands on remote hosts and facilitating lateral movement
within the network. Furthermore, in several environments, network segmentation flaws allowed hosts
from one segment to scan and interact with systems in other supposedly isolated zones, undermining
the principle of security boundaries [2].

All of these vulnerabilities are thoroughly documented with detailed descriptions, including technical
evidence such as affected services, software versions, CVE identifiers, and proof-of-concept data. Each
entry also contains a risk assessment based on CVSS scoring, the probability of exploitation, and the
potential damage to the organization, followed by clear recommendations for remediation. These
may include applying security patches, modifying configurations, enforcing stricter access control, or
implementing additional protective measures [8].

A description of the problem.

« Technical details (open port, service, version, CVE-identifier).

« A risk assessment (CVSS score, probability of exploitation, potential damage).

« Remediation recommendations (updates, configuration changes, additional protection).

Such a comprehensive evaluation process provides not only a clear understanding of the current
security posture but also serves as the foundation for a targeted and prioritized remediation plan. By
aligning technical severity scores with real-world business impact, organizations can ensure that their
efforts are focused on addressing the most dangerous and exploitable vulnerabilities first, thereby
significantly enhancing overall network resilience and reducing the risk of successful cyberattacks [3].
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5. Network security strategy development and practical
recommendations

After completing the stages of architecture analysis, penetration testing, and vulnerability identification,
the next critical step is to implement effective and sustainable measures to enhance network security.
The goal is not limited to addressing the vulnerabilities already discovered, but to create a comprehensive,
forward-looking strategy aimed at preventing future attacks and ensuring long-term resilience [7].

A fundamental element of this strategy is the least privilege principle. Each user account, service, or
process should have only the minimal rights necessary to perform its assigned tasks. By applying Role-
Based Access Control (RBAC) or Attribute-Based Access Control (ABAC), organizations can precisely
define access levels, reducing the risk of lateral movement by attackers in case of account compromise
[7].

Another cornerstone is network segmentation. A properly segmented network architecture should
divide the infrastructure into distinct security zones — such as production, testing, administrative,
and guest networks — with clearly defined boundaries enforced by firewalls or advanced routing
rules. Micro-segmentation, achievable via Software-Defined Networking (SDN) solutions, can provide
even finer isolation, allowing administrators to monitor and control inter-segment traffic with greater
accuracy [3].

Patch and update management must be an ongoing process. All servers, network devices, and software
components should be continuously monitored for security updates, preferably through automated
patch management systems. Given the risks associated with Common Vulnerabilities and Exposures
(CVEs), rapid patching of internet-facing assets, such as web servers and databases, is essential to
minimize the exploitation window. Vulnerability scanners like Nessus, OpenVAS, or Qualys can be
integrated into routine maintenance cycles to identify outdated or misconfigured components [5].

Authentication hardening plays a pivotal role in securing access. Multi-Factor Authentication (MFA)
should be mandated for all administrative accounts, VPN access points, and sensitive systems. Strong
password policies, enforced rotation, limited session duration, and the deployment of anomaly-based
login monitoring mechanisms further reduce the risk of unauthorized entry [7].

In segmented networks, clear zoning policies are mandatory. Test, training, and production envi-
ronments must remain completely isolated, each governed by tailored access, monitoring, and control
policies. Unauthorized creation of tunnels between these zones should be strictly prohibited, with any
exceptions subject to real-time monitoring and audit logging.

For threat detection, deploying Intrusion Detection Systems (IDS) such as Suricata, Zeek (formerly
Bro), or Snort is highly recommended. These tools can detect port scanning, exploit attempts, and the
transfer of suspicious payloads. When integrated with centralized Security Information and Event
Management (SIEM) platforms like the ELK Stack, Graylog, or Wazuh, organizations can achieve
real-time correlation of security events and enable rapid incident response [3].

Access protocol security is another crucial consideration. Legacy, unencrypted protocols like Telnet
and FTP should be entirely phased out in favor of secure alternatives — SSH, SFTP, or FTPS. Furthermore,
remote administrative access should be restricted to a defined set of trusted IP addresses, enforced
through IP whitelisting or Zero Trust Network Access (ZTNA) solutions.

Beyond technical controls, human factor mitigation is essential. Continuous security awareness
training should be conducted for all staff or students interacting with the network. Education on cyber
hygiene, phishing recognition, and social engineering prevention is critical to reducing the likelihood
of successful human-targeted attacks. Regular phishing simulations and scenario-based training can
significantly improve resilience.

In conclusion, effective network protection demands a multi-layered defense model:

» Technical isolation via segmentation and secure communication protocols.

« Strict access control through least privilege enforcement and authentication hardening.
+ Continuous monitoring with IDS/IPS and SIEM integration.

+ Vulnerability management through proactive patching and scanning.
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« Human-centric security via awareness training and behavioral risk reduction.

Implementing these recommendations aligns with the principles outlined in NIST Cybersecurity
Framework (CSF), ISO/IEC 27001, and CIS Critical Security Controls, substantially increasing an organi-
zation’s cyber resilience and reducing the probability of a successful compromise.

6. Validation of the effectiveness of security measures through
re-testing

After implementing security measures, it is critical to retest the network to assess the effectiveness
of the implemented solutions. This testing helps ensure that the vulnerabilities identified during the
initial analysis have been successfully eliminated and potential attack vectors have been closed. In
addition, retesting may reveal new weaknesses that may have appeared as a result of changes in the
architecture or system updates [2]. Regular retesting is becoming an integral part of the network
security management cycle. It allows us to maintain the relevance of protection measures in the face of
the rapid development of cyber threats and changes in the technological environment. This approach
helps not only to minimize risks, but also to increase the overall level of confidence in the security of
the information infrastructure [6]. Thus, retesting and confirmation of protection are key stages in
ensuring the reliability and resilience of segmented networks. They allow not only to close existing
vulnerabilities, but also to establish constant control over security, which is especially important in the
face of modern cyber threats that are constantly evolving and becoming more complex [2].

7. Conclusions

The paper considers the creation of a training segmented network environment and practical approaches
to its protection. The most common vulnerabilities and methods of attacks on various network com-
ponents are analyzed, and appropriate security measures are proposed. Repeated testing confirmed
the effectiveness of the implemented solutions. The developed environment is used in the educational
process, where cybersecurity students have the opportunity to hone practical skills in conditions close
to real ones. The results emphasize the value of using segmentation as a training tool and its role in
improving cybersecurity posture.
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