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ANNOTATION 

 

Information System for Supporting Change Management in Higher Education // 

Diploma thesis Master’s degree // Da-silva Seye Emmanuel // Ternopil’ Ivan Puluj 

National Technical University, Faculty of Computer Information System and 

Software Engineering, Department of Computer Science // Ternopil', 2026 // p. – 

68, Figure – 15, Tables – 6, Annexes – 1, References – 47.  

 

Kеуwоrds: change management system, change management system 

algorithm, educational process, information system, higher education institution, 

digital management, IT security. 

 

The qualification work is devoted to the problem of introducing information 

systems to support the management of changes in the educational process of a 

higher education institution. 

 The theoretical and methodological foundations of change management in 

the context of digitalization of the educational process have been investigated.  The 

main classical approaches to the theory of change are revealed. Models of K. 

Levin, L. Greiner, J. Kotter and I. Adizes are adapted to the needs of the university 

management system. The essence and principles of digital management are 

defined, a comparative characteristic of the traditional and digitalized education 

system is given. The concept of digital change management has been developed, 

based on the principles of flexibility to the challenges and needs of society, 

inclusiveness, democracy, transparency and security. 

In the practical part of the qualification work, the information system of 

change management in a higher educational institution is developed, its three-level 

architecture, logical matrix of the management system, functioning algorithms, 

information and technological support are described, and the results of approbation 

are presented. 
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The issues of labor protection and psychophysiological safety of IT 

employees in the context of dynamic changes and social challenges are considered 

separately. 

The results of the qualification research are of theoretical and practical 

significance for modern education managers, scientific and pedagogical teams and 

developers of educational information systems. Since they contribute to the 

formation of a modern digital culture of the university's educational process 

management system.  

The object of the research is the system of management of changes in the 

educational process of a higher education institution.   

The subject is information and technological support of the change 

management system in the context of digitalization of the educational process of 

the university. 
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INTRODUCTION 

 

Relevance of the topic. In today's changing conditions of globalization and 

digital transformation, education is undergoing constant changes, which requires 

constant adaptation and modernization of management processes to the 

digitalization of social processes. The effectiveness of the university's functioning 

directly depends on the ability of the head to implement and support changes, to 

ensure flexibility and transparency of decision-making. 

Traditional management models often do not correspond to the digitalization 

of society, as they do not involve the use of digital tools to support classical 

functions. In this context, the problem of developing an information system for 

managing changes in the educational process of a higher education institution, 

which supports the integrity, transparency and flexibility of managerial decisions, 

is urgent. 

The problem of supporting and implementing changes is of particular 

importance during the modernization of universities and their integration into a 

single European space. 

Purpose and objectives of the study. The purpose of the qualification work 

is reflected in the development of a conceptual model of digital support of the 

change management system in the educational process of a higher education 

institution.  

To achieve this goal, the following research tasks are defined: 

1) to analyze theoretical approaches to the concept and models of 

change management in the educational process; 

2) to determine the role of digitalization as a key aspect of the 

modernization of the educational process of the university; 

3) to determine the principles and main vectors of digital transformation 

of the change management system in a higher education institution; 

4) to consider the structural and functional model of the information 

system for supporting digital change management; 
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5) to develop an algorithm for the information system of change 

management and its architecture, to determine information and technical support; 

6) to test the effectiveness of the system implementation and assess its 

effectiveness in influencing the quality of the educational process. 

Object of research: system of management of changes in the educational 

process of a higher education institution. 

Subject of research: information and technological support of the system of 

management of changes in the educational process of a higher education 

institution. 

The scientific novelty of the qualification work lies in the development of a 

holistic model of the information system for managing changes in the educational 

process of a higher education institution. For the first time, a logical matrix of 

interaction of a digital system and its functions that ensure the integration of 

classical management functions has been proposed. The use of a three-tier 

architecture (UI – BLL – DAL) to provide effective digital support for changes and 

management decision-making has been substantiated. 

The practical significance of the results obtained lies in the possibility of 

introducing an information system for managing changes in the educational 

process in universities. Its use provides automation of management functions. The 

proposed information system can be adapted for use in any type of educational 

institution in order to modernize it and ensure the sustainable development of the 

organization. 

Approbation of the results of the master's thesis. The main results of the 

research were discussed at the IV International Conference of Young Scientists and 

Applicants for Higher Education "Philosophical Dimensions of Technology", 

November 26, 2025, TNTU, Ternopil. The topic of the report is "Digital 

transformation of the management system of higher education in the context of 

humanization of society". 
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1 FUNDAMENTALS OF CHANGE MANAGEMENT IN THE CONTEXT 

OF DIGITALIZATION OF HIGHER EDUCATION 

 

1.1 Theory of change management in organizational processes 

 

In conditions of uncertainty and rapid globalization of society, theorists and 

practitioners are paying increasing attention to the theory of introducing and 

supporting changes in the management system of organizations of any type. Since 

ancient times, philosophers have sought to understand the essence of changes and 

determine their impact on human life. The concept of "change" can be interpreted 

in different ways. For example, as a process of changing state or the continuous 

progress of any system.  

The concept of change in management theory has various explanations, in 

particular, as: 

- the general transition of something or phase to another state [28];  

- position of a person and his perception of understanding, opinion of 

the individual for further giving any phenomenon a new meaning [4]; 

- development from the current to the desired state [15];  

- endless process, restructuring and adaptation [12].  

However, we are most impressed by changes – these are new stages in 

progressive development or regression that change the structure and content of a 

certain object of management, which is generally reflected in the general qualities 

of a certain state or process of functioning of the object [44]. This concept can 

reflect a dialectical connection with development, evolution, transformation, leap, 

revolution, etc. 

The problem of change management is sufficiently substantiated and has 

been studied by many scientists and top world organizations. Scientists consider 

the concept of change management in different ways, according to the needs of 

application:  
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- the science-informed practice of managing planned organisational 

change [34]; 

- a systematic and structured process of developing and implementing 

strategies and interventions for organizations transitioning from a current state to a 

desired state [40]; 

- strategy that helps employees accept new organisational 

developments [29];  

- the process by which an organisation gets to its future state, its 

vision [22]. 

Change management theory began its development with classical models of 

change implementation in the 1950s. However, its emergence was preceded by 

scientific management theory, in particular the scientific achievements of F. Taylor, 

who pioneered the approach to rationalization of labour and organization [22]. 

In addition, the theory of change has developed in the context of scholars’ 

close attention to behavioral social approaches. Its roots we can find in psychology, 

systems theory, and group dynamics research. 

For example, K. Lewin explored the concept of «force-field analysis», which 

became the basis for a psychological approach to understanding change processes 

and subsequently influenced modern change management models. Comparing an 

organization to ice, he described the process of change through three consecutive 

stages [44]:  

- unfreezing – overcoming resistance;  

- change – introducing models of structures; 

-  refreezing – consolidating practices for system stability. 

The next stage in the development of the theory of change was Greiner's 

Model of Organizational Growth, which covers several stages of development: 

creativity, direction, delegation, coordination, cooperation and unification, each of 

which ends with a certain "growth crisis" (Fig. 1.1.). 
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Figure1.1 – Greiner's Model of Organizational Growth [14] 

 

In this context, it is worth integrating the concept of «development» into 

«evolution» as a long period of harmonious growth of the organization with the 

minimization of risks and threats. The concept of «crisis» should be equated with 

revolutionary aspects defined by a period of organizational upheavals, upheavals 

and transformations of values, vision of corporate culture [14]. 

Further fundamental research and practices of implementing changes are 

associated with the scientific achievement of J. Kotter. His model of change 

involves a blanket algorithm of actions. Kotter's 8-Step Change Model involves a 

long-term process of implementing change, emphasizing the importance of 

creating a sense of urgency; the presence of a leadership coalition; collective 

strategic vision; propaganda of new ideas; elimination of risks and threats; 

generation of quick solutions; consolidation of the results of innovation activity; 

fundamental support for changes in organizational culture. In addition, the author 

emphasizes that trying to skip any stage will create the illusion of changes and will 

not give the desired result [20]. 

The above-mentioned practices of introducing innovations create a triad of 

basic models of change, which laid the foundation for the further development of 

the theory and practice of change management. 
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In addition, scientists pay attention to the evolution of managerial 

approaches, emphasizing that organizational development is a dynamic process 

that is closely related to the life cycle of an organization. In this context, a special 

place is occupied by the theory of I. Adizes, which reveals the patterns of 

formation, growth, stabilization and decline of organizations, as well as identifies 

typical managerial challenges inherent in each stage of their development (Fig.1.2) 

[2]. 

 

 

Figure1.2. Corporate Lyfe circle Organization [2] 

 

It is worth noting that each subsequent stage of the organization's life 

requires new management methods and prefers a situational approach, because 

each subsequent change requires flexible adaptive solutions [46].  

Change management is defined as a continuous purposeful process of all 

organizational units using the latest information and communication technologies 

and management models, in order to promote rapid adaptation and transformation 

in a dynamic environment [34]. 

 The theoretical basis of change management in the context of business 

operations is based on the classification of changes, management functions and 

principles, mechanisms for motivating teams and overcoming resistance, as well as 

technologies for implementing and supporting innovations in higher education 



13 

 

institutions. Obviously, the effectiveness of any management approach increases in 

an information-rich environment when appropriate change management models are 

used.  

Since the end of the twentieth century, organizational change management 

has been gradually undergoing digital transformation. In this context, the 

development of information technologies has led to the emergence of new business 

methodologies in the face of changes: Business Process Reengineering, Lean 

Management, Agile, etc [43]. They focus on quick response, minimizing team 

resistance, and digital support for business processes. 

Summarizing the above, it can be argued that modern approaches to change 

management were formed on a combination of classical models of transformation 

processes and concepts of organizational dynamics. They can provide a 

methodological basis for understanding the nature of changes, their stages and 

success factors. At the same time, global variability, digitalization and complexity 

of socio-economic systems necessitate the search for more flexible and 

humanistically oriented approaches that can ensure sustainable results of 

transformations. 

 

1.2  The concept and essence of change management in the educational 

process 

 

It is undeniable that the field of education is currently one of the most 

conserved organizations of society. Based on the experience that has been formed 

over thousands of years, education remains resistant to change, and the teams of 

higher education institutions show a high level of resistance to the introduction of 

innovations. The task of a modern university involves the education and formation 

of the future human generation ready for the challenges of our time, highly 

competent and ready for life in a multicultural environment. However, preaching 

the ideas of a digitalized society and the evolutionary development of the 

individual, universities continue to adhere to classical management standards, 
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traditional methods and forms of interaction with students. Technocracy, 

bureaucracy and hierarchical approach are the basic basis for the functioning of 

universities.  

In such conditions, an obvious paradox arises: the university must train 

agents of change, while remaining an institution that does not accept changes. It is 

this contradiction that turns out to be a key barrier to the development of higher 

education and one of the main reasons for the lag of university practices from the 

dynamics of social processes. A way out of this vicious circle is possible only if we 

move from an inertial model of functioning to a model of purposeful and 

systematic change management [24]. 

We are convinced that changes in the educational process of a higher 

education institution are any transformations of the content or characteristics of the 

educational process in order to improve its quality, improvement under the 

influence of legislative managerial actions or initiative of subjects. They can occur 

at any level of the organization's functioning under the influence of the external or 

internal environment. They can be classified into four levels: philosophical – to 

search for analogies, to identify contradictions between different philosophical 

concepts; physical – to classify them according to various criteria; epistemological 

– to be analyzed in the process of cognition; psychological – to react and adapt or 

reject them. The above factors demonstrate the multidisciplinarity and multi-vector 

understanding of this concept [29]. 

Changes in the educational process are reflected in the following objects: 

annual update of educational and work programs of the university; work plans; 

increased attention to new forms of education, harmonious integration of the 

content of academic disciplines (binary, multidisciplinary, case, STEM practices); 

popularization of new methods of dialogical interaction in the educational process; 

polarizances of the field of advanced training of scientific and pedagogical teams; 

institutional offline training of teachers; transformation of organizational business 

management concepts into the practice of  higher education institution 
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management (change support practices Agile, Kanban, Scrum, Kaiser, ADKAR, 

RAEI, etc.) [45].  

The innovative vector of development of modern education is carried out 

through the introduction of changes in the educational process of each educational 

institution, which requires active development in the theoretical and practical 

aspects of such a direction as change management. 

We consider the management of changes in the educational process of a 

general secondary education institution from the point of view of purposeful and 

coordinated work of all subjects of the educational process based on the use of the 

latest technologies and management models in order to find quick ways to adapt to 

changes in the dynamic external environment. 

The practice of higher education institution functioning, from our point of 

view, proves the need for the following principles for managing changes in the 

educational process. mmotivational behaviour is important for the manager to 

highlight the benefits that teams of scientific and pedagogical workers will receive 

from innovations: 

- tolerant management expresses positive attitude towards each 

participant in the educational process, regardless of his participation in changes; 

- collective consent can be like mandatory open involvement of stable 

leaders in change; 

- the prevalence of perspective over rationality supports changes that 

are aimed at the student have a short-term effect, but with regular implementation 

can lead to the strategic development of higher education institution; 

- fairness in assessing the contribution of each  is important for the 

manager to recognize the personal contribution of each transformation in the 

educational process; 

- credit of trust to the initiators means that the initiators of changes are 

responsible for the decisions made on changes. 

The process of implementing changes in higher education institutions can be 

a long-term process and require additional costs, in particular intellectual 
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resources. It is worth paying attention to the use of a change management 

algorithm, which reflects the process of structuring and sequence of actions by the 

head of the university. Each stage is implemented through a certain number of 

appropriate steps. The sequence of steps and their content can change in 

accordance with the purpose of management, the complexity of changes, the 

volume of possible risks, the level of perception and coordination of them in the 

team. 

 

 

Figure 1.3 – Algorithm for Change Management in  Higher Education 

Institution [43] 

 

Therefore, the practice of change management in order to optimize the 

educational processes of the university is the basis for their further strategic 

development. Transformation of the management system, rethinking the 

importance of the essence of a person in the educational process, the use of 

motivational aspects will contribute to satisfying the educational needs of the 

younger generation.  
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1.3 Digitalization of the educational process as the basis for its 

modernization 

 

Digitalization of education in today's globalized society is a priority for 

practitioners in the field of management of educational institutions. After all, 

information technologies make it possible to increase the efficiency of the 

educational process, optimize resource costs and ensure the full integration of the 

student into the educational environment. 

Digitalization of the educational process involves the systematic 

introduction of digital technologies into all components of the organization's 

functioning. The primary priority of digitalization is to increase the level of 

adaptability to change and flexible management decision-making [47].  

In modern conditions of transformations and uncertainty, digitalization is a 

key aspect of the evolutionary modernization of the educational process of the 

university, as it transforms the content, forms and methods of teaching and adapts 

the management system of the educational institution to the needs and demands of 

society (Table 1.1). 

 

Table 1.1 – The essence of digital transformation of education 

№ Classical education system Digitalized education system 

1. Collective, traditional for all Personalized and adaptable to each 

student's needs 

2. Off-line training Distance learning or in a mixed 

format 

3. Closed system Reflects the transparency of 

managerial decision-making 

4. Linear access to information Nonlinear access to information 

  

The use of information technologies will allow you to transfer the 

educational process to a virtual environment and make it convenient and accessible 
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to each participant in the educational process. Gadgets, personal computers, 

tablets, the Internet are not only leisure tools, but also tools for sustainable personal 

development. 

At the same time, the digital transformation of education is associated with 

negative aspects and challenges in the educational environment, which can cause a 

unique school to the scientific community. It forms new approaches to the 

management of educational institutions, requires the development of new 

competencies among scientific and pedagogical teams, etc.  

Thus, we can identify threats in the context of digitalization: 

- digital inequality – not all students can have high-quality access to the 

Internet, a modern laptop or smartphone, although formally everyone is in the 

same conditions; 

- total dependence on technology and the Internet – lack of proper 

mobile coverage, problems with electricity or a breakdown of the gadget leads to a 

stop in the educational process; 

- emotional and physical trauma – prolonged exposure to monitoring or 

screen exposure leads to health problems and emotional exhaustion; 

- lack of motivation – online learning can reduce the level of self-

motivation of a student and cause a feeling of alienation from the educational 

process; 

- problems with academic integrity – the online educational 

environment creates an opportunity for manipulation, copying and unreliability of 

the results of the student's work; 

- protection of personal information – each online platform used by 

students in the educational process stores large assets of personal information that 

can be lost during a cyberattack. 

Despite the obvious benefits, digitalization has a number of risks: health, 

equality, motivation, access, safety. Therefore, digital technologies, in the context 

of modernization of the educational process, should complement, and not 
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completely replace the live interaction between participants in the educational 

process. 

 

1.4 Experience of digital transformations in the management system of 

an educational institution 

 

The digitalization of education opens up new opportunities for the effective 

development of society and the involvement of the community in the education of 

a new generation that is ready to live and interact in a multicultural environment. 

The transformation of the management system reflects the development of a new 

philosophy based on such principles as: flexibility, adaptability, openness to 

change. 

It covers all aspects of the functioning of the higher education institution, starting 

from the daily, routine actions of the administrator to planning the strategic 

development of the university. 

It should be noted that modern digital technologies free up significant 

resource potential for improving the quality of education and its personalization. In 

particular, European practice shows the expediency of using digital tools in higher 

education institutions. 

 

 

Figure 1.4 – Results of the use of ICT in EU universities, 2021-2024,  

% efficiency [10] 
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As shown in Fig.1.4, in top European universities, much attention of 

managers and administrators is paid to the problem of adaptability, flexibility and  

personalization of student learning as key areas of digitalization of the educational 

process. This allows you to achieve general satisfaction with communication and 

relationships in the educational field, ensures the development of positive social 

identity and intergroup tolerance, and in the context of personal development, 

satisfies the need for self-actualization, increases motivation and engagement 

(European Agency for Special Needs and Inclusive Education) [9]. 

Modern solutions in the context of change management and digitalization 

include the use of online platforms and digital libraries in the educational processes 

of European universities, personalization of education, active involvement of 

learning management systems (LMS), interactive technologies and video 

conferencing systems, integration of software for electronic document 

management. In particular, special attention is paid to the impact of artificial 

intelligence in the quality of the organization's functioning, the possibility of 

expanding the use of cloud technologies, deepening the intercultural aspects of 

document and information communications, and strengthening cybersecurity. 

Scientists also pay attention to the settlement of ethical issues, disinformation and 

academic integrity [45]. 

Based on the Organisation for Economic Cooperation and Development 

(OECD) report, we can consider real examples of the digital transformation of 

education in many countries [26;27]: 

- partial digitalization of student assessment using a federated online 

platform (Austria); 

- implementation of a program that provides digital technologies for 

everyone (Denmark); 

- mandatory annual training of scientific and pedagogical staff with 

deepening of computer literacy, Strategy for 2021-2035 + Digital Agenda 2030 

(Estonia); 



21 

 

- the government's great emphasis on providing all participants in the 

educational process with digital means of communication, the transition to a full 

digital transformation of the educational process (Finland); 

-  national course of digital transformation of the educational process, 

the presence of highly developed LMS/services (Edunet), the total involvement of 

digital technologies in the management system and limiting the influence of the 

human factor (South Korea); 

- Digitalisation Strategy 2021, which enabled large-scale 

personalisation of learning (Netherlands); 

- partial national strategy for the use of the state platform MexicoX 

(Mexico). 

Most countries have effective digital infrastructure in the education sector. 

However, it should be noted that interoperability is still quite weak and depends on 

the region and the economic situation in the country. Governments of many 

countries focus on the problem of access of every citizen to the digital environment 

of an educational institution. 

 

1.5 Conclusion to the first section 

 

Change management in higher education institution in the context of 

digitalization of the educational process is the primary task of modern managers. It 

guarantees a flexible movement of educational institutions from traditional forms 

of management, meeting the academic needs of students to innovative approaches 

that harmoniously combine adaptability and digitalization. 

A brief theoretical analysis emphasizes that the effective implementation of 

organizational changes occurs on the basis of a triad of management models 

(K. Levin, J. Cotter, L. Greiner). In the context of the introduction of changes, the 

model of the organizational cycle of the life of the enterprise by I. Adizes acquires 

special importance, which requires specific actions at each stage of development.  
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Digitalization, which is the basis for the modernization of the educational 

process, is focused primarily on flexibility, adaptability of the university 

management system and sending attention to everyone involved in the educational 

process. 

Changes in the educational process are multi-vector: from philosophical 

concepts of transformations and transformations to practical actions aimed at 

improving educational programs and management systems in the higher education 

institution. 

Digitalization of education is the basis for the modernization of managerial 

and pedagogical processes, as it allows you to optimize communication, automate 

routine operations and personalize learning. However, the total digitalization of the 

educational process leads to a number of risks for its effective functioning. 

International experience, in particular the practices of the EU countries, 

South Korea, Estonia, Finland and Mexico (according to OECD, 2023), shows that 

successful digital transformation is possible only if there is a national strategy, 

proper digital infrastructure, the development of staff competencies and inclusion 

policies.  

The harmonious combination of effective change management models and 

the effective use of digital technologies in the higer rducation institution 

management system leads to the sustainable development of the university. 
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2 IMPLEMENTATION AND SUPPORT OF INFORMATION 

TECHNOLOGY IN THE MANAGEMENT SYSTEM 

 

2.1 The concept of digital management of higher education institution 

 

In December 2006, the European Union noted that digital competence is one 

of the eight key skills in society, which is also confirmed in the Recommendations 

of the European Parliament and of the Council of 18 December 2006 

(2006/962/EU) [11]. This document increases the attention of scientists and 

managers to the importance of developing the digital environment for the 

professional development of the individual in the XXI century.  

This competence permeates all spheres of society: law, economics, medicine, 

and in particular education. The sphere of governance, as the basis for the 

development of the state, needs immediate digitalization, which will contribute to 

its integration into society, ensuring transparency and openness of information. 

The introduction of digital technologies that can provide adequate support 

for the main areas of managerial, educational and scientific activities of 

universities is currently carried out by connecting to Microsoft 365 and Google 

Workspace for Education cloud services [10]. However, their capabilities are only 

partially used, which may limit the effectiveness of the digital transformation of 

the educational process and the management system of the educational institution 

as a whole. 

In particular, in conditions of uncertainty, the flow of dynamic changes and 

the rapid growth of user needs, there is a need to rethink the essence of these 

approaches to the integration of these services, to increase the level of digital 

literacy of managers and scientific and pedagogical teams. In this context, the 

attention of society to the creation of a single universal digital ecosystem for the 

development of the university is growing.  

Digitalization of the educational process provides support for hybrid forms 

of learning, ensures the development of the student's individual educational 
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trajectory, provides transparency to the management system and authenticity of 

research [47]. 

Researches show us that the system and technical support of modern 

universities is characterized by technological lag and needs to be urgently 

addressed. In particular, the problems are associated with the improper 

implementation of innovative telecommunication systems and data transmission 

networks with limited bandwidth and poor quality of communication. It is worth 

noting that the volume of services provided to participants in the educational 

process remains insignificant. Limiting the resource capabilities of servers reduces 

the efficiency of information interaction [10].  

The information and network infrastructure of modern higher education 

institutions needs comprehensive modernization for the strategic development of 

universities in accordance with the fundamental principles of change management. 

Recent research from PROCURRI confirms the fact that the most common 

operating environment in many organizations of the world is still Windows 7. This 

fact limits integration into modern cloud services and up-to-date computer 

networks. The organizers of the monitoring studies indicated that the updated 

software to Windows 10 and Windows 11 needs improvement (Table 2.1) [32]. 

 

Table 2.1 – Percentage Share of Modern Operating Systems Use in 

Organizations in 2025 [40] 

№ Operating system Market share (%) 

1. Windows 11 43,22% 

2. Windows 10 53,19% 

3. Windows 7 22, 48% 

 

The results show that the low level of use of modern software hinders the 

digitalization of management processes and the adoption and support of innovative 

management IT solutions in the face of change. 
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The material and technical support of the structural divisions of universities 

remains at a low level: there is a lack of modern office digital equipment, corporate 

work tools, cloud services, electronic document management systems, in most 

cases only corporate mail is used. The lack of an iterative digital ecosystem slows 

down the process of implementation and support for changes in universities, and 

the lack of proper information creates resistance among scientific and pedagogical 

teams to innovations, which reduces the transparency of the management system. 

As for educational and scientific activities, distance and hybrid learning 

technologies currently do not provide an adequate level of quality in the provision 

of educational services. For example, at the University of Educational 

Management (Ukraine), the capabilities of the learning management system 

(LMS), in particular Google Classroom, Moodle and other platforms that meet 

international e-learning standards, are unfortunately partially used. At the same 

time, the Mobi School system is successfully functioning in postgraduate 

education and advanced training, and the BigBlueButton service is actively used to 

support educational, scientific and managerial activities, demonstrating the 

potential for scaling digital solutions at the university [47]. 

To increase the efficiency of digital transformation of the management 

system of a higher education institution and the quality of educational services, it is 

advisable to develop a concept of change management in the digital environment, 

which would include:  

- analysis of the readiness of the educational institution for digital 

transformation; 

- monitoring the current state of the institution's digital infrastructure 

management in the context of changes; 

- determining the level of formation of digital competencies of the 

administration and scientific and pedagogical staff; 

- identification of barriers and threats to the implementation of digital 

innovations in higher education institution; 
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- development of a strategy for the digital transformation of the 

educational process and the university management system; 

- formation of goals and priorities for the development of the digital 

environment of the change management system at the university; 

- coordination of the strategy for the development of an educational 

institution with digital transformation and a collective vision of change; 

- development of mechanisms and algorithms for digital transformation 

of the change management system in order to effectively implement innovations 

and reduce the resistance of teams to innovations; 

- implementation of electronic management and training systems (LMS, 

EPR. CRM, etc.); 

- conducting courses to increase the level of digital literacy among 

students and scientific and pedagogical teams; 

- constant monitoring of the effectiveness of the implementation of 

digital changes and their support in the educational process; 

- analysis and monitoring of results and making adjustments to the 

management system of an educational institution in the context of changes; 

- availability of continuous feedback from users of digital services for 

continuous improvement and support of changes; 

- analysis and monitoring of results and making adjustments to the 

management system of an educational institution in the context of changes; 

- availability of continuous feedback from users of digital services for 

continuous improvement and support of changes; 

Therefore, the network infrastructure of the university needs comprehensive 

modernization and strategic development in accordance with the principles of 

digital transformation and change management. The network structure of a higher 

education institution should develop as an integral, integrated system that meets 

the requirements of a modern globalized society. 
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2.2 Principles of digitalization of the system of management of changes 

in the educational process of the university 

 

Digitalization of management processes is an integral basis for managing 

changes in the face of uncertainty and transformation of social processes. Their 

implementation involves rethinking the essence of the educational process, 

scientific research, flexibility of the management system, etc. 

Their implementation involves rethinking the essence of the educational 

process, scientific research, flexibility of the management system, etc. 

Considering the concept of organizational changes in the economic sphere, 

G. Neilson, A. Tipping, J.Krings, D. Aguirre emphasize the importance of taking 

into account the human factor, leaders-managers are obliged to independently 

demonstrate their commitment to change, it is important to involve all structures of 

the organization in change, form a collective vision of change and the 

responsibility of everyone for the effectiveness of changes [24] . 

The integration of information technologies to strengthen the essence and 

effectiveness of changes requires additional norms and rules. European 

Commission (2021) propose to consider a number of principles for the 

digitalization of management processes, among which we highlight user 

orientation; data-driven decision-making; integration and interoperability of 

systems; security and confidentiality of information; flexibility; innovation and 

sustainable development; Inclusion and equality [10].  

These principles can be the basic guidelines for the formation of a unique 

digital culture of management of educational institutions. We propose to generalize 

these two approaches and integrate them into unified principles of digital 

management of changes in the educational process in an educational institution. 

Each of the principles should reflect the purpose of the university's functioning and 

contribute to meeting the academic needs of society. Emphasizing the transience of 

changes and environmental challenges, generally accepted norms of the 

functioning of the information environment become the fundamental basis of the 
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change management system at the university. Undoubtedly, the proposed principles 

can be deepened in accordance with the needs and specifics of the organization's 

functioning, threats and challenges of the environment, trends in the field of 

education, etc. (Fig.1.2). 

 

 

 

Figure1.2 – Principles of digitization of the change management system in the 

educational process of the university 

 

Adherence to the basic principles is a key condition for the implementation 

of changes based on managerial decision-making that provides digital technologies 

in the educational process and make them more important for satisfaction 

pedagogical and student’s stuff.  

All principles should be considered in the context of change management in 

educational process at university, which involves planning, organizing, controlling, 

adapting and monitoring digital transformation processes. To visualize and deepen 

the essence of the principles of digitalization of the management system, we 

expand possibilities of change management of educational process and propose to 

consider Table 2.2 with examples. 
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Table 2.2 – The use of system support in the principles of digitalization of the 

university's change management system   

№ Principle System support 

1. User orientation LMS-платформи 

2. Data-driven solutions Analytical panels, DigData 

3. Data integration and compatibility Single database, API 

4. Security Cyber protection system 

5. Flexibility and inclusivity Responsive interfaces 

6. Partnership Open Educational Resources (OER) 

 

The principle of accessibility to information technology. Digitalization of the 

management system should provide for equal opportunities for each participant in 

the educational process to access educational information resources and 

knowledge. This may include the development of an inclusive digital environment 

adapted to the conditions of the university's functioning and the needs of society. In 

this context, this approach will help reduce resistance to innovation, the formation 

of a digital culture and the involvement of everyone in management processes. 

The principle of consistency and consistency of the implementation of 

digital systems. Digitalization of the management system of the educational 

process involves an integrated approach of initiatives, important decisions aimed at 

transforming educational, scientific, and managerial communication. From this 

point of view, change management involves the coordination of actions and 

decisions at all levels of the functioning of the educational institution. Consistency 

ensures control and coordination of the process of changes and their coordination 

with the values of the organizational culture of the university. 

The principle of maintaining a unified information environment of the 

university. Digitalization should contribute to the formation of a safe educational 

environment that integrates information systems and management platforms. 
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The principle of partnership and cooperation. Digitalization of the 

educational process of the university, in addition to the educational process, should 

contribute to the development of network interaction between the universities of 

the country and other countries. Change management involves the exchange of 

knowledge, practices, involvement in international activities, which contributes to 

the competitiveness of education in the service market. 

The principle of security and trust. Digitalization should be enhanced by 

creating an atmosphere of trust based on the transparency of management 

processes, protection of personal information, and cyber protection in the 

educational process of universities. In conditions of uncertainty, security is not 

only a technological, but also a social aspect that causes teams to be ready for 

information and digital transformations. 

The principle of priority in management. Digitalization of the educational 

process is a key aspect of the strategic planning of the university's development, 

which covers the performance of all managerial functions: organization, planning, 

coordination, adjustment and control. 

The priority of digitalization of the change management system ensures the 

stability of transformation, transforms the university into an organization that 

learns, develops, and adapts to environmental conditions. 

 

2.3 The main directions of digitalization of the educational process of 

the university 

 

In the digitalization of the educational process of the university, it is worth 

highlighting four vectors for the implementation of changes in accordance with the 

purpose, objectives and structural features of the university. In particular, it is 

worth emphasizing the following aspects of the introduction of information 

technologies: management system; educational activities; scientific activity; 

involvement of stakeholders and the community in the functioning of the 

university. 
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Digitalization of the change management system provides strategic planning 

for the development of the university, assessing the quality of implementation of 

information initiatives. These factors will contribute to the strengthening of 

educational and marketing services of the university. Managers should focus on the 

phased introduction of electronic document circulation and create conditions for 

remote work of each participant in the educational process. Management processes 

should be aimed at monitoring educational trends and determining the conditions 

for adaptation of higher education institutions to changes. 

Digitalization of educational activities at the university reflects different 

types and levels of the subject-subject industry of information technologies for the 

global involvement of students and scientific and pedagogical teams in digital 

interaction in the educational process. This vector of transformation provides for 

the development of educational-scientific, educational-professional programs and 

advanced training programs in information and digital technologies in education 

for the training of specialists receiving higher education. The administration of the 

educational institution needs to study the best practices, develop educational and 

methodological support for the educational process, taking into account modern 

trends in the development of digital technologies, in particular: artificial 

intelligence, e-learning, mobility and mobile learning, blockchain and 

cryptocurrencies, cloud and fog computing, augmented, virtual and mixed reality, 

chatbots and virtual assistants, Internet of Things, robotics, data protection and 

countering cybercrime, etc. It is worth emphasizing that these actions will 

contribute to the popularization of STEM and STEAM education and the creation 

of electronic portfolios of scientific and pedagogical workers [46, 47]. 

Digitalization of scientific activities of the university. One of the tasks of 

modern educational management is the integration of education into a single 

European space. The fundamental task in this context is to connect the university 

to a single European cloud of open science, which will enhance the authenticity of 

scientific research results. Digitalization of communication links with university 

stakeholders. The priority tasks are: 
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involvement of stakeholders in cooperation in the development of 

educational programs; 

implementation of such training programs that would contribute to the 

development of digital competence of people of any age; 

implementation of such training programs that would contribute to the 

development of digital competence of people of any age/ 

The identified vectors deepen the essence of change management in the 

educational process and ensure effective digitalization of the educational process. 

 

2.4 Management of the process of digitalization of the educational 

process in the context of changes 

 

We consider the management of digitalization of the educational process as a 

purposeful and coordinated activity of the university administration aimed at 

introducing digital technologies into all areas of the university. Its purpose is to 

increase the efficiency of the institution's functioning and meet the educational 

needs of society. 

The input prerequisites for the implementation of the digitalization of the 

management system can be the initiative of the management, representatives of 

faculties, teams with the work of projects, or the strategic need of the university to 

develop the concept of a digital university. 

At the initial stage, it is worth:  

- to conduct a SWOT analysis of the level of digitalization of the 

university's educational process and develop a strategy for implementing changes;  

- to introduce the issues of digital transformation and digital 

development into the directions, tasks and plans of activities of structural divisions 

of the educational institution; 

- to outline the needs and algorithms of organizational, methodological 

and scientific-methodological support for the digitalization of the educational 
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process, taking into account the technical and intellectual resource of the 

organization; 

- to optimize the functions of the educational and methodological center 

of information and digital systems in order to provide high-quality technical and 

infrastructural support for the digitalization process and its IT outsourcing; 

- to develop mechanisms for integrating data and technologies into all 

areas of the university's activities in the context of changes and user needs: 

educational, scientific, managerial and international activities; 

- to develop a pilot version of the implementation of digital 

management in an educational institution; 

- subject to positive approbation of the digitalization process, focus on 

its large-scale implementation and training personnel for the implementation of 

digital management activities in the institution; 

- if necessary, make adjustments to the plans for digitalization and 

optimization of the educational process. 

It is such coordinated actions that lead to minimizing threats and risks in the 

system of managing changes in the educational process of a modern university. 

 

2.5 Conclusion to the second section 

 

The second section outlines the basic aspects of the Concept of Digital 

Change Management in the Educational Process of a Higher Education Institution. 

It is proposed to consider the digitalization of the educational process in the 

context of the following aspects: management system; educational activities; 

scientific activity; involvement of stakeholders in the development of the 

university. A number of principles of digital transformation of the management 

system of the educational process have been singled out: accessibility to 

information technology; consistency and consistency of the implementation of 

digital systems; maintaining a unified information environment of the university; 

partnership and cooperation; security and trust; priority in management. 
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3 DEVELOPMENTS OF THE IMPLEMENTATION AND 

INFORMATION SYSTEM OF CHANGE MANAGEMENT 

  

3.1 Setting the task and outlining the requirements for the model 

 

In the context of globalization of society, the education sector of the XXI 

century functions in the conditions of dynamic changes. The constant updating of 

the regulatory framework, the digitalization of the educational process and the 

strengthening of society's demand for a highly qualified specialist leads to the 

reboot and digitization of the theory of change management in the educational 

process. 

At the same time, the research of many scientists testifies to the 

fragmentation of information support for managerial and organizational processes. 

The traditional approach to supporting organizational change has its aspects: 

- does not provide for the introduction of automated tools for 

monitoring the implementation of strategically important tasks; 

- characterized by a low level of use of analytical systems in decision-

making; 

- imperfect communication channels between all participants in the 

changes, which do not provide for the presence of feedback; 

- the lack of a single digital database of the university on the history of 

changes: implemented projects; 

- the lack of a single digital database of the university on the history of 

changes: implemented projects; 

It is in this context that there is a need to create such an information system 

for change management, which would guarantee digital support in the performance 

of administrative functions by managers: change planning; organization of the 

process of introducing innovations; coordination of actions of change agents and 

their teams; regulation of the process of changes and the implementation of tasks; 

control over obtaining real results; managerial decision-making.  
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Management of the educational process requires a systematic approach, up-

to-date analytical tools and prompt feedback. Traditional paper tools and media do 

not provide consistent planning of the project of changes and appropriate 

coordination actions, and the results of implementation cannot be objective [46]. 

Data interpretation is carried out in accordance with the subject's personal beliefs 

or the level of formation of his professional and analytical thinking. 

The purpose of the practical part of the study is to develop a model of 

information systems that support the effective implementation of changes in a 

higher education institution. The basic task of the above model is centralized 

planning, control, data analysis, reporting on the quality of implemented changes 

and their threats at all levels of the university: from the administration of the 

institution to educational departments. 

For the systematic implementation of changes in the conditions of IT 

decision-making and the relationships between the main components of the digital 

management model in the educational process, it is advisable to present them on 

the basis of a logical matrix-square. This approach will allow you to identify the 

key elements of the system, identify the subjects of change support, outline their 

functions, as well as visualize the functional and technical requirements of the 

model. 

We are convinced that the management matrix demonstrates structured 

interaction between all categories of participants in the educational process of the 

university, the functionality of the digital change management system, 

technological aspects of tasks and requirements. 

 The author's system proposed by us is aimed at the formation of a 

transparent logical model of support for each subject in the digital educational 

space, a clear definition of tasks and ways to implement them. It can further 

deepen the essence of digital organizational culture at the university. This model of 

the system reflects a harmonious combination of digital landmarks, values and 

structured algorithms of actions.  
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Let's consider the logical matrix of change management in the educational 

process Fig. 3.1. 

 

 USERS-SUBJECTS OF THE 

EDUCATIONAL PROCESS 

 SYSTEM FUNCTIONS 

 University Administration 

 Deans of faculties 

 Heads of departments 

 Scientific and pedagogical staff 

 IT staff 

 Change planning 

 Registration of changes 

 Control of the implementation of 

specific tasks 

 Analytics and monitoring of the 

digital educational environment 

 Generation of reports 

 FUNCTIONAL 

REQUIREMENTS 

 TECHNICAL 

REQUIREMENTS 

 Multi-level roles 

 Planning and digital control 

 Knowledge Base / Change 

Stories 

 Automatic messages 

 Generation of reports 

 Web interfaces in the educational 

process of the university 

 Client-server architecture in the 

digital environment 

 PostgreSQL, DB 

 Protection and backup of 

information 

 Integration into university 

systems (LMS, ERP, CRM)  

 

Figure 3.1 – Logical matrix model of the change management system in the 

educational process of the university 

 

The presented Logical matrix model of the change management system in 

the educational process of the university provides a generalized display of the basic 

components or parameters of the system and determines its conceptual logic. This 
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allows you to organize the relationship between all elements into a single structural 

model. 

Such a visual representation of the model reinforces the methodological 

basis for the implementation of changes, innovations and project implementation. 

These facts demonstrate the sequence of building an information system and 

strengthen the understanding of their essence in digital change management in the 

educational process of the university. In further steps, these elements can be 

detailed and integrated into the overall architectural and functional digital concept 

of the change management system. 

 

3.2 Architecture and structure of the change management information 

system 

 

The effectiveness of digital support of management processes for the 

implementation of changes in the universality depends on the correct construction 

of the architecture of the information system.  This should ensure the transparency 

of available information data, accessibility in use, reliability of storage of 

information flows, scaling and integration into other information services of the 

educational institution. 

The architecture of information systems, as a rule, is based on modern 

methodological approaches from the field of software engineering and information 

model management. 

According to the developments in the field of modern engineering, the 

architecture of information systems should provide for a clear delineation of all 

functional components, ensure scalability, guarantee data security and provide for 

further development of the system without changing the basic mechanisms [31, 

37]. 

M. Fowler and A. Hussain notes that architectural solutions for web systems 

should provide deep interaction between the user interface, the business-logic 
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module, and the information flow of data [13, 16]. This ensures the introduction of 

a modular approach and standardization of information processing mechanisms. 

      To model the data layer, it is important to pay attention to the use of 

PostgreSQL principles, which offer a relational storage structure, provide 

continuous support for transactions, strengthen security features, and optimize 

queries in the load system [30]. 

It is worth paying attention to the fact that BI-approaches can provide data 

integration, visualization and reporting for managerial decision-making, in 

particular in the context of changes [32].  

As part of our of scientific research, we propose to consider a three-level 

architecture. In the information systems of change management in the educational 

process of the university, it outlines such levels as:  

- User Interface (UI) – the level of close interaction with the user;  

- Business Logic Layer (BLL) – the level of data processing and the 

implementation of change management algorithms; 

- Data Access Layer (DAL) – level of data storage and access to 

information systems. 

In the context of dynamic changes and constant updates of information 

flows, this will allow IT managers to differentiate functional loads, strengthen 

stability and adaptability to new conditions of systems [31]. 

We are convinced that such a three-level architecture provides conditions for 

the implementation of a large number of changes, increases their efficiency. This 

ensures control and scalability of transformation processes in a higher education 

institution. With a clear division of the system, there will be a development of each 

component, which will introduce new functions and update those that are there 

without loss or delay. 

This approach in digital change management gives managers a number of 

opportunities: 

- support and implementation of several changes at the same time; 
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- ensuring the implementation of various scenarios or vectors of 

digitalization of the university's educational process;  

- flexibility and quick adaptation of the whole system to the challenges 

and innovations in the activities of the educational institution; 

- scale analysis, monitoring and communication channel tools; 

- integrate a variety of analytical modules, chatbots, LMS platforms, 

CRM solutions. 

This architecture ensures the separation of change management logic from 

data engines and user interface. 

The architecture is presented and described in accordance with the 

international standard that outlines the principles of structured presentation of 

software systems, their components and interconnections, as well as discloses the 

requirements for documentation and interaction interfaces [10]. 

The next stage of the practical part of our study is the detailing of its internal 

structure. This is reflected in the selection of basic modules that implement the 

functionality of each level (Fig. 3.2). 

 

 

Figure 3.2 – Structural and logical model of the change management  

information system 
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According to the figure, the system has a modular structure, which provides 

comprehensive support in the managerial, analytical and communication processes 

of the digital environment of a higher education institution. Each module performs 

its functions aimed at improving the quality of planning, collective interaction and 

implementation of tasks in the educational process of the university. 

Let's briefly consider each of them: 

- the management module provides for planning, coordination and 

control over the implementation and implementation of educational changes. 

Changes can be initiated by the management, community, scientific and 

pedagogical staff, student community, public demands, conditions of uncertainty, 

university policy or updating state regulations. This module makes it possible to 

create new projects and form change teams, define algorithms for innovation, and 

outline logistics for successful actions in real time; 

- the analytical module makes it possible to quickly collect 

information, process it, and visualize data in the context of change dynamics. 

Based on key performance indicators, graphs, analytical reports, references, 

information generalizations, etc., are developed. This module helps the heads of 

the educational institution to assess the effectiveness of the implementation and 

support of changes, as well as contributes to the rapid identification of threats in 

the educational process for quick management decision-making; 

- the communication module implements digital interaction between 

participants in the educational process (administration, teachers, students, parents, 

employers and the community). It provides quick transmission of messages, 

decisions, news in real time regarding the implementation of the change project. 

Thus, the modular approach gives flexibility and independence to functional 

blocks, simplifies the processes of updating data and quickly informing teams 

about the implementation of change projects. 
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3.3 Algorithm for the functioning of the change management 

information system 

 

The developed information system of change management in the educational 

process of the university functions according to a clearly defined sequence of 

actions, which provides a specific cycle, a stage of change management. This 

process usually involves actions from initiation to monitoring the survival of 

changes and their results. 

In his research, D.E. Knuth considers an algorithm, in the field of software, 

as a finite sequence of well-defined instructions that are designed to perform a 

specific task or solve a certain class of problems [7]. 

The change management algorithm, O. Horishna, considers both structuring 

and sequences of actions, which should be considered from five stages. Each stage 

is implemented through a certain number of appropriate steps. The sequence of 

steps and their content can change in accordance with the purpose of management, 

the complexity of changes, the volume of possible risks, the level of perception and 

coordination of them in the team [45]. 

The proposed information system for managing changes in the educational 

process of the university is implemented on the basis of certain outlined steps of 

actions that ensure the effective implementation of changes and user interaction at 

the appropriate levels of architecture (Fig. 3.3). 
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Figure 3.3 – Algorithm for the functioning of the change management  

information system 

 

Let's take a closer look at each stage of the algorithm of changes.  

Initiating changes. Preparation for changes in the educational process 

begins with an analysis of the current state of the educational environment with the 

possible involvement of an external expert. Based on the available results of the 

analysis, the idea of changes is formed: the search for those innovations that are 

required by all participants in the educational process and the production of a final 

vision of the implemented changes.  

Task structuring. The involvement of teachers in changes begins with the 

popularization of changes: familiarization of the staff with new trends in the 

development of the educational process; creation of a change board at the 

university, formation of a history of changes; dissemination of information about 
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expected changes; the use of PR technologies to realize the urgency and need for 

change. Awareness of changes affects the ability of the teaching staff to rethink 

their activities. This step is crucial for the introduction of innovation at the 

university. 

The implementation of changes in the educational process is associated 

with the discussion of the concept of changes, drawing up a plan and choosing 

tactics for their implementation. A change implementation plan contains a clearly 

formulated goal, a collective vision of change, objectives, goals, means, tools for 

change and a predictable description of the final result. The implementation of 

changes in the educational process is impossible without awareness and forecasting 

of risks, search for ways of influence to neutralize their consequences, assessment 

of possible losses and threats. At this stage, it is worth implementing risk 

management mechanisms. It is important to identify and identify possible obstacles 

in the change process in time in order to respond to them immediately.  

Control of the effectiveness of changes. The next stage makes it possible to 

effectively influence, if necessary, the processes of implementing changes based on 

monitoring and digital control. It is important for the heads of higher education 

institutions to monitor the vaccination and track the progress of changes. 

Analysis of the results of changes. If successfully implemented changes 

have increased the efficiency of the functioning of an educational institution, they 

become habitual in the daily practice of a teacher. Changes are cyclical: qualitative 

current changes affect the introduction of new changes in the future, which 

determines the development of the university and the competitiveness of the 

institution in the market of educational services. The institutionalization of changes 

is clearly reflected in the history of changes and is based on the adaptation 

processes carried out by the manager at the university. 

In the process of implementing changes, factors may arise that will 

negatively affect the quality of meeting the needs of students, under such 

conditions, changes should be revised or returned to the beginning of the change 

management algorithm. 
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In the context of digitalization, the change management algorithm of 

educational process in the higher educational institution should be implemented on 

the basis of software in accordance with the specifics of the tasks for expanding 

possibilities and user`s support at university (Table 3.1.). 

 

Table 3.1 – Change Management System Algorithm Software 

Stage Software Purpose 

Initiating 

changes 

Django Framework Creating Data Forms, 

Attracting Users 

Task structuring. Trello Task scheduling 

Implementation 

of changes 

Microsoft Teams Data exchange 

Control of the 

effectiveness 

Microsoft Power BI Interactive display of key 

indicators 

Analysis of the 

results 

Python library ReportLab PDF formats from the 

database 

 

Information support covers a set of data, knowledge bases, regulations, 

methodological materials. The information support includes databases on the 

history of changes, projects, executors, deadlines, indicators, reference books, etc. 

 

3.4 Information and technical support of the change management 

system of higher education institution  

 

The effectiveness of the change management information system in the 

educational process of a digitalized university is possible only in the context of the 

use of appropriate information, software and hardware. These aspects enhance the 

stability of the entire system, ease of use and data processing. 

Information support includes a set of data, knowledge bases, reference 

materials, regulations and statutes of the university, methodological developments 
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of the scientific and pedagogical staff used in the management of the educational 

process in the context of dynamic changes and transformations in society [34]. 

The composition of information support includes the following components:  

- databases on implemented changes and their impact on the 

educational environment, innovations implemented at the university, management 

projects, teams and change agents, deadlines and deadlines for the implementation 

of initiatives; 

- job descriptions of those involved in the changes, practical manuals 

and reference books for users of the system, staffing, roles of change 

implementers; 

- metadata on training courses and educational programs, innovative 

programs for advanced training and motivation of participants in the educational 

process; 

- state legislation in the field of higher education, regulatory provisions, 

internal orders of the head regulating the activities of the university and aspects of 

the implementation of changes; 

- analytical references and reports, results of monitoring studies 

certifying the effectiveness of changes are formed in the digital management 

system of the university. 

Such information content of the digital environment outlined by us creates 

conditions for the analysis and accounting of educational transformations. 

The software part of the change management system in the educational 

process is built on transparent and flexible technologies. This allows for scalability 

and integration with existing university information resources. 

Basic components of the change management system software in the 

educational process of the university: 

- Beck-end: Django framework for implementing business logic; 

- Front-end: HTML, CSS, JavaScript technologies for creating UI 

- Database: PostgreSQL – as the main system of change management in 

the educational process of the university; 
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- Data analytics platforms: PowerBI, Google Data Studio for quick 

reporting with transparent data display; 

- Communication platforms: integration with corporate digital mail, 

instant messengers, відео зв’язку (Zoom, Google Team, BigBlueBatton) 

and LMS platforms (Atutor, Moodle, Google Class) [36]. 

The constant use of the above technologies guarantees the high efficiency 

and productivity of the change management system in the digital environment of a 

modern university. 

 

3.5 Testing and evaluation of the effectiveness of the change 

management system 

 

Testing and evaluation of the effectiveness of the change management 

system allows you to determine the level of achievement of the initial vision of the 

results of changes and the level of their further development in a higher education 

institution. 

We consider a number of stages of testing the change management system in 

the educational process according to the following criteria and performance 

indicators: 

- unit testing; 

- integration testing; 

- evaluation of system performance; 

- сonvenience and accessibility in use. 

Based on the generalized data of modern IT specialists and scientists of 

leading companies in the field of information systems efficiency, we consider a 

range of indicators (Elone & McLean, 2003; Laudon & Laudon, 2020; UNESCO, 

2023), allowing for a comprehensive assessment of the effectiveness of the 

developed system (Table 3.2) [8, 21, 40]. 
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Table 3.2 – System Performance Indicators. Developed from the source [40] 

№ Criteria for the 

effectiveness of the 

system 

Showman Expected result 

1. Functional  Number of automated 

processes 

Increased 80% 

2. Technological  Request execution time Decreased by 30% 

3. Information  Completeness of the 

database 

95% 

4. Organizational  Duration of management 

decision-making 

Reduced by 61% 

5. Social  User satisfaction 86% 

 

Within the framework of the practical experiment, we conducted a micro 

study on the effectiveness of the proposed system in the conditions of change. 

Therefore, in order to overcome difficulties and solve problems in the field of 

change management in the educational process, it is necessary to develop a 

structural-functional, theoretically grounded and experimentally tested model of 

the digital management system, which would allow the heads of educational 

institutions to work in the appropriate algorithm; to carry out various preventive 

measures in order to predict risks, use mechanisms of resistance to changes and 

predict the further development of the management system of the educational 

institution.  

Here are the results of the pilot implementation of the change management 

system at the Department of Information Activities and Social Sciences, TNTU 

(Fig. 3.4). 
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Figure3.4 – Results of the pilot implementation of the change management system 

 

The results of the practical implementation of the change management 

system reflect its effectiveness in the educational process TNTU. The introduction 

of a change management system in the university guarantees: improving the 

quality of educational initiatives, reducing the resistance of scientific and 

pedagogical staff to innovations through communication channels, decision-

making by the manager based on data, automation of the circulation document, 

accountability of results, openness of the educational institution to the community, 

increasing the level of digital literacy of all participants in the educational process. 

 

3.6 Conclusions to the third section 

 

The third section demonstrates the practical digital implementation of the 

concept of change management of the university. A system structure has been 

developed that provides for a three-tier architecture (UI-BLL-DAL). A number of 

principles for building a management system have been proposed. An algorithm of 

actions has been developed, which provides for five stages of digital 

implementation of changes. An assessment of the efficiency of the system was 

carried out.  
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The results showed that the implementation of a change management system 

contributes to the digitalization of the educational process and the effective 

implementation of innovations.  

The information system created by us can be used as a basic model for 

deepening the essence of digital management in higher education institutions. 
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4 OCCUPATIONAL HEALTH AND SAFETY OF WORKERS IN 

EMERGENCY SITUATIONS IN CHANGING CONDITIONS 

 

4.1 Analysis of working conditions of IT employees 

 

There is no doubt that young specialists who are just starting their work in 

the IT field highlight a number of advantages of employment in this field, namely: 

- a flexible schedule and the ability to work remotely, which allows 

maintaining a harmonious balance between the personal and professional life of the 

employee; 

- a high level of provision of the employee's social package, which 

includes paid annual leave and leave based on temporary work capacity, medical 

insurance; 

- competitive salary and reward money for the successful 

implementation of digital projects; 

- continuous training and internship, which can guarantee further career 

and professional development of the employee and involvement in the 

implementation of new projects; 

- a sense of belonging to the community of IT workers, which is 

characterized by a special organizational culture aimed at strengthening the role of 

collective values and the role of the team in the IT project [9]. 

However, it is worth noting that in the modern conditions of challenges, 

economic crises, globalization and transformations of society, negative trends in 

the IT sphere are also observed. In particular, due to the high demand for 

digitization processes and requests for innovative IT products, competition in the 

labor market is increasing, and the dynamics of changes and needs lead to the need 

for constant updating of competencies and the ability to act in anticipation of 

customer requests. Irregular schedules, a large number of deadlines, continuous 

search for new projects leads to professional burnout and loss of motivation. The 

remote form of work causes irregular working days, lack of live communication 
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with colleagues, which subsequently causes a feeling of loneliness, depression, 

etc., and sometimes can cause apathy, change of reality and distortion of a person's 

life orientations.  

 In recent years, as a result of Covid-19, scientists from the field of health 

care have observed a negative trend of increasing levels of professional stress and 

burnout among IT specialists. The results of the study are recorded in a number of 

international surveys of 2021-2024, which confirm the facts of overload, stress and 

psychological pressure on employees. Analysis of statistical data from leading 

organizations (Tech Productivity, Stack Overflow, JetBrains) makes it possible to 

trace the growing trend of emotional exhaustion and identify factors that increase 

the risks of professional burnout among IT professionals in a global context 

(Fig. 4.1) [5, 18, 19, 38]. 

 

 

Figure 4.1 – Indicators of the stress level of IT specialists  

in 2021-2024 [5, 18, 19, 38] 

 

The results show negative trends and emphasize that burnout has become a 

permanent trend in the IT sphere and requires a management response. Risks can 

be reduced only through better work organization, team support and a balanced 

work environment. 
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One of the most recent studies conducted by ISACA was aimed at 

identifying threats and precautions in the field of digital technologies. It is worth 

paying attention to the fact that, in addition to receiving stable rewards, employees 

pay attention to their emotional overload (Fig. 4.2) [17]. 

 

 

Figure 4.2 – Experienced stress of European IT workers 

 

We believe that the resulting performance indicators pose a threat to the 

mental health and well-being of European IT professionals.  

The right daily routine, healthy diet, daily physical activity will ensure the 

physical fitness of the team. For example, you can consider the Google team, 

which takes care of their health without interrupting their place of work, because 

there is a doctor's office in each building, there are also areas for self-reflection and 

meditation. Many, including youth companies and those with experience too, are 

worried about the emotional microclimate and the fusion of a single team. 

Managers regularly invite trainers to enhance emotional activity, courses on social 

intelligence problems. Also, in recent years, emotional well-being practices from 

the countries of the East have been inflated with insane popularity. 

Scientists who conducted research at ISACA aimed to understand how 

various difficulties, among which the lack of qualified personnel, the growing 

intensity of projects and constant technological pressure affect the psychological 
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state of employees from IT teams and the productivity of their work, draw 

attention to a number of problems and challenges (Fig. 4.3). 

 

 

Figure 4.3 – Indicators of negative phenomena in the IT sphere  

based on the results of the ISACA study [17] 

 

Figure 4.3 shows the results of a survey of IT specialists regarding the key 

factors that negatively affect their psychological state and professional well-being. 

The most threatening aspect was stress and professional burnout, which was 

indicated by 73% of respondents. This indicates the systemic nature of overwork 

and emotional exhaustion in the IT sphere, particularly related to the remote form 

of work. In second place in terms of importance is excessive work overload and 

lack of mentoring support (61%), which, in combination with hard deadlines 

(44%), forms chronic overwork and constant time pressure. A lack of resources 

(43%) also plays an important role, due to which specialists are forced to perform 

more work without adequate technical support. Another common factor is an 

insufficiently supportive management style (47%), which indicates a lack of 

effective communication, up-to-date information, psychological motivation, 

mentoring and management decisions aimed at preserving the well-being of 

employees [17]. 
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Taken together, these data demonstrate that the main threats to the 

professional health of IT specialists are not related to technical working conditions, 

but to organizational and managerial factors that increase stress and increase the 

risk of professional burnout and cause staff turnover. 

Therefore, the analysis of the working conditions of IT specialists shows a 

combination of significant advantages and certain risks. Positive aspects include a 

flexible schedule, a high level of pay and wide opportunities for professional 

development, which increase motivation and job satisfaction. At the same time, 

overtiredness, excessive computer time and the risks of emotional burnout 

negatively affect the well-being of employees, which emphasizes the need for a 

better balance between work and personal life. 

 

4.2 The impact of computer equipment on human health 

 

Trends in change, globalization, and digitalization of social processes in the 

context of the active introduction of nanotechnologies are drawing the attention of 

the scientific community to the impact of excessive use of computer equipment on 

human health, in particular on IT specialists. 

In addition to psycho-emotional states directly caused by the abuse of digital 

technologies, studies conducted in recent years have consistently drawn attention 

to physical health problems caused by the specifics of the work of IT specialists. 

Department of Health emphasize that prolonged screen time leads to digital 

asthenopia: overload, constant migraines, increased pressure, irritation of the eye 

membrane, and decreased vision (Better Health Channel,2025) [6]. 

One of the problems associated with digital technology abuse, according to 

researchers, is repetitive strain injury (RSI). The results show that 94.3% of 

respondents suffered from pain in one or more parts of the body. 86.8% of 

respondents regularly suffered from eye strain, 63.9% suffered from lower back 

pain, 67.4% from wrist pain, 64.7% from finger pain, while the least suffered from 

foot pain, to which only 19% responded positively. There are significant 
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relationships between the duration of computer use, the type of chair, the type and 

size of monitor used, and the incidence of RSI [10].  

In the same way, they emphasize the detrimental impact of the activities of 

specialists on the musculoskeletal aspects of human life. 

In addition, studies conducted by BMP Public health indicate negative trends 

in the abuse of a sedentary lifestyle by programmers. 

Scientists have concluded that spending more than 6 hours in front of a 

screen leads to neck problems and increased blood pressure in 88% of workers 

Representatives of The American Health Association also sound the alarm, 

emphasizing that prolonged exposure to monitoring causes the development of 

hypertension, causes insulin dependence, and increases the risk of developing 

cardiovascular diseases in the younger generation (Scottish Sun,2025) [35]. 

To deepen your understanding of the impact of digital technologies and the 

specifics of the work of workers in the field of computer science and software 

engineering, we suggest considering Table 4.1, which was developed based on the 

above-mentioned studies. 

 

Table 4.1 – The impact of computer equipment on human health [6, 25, 41] 

№ 
Health 

aspects 
Research results Researchers Year 

1. Visual load Prolonged work at screens causes 

digital asthenopia, dry eyes, and 

headaches 

National Center 

for Biotechnology 

Information 

2025 

2. Psycho-

emotional 

disorders 

Excessive screen time increases 

anxiety, the risk of depression, 

disrupts a person's emotional 

stability, and causes sleep 

problems. 

World Health 

Organization 

2024 

3. Musculoske Muscular dystrophy, spinal Adebayo, T., & 2013 
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letal system curvature, neck pain, stoop, arthritis Olatunji, D. 

4. Sedentary 

lifestyle 

Prolonged time in front of a 

monitor leads to obesity, muscular 

dystrophy 

BMC Public 

Health 

2025 

5. Increased 

cardiovascu

lar risks 

More than 4 hours a day in front of 

screens increases the risk of 

hypertension and heart disease 

American Heart 

Association 

2025 

 

However, it is worth paying attention to the research of American scientists, 

who concluded that regular use of digital devices reduces the risk of cognitive 

impairment by 42% in older people, if the use is active and socially interactive 

[25]. 

Therefore, irregular working hours, physical and emotional overload, and 

pressure on employees are signal factors for reviewing the organizational activities 

of businesses and increasing attention to the human personality in the corporate 

culture of the digital environment. 

 

4.3 Organization of safety when working with IT equipment 

 

The organization of the work process in the field of information and 

communication technologies and software from managers requires a 

comprehensive approach, which includes: safety in the workplace; prevention of 

physiological and psycho-social aspects; safety culture; management of 

compliance and possible risks; technological support.  

Let's consider each aspect in more detail. 

Working with IT equipment carries the threat of injury to human health, and 

therefore it is necessary to check and improve the ergonomics of workplaces: 

- correct placement of the monitor at eye level or slightly lower at a 

distance of 50-70 cm from the employee; 
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- it is important to place the keyboard and mouse in such a way that the 

wrist is not injured; 

- the chair should provide not only the possibility of height adjustment, 

but also provide support for the spine. 

Implementation of a permanent procedure for monitoring the workload of 

employees: 

- monitor continuous work at the computer, and every 60 minutes take a 

break for 5 minutes of physical activity for regular breaks, exercises to relax the 

neck, shoulders, hands, eyes, to reduce the risk of musculoskeletal and visual 

stress; 

- enter restrictions on sitting time; 

- support the working/monitoring time policy for each employee, 

paying attention to psychological and emotional aspects stress, burnout, prolonged 

sitting and insufficient rest; 

- maintain systems that ensure continuous control of equipment use, 

limit risks (e.g. software or hardware for entry/exit control, seat reservations, 

sanitary regulations, etc.). 

The world's leading companies in the development of digital technologies 

create their own unique culture of communication and employee support. In this 

context, it is important to pay attention to: establishment of information channels 

that would allow regular information about threats to human health and safety. 

Based on feedback, managers can receive suggestions for improving the place and 

working conditions of employees. An important component for stimulating 

emotional stability in the team can be regular seminars, trainings, meditation 

events for relaxation and development of self-control and reflection skills of 

employees. 
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4.4 Staff actions in the event of emergencies in the it sphere 

 

Situations with a daily emphasis on uncertainty, threats, in particular, related 

to armed conflicts, cyber-attacks and unauthorized power outages have become 

companions of every sphere of society's life. In the field of IT, these aspects can 

lead to large expenses and destabilization of the work process. That is why we 

offer a list of actions for personnel in emergency situations, because we understand 

that any unforeseen event can lead to: fabrication and leakage of data; 

compromising user accounts; damage to information and digital equipment; 

destruction of carriers, threat to the life of employees due to technical reasons such 

as fire, electrical damage, etc. 

We offer a short algorithm of actions of IT workers after an incident: 

- assess the real threat level; 

- notify the administrator and head of the emergency service in the 

organization; 

- disconnect the infected device from the network; 

- block access to suspicious or affected accounts; 

- how to quickly transfer the system to a safe mode of operation; 

- record the evidence of the incident and do not delete the collected 

information until the end of the official investigation; 

- conduct a thorough analysis of the causes of the emergency; 

- update anti-virus databases and conduct thorough training with 

employees of the unit. 

In this context, it is worth paying attention to regular preventive measures, 

which may include data backup, the use of UPS, limiting the access of employees 

according to their level of qualification and professional duties. Only a competent 

approach to managing the organization can level the risks associated with 

unpredictable threats and prevent unwanted losses among financial, technical and 

intellectual resources. 
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 4.5 Conclusion for the fourth section 

 

The analysis shows that although working conditions in the IT sector offer 

significant advantages, they also pose threats to human life and health. Excessive 

workload, lack of physical activity, prolonged work at a computer, and stress 

factors cause professional burnout, vision problems, musculoskeletal disorders, and 

mental health issues.  Creating a safe working environment and personal space, 

introducing a corporate culture of caring for people, and developing self-regulation 

skills are key to the stability and productivity of IT teams. 

In the context of current trends in society, the modern information 

technology industry needs to implement humanistic principles and a people-

centered approach in its organizational culture. Employees, as human beings, 

should not only be key figures in the digital process, but also its fundamental 

value. It is through the combination of digital innovation and the implementation 

of policies of care and support for human resources that the sustainable 

development of the IT sector is defined.  

The humanization aspect of supporting team or stuff is manifested in 

increasing the availability of education, the development of an inclusive 

environment, facilitating communication and taking into account the individual 

needs of every user or client in digital environment.  
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CONCLUSIONS 

 

The qualification work is devoted to a comprehensive study of the 

theoretical and practical basis for managing changes in the educational process of 

higher education institutions in the context of digital transformation and the 

introduction of information systems that ensure digital decision-making. 

The study made it possible to outline a number of patterns of change 

management and determine the role of digitalization in the flexibility of decision-

making and create a model of the digital change management system at the 

university.  

In the first section of the qualification work of the educational level 

"Master": 

the theoretical basis of the theory of change is generalized; it has been established 

that in a higher education institution, changes are a purposeful process of 

adaptation, transformation of the education system to the needs of society; the key 

theories of change management, which became the foundation of the author's 

approach to the implementation of changes and their support in the educational 

process, are analyzed; 

It has been proved that in modern conditions, the effectiveness of change 

management depends on the level of digitalization of the university and the digital 

maturity of the subjects of the educational process.  

It is substantiated that the digital environment of the university should 

develop as an integral system in which administrative activities are carried out 

through unified digital communication channels and analytical systems for making 

flexible decisions.  

Based on international experience (EU countries, Finland, Mexico, Estonia), 

it has been proven that successful digital transformation is possible under the 

condition of a national, state strategy for the development of education and 

ensuring a sufficient level of relevant competencies of the scientific and 

pedagogical staff and adherence to the policy of inclusiveness. The introduction of 
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digital platforms, cloud technologies and LMS systems will help increase the 

transparency and accountability of management processes at the university. 

In the second section of the qualification work, the concept of digital change 

management is substantiated, which are grouped on the principles of: user 

orientation; analytical; integration; adaptability and partnership. These key aspects 

form an open and safe university culture, in which technological solutions are 

combined with humanistic guidelines. 

In the third section, an information system for supporting change 

management in higher education has been developed, which integrates classical 

management functions. 

A logical matrix of interaction between users of the system has been created, 

which provides for functional and technical modules. 

The use of a three-level architectural system is substantiated: UA – BLL – 

DAL. This ensures scalability, protection and integration into other information 

resources of the educational institution. 

Algorithms for the functioning of the system are developed and software is 

described: Django Framework, Power BI, Trello, PostgerSQL, ReportLab. 

It has been proven that the system allows you to automate all management 

processes, generate analytical reports and make decisions based on real numbers. 

The results of the experimental implementation of the system testified to the 

fact of a significant increase in the efficiency of management processes. This 

shows that digital support for the change management system minimizes 

resistance, increases transparency, and deepens the essence of team interaction. 

The fourth section analyzes the working conditions of IT employees and 

identifies a number of risks: professional burnout, emotional overload, health 

disorders associated with the prolonged use of digital equipment.  

Recommendations are offered for organizing a safe and comfortable 

workplace for an IT employee, strengthening the digital corporate culture of caring 

for people, optimizing working hours, forming self-regulation skills and integrating 

physical activity into the work process. 
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The developed model of the information system for managing changes in the 

educational process has practical significance and scientific novelty. It describes a 

systemic vision of digital change management at the university. This model can be 

used as a prototype for creating corporate information systems at the university. 

The results of the research can be used in the process of strategic planning of the 

digital development of educational institutions. 
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