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Abstract. The design of an information system for assessing the security of web applications based
on an original methodology developed by the authors is presented in this paper. The proposed security
assessment methodology is based on the requirements of the OWASP Application Security Verification
Standard (ASVS) and adapted to various application architectures and functionalities by selecting a set of
relevant requirements and determining their impact on the overall evaluation. The quantitative assessment
of requirements is calculated using a system of developed criteria and an evaluation algorithm that
incorporates weight coefficients of importance assigned by experts. The assessment is carried out by multiple
experts to minimize subjectivity in judgments. The aggregation of expert judgments is performed within a
fuzzy logic subsystem. The article describes all stages of the assessment process automation — from collecting
input data to calculating the integrated security score, taking into account the weight coefficients. The
information system supports a modular architecture, personalized project workflows, and result
visualization, enabling its application in information security audits.

Key words: OWASP ASVS, web application, expert evaluation, information system, security, information
security audit.
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1. INTRODUCTION

In the context of the rapid development of information technologies, web applications
serve as key components of the digital infrastructure, supporting commercial, administrative,
and social processes [1]. Their widespread implementation underscores the importance of
information security issues, particularly in terms of protecting sensitive data and ensuring
resilience to external threats.

The complexity of architectural solutions, intensive client-server interactions, and
the dynamic nature of business logic contribute to an increasing number of potential attack
vectors. This, in turn, necessitates a systematic approach to evaluating the security level of
web applications. A variety of technical tools and industry standards exist to enable the
identification of vulnerabilities in web applications and to assess their criticality [2].
Despite the availability of professional guidelines and testing tools, several challenges
remain related to the formalization of results, the unification of approaches, and the
objectivity of conclusions. The authors of [3] proposed an assessment methodology capable
to take into account the specific characteristics of the analyzed object and providing a
quantitative interpretation of security requirements. This study presents a practical approach
to the implementation of an information system for the formalized assessment of web
application security using the OWASP ASVS standard. This approach enhances the
accuracy, structure, and transparency of the analysis, while also enabling the automation of
technical decision-making processes.
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2. LITERATURE REVIEW

Since the beginning of the 21st century, web applications have undergone a radical
evolution. Implementation of cloud-oriented infrastructures (AWS, GCP, Azure), the
deployment of microservices and serverless architectures, and the widespread adoption of
containerization technologies (Docker, Kubernetes) and CI/CD practices have transformed web
systems into highly dynamic, distributed complexes. This has significantly increased their
structural complexity and introduced new, more sophisticated challenges in the field of
information security.

The response to these challenges has been the active implementation of automated
scanning tools, which provide basic security tests at the initial stages. However, researches
show that none of these tools guarantees full coverage of possible vulnerabilities. For example,
as noted by Dixitkumar V. and Prajapati [4], automated scanners may produce false positives
or miss complex vulnerabilities related to business logic [5—7]. In this regard, the combined use
of multiple scanners and additional testing methods is recommended [8].

At the same time, manual penetration testing demonstrates higher effectiveness, particularly
in identifying atypical or context-dependent vulnerabilities. However, its results largely depend on
the performer's competence. To reduce the influence of the subjective factor, industry standards like
OWASP, NIST and SANS have been increasingly implemented. The OWASP Application
Security Verification Standard (ASVS) [9] has gained significant popularity, offering a multi-level
framework for verifying requirements related to confidentiality, integrity, and availability, and is
closely linked to the CWE vulnerability classification [10].

Despite its structured and practical nature, ASVS does not provide a formal basis for
quantitatively assessing the security level of web resources [11]. The lack of clear criteria for
verifying requirements does not allow objective comparison of analysis results and complicates
the process of making decisions. This shortcoming has been addressed by developing an
approach to formalizing the scope of verification, which reduces the impact of subjective factors
during security assessment [11].

The market offers various tools that can partially assist in verifying specific ASVS
requirements, but none of them ensures a comprehensive approach or provides a quantitative
assessment of web application security. For example, OWASP ZAP — a free DAST scanner —
allows scripting to automate certain ASVS checks; its advantages include free access and easy
integration into CI/CD, but it covers only a small portion of ASVS. Commercial scanning tools
have also expanded ASVS support: Invicti (Netsparker) detects hundreds of vulnerabilities,
Checkmarx offers a dedicated OWASP ASVS preset for static analysis, and SonarQube
generates an ASVS report based on the identified CWEs. However, these products focus on
code analysis and only cover those ASVS requirements that can be detected automatically,
without providing any quantitative assessment [12—14].

There are also projects that automate partial ASVS verification: for instance, OWASP
ASVS Security Evaluation Templates (Nuclei) offer templates for scanning specific ASVS
items, but they require refinement and are not a full substitute for manual auditing. Thus,
existing solutions provide only partial ASVS automation, which underscores the relevance of
developing an information system, as described in the next section.

3. DESING AND IMPLEMENTATION OF INFORMATION SYSTEM
3.1. Development of the Information System

To formalize approaches to evaluating the security level of web applications, a
methodology was developed [3], based on the standardized requirements of the OWASP
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Application Security Verification Standard (ASVS). The proposed methodology can be adapted
to the functionality, architecture and data criticality level of a specific web application project.
ASVS is widely used in the information security industry to assess the reliability of the
architecture, implementation, and configuration of web applications. However, despite its
universal nature, full coverage of all ASVS requirements (more than 260) is often excessive:
some requirements are duplicated, and others can be applied only to certain types of
architectures and web application functionalities. Such an approach is impractical for
implementation in typical web development environments, particularly in small and medium-
sized businesses or under resource constraints.

In this context, the importance of a selective approach was substantiated, whereby only
those ASVS requirements that are essential for ensuring basic and advanced levels of security
were selected from the overall list. The selection was carried out by the authors based on an
analysis of each section of the standard, consultations with cybersecurity experts, and
consideration of typical web application usage scenarios, architectural features, access to
information about the software development life cycle, and the most likely attack vectors. As a
result, the final model includes only those requirements that represent critical security aspects
relevant to most web platforms.

To improve the objectivity of evaluating each selected requirement, a system
of criteria and methods for their assessment were developed. The quantitative assessment
of each requirement is calculated as a weighted sum of the scores for the criteria, allowing
the degree of compliance of the software product with the corresponding requirement
to be determined. The weight coefficient of each criterion was determined through a
evaluation by three independent cybersecurity experts. To avoid subjectivity, take into
account expert uncertainty in assessments, and align expert opinions, fuzzy logic methods
were applied.

The primary goal of the developed information system is to automate the process of
quantitatively assessing the security of a web application in order to increase the efficiency
of the tester’s work. The architecture of the information system consists of two parts: the
adaptive evaluation methodology and the algorithm for assessing the security of web
applications (Figure 1).
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Figure 1. Architecture of the Information System
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The input data for the system include the OWASP ASVS standard
requirements selected by the authors of the methodology, as well as a system of
developed criteria for verifying the fulfillment of each requirement and evaluating
them based on cybersecurity industry standards. The importance of each criterion
and requirement was assessed by three independent experts. Expert score aggregation
and consideration of uncertainty are handled in the fuzzy logic subsystem. The
aggregated weight coefficients of the criteria and requirements are stored in a default
database, enabling reuse across various testing projects and allowing modifications
when necessary. Additionally, all weight coefficients undergo a normalization
procedure. The tester interacts with a web application that includes the web interface
and evaluation algorithm. Considering the context of the application being evaluated,
the tester responds to a predefined set of questions, and the algorithm transforms
these responses into quantitative scores, which are stored in the information system’s
database.

As shown in Figure 1, one of the key stages in the information system
design is organizing and creating a data structure capable to effectively store, process
and utilize assessment results. In this context, the database plays a crucial role,
providing interaction between the analytical model, user interface, and functional
modules of the web application. The authors developed a relational database
model that reflects the data structure and operational processes of user interaction.
The model is based on the concept of structured, hierarchical storage of
security requirements, as well as mechanisms for recording evaluation results and
adapting the set of requirements according to the functional characteristics of the analyzed
object.

The logical structure of the database forms three main functional subsystems:
user and project management, storage of the regulatory base of security requirements,
and recording of evaluation results at various levels of detail. At the user level, it is
possible to create one or more projects for assessing different web applications. User
and project tables, which contain authentication data, are used to personalize system
operation.

The database structure is a three-level hierarchy, where sections are grouped
semantically related requirements, each of which is further detailed through a set of
evaluation criteria. Both requirements and criteria have attributes for base and
normalized weights, which makes it possible to apply a formal weighted computation
during evaluation. This is especially important in the context of adaptive assessment,
where not all elements of the methodology are equally relevant to every evaluated
project.

To ensure system adaptability, a preliminary questionnaire mechanism has
been implemented, with its results stored in question and answer tables. User
responses automatically determine the set of sections, requirements, and criteria
relevant to the project. This enables the dynamic adjustment of the selection
according to the architectural, functional, and business characteristics of a specific
web application, thereby increasing the accuracy and objectivity of the
assessment.

During the evaluation process, all results are recorded at four levels:
criteria, requirements, sections, and the project as a whole. At each level, results
from the lower level are aggregated using the corresponding weight coefficients.
The logical structure of the database is illustrated in the diagram in Figure 2; all
tables are interconnected via foreign keys, which ensures data consistency
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during modification operations. Unique indexes in the result tables prevent
duplication of evaluations for the same criterion or requirement within a given
project, and cascading constraints ensure proper deletion of related
entities.
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Figure 2. Database Schema

The effective use of the developed database is ensured through a set of
user interaction scenarios with the system. One of the key components of the
developed information system is the implementation of user interaction scenarios with
the software throughout the full life cycle of web application security assessment.
The interaction between the user, the web interface, business logic services, and
computational modules is implemented in accordance with the principles of service-
oriented architecture (SOA), using patterns typical of the Laravel framework. The
corresponding sequence of actions is presented as a sequence diagram shown in Figure 3,
which formalizes the message exchange between the actor (user) and the internal
components of the system.
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Figure 3. Sequence Diagram of Web Application Assessment
3.2. Technological Stack

For the development of the information system, a technological stack was selected to
ensure compliance with current information security requirements and the OWASP ASVS
standard. The server side is implemented using the Laravel (PHP) framework, which follows
the MVC architectural model and includes integrated tools to counter common types of attacks
(CSRF, SQL injections, XSS). It also supports secure authentication with credential hashing
using the berypt algorithm.
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The client side is built with HTMLS5, CSS3, and Bootstrap 5, ensuring interface
responsiveness, while dynamic interaction is implemented using JavaScript in combination
with jQuery. Data exchange protection is achieved through CSRF token validation and server
response integrity control.

The data storage is based on the MySQL 8.0 DBMS, which provides transaction
support, data-at-rest encryption, the use of secure connections (SSL/TLS), and the
implementation of a role-based access model in accordance with the principle of least privilege.

The application operates in a cross-platform environment without the need for local
deployment and supports the visualization of assessment results using the Chart.js library.

3.3. Application of the Security Assessment Methodology

To apply the information system in practice, the tester used the well-known educational
web application «KOWASP Juice Shop» [15]. This e-commerce web application is specifically
designed for security testing and contains numerous vulnerabilities.

At the initial stage, the user interacts with the system interface for authentication, which
is implemented through registration or login operations. Upon successful authentication, the
user proceeds to the stage of creating a new assessment project.

During project creation, the tester is prompted to fill out a corresponding form that
records the basic information about the project, as shown in Figure 4.

Create Project

Enter the project name and answer the questions

6.6 000880

Add the project

Figure 4. Project Creation Form

To ensure accurate identification of the system type and its operational specifics, a
set of control questions is applied. These allow for the identification of the architectural
model (monolithic, service-oriented, or microservice), determination of the presence of
authentication and authorization mechanisms, user types, API usage, handling of
confidential data, and support for dynamic content. For the verification of certain
requirement categories, access to the source code and technical documentation is
necessary.
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This stage serves as the starting point for generating a relevant list of OWASP ASVS
standard requirements tailored to the specifics of the evaluated project. The created project is
automatically displayed on the control panel, where the user can initiate the assessment process.
Initiating the assessment triggers the loading of the methodological structure, which includes
relevant sections, requirements, and evaluation criteria.

The assessment process involves step-by-step assignment of scores to each criterion
within the corresponding requirements. For each requirement, it is possible to adjust the
importance coefficient, which can be modified by the tester if needed. The normalized
coefficient value is recalculated immediately after the user makes changes. Each requirement
includes its own set of detailed embedded criteria that use a similar coefficient system.
Evaluation is carried out using the following scale: «No», «Partially», and «Yes».

Upon completion of the assessment, the system automatically calculates the project's
security score, and the result is displayed in the user's web interface. In addition to the initial
calculation, the system supports the ability to review and edit the assessment results. Figure 5
presents a graphical representation of the assessment results for each section.

E-commerce

s
1]

Figure 5. Graphical Assessment Results of the Project by Section

Below, the user can select any section or requirement and change the corresponding
score or weighting coefficient. According to the color scheme, sections and requirements are
highlighted with colors to facilitate easier navigation of the project. Criteria are highlighted
based on the response: red — «Noy, orange — «Partially», and green — «Yes», respectively. This
functionality is illustrated in Figure 6.
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Figure 6. Detailed Project Report
The expert also has the ability to modify the responses for the criteria, which will

dynamically update the chart and change the coloring of the sections, requirements, and
criteria.
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3. CONCLUSIONS

As part of the conducted research, an information system was designed for the
quantitative assessment of web application security, implementing an adaptive assessment
methodology based on the OWASP ASVS standard requirements. The proposed approach takes
into account the technological complexity of web resources, their functionality, and usage
context. It gives possibility to eliminate several shortcomings in traditional assessment tools.
The implementation of a flexible weighting system and the development of a multi-level
structure of criteria and their evaluation procedure help reduce subjectivity, ensuring a high
level of accuracy, structure, and transparency in the security analysis process.

The information system, built upon this methodology, supports the full assessment
cycle — from collecting input data and forming a relevant set of requirements to computing an
integral score with consideration of weight coefficients and visualizing the results. This not
only formalizes information security audit processes but also ensures their scalability,
transparency, and flexibility. Thanks to its modular architecture, adaptability, and personalized
project management features, the system is suitable for integration into security processes at
various stages of the software development lifecycle.

The practical value of the developed system lies in its potential use both within
independent expert evaluations and as an integral part of security assurance processes
during the lifecycle of web application development. The assessment results can be
incorporated into decision-making processes concerning technical and organizational
security measures.

Future research will focus on validating the accuracy of the methodology under testing
conditions, improving the mechanisms for adapting requirements to different types of web
application architectures, and expanding the system’s functionality, particularly through
automating result analysis using machine learning algorithms.
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PO3POBJIEHHS IHOOPMAIIMHOI CUCTEMM JIJIS KIBKICHOI'O
OLHIHIOBAHHA 3AXUIIEHOCTI BEB3ACTOCYHKIB HA OCHOBI
CTAHIAPTY OWASP ASVS

Ounexcanap PesHwok; Harasist 3aroponna;
Pycaan Ko3ak; bornan SIBopcbkuii

Teprnoninbcokuu HayioHanbHut mexHivHuu yuieepcumem imeni leana Ilynios,
Tepnoninw, Ykpaina

Pe3zrome. Cnpockmosano iH@opmayitiny cucmemy 01s OYIHIOBAHHS 3aXUWEHOCMI 6e03ACMOCYHKIE HA
0CHO8I asmopcokol memoouxu. Po3pobiena asmopamu Memoouxka oyiHiosanns besnexku 6e6000amkie 6azyemocs
na sumozax cmanoapmy OWASP Application Security Verification Standard (ASVS) ma aoanmyemucs nio pizui
apximexmypu ma (QYHKYIOHAN 3ACTNOCYHKIS WIAAXOM 6I000PY MHOMCUHU DENeSAHMHUX BUMO2 | GUSHAYEHHS iX
6nIU8y Ha 3a2anvHy oyinky. Kinvkicna oyinka eumoz obuucmocmvcsa 3a 00ROMO2010 CUCHEeMU PO3POOTEHUX
Kpumepiie ma anecopummy ix OYiHKU 3 YPAXYBAHHAM eKCNEPMHUX OYIHOK 8a208UX KOe@IiyicHmis 8adciuoCmi.
Oyiniosants NPoBOOUMbCA KIIbKOMA eKcnepmamu Ojisi YVHUKHEHHS Cy0 €KmUHOCmi cyodicenv. Y32000i1ceHHs
eKCNnepmHUX OYiHOK Npo8ooumuvcs 6 niocucmemi Heuimkoi noeiku. Onucano 6ci emanu asmomamu3sayii npoyecy
OYIHIOBAHHSL — 6I0 30UPAHHA GUXIOHUX OAHUX OO0 OOYUCTIEHHS [HMEeZPANbHO20 NOKA3HUKA 3AXUWEHOCHI 3
Vpaxyeawusam  8aco8ux Koegiyienmis. [ngpopmayitina cucmema nIOmMpumMye MOOYIbHY — aApXimeKmypy,
NepCoHAaniz06any pobomy 3 NPOEKMAamMy ma Gizyanizayiio pe3yabmamis, Wo YMONACIUGNIOE ii GUKOPUCAHHA O
ayoumis ingopmayitinoi besnexu. Onucano n02iyHy cmpykmypy 6asu Oauux, sKka 3abesneyyc icpapxiune
30epicanna 6umoz2, Kpumepiié oyinio6anHs ma pesyibmamie excnepmuoi nepegipku. Cmpykmypa 6KIouae
nidcucmemu YNpagiinHsa KOPUCTYBAYAMU, NPOEKMAMY, HOPMAMUGHOIO 6A3010 MA Pe3yIbmamami, wo 00380A€
eghexmugno macumabysamu piuienns nio nompebu piznux opeawizayii. Pospobaeno inmepgetic kopucmyesaua,
AKul 3a0e3neuye NOGHOYIHHUL YUKT 63a€MOO0ii 3 cucmemolo — 6i0 IHiyianizayii npoekmy 00 OMpUMAaHHs
epagiunoeo 368imy npo pisens saxuwenocmi. Cucmema peanizoeamna 3a NPUHYUNAMU CEPBIC-OPIEHMOBANOL
apximexmypu i3 3aCMOCY8AHHAM CYHACHO20 cmeKy mexHoaoeill, 3okpema Laravel, MySQL, Bootstrap i Chart.js.
IIposedeno mecmysanns ingopmayitinoi cucmemu Ha npukiadi mecmosozo eeosacmocynky OWASP Juice Shop,
wo niomeepooicye it eghexmusHicms y GUAGNEHHI KPUMUYHUX Npobiem Oe3neku ma opmanizo8aHomy ROOAHHL
pe3yibmamie.

Knrwouoei cnosa: OWASP ASVS, seb3acmocynok, excnepmua oyinka, ingpopmayitina cucmema, besnexa,
ayoum ingopmayiinoi besnexu.
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