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ANALYSIS OF METHODS FOR ASSESSING SECURITY QUALITY INDICATORS OF
APPLICATION PROGRAMMING INTERFACES

Application Programming Interfaces (APIs) ensure effective interaction within microservice
and distributed systems, where security is a key quality factor [1]. The lack of standardized
methodologies complicates the assessment of characteristics such as confidentiality, authenticity, and
reliability.

Modern approaches to API security analysis have been studied, including the use of fuzzy sets
to model qualitative indicators [2], the adaptation of qualimetric scales based on expert ranking [3],
the application of indirect parameters for evaluating complex characteristics [2], [4], consideration of
quality standards [5], [6], as well as the implementation of automated security testing methods, such
as frameworks for testing RESTful APIs [7].

Improving API security assessment is possible through the integration of fuzzy sets with
qualimetric scales to enhance the accuracy of analysis [2], [3], and the adaptation of standards [5],
[6] to the specific nature of APIs, ensuring reliable protection against vulnerabilities. This
combination allows for consideration of uncertainty and subjectivity in expert evaluations, as well as
the adaptation of standardized metrics [5], [6] to the specific features of APIs. Additionally, the
implementation of mechanisms for automated collection of indirect parameters (logs, behavioral
indicators) will improve the objectivity and efficiency of security indicator analysis [4].
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ABTOMATHUYHE BUMKHEHHS ITOBEPBAHKIB B 10T CUCTEMAX: TPOBJIEMUA
TA METO/JU BUPILIIEHHA

A.V. Ostrovskiy, R.I. Koroliuk, I.V. Bulych, A.A. Mykytyshyn, O.V. Smolii

AUTOMATIC SHUTDOWN OF POWER BANKS IN IOT SYSTEMS:
PROBLEMS AND SOLUTIONS

ABTOMaTHYHE BUMKHEHHS MOBEpOaHKiB xuBJIeHHs y cucteMi loT Bynuka [1] € akTyanbHOO
3a/1auero, 30KpeMa y TMPOIeCl BIPOBA/DKEHHS aBTOMATH30BAaHOI CHCTEMHM, IO TpaIoe Ha 0asi
MmikpokoHTpojsiepa Raspberry Pi Pico W [2] ta sxuBuThcs Bing mnoBepOanky Remax RPP-316
20000mAh PD20W+QC22.5W [3], BusBIeHa KpUTHYHA MpolOiieMa, a caMe MpU 3HIKCHHI
CTMOXKMBAHOTO CTpyMy HIbkue npubimzno 100 mimiammep (mepexia B pekuM eHepro30epeskeHHs)
moBepOaHK aBTOMATUYHO BUMHUKAE BUXIJ >kuBleHHs. lle moB's3aHo 3 BOygoBaHOIO (YHKITIEIO
eHeproszoepekeHHs] MoBepOaHKy, KOTpa MpHU3HAaueHa JJIsl BUSBJICHHS "HEAKTUBHOTO" CIIOKMBaya 3
HU3BKHUM CTPYMOM.

Ocob6smBocTi poOOTH KOMEPLIHHUX MOBEPOAHKIB, 30KpeMa IXHE aBTOMaTHYHE BUMKHEHHS
MPH  HHU3BKOMY CTPYMI CTBOPIOE€ TIEPEIIKOAU ISl CTaliapbHOI poOOTH eHeproeeKTUBHUX
MiKpoKOHTpoJiepHuXx cuctem s 10T, mo aeransHO omucanu aBTOpH Y [4], Ki BUKOPUCTOBYIOTD
peXUMHU CHY a00 OYIKYBaHHsI, KOJIM €HEPrOCIOXMBAaHHS 3HAYHO 3HWXKeHE. JIJis1 BHpIilIeHHS Iiel
poOJIEMH PO3TIISIHYTO JEKiJIbKa IMiIXOI1B:

1. 3acrocyBaHHs 30BHIIIHBOTO TaliMepa DS3231. MikpoKOHTpoJIep MOBHICTIO BUMHKAETHCS,
a TaliMep aKTHBYE >KUBIICHHS JIMIIE Yy 3aJaHUi MOMEHT. Taka cuctema morpedye 3MiHM CXeMHU
BIJKJIFOYEHHS JKUBJIEHHS CaMOro MIKPOKOHTpoJjepa. 3a3BuU4ail 3 BHKOPHCTaHHSIM TpPaH3UCTOPA
(MOSFET a6o 6inmonsipHoro) y po3pusi GND a6o VCC.

2. 3acTOCyBaHHS €JIEKTPOHHOIO KIII0Ya Ta KEPyBAHHSA >KMUBICHHAM MIKPOKOHTpOJIEpA.
3okpema, 3a nomnomoror cxeMu 3 MOSFET MiKpOKOHTpOJEp MOXXE CaMOCTIMHO BUMHUKATH coOOi
JKUBJICHHS TIICIIS 3aBEpIIEHHS POOOTH, a 30BHINIHIN curHan (Hampukian, Big SQW Taiimepa abo
KHOTKHM) - BMHMKAaTH Horo 3HOBY. lle 103BoJsi€ MOBHICTIO OOXOIUTH aBTOMAaTHYHE BHUMKHEHHS
MoBepOaHKY.

3. CTBOpeHHsI BJACHOTO JDKepena >KHMBICHHA Ha OCHOBI akymyssTopiB 18650 [5] 3
KOHTPOJIEPOM 3apsay/po3psly NO3BOJSE€ YHUKHYTH aBTOMAaTUYHOTO BHMKHEHHS IPU HHU3BKOMY
CTHOXHMBaHH1, XapaKTEPHOT'O sl KOMEPLIHHUX MOBEpPOAHKIB.

3arasioM BapiaHT 3 BHKOPHCTaHHSAM akymyJjsaTopiB tumy 18650 3abe3nedye OUIBIINN
KOHTPOJIb HaJl €HEPTrOCIOKUBAHHAM, IO Ja€ 3MOTY 301JIBIIUTH €MHICTb, MMOJOBXHUTH aBTOHOMHY
poOOTY CHCTEMHU Ta aJanTyBaTH JHKEPENIO JKUBJICHHS TiJ KOHKpeTHI BUMOTH. [lepmmii 1 apyruit
BapiaHTH HE € ONTHUMAJbHUMH, OCKUIBKM IMOTPEOYIOTh BTPYYaHHS Yy BHYTPIIIHIO EIEKTPOHIKY
noBepOaHKa, 10 3HIKYE HAAIHHICTD Ta YCKJIQIHIOE peati3alliio.
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