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MHIJIXIJI IO PO3POBJIEHHS ITHOOPMAIIMHOI TEXHOJIOT'TI EKCIIEPTHOI'O
AHAJII3Y MOP®OJIOI'TYHUX O3HAK KAPAIOCUT'HAJIIB HA OCHOBI
JUCKPETHOI ®YHKIIII AMILUIITYJJHOI BAPIABEJILHOCTI
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EXPERT ANALYSIS OF MORPHOLOGICAL FEATURES OF CARDIAC SIGNALS
BASED ON FUNCTION OF AMPLITUDE VARIABILITY

CyuacHa KapaioJiarHOCTHKa TMOTpedye I1HTErpoBaHMX 1H(POPMALIMHUX TEXHOJIOTIH,
moOyTOBaHUX HAa OCHOBI BHCOKOTOYHMX MAaTeMAaTHYHHUX MOJIENIEH Ta METOMIB OOpoOKH
enektpokapaiocurnaniB (EKC), ski 6 703BOSIM BUSBISITH Ta TU(GEPESHIIIOBATH ATONIOTIYHI CTaHU
cepreBo-cyauaHoi cuctemu (CCC). Icnyroui ingopmaiitai Texnonorii ananizy EKC nepeBaxHo
30CEpeKYIOTECS. Ha YACOBHMX XapaKTepUCTHKaxX abo TMOBHIM Mopdoniorii curHaimy, mpoTe
HEJIOCTATHBO YBardu NPHUIUIAETHCS CHUCTEMATHYHOMY aHaIi3y IWHAMIKA aMIUTITYJIHUX 3HAYCHb
XapaKTePUCTHYHHX 3YOIIiB, Ki MICTATh KPUTHYHO BAXIIUBY JIarHOCTUYHY iH(OpMAIIiIO.

Jnst 06pobkn EKC mokHa 3acTOCOBYBaTH Pi3HI METOAM MaTEMAaTHYHOTO MOJICIIOBAHHS.
VYkpaincbki gocmigHuKd [1] CTBOpMIM METOAMKY KOMIT'IOTEPHOTO MOJAETIOBAHHS IUKIIYHHX
CUTHAJIIB HAa OCHOBI IUKJIIYHUX BUIIAJKOBHX IMPOIIECIB 13 3aCTOCYBAHHAM CTAaTHCTHYHUX OIIHOK Ta
JUCKpeTHUX (PyHKIiH putmy. Takoxx aBTop [2] 3ampomoHyBaB pUTMO-aJalTHBHI PO3KIAaaN PsIiB
dyp’e 175 MUKITIYHAX YACTOBUX (PYHKIIIH Ta IMOBIPHICHUX XapaKTEPUCTUK IUKITIYHUX BUTIAIKOBHX
MPOIIECIB, SIKI IEMOHCTPYIOTh Kpally e(eKTHBHICTh MOPIBHAHO 3 TpaauLiiHUMH MeTogamu Dyp’e.
OcobmuBy yBary JOCHIJIHHKIB TPUBEPTAIOTh  METOAWKH  IMITAllIHHOTO  MOJCITIOBAHHS
MOJIIKOMIIOHEHTHUX CHHXPOHHUX Kap/iOCHTHAJIB i3 BUKOPHCTAHHSIM BEKTOPHOTO MPEACTaBICHHS
IUKJIIYHUX PUTMIYHO TIOB’s3aHUX BHUMAJAKOBUX IPOIIECIB, IO MaEe Oe3MocepeHE 3aCTOCYBAHHS Y
PO3B’sI3aHHI MPUKIAIHUX 3a1a4d KapaiomiarHocTuku [3]. YV poboti [4] mpeactaBieHO MOjENb Ha
OCHOBI IHUKIIIYHOTO JIUCKPETHOTO BHUITAJKOBOTO TPOIECY 3 IHTETPOBAHOK (YHKIIEID YacCOBOTO
pUTMY, III0 BpaXOBY€ aMIUTITYHI XapakTepucTuku xapakrepuctuunux 3yomiB EKC (P, Q, R, S, T).
3anpornoHoBaHa MOJENb JI03BOJIAE€ a/IeKBATHO BIATBOPUTU (PyHIAMEHTAIbHY LUKIIYHY MNPUPOAY
EKC i3 ogHOYacHMM ypaxyBaHHSM X CTOXaCTMYHOI BapiaTMBHOCTI Ta (UIYKTYallili aMIUTITyJHHX
napamMeTpiB KapI1OIUKIIIB.

Jlist MmofienroBaHHS aMILTITYAHOI BapiabenbHOCTi 3youiB EKC BBeneno muoxuny I = {P, O,
R, S, T}, mo npeacTaBisie TN XapaKTEPUCTHYHUX 3yOLiB curHaiy. [[ns koxHoro THITY 3yOIiB £k €
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I Ta KOXHOTO IUKIY M € Z 3 KPOKOM JUCKpeTh3amii m = 1 BU3HAYAEThCS aMIUTITyHE 3HAUYCHHS
Ay (m), sixe mpeCTaBIIsie aMILTITY/y BiIOBIIHOTO 3yOIis B MEKaX BiIMOBIIHOTO KapIiOHUKITY.

MareMaTH4Hy MOJIEIh aMILTITY/IHOI BapiaOebHOCTI mogaHo y BUrIsAl ¢yHkmii Vi, (m), mo
BpaxoBYeE aMIUTITYIHI 3HaueHHs xapakrepuctuunux 3youis EKC (P, Q, R, Si1T):

Vk(m) =Ak(m)—Ak(m—1), k E{P,Q,R,S,T}, mEZ, (1)

Ie Ay (m) — ammunityna k-ro tuny 3yous B m-my Kapaiouukii (MB);
Ap(m — 1) — amrutityaa k-ro Ty 3y0us B MONEPEAHLOMY BajliHOMY Kapaionukii (MB);

Vi (m) — 3nauenus QyHkuii ammtityaHo1 BapiadensrocTi 3youis EKC, o BimoOpaxkae 3miHy
aMILTITYIA 3yOIliB A-T'0 THITY MiX TIOTOYHUM 71 Ta TIOTIEPEIHIM KapaiomukioM (m-1).

VY BUMaaKy, SKIIO MonepenHii UK (m-1) MicTUTh apTeakT i BUKIIOYEHUH 3 00poOKH, 1S
po3paxyHKy (DYHKIIIT aMILTITy/IHOI BapiaOeIbHOCTI BUKOPUCTOBYETHCS OCTAHHIM BaJTiIHUNA IIAKIT:

Vk(m) :{Ak(m_l) = NaN, . Ak(m) _Ak(p) ) k €
Ar(m — 1) = numeric, A(m)—A(m—1) (2)
{P,Q,R,S, T}, m,pe€Z,

ne p — 1HACKC OCTAaHHBOTO BAJIIAHOTO MUKIY MEePE M-M KapA1OMHKIOM.

DOyHKLig aMIDITygHO1 BapiabensHocTi Vi (M) BusHauena Ha MuoxuHi I X Z, ne I — MHOXHHA
tunie 3youiB {P, Q, R, S, T}, a Z — mHOXuHa iHIEKcIB KapaionukmiB. [laHa QyHKuUig
XapaKTepU3Y€EThCs HACTYITHUMU BIACTHBOCTSAMU:

1. Vi (m) Moxe HaOyBaTH sSK JOJATHUX, TaK 1 BiJI’€MHHX 3HAuYe€Hb, IO BiAMOBimac
30UIBIICHHIO YX 3MEHIICHHIO aMILTITYIH 3YOIliB BiJl KapAiOMMUKITY 10 #1-TO Kap iOIUKITY.

2. JIast KOXKHOTO THIy k-ro 3yOus ¢yHkis Vi (m) yTBOprO€ MOCITIIOBHICTh 3HAYCHB
{(4(m) — A,(m— 1)), n €Z}.

3. V Bunaaky HopManbHoro ¢yskiionysanus CCC 3nadenus Vi, (m) MarTh MEHIIY

BapiaTUBHICTh Ta amIuniTyny (B imeam mpsmye 1o 0), Toai SK NpPH HATOJOTIYHUX CTaHaX
CIIOCTEPITAIOTHCS 3HAYHI BIAXUIICHHS Ta HEPETYIISPHICTb.

Jnst KimpKicHOT xapakTepuctiku Vi, (m) Ta 11 AiarHOCTHYHOI OI[IHKK 3aCTOCOBAHO METOJ
CTATUCTUYHOI OOpOOKH, SKHUH YMOMIIMBIIIOE OOYHMCIICHHS HACTYITHUX TOKa3HHUKIB: 1) cepemHe
snauenHs Vi (m)mia k-ro tumy 3youis; 2) cranmaptae Bigxuinenus Vi, (m); 3) koedimient Bapiamii
Vi, (m); 4) po3max 3nauens Vi, (m); 5) ingexc HecrabinmpHocti ammaityn (IHA) — yacTtka nukiiB, y
akux V, (m) nepesunrye nopir 0,05 mB.

Po3pobiiena maTemaTtnyHa Mojens aMIuliTyHoi BapiabenbHocTi EKC y Burmsami ¢yHkIii
Vk(m) no3Bosisie KiTbKICHO OIIHIOBATH 3MiHU aMILTITYA Xxapakrepuctuunux 3yonis EKC (P, Q, R, S,
T) MiX MOCTIZOBHUMH KapiOIUKIaMHU. 3alpOTIOHOBaHA MOJIEh BPaXOBYE MOXIIMBICTh HAsIBHOCTI
apredakTiB Ta 3abe3rnedye KOPEKTHE OOYHCIICHHS 3HAYCHb Yy BHIIAJIKYy BHUKIIOYCHHS OKPEMHX
Kapa10LHKIIiB 3 00poOku. MeToa 06poOKM aMIIIiTYyAHOT BapiaOeabHOCTI, 1110 BKIIKOYAE PO3PaXyHOK
CEpEeIHBOr0 3HAYEHHS, CTAHJAPTHOTO BIAXWJIEHHS, KoedilieHTa Bapialii, po3Maxy 3HauYeHb Ta
1H/IeKCY HeCTabUIbHOCTI aMILIITY/l, CTBOPIOE MOTY)KHUIM 1HCTpYMEHTApiil IS aHai3y MIKIHUKIOBUX
3mid amitiTyn EKC. TlpoBenenuii nopiBHSIBHUM aHati3 MOKa3HUKIB aMILTITYAHOI BapiaOeabHOCTI
EKC 310poBuX NMali€HTIB Ta MALI€HTIB 3 EKCTPACUCTOIIE0 BUSIBUB CYTTEBI BIAIMIHHOCTI Y KIJIbKICHUX
XapaKTepUCTHKAX.
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ANALYSIS OF METHODS FOR ASSESSING SECURITY QUALITY INDICATORS OF
APPLICATION PROGRAMMING INTERFACES

Application Programming Interfaces (APIs) ensure effective interaction within microservice
and distributed systems, where security is a key quality factor [1]. The lack of standardized
methodologies complicates the assessment of characteristics such as confidentiality, authenticity, and
reliability.

Modern approaches to API security analysis have been studied, including the use of fuzzy sets
to model qualitative indicators [2], the adaptation of qualimetric scales based on expert ranking [3],
the application of indirect parameters for evaluating complex characteristics [2], [4], consideration of
quality standards [5], [6], as well as the implementation of automated security testing methods, such
as frameworks for testing RESTful APIs [7].

Improving API security assessment is possible through the integration of fuzzy sets with
qualimetric scales to enhance the accuracy of analysis [2], [3], and the adaptation of standards [5],
[6] to the specific nature of APIs, ensuring reliable protection against vulnerabilities. This
combination allows for consideration of uncertainty and subjectivity in expert evaluations, as well as
the adaptation of standardized metrics [5], [6] to the specific features of APIs. Additionally, the
implementation of mechanisms for automated collection of indirect parameters (logs, behavioral
indicators) will improve the objectivity and efficiency of security indicator analysis [4].
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