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AHoTaNin
YKPaiHCBKOIO:

Kpamidikamiitna poboTa mnpe3eHTye KOMIUICKCHUH WiAXiJ 10 BHUSBJICHHS TOPYIICHh OE3MEKH B
iH(opMaIitHUX cucTeMax, BUKOPUCTOBYIOUM METOMIHM JIOT-aHaIi3y Ta 1HTerpalii pi3Hux xepen iHdopMmarii. Y
JOCHTIDKEHHI HABEIEHO BHUCHOBKH INOJO0 €()EeKTUBHOCTI METONY BHSIBICHHS IMOPYIIEHb Ta KHOTO 3arajbHOi
KOPHCHOCTI, 3 BpaxyBaHHsaM Elasticsearch ta Python.

KirouoBoro ckmazoBoro cucrtemu € Bukopuctanus Filebeat s orpumanHs Ta mepepadi JIOTIB Bix
areHtiB Oesneku Defender y cuctemy Elasticsearch. Rusthound, y cBoro depry, BUCTymae sik 10/1aTKOBE
JDKEpesIo KOHTEKCTHOI iHopMmarlii, o gonomarae 30aradyBaru naHi, orpumani Big Defender, 1 po3mmuproBatu
iXHIO IHTEpIIpEeTAalifo.

[Iporiec BUsIBIEHHS HOPYIIEHb y POOOTI 3AIMCHIOETBbCSA 13 BUKOpHCTaHHAM Python mms peamizarmii
CKPHUINTIB Ta aBTOMaTH3allii psaay 3aBaaHb. J{Jis reHeparii moBiqoMIeHb PO 1HIMIEHTH BUKOPUCTAHO Jinja, 10
YMOXKJIMBHIJIO T€HEPYBaHHS 1HAMBITyaTi30BaHUX MTOB1IOMJICHb.

BukopucranHs iHTErpoBaHOTO MIAXOAY Y AOCHIIKEHHI 10 aHAMi3y JIOTiB 3a0e3nedyye ruboKe Ta MOBHE
po3yMiHHs ctany Oe3neku cucremu. KomOinaris Filebeat, Rusthound, Elasticsearch, Python i Jinja crBoproe
MOTYKHUW IHCTPYMEHTapid JUIs BHSIBICHHS, aHAIi3y Ta pearyBaHHs Ha MOTEHIINHI MOpyLIeHHS Oe3MeKw,
poOsstuu iHpOpMAIIiiiHI CHCTEMHU OUTBIN CTIMKUMU Ta 3aXUIIICHAMH.

AHIIIHCHKOO:

The qualification work presents a comprehensive approach to detecting security breaches in information
systems using log analysis methods and integration of various information sources. The study provides
conclusions about the effectiveness of the method of detecting violations and its overall usefulness, taking into
account Elasticsearch and Python.

A key component of the system is the use of Filebeat to receive and transfer logs from Defender security
agents to Elasticsearch. Rusthound, in turn, acts as an additional source of contextual information that helps
enrich the data received from Defender and expand its interpretation.

The process of detecting operational irregularities is carried out using Python to implement scripts and
automate a number of tasks. Jinja is used to generate incident notifications, which makes it possible to generate
customized messages.

Using an integrated approach to log analysis in the study provides a deep and complete understanding of
the system's security status. The combination of Filebeat, Rusthound, Elasticsearch, Python, and Jinja creates a
powerful toolkit for detecting, analyzing, and responding to potential security breaches, making information
systems more resilient and secure.
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