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AHoTanis
YKPalHCBKOIO:

Ksanigikamiitna po6oTa mpucBsiueHa MpoOiieMaM BHSBICHHS aHOMAJid Yy MHOXXHHI TEXHOJIOTTYHUX
CHTHAIIIB, pO3poOIi BIANOBITHUX aJTOPUTMIB Ta MOJENEH, Ui CTBOPEHHS Ta MOOYIOBH SIKMX IOTpiOHA
MHOXHHA PecypciB, 3HaHb Ta iHpOpMaIlii Ipo MpeIMETHY 00JIaCTb.

Posmisinaroreest Tpu ICHYIOUI BUIM aHOMAJIii. SIK BCTyITHA YacTHHA JI0 pO3POOKH alITrOPUTMIB BUSBICHHS
aHOMaJIil y MHOXKHHI TEXHOJIOTTYHMX CHUTHAIIB PO3KPUBAETHCS CYTHICTH PO3MI3HABAHHS aHOMANIN 1 JAIOTHCS
BIJIMIOBI/Ii HA MUTAHHS PO PESKUMHU PO3II3HABAHHS aHOMAIH Ta sKi OyBalOTh METOAM PO3Ii3HABAHHS BHKHIIB.
HaBogutbes knacudikarlis BiAMOBIIHO 10 YMOB Ta CTparerid BUSBJICHHS aHOMAJii. 30Kpema, po3mIsIaroThCs
METO/IM KJIACTEepHU3allii Ta ClIoCO0U ii 3aCTOCYBaHHS y rainy3l iH(opMaIliitHOT Oe3MeKH.

Ha HasBHIM MHOXHWHI TEXHOJOTTYHUX CUTHAIIB 3 peajlbHUX 00'€KTIB 3aCTOCOBAHO METOJIU BUSBIICHHS
aHoMaJliif, po3po0JIEHO aIrOPUTM, CTBOPEHO CXEMY Ta MPOTpamMHy peanizallilo alroOpuTMy JUIsl 3aCTOCYBaHHS B
iHopMarliiiHiil Oe3neri.

OtpumaHi  pe3yapTaTd  MIATBEPIKYIOTh  NIPAlLl€3laTHICTh  JAHOTO  alrOpUTMYy  Kiacugikawii
TEXHOJOTIYHOTO cuTHay. PaHHs Bepcis mgaHoro anroputmy kiacudikaiii Oyl1o BIpPOBaHKEHO y TMPOTOTHUII
MOJTyJIsl BUSIBJICHHS aHOMaJIiil y TEXHOJIOTTYHOMY CUTHATI.

AHTIIHCHKOTO:

The qualification work deals with the problems of detecting anomalies in a set of technological signals,
the development of appropriate algorithms and models, the creation and construction of which requires a set of
resources, knowledge and information about the subject area.

Three existing types of anomalies are considered. As an introductory part to the development of
algorithms for the detection of anomalies in a set of technological signals, the essence of anomaly recognition is
revealed and answers are given to questions about the modes of anomaly recognition and what methods there
are for recognizing emissions. The classification is given according to the conditions and strategies for
detecting anomalies. In particular, methods of clustering and methods of its application in the field of
information security are considered.

Anomaly detection methods were applied to the existing set of technological signals from real objects,
an algorithm was developed, a scheme and a software implementation of the algorithm were created for use in
information security.

The obtained results confirm the efficiency of this technological signal classification algorithm. An early
version of this classification algorithm was implemented in the prototype module for detecting anomalies in the
technological signal.
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