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ANNOTATION 

 

 Ushanov Pavlo. !omputer Network Project Development of Global TransT 
transport company: qualification work for obtaining a bachelor's degree, specialty 123 

Computer Engineering. Ternopil: Separate Structural Subdivision "Ternopil 

Professional College of Ivan Puluj National Technical University", 2023. 77p. 

 

 Qualification work on the computer network project development. The Gigabit 

Ethernet standard, the local network protocol stack 3 TCP/IP, and the technology of 

the wired part of the network 3 1000Base-TX have been chosen as the basic network 

construction technology. Network topologies and detailed instructions for setting up 

the equipment have been developed. A Mikrotik router is implemented and configured 

to protect the network from unauthorized access and Internet sharing. In order to verify 

the correctness of the decisions made, a network simulation was implemented. 

 

 Keywords: Local Area Network, Server, Router, Switch, Gigabit Ethernet, 

Mikrotik. 
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VLAN (Virtual Local Area Nerwork ) - >19T4=0==O #� 70 ?52=8< :@8B5@VT< C 

H8@>:><>2=89 4><5=; 

�  3 ;>:0;P=0 <5@560; 

�"  3 ;>:0;P=0 >1G8A;N20;P=0 <5@560; 

 �% 04@5A0 3 48 1VB=0 DV78G=0 04@5A0 ?@8AB@>N;   

"% - >?5@0FV9=0 A8AB5<0; 

#� - ?5@A>=0;P=89 :><?9NB5@. 

 

 

 

 

 

 

 

 

 

 



 

�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 

 
2023.� �.123.602.17.00.00 �� 

 

�!"#� 

 

�?@>20465==O ;>:0;P=>W >1G8A;N20;P=>W <5@56V 4>72>;OT >?5@0B82=> 

28:>@8AB>2C20B8 >1G8A;N20;P=V @5AC@A8 2AVTW <5@56V, 0 =5 BV;P:8 >:@5<>3> 

:><?9NB5@0, AB2>@N20B8 @V7=><0=VB=V <0A828 C?@02;V=AP:>W, :><5@FV9=>W B0 

V=H>W V=D>@<0FVW H8@>:>3> ?@87=0G5==O, 02B><0B87C20B8 4>:C<5=B>>1V3 2 

FV;><C. �9O2;ONBPAO <>6;82>ABV :>;5:B82=>3> 28:>@8AB0==O A?5FV0;V7>20=8E 

70A>1V2 :><?9NB5@=8E A8AB5<  B0 V=AB@C<5=BV2 4;O 28@VH5==O ?52=>3> :>;0 

?@>D5AV9=8E 7040G (=0?@8:;04, 70A>1V2 >1@>1:8 3@0DV:8, ?V43>B>2:8 72VBV2, 

?@575=B0FV9, 4>?>2V459, ?C1;V:0FV9 B0 V=H8E 4>:C<5=BV2).  

#V4 ;>:0;P=>N <5@565N @>7C<VNBP A?V;P=5 ?V4:;NG5==O 45:V;P:>E 

(45AOB:V2 G8 A>B5=P) @>1>G8E AB0=FV9 B0 <5@56528E ?@8AB@>W2 4> A?V;P=>3> 

:0=0;C ?5@540GV 40=8E. �024O:8 ;>:0;P=8< <5@560< :>@8ABC20GV >B@8<0;8 

<>6;82VABP >4=>G0A=>3> 28:>@8AB0==O <5@56528E @5AC@AV2: 48A:>28E <0A82V2, 

<5@56528E ?@8=B5@V2 V �(#, 157?5@5G=> 4>ABC? 4> 3;>10;P=>W <5@56V V 107 

40=8E 45:V;P:><0 :>@8ABC20G0<8, O:V =5 <0NBP 157?>A5@54=P>3> 79T4=0==O 7 

F8<8 @5AC@A0<8. 

"B65, 7040G0 7 ?@>5:BC20==O, V=AB0;OFVW, =0;0HBC20==O V 70157?5G5==O 

157?5@51V9=>3> DC=:FV>=C20==O :><?9NB5@=>W <5@56V T 0:BC0;P=>N V <0B8<5 

?@0:B8G=5 28:>@8AB0==O. � <5B>N ?5@52V@:8 ?@028;P=>ABV ?@89=OB8E @VH5=P 

20@B> @50;V7C20B8 <>45;N20==O @>1>B8 <5@56V 2 ?52=><C ?@>3@0<=><C 

A5@54>28IV.  
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1 �����,���  ����� 

 

 1.1 "5E=VG=5 70240==O 

 

1.1.1 �09<5=C20==O B0 >1;0ABL 70AB>AC20==O 

 

&5<>N :20;VDV:0FV9=>W @>1>B8 T @>7@>1:0 ?@>5:BC :><?9NB5@=>W <5@56V 

4;O B@0=A?>@B=>W :><?0=VW «�;>10; &@0=A&».  5@560, I> @>7@>1;OTBPAO, 

?>28==0 70157?5G8B8 >19T4=0==O <V6 A>1>N ?@8ACB=VE @>1>G8E AB0=FV9, 

70157?5G8B8 4>ABC? 4> <5@56528E @5AC@AV2 B0 3;>10;P=>W <5@56V �=B5@=5B,  40B8 

<>6;82VABP A?V;P=>W @>1>B8 =04 ?@>5:B0<8.  

�0=0 @>7@>1:0 7=0945 A2>T ?@0:B8G=5 70AB>AC20==O 4;O ;>:0;P=8E <5@56 

DV@<, ?V4?@8T<AB2, CAB0=>2 2@0E>2CNG8 @O4 ?5@5203 ?5@54 0=0;>3VG=8<8 

@VH5==O<8.  

�> >A>1;82>AB59 <5@56V <>6=0 2V4=5AB8: 

ý #>@V2=O=> =525;8:V 70B@0B8 =0 WW @50;V70FVN. 

ý  >6;82VABP A?V;P=>3> 28:>@8AB0==O <5@56528E @5AC@AV2. 

ý %53<5=B>20=VABP ;>:0;P=>W <5@56V 7 <>6;82VABN ?5@540GV B@0DV:C <V6 

A53<5=B0<8 B0 =0;0HBC20==O ?@028; DV;PB@0FVW >AB0==P>3>. 

ý %?V;P=5 28:>@8AB0==O <5@56V �=B5@=5B B0 F5=B@0;V7>20=89 70E8AB 

;>:0;P=>W <5@56V. 

 

1.1.2 �@87=0G5==O @>7@>1:8 

 

$>7@>1:0 ?>28==0: 

ý "19T4=0B8 2 T48=C V=D>@<0FV9=C AB@C:BC@C 2AV #�. 

ý ,284:VABP ?5@540GV 2 <5@56V ?>28==0 70157?5GC20B8 ?>B@518 

<C;PB8<54V9=8E 4>40B:V2 4> A<C38 ?@>?CA:0==O :0=0;C. 
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ý �0E8AB8B8 <5@56C 2V4 =5A0=:FV>=>20=>3> 4>ABC?C 7 1>:C �=B5@=5B. 

ý �0157?5G8B8 DV;PB@C20==O �=B5@=5B B@0DV:C B0 B@0DV:C, I> ?5@540TBPAO 

<V6 A53<5=B0<8 ;>:0;P=>W <5@56V. 

ý �0157?5G8B8 4>ABC? 4> <5@56V �=B5@=5B 2AV< :>@8ABC20G0<.  

ý %:>=DV3C@C20B8 D09;>289 A5@25@ 4;O 715@565==O 206;828E 40=8E B0 

70157?5G8B8 WE 30@0=B>20=5 715@V30==O. 

 

1.1.3 �8<>38 4> 0?0@0B=>3> B0 ?@>3@0<=>3> 70157?5G5==O 

 

%5@25@ 4>ABC?C 4> <5@56V �=B5@=5B B0 D09;>289 A5@25@ ?>28==V 

70157?5GC20B8 ?>B@V1=C H284:>4VN, O:0 @>7@0E>20=0 =0 <>6;82VABP 7@>AB0==O 

:V;P:>ABV @>1>G8E AB0=FV9 2 <091CB=P><C. #@8 281>@V 0?0@0B=>W ?;0BD>@<8 4;O 

:>6=>3> 7 A5@25@V2 ?>B@V1=> 2@0E>2C20B8 =0O2=VABP RAID-:>=B@>;5@0. *5 40ABP 

<>6;82VABP =0;0HBC20B8 2V4<>2>ABV9:C A8AB5<C. #>B@V1=> 70157?5G8B8 B0:>6 

157?5@5@2=5 682;5==O 4;O 2C7;V2 <5@56V. *5=B@0;P=89 :><CB0B>@ <5@56V 

?>28=5= ?V4B@8<C20B8 H284:VABP @>1>B8 2 <5@56V @V2=C 1000  1VB/A. !0O2=VABP 

DC=:FVW STP C :><CB0B>@0E 40ABP <>6;82VABP ?@>:;040==O @575@2=8E :0=0;V2. 

�><CB0B>@ ?>28=5= ?V4B@8<C20B8 DC=:FVW 3 @V2=O <>45;V OSI. *5 40ABP 

<>6;82VABP :5@C20B8 <5@56528<8 ?>B>:0<8 40=8E. 

#@>3@0<=5 70157?5G5==O A5@25@0 ?>28==5 ?V4B@8<C20B8 B5E=>;>3VN NAT, 

<>6;82VABP DV;PB@0FVW B@0DV:C =0 :0=0;P=><C, <5@5652><C B0 B@0=A?>@B=><C 

@V2=OE. #@>3@0<=5 70157?5G5==O @>1>G8E AB0=FV9 ?>28==5 ?V4B@8<C20B8 @>1>BC 

2 <5@56V ?> ?@>B>:>;C TCP/�$. 

 

1.1.4 �8<>38 4> 4>:C<5=B0FVW 
 

�>:C<5=B0FVO 2V4V3@0T 206;82C @>;P 2 ?@>F5AV 5:A?;C0B0FVW <5@56V. �C45 

28:>@8AB0=> 4;O:  
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ý �=AB@C<5=BC 4;O CAC=5==O =5A?@02=>AB59 - 4>:C<5=B0FVO <>65 A;C68B8 

V=AB@C:FVTN ?@8 ?>HC:C V CAC=5==V =5A?@02=>AB59 <5@56V.  

ý �>?><>3>N 2 ?V43>B>2FV =>2>3> ?5@A>=0;C - O:I> 2 >@30=V70FVW 79O282AO 

=>289 A?V2@>1VB=8:, B> 9>3> 1C45 ;53H5 ?V43>BC20B8 4> @>1>B8, C 28?04:C :>;8 

4>ABC?=0 4>:C<5=B0FVO ?> BV9 4V;O=FV @>1>B8, 45 9><C =0;568BP ?@0FN20B8.  

ý �>?><>3>N 4;O ?>AB0G0;P=8:V2 V :>=AC;PB0=BV2 - ?>A;C38 F8E 

A?5FV0;VABV2, O: ?@028;>, T 25;P<8 4>@>38<8. � O:I> W< ?>B@V1=> 7=0B8 O:V-

=51C4P 45B0;V <5@5652>W V=D@0AB@C:BC@8, B> =0O2=VABP 4>:C<5=B0FVW 4>72>;8BP 

W< 28:>=0B8 A2>N @>1>BC H284H5.  

 

1.1.5 "5E=V:>-5:>=><VG=V ?>:07=8:8 

 

ý &>?>;>3VO  <5@56V 3 $>7H8@5=0  7V@:0. 

ý %B0=40@B <5@56V 3 Gigabit Ethernet (H284:VABP 1�1VB/A). 

ý  0@H@CB870B>@ - Mikrotik RB/1100. 

ý "?5@0FV9=0 A8AB5<0 D09;>2>3> A5@25@0 3 Ubuntu Linux 20.04 amd64. 

ý &5E=>;>3VO 4>ABC?C 4> <5@56V �=B5@=5B 3 NAT. 

ý &8? <0@H@CB870FVW <V6 ?V4<5@560<8 3 AB0B8G=0. 

ý &8? A5@25@0 3 D09;>289. 

ý &@C4><VAB:VABP ?@>5:BC20==O V V=AB0;OFVW <5@56  - 4> 100 ;N4/3>4. 

ý  0B5@V0;P=V 28B@0B8 =0 <5@56C 3 4> 150 000 3@=. 

ý %>1V20@BVABP  <5@56V 3 4> 250 000 3@=. 

ý #>2=0 20@BVABP <5@56V -  4> 320 000 3@=. 

 

1.1.6  !B04VW B0 5B0?8 @>7@>1:8 

 

#@>5:BC20==O  <5@56V 4;O &@0=A?>@B=>W :><?0=VW «�;>10; &@0=A &» 

<>6=0 @>74V;8B8 =0 =0ABC?=V 5B0?8: 
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ý "7=09><;5==O 7 B5E=VG=8< 70240==O<. 

ý $>7@>1:0 ;>3VG=>W B>?>;>3VW <5@56V. 

ý $>7@>1:0 DV78G=>W B>?>;>3VW <5@56V. 

ý !0;0HBC20==O <5@5652>3> >1;04=0==O (:><CB0B>@0 3-3> @V2=O). 

ý !0;0HBC20==O <0@H@CB870B>@0. 

ý !0;0HBC20==O D09;>2>3> A5@25@0. 

ý !0;0HBC20==O ?@>3@0<=>3> 70157?5G5==O :;VT=BV2. 

ý &5ABC20==O <5@56V. 

 

1.2 �>AB0=>2:0 7040GV =0 @>7@>1:C ?@>5:BC. %0@0:B5@8AB8:0  
?V4?@8T<AB20, 4;O  O:>3> AB2>@NTBLAO ?@>5:B <5@56V 

 

&@0=A?>@B=0 :><?0=VO «�;>10; &@0=A &»  709<0TBPAO B@0=A?>@B=8<8 

?5@52575==O<8, ;>3VAB8:>N, @5<>=B><, ?@>4065< B0 >1A;C3>2C20==O< 

20=B06=>W B5E=V:8. �0=5 B>20@8AB2> 709<0T ?5@H89 ?>25@E A?5FV0;V7>20=>W 3->E 

?>25@E>2>W 1C4V2;V, O:0 2;0A=5 9><C V =0;568BP. �=HV ?>25@E8 1C4V2;V 740NBPAO 

2 >@5=4C, O: >DVA=V ?@8<VI5==O.  

#@> @>7@>1FV <5@56V ?>B@V1=> 70157?5G8B8 <>6;82VABP >19T4=0==O 

@>1>G8E AB0=FV9 2AVE 2V44V;V2 2 T48=C V=D>@<0FV9=C V=D@0AB@C:BC@C; 25AB8 2 

5:A?;C0B0FVN A;C618 ;>:0;P=>W <5@56V; =040B8 4>ABC? 4> A;C61 3;>10;P=>W 

<5@56V �=B5@=5B.  

"4=0 7 >A=>2=8E 7040G 3 F5 A53<5=BC20B8 ;>:0;P=C <5@56C =0 =525;8:V 

;>3VG=V 3@C?8, O:V 1C4CBP 2V4>1@060B8 @50;P=C AB@C:BC@C &@0=A?>@B=>W :><?0=VW 

«�;>10; &@0=A &».  

#@>0=0;V7C202H8 AB@C:BC@C &@0=A?>@B=>W :><?0=VW «�;>10; &@0=A &» V 

28<>38 I>4> 70E8ABC V=D>@<0FVW ?@89=OB> @VH5==O ?@> AB2>@5==O =0ABC?=8E 

3@C? :>@8ABC20GV2: 

ý �V44V; @5<>=BC, >1A;C3>2C20==O V ?@>406. 
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ý  5=5465@8 V <0@:5B>;>38. 

ý �:>=><VG=89 2V44V;. 

ý �CE30;B5@VO. 

ý �V44V; <V6=0@>4=>W ;>3VAB8:8. 

ý �V44V; ;>3VAB8:8. 

ý  �V44V; ?@>5:BC20==O V @>7@>1:8. 

ý �0ABC?=8:. 

ý �8@5:B>@. 

ý #@89<0;P=0. 

ý &5E=VG=89 2V44V;. 

%B@C:BC@=V ?V4@>74V;8 :><?0=VW 709<0NBP 4@C389 ?>25@E B@P>E?>25@E>2>W 

2;0A=>W 1C4V2;V :><?0=VW. !0 ?5@H><C ?>25@AV @>7<VI5=V A5@2VA=V 1>:A8 B0 

A:;048. &@5BV9 3 <0=A0@4=89 ?>25@E <VAB8BP 2V4?>G8=:>2V B0 >1V4=V 7>=8, 0@EV2 

B0 V=HV 4>?><V6=V ?@8<VI5==O. "B65, @>7<VI5==O :01V=5BV2 =0 2 ?>25@AV  

=02545=> =0 :@5A;5==V «#;0= ?@8<VI5=P». 

&0:>6  =0 ?;0:0BV «(V78G=0 B>?>;>3VO» =02545=> AE5<C ;>:0;P=>W <5@56V, 

I> T ?5@5=5A5=>N 7 ;>3VG=>W B>?>;>3VW =0 28I5 73040=89 ?;0= ?@8<VI5==O. 
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2  �� ���� "�%��'���� "�  ���'��� � ���"# 

    

2.1 �?8A B0 >1�@C=BC20==O 281>@C  ;>3VG=>3> B8?C <5@56V 
 

�>3VG=89 B8? ;>:0;P=>W <5@56V - F5 :;0A8DV:0FVO <5@5652>W B>?>;>3VW, O:0 

287=0G0T, O: 270T<>4VNBP :><?'NB5@8 B0 V=HV ?@8AB@>W 2 <5@56V 70 4>?><>3>N 

;>3VG=>W 04@5A0FVW. 

' ;>3VG=><C B8?V <5@56V, ?@8AB@>W A?V;:CNBPAO 70 4>?><>3>N ;>3VG=8E 

04@5A, B0:8E O: IP-04@5A8, 0 =5 DV78G=8E 04@5A, B0:8E O: MAC-04@5A8. *5 

4>72>;OT :><?'NB5@0< B0 V=H8< ?@8AB@>O< 2 <5@56V ;53:> 7=0E>48B8 >48= 

>4=>3>, 2V4?@02;OB8 V=D>@<0FVN B0 >B@8<C20B8 WW. 

' ;>3VG=><C B8?V <5@56V 28:>@8AB>2CTBPAO <0@H@CB870FVO, I>1 

287=0G8B8, O:89 H;OE ?>28=5= 1CB8 28:>@8AB0=89 4;O ?5@540GV ?0:5BV2 40=8E 

<V6 ?@8AB@>O< 

 �;O >1A;C3>2C20==O :><C=V:0FV9=8E ?>B@51 B@0=A?>@B=>W :><?0=VW 

«�;>10; &@0=A &» 1C45 ?>1C4>20=> ;>:0;P=C :><?9NB5@=C <5@56C =0 107V AB5:C 

?@>B>:>;V2 &%$/�$. %0<5 ;>:0;P=0 :><?9NB5@=0 <5@560 4>72>;8BP 28@VH8B8 

1V;PHVABP ?>AB02;5=8E :><C=V:0FV9=8E 28<>3. 

�;O :><?9NB5@=>W <5@56V, I> @>7@>1;OTBPAO, 281@0=> AB0=40@B ?>1C4>28 

<5@56V 3 Gigabit Ethernet. �0=89 281V@ ?>OA=NTBPAO =0ABC?=8<8 ?5@52030<8: 

1. #>@V2=O=> =525;8:0 20@BVABP >1;04=0==O. 

2. %C<VA=VABP 7 AB0=40@B0<8 1V;PH @0==VE 25@AV9 Ethernet. 

3. ,284:VABP 1000 1VB/A. 

"@30=V70FVO 2C7;V2 <5@56V ?>1C4>20=0 70 VT@0@EVG=8< ?@8=F8?><.  

' ?5@H8E <5@560E, B0:8E O: Ethernet V Token Ring, 28:>@8AB>2C202AO 

?@8=F8? 7030;P=>3> A5@54>28I0 ?5@540GV 40=8E. #>2V4><;5==O 4>AB02;O;>AO 

:>6=V9 AB0=FVW <5@56V, O:0 ?5@52V@O;0 04@5AC, I>1 4V7=0B8AO, G8 ?@87=0G5=5 F5 

?>2V4><;5==O W9.  
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 #V7=VH5 AB0;8 ?>?C;O@=8<8 :><CB>20=V <5@56V. ' FV9 <5@56V :><CB0FVN 

74V9A=NT F5=B@0;P=89 ?@8AB@V9, B0:89 O: :><CB0B>@. �V= ?5@52V@OT 04@5AC 

?>2V4><;5==O V 2V4?@02;OT 9>3> BV;P:8 AB0=FVW->45@6C20GC.  

 ' :><CB>20=8E <5@560E 70AB>A>2CTBPAO 7V@:>?>4V1=0 :>=DV3C@0FVO, O4@> 

<5@56V ?>28==> 74V9A=N20B8 B0:V V=B5;5:BC0;P=V DC=:FVW O: 45:>4C20==O 04@5A8 

V :><CB0FVN.  5@56V 7 H8==>N 01> :V;PF52>N B>?>;>3VTN ?>28==V 1CB8 

<5@560<8 7 7030;P=8< A5@54>28I5< ?5@540GV, B0: O: V=B5;5:BC0;P=V DC=:FVW 

?5@52V@:8 04@5A @50;V7CNBPAO AB0=FVTN. #>2V4><;5==O =04E>4OBP 4> AB0=FVW 

04@5A0B0.  

 �><CB>20=V <5@56V =01030B> 5D5:B82=VH5 28:>@8AB>2CNBP <5@5652V 

@5AC@A8. +0A F8@:C;OFVW ?>2V4><;5==O 2 <5@56V 7=0G=> A:>@>GCTBPAO, B0: O: 

2>=> ?5@540TBPAO  2V4 2V4?@02=8:0 G5@57 :><CB0B>@ 4> >45@6C20G0.  

 "A=>2=0 2V4<V==VABP <V6 <5@560<8 7 7030;P=8< B0 :><CB>20=8< 

A5@54>28I5< ?5@540GV 40=8E ?>;O30T 2 A<C7V ?@>?CA:0==O, O:0 4>ABC?=0 

:>6=><C :>@8ABC20GC. ' 10  1VB/A <5@56V Ethernet 7 7030;P=8< A5@54>28I5< 

?5@540GV 40=8E A<C3C ?@>?CA:0==O 28:>@8AB>2CNBP 2AV :;VT=B8 <5@56V 

>4=>G0A=>, B><C B0:V <5@56V =07820NBP B0:>6 <5@560<8 7 A<C3>N ?@>?CA:0==O, 

O:0 4V;8BPAO <V6 2C7;0<8 <5@56V. �V 71V;PH5==O< G8A;0 AB0=FV9 ?@>?CA:=0 

740B=VABP <5@56V 7=86CTBPAO V AB0=>28B8<5 <5=H5 10  1VB/A. (' <5@560E 

Ethernet 7 7030;P=8< A5@54>28I5< ?5@540GV 40=8E @50;P=0 ?@>4C:B82=VABP 

70728G09 =5 ?5@528ICT 70% @>7@0EC=:>2>W). ' :><CB>20=V9 <5@56V Ethernet 

:>6=0 AB0=FVO <0T A2V9 2;0A=89 :0=0; =0 10  1VB/A. �030;P=0 ?@>?CA:=0 

740B=VABP 287=0G0TBPAO F5=B@0;P=8< :><CB0B>@><. �0728G09 2>=0 7=0G=> 1V;PH5 

10  1VB/A [2]. 

�>:0;P=0 <5@560 ?>1C4>20=0 =0 107V B>?>;>3VW $>7H8@5=0 �V@:0. � F5=B@V 

7=0E>48BPAO :><CB0B>@ ?@>?CA:=0 740B=VABP :><CB0FV9=>W H8=8 O:>3>            

104 �1VB/A. �;O 70157?5G5==O A?V;P=>3> 28:>@8AB0==O ?V4:;NG5==O 4> <5@56V 

�=B5@=5B B0 F5=B@0;V7>20=>3> 70E8ABC ;>:0;P=>W <5@56V A:>=DV3C@>20=> 

<0@H@CB870B>@ Mikrotik. %?V;P=89 4>ABC? 4> <5@56V �=B5@=5B 70157?5GCTBPAO 



 

�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 

 
2023.� �.123.602.17.00.00 �� 

 

B5E=>;>3VTN NAT. &0:>6 T <>6;82VABP 2:070==O ?0@0<5B@V2 2EV4=>3> V 

28EV4=>3> :0=0;V2 4;O :>6=>3> 7 :>@8ABC20GV2. 

�>FV;P=VABP A53<5=BC20==O ;>:0;P=>W <5@56V =0 >:@5<V ?V4<5@56V 

?>OA=NTBPAO :@0I>N WW :5@>20=VABN. 

�@V< 281>@C B5E=>;>3V9 ?5@540GV 4>FV;P=> B0:>6 A53<5=BC20B8 <5@56C 

=0 ?V4<5@56V. *5 1C45 74V9A=5=> 70A>10<8 :><CB0B>@0 B@5BP>3> @V2=O. � 

B01;8FV �1 «�>3VG=0 04@5A0FVO 2 �" » 4>40B:C � =02545=> 40=V ?@> 

28I573040=V A53<5=B8. �@V< B>3>, B0:89 :><CB0B>@ 1C45 70AB>A>20=89 =0<8 

4;O DV;PB@C20==O =51060=>3> B@0DV:C ;>:0;P=>W <5@56V H;OE>< 70AB>AC20==O 

AB0=40@B=8E B0 @>7H8@5=8E A?8A:V2 4>ABC?C "% :><CB0B>@0. 

� B01;8FV �2 «&01;8FO :>=DV3C@C20==O VLAN» 4>40B:C � <VAB8BPAO 

V=D>@<0FVO ?@> B8?8 ?>@BV2 :><CB0B>@V2 4;O :>=DV3C@C20==O VLAN =0 2C7;0E 

<5@56V. 

 

2.2  >7@>1:0  AE5<8  DV78G=>3> @>7B0HC20==O :015;V2 B0 2C7;V2 

 

�;O ;>:0;P=>W <5@56V ?>B@V1=> 281@0B8 DV78G=C B>?>;>3VN, O:0 1C45 

287=0G0B8 AB@C:BC@C 270T<>729O7:V2 <V6 #�. 

 "A:V;P:8 =>2V B8?8 <5@56 AB0=40@BC Ethernet 1C4CNBPAO 7 28:>@8AB0==O< 

DV78G=>W B>?>;>3VW $>7H8@5=0 7V@:0, B>  WW 1C45 27OB> 70 >A=>2C ?@8 ?@>5:BC20==V 

B@0=A?>@B=>W :><?0=VW «�;>10; &@0=A &».  

 (V78G=0 B>?>;>3VO <5@56V 3 $>7H8@5=0 7V@:0. 

 #5@52038 B>?>;>3VW: 

ý #@>AB>B0 2AB0=>2;5==O B0 =0;0HBC20==O. 

ý � @07V 28E>4C 7 ;04C >:@5<8E A53<5=BV2 <5@560 ?@0FN20B8. 

ý "1;04=0==O AB0=40@BV2 Ethernet T 2V4=>A=> 45H52H8<. 

ý )>@>H0 <0AHB01>20=VABP <5@56V. 
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ý  >6;82VABP ;>3VG=>3> A53<5=BC20==O ;>:0;P=>W <5@56V B0 :>=B@>;N 

B@0DV:C 2 T48=V9 B>GFV ;>:0;P=>W <5@56V. 

ý �53:VABP 2 04<V=VAB@C20==V B0 <>=VB>@8=3C ?@>4C:B82=>ABV ;>:0;P=>W 

<5@56V. 

 �> =54>;V:V2 <>6=0 2V4=5AB8 A8BC0FVN, :>;8 ?@8 28E>4V 7 ;04C 

F5=B@0;P=>3> :><CB0B>@0 <5@560 ?5@5AB0=5 ?@0FN20B8. �0=89 =54>;V: =5 T 

206;828< 4;O ACG0A=8E V=B5;5:BC0;P=8E :><CB0B>@V2, >A:V;P:8 G0A @>1>B8 =0 

2V4<>2C 2 =8E A:;040T 45AOB:8 @>:V2. 

 

2.3 �1�@C=BC20==O 281>@C >1;04=0==O 4;O <5@56V  

 

� B01;8FV �1 «#>@V2=O;P=0 E0@0:B5@8AB8:0 F5=B@0;P=8E :><CB0B>@V2» 

4>40B:C � =02545=> ?>@V2=O==O B5E=VG=8E E0@0:B5@8AB8: :><CB0B>@V2.  

�;O ;>:0;P=>W <5@56V 281@0=> :><CB0B>@ HP V1910-24G 7 ?V4B@8<:>N 

AB0B8G=>W <0@H@CB870FVW, B5E=VG=V 40=V O:>3> =02545=> C 4>40B:C �. 

 � B01;8FV �2 «�><CB0B>@8 @>1>G8E 3@C? (16-B8 ?>@B>2V)» 4>40B:C � 

=02545=> ?>@V2=O==O B5E=VG=8E E0@0:B5@8AB8: 16-B8 ?>@B>28E :><CB0B>@V2 

@>1>G8E 3@C?.  

�;O @>1>G8E 3@C? ;>:0;P=>W <5@56V 28:>@8AB0=> :><CB0B>@ D-link DGS-

1216T. 

�;O 70E8ABC ?5@8<5B@C ;>:0;P=>W <5@56V 28:>@8AB0=> 0?0@0B=89 

<0@H@CB870B>@ Mikrotik  RB/1100 [14], B5E=VG=V E0@0:B5@8AB8:8 O:>3> =02545=> 

C 4>40B:C �.  

�;O D09;>2>3> A5@25@0 281@0=> ?;0BD>@<C =0 107V Intel Xeon (Hewlett 

Packard HP Proliant DL60 Gen9). &8?>2V 70240==O, 4;O O:8E <>65 1CB8 

28:>@8AB0=> 281@0=C ?;0BD>@<C: 

1. (09; A5@25@ 107 40=8E (50-70 :>@8ABC20GV2). 

2. &5@<V=0;P=89 A5@25@ (50-70 :>@8ABC20GV2). 

3. "1G8A;N20;P=89 2C7>; :;0AB5@0. 
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&5E=VG=V E0@0:B5@8AB8:8 A5@25@V2 =02545=> C B01;8FV �3 «&5E=VG=V 

E0@0:B5@8AB8:8 A5@25@V2» 4>40B:C �. 

#0A82=5 <5@56525 >1;04=0==O, 28:>@8AB0=5 =0<8 4;O ?>1C4>28 ;>:0;P=>W 

<5@56V &@0=A?>@B=>W :><?0=VW «�;>10; &@0=A &»: :015;P =55:@0=>20=0 28B0 

?0@0 :0B53>@VW 6 (DV@<0-28@>1=8: "45A:015;P), ?0BG?0=5;P 24 ?>@B8 7 

?V4B@8<:>N :0B. 6, :><CB0FV9=0 H0D0 24U, :015;P=V >@30=V70B>@8, :>=5:B>@8 

RJ-45. 

 � B01;8FV 2.1 =02545=> ?5@5;V: >1;04=0==O 4;O ?>1C4>28 ;>:0;P=>W 

<5@56V. 

 

&01;8FO 2.1 3  5@56525 >1;04=0==O 4;O ?>1C4>28 �"  

7 

?/? 

!0720 5;5<5=BC  >45;P "4. 

28<. 

�-BP *V=0, 

3@=. 

%C<0, 

3@=. 

1 �015;P UTP :0B. 6 < 500 16 8000 

2 $>7'T<8 RJ-45 HB 150 1,4 210 

3 �><CB0B>@ HP V1910-24G HB 1 13400 13400 

4 �><CB0B>@ D-link DGS-1216T HB 2 3400 6800 

5 %5@25@ HP Proliant DL60 HB 1 36700 36700 

6  0@H@CB870B>@ Mikrotik  RB/1100 HB 1 12300 12300 

7 �><CB0FV9=0 H0D0 24U HB 1 23600 23600 

8 #0BG?0=5;P 24 ?>@B8 HB 1 4560 4560 

9 #0BG?0=5;P 16 ?>@BV2 HB 2 3000 6000 

10 �>@>1  - < 90 97 8730 

11  5@56520 @>75B:0 �0B. 6 HB 37 206 7622 

12 #>4>26C20GV 220� - HB 3 200 600 

13 ��� Newell Thor U2000 HB 1 11000 11000 
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�030;P=V <0B5@V0;P=V 28B@0B8 4;O ?@>5:BC ;>:0;P=>W <5@56V A:;040NBP 

139522 3@=. 

 

2.4 �A>1;82>ABV <>=B06C <5@56V 
 

#@>5:BC20==O ;>:0;P=>W <5@56V 2:;NG0T: ?@>5:BC20==O :><?'NB5@=>W 

<5@56V V ?@>5:BC20==O :015;P=>W A8AB5<8. �"  3 F5 ;>:0;P=0 >1G8A;N20;P=0 

<5@560 (01> ;>:0;P=0 <5@560), O:0 2:;NG0T AB@C:BC@>20=C :015;P=C A8AB5<C, V 

>1'T4=CT 0:B82=5 CAB0B:C20==O. �@C30 A:;04>20 ;>:0;P=>W <5@56V 3 F5 

<5@56525, A5@25@=5, :><?'NB5@=5 V V=H5 ?5@8D5@V9=5 CAB0B:C20==O, O:5 

A?@>I5=> =07820NBP :><?'NB5@=>N <5@565N. #@8 ?@>5:BC20==V :015;P=>W 

A8AB5<8 A;V4 2@0E>2C20B8, I> 2 <560E WW B5@<V=C A;C618 <>65 7<V=8B8AO :-ABP 

:><?'NB5@V2 V <5@56528E ?@8AB@>W2. 

�;O AB2>@5==O 4>23>2VG=>W A8AB5<8 =0 5B0?V ?@>5:BC20==O :015;P=>W 

A8AB5<8 2 3>@87>=B0;P=C ?V4A8AB5<C 70:;040NBP VAB>B=89 @575@2. ' 

3>@87>=B0;P=V9 ?V4A8AB5<V <0NBP 1CB8 ?5@5410G5=V C=V25@A0;P=V :015;V, 

4>AB0B=V 4;O @>1>B8 :><?'NB5@=8E <5@56 7 28A>:8<8 H284:>ABO<8. �@V< B>3>, 

?@>5:B <5@56V ?5@5410G0T =04<V@=VABP @>1>G8E <VAFP. �0@BVABP ?V4E>4C 

?@>5:BC20==O <5@56V 2 ?5@A?5:B82C, 157C<>2=>, 28I5, ?@>B5 =04<V@=VABP 

A8AB5<8 70157?5GCT 7=865==O 5:A?;C0B0FV9=8E 28B@0B =040;V. �>:0;P=0 <5@560 

107CTBPAO =0 =55:@0=>20=V9 28BV9 ?0@V :0B53>@VW 6.  

 

2.5 �1�@C=BC20==O 281>@C  >?5@0FV9=8E A8AB5< B0 ?@>3@0<=>3> 
70157?5G5==O 4;O  A5@25@V2  B0 @>1>G8E AB0=FV9 2 <5@56V 

 

�;O D09;>2>3> A5@25@0 28:>@8AB0=> "% Ubuntu Linux Server Edition 22.04. 

�V= @50;V7>2C20B8<5 28:>@8AB0==O DC=:FV9 0CB5=B8DV:0FVW :>@8ABC20GV2 

<5@56V, =040==O 4>ABC?C 4> D09;V2 B0 WE F5=B@0;V7>20=>3> 715@V30==O. �81@0=0 

>?5@0FV9=0 A8AB5<0 2V4?>2V40T 2AV< 28<>30<, O:V AB02;OBPAO 4> "% A5@25@0. 
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"% <0@H@CB870B>@0 ?V4B@8<CT =0ABC?=V <5@5652V DC=:FVW: 

- NAT; 

- Statefull Firewall; 

- �8=0<VG=5 :5@C20==O ?>B>:0<8 B@0DV:C. 

!0 @>1>G8E AB0=FVOE 28:>@8AB0=> >?5@0FV9=C A8AB5<C Windows 11 

Professional B0 Linux Ubuntu Desktop Edition 22.04 x64. #@8 281>@V "% A5@25@0 

0:F5=B @>182AO =0 <>6;82>ABV >B@8<C20B8 ?>=>2;5==O 157?5:8. !0 @8AC=:C 2.1 

=02545=> 40=V ?@> <>6;82VABP ?V4B@8<:8 ?0BGV2 157?5:8 4;O @V7=8E 25@AV9 "% 

Ubuntu. 

 

 

$8AC=>: 2.1 3 #V4B@8<:0 ?0BGV2 157?5:8 4;O @V7=8E 25@AV9 "% Ubuntu 

 

2.6 �1�@C=BC20==O 281>@C 70A>1V2 70E8ABC <5@56V 
 

"% RouterOS <0@H@CB870B>@0 Mikrotik <0T 21C4>20=89 Firewall V NAT - 

?>BC6=V =0;0HBC20==O DV;PB@0FVW ?0:5BV2 (I> <>6CBP 1CB8 70AB>A>20=V 4> P2P 

7'T4=0=P), ?@5:@0A=0 @50;V70FVO SNAT V DNAT, <>6;82VABP :;0A8DV:0FVW ?0:5BV2 

?>: 

ý MAC-04@5AV 465@5;0; 
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ý IP-04@5A0E (<>6;82VABP 7040==O <5@56); 

ý �V0?07>=0E ?>@BV2; 

ý IP-?@>B>:>;0E; 

ý �=B5@D59A0E; 

ý �=CB@VH=VE ;0=FN6:0E <0@:>20=8E ?0:5BV2; 

ý ToS (DSCP); 

ý #> 2<VABC ?0:5BV2; 

ý �0 @>7<V@>< ?0:5BV2 V V=. 

"B65 28:>@8AB0==O 21C4>20=>W "% <0@H@CB870B>@0 4;O 70E8ABC �"  T 

4>FV;P=8< 7 B5E=V:>-5:>=><VG=>W B>G:8 7>@C. 

 

2.7 "5ABC20==O B0 =0;03>465==O <5@56V 
 

!0;03>46C20;P=V @>1>B8 1C4CBP 2:;NG0B8: 

1. #V4:;NG5==O <5@5652>3> >1;04=0==O. 

2. !0;0HBC20==O �$-04@5A 2C7;V2 ;>:0;P=>W <5@56V. 

3. �>=DV3C@C20==O :><CB0B>@0. 

4. �>=DV3C@C20==O A5@25@0. 

5. �>=DV3C@C20==O <0@H@CB870B>@0. 

&5ABC20==O ;>:0;P=>W <5@56V 1C45 ?5@5410G0B8 B0:V 5B0?8: 

1. #5@52V@:0 :015;P=8E A53<5=BV2 =0 =0O2=VABP 45D5:BV2 28:>@8AB>2CNG8 

:015;P=89 B5AB5@. 

2. �2V@:0 AB5:V2 &%$/�$ 2C7;V2 <5@56V 73V4=> B01;8FV �$-04@5A0FVW. 

3. #5@52V@:0 4>ABC?=>ABV 2C7;V2.    

4. #5@52V@:0 :>=DV3C@0FVW :><CB0B>@0 (AB2>@5=8E ?V4<5@56).  

5. #5@52V@:0 :>=DV3C@0FVW D09;>2>3> A5@25@0 (AB2>@5=8E @>1>G8E 3@C? B0 

>1;V:>28E 70?8AV2 :>@8ABC20GV2). 

6. &5ABC20==O ?@>?CA:=>W 740B=>ABV �=B5@=5B-79T4=0==O. 
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3  !��&���,���  ����� 

 

3.1 �=AB@C:FVW 7 =0;0HBC20==O ?@>3@0<=>3> 70157?5G5==O A5@25@V2 

  

3.1.1 �=AB@C:FVO 7 =0;0HBC20==O A5@25@0 

 

#@>B>:>; FTP 28:>@8AB>2CTBPAO 4;O ?5@540GV D09;V2 V >@30=V70FVW D09;-

A5@25@V2 <0;>3> V A5@54=P>3> <0AHB01C.  

!02545<> ?@8:;04 =0;0HBC20==O ProFtpd + TLS. � O:>ABV "% 1C45 

28:>@8AB0=> Linux Fedora.  

'AB0=>2:0:  

# Ad /usr/ports/ftp/proftpd  

# make config  

# make install 

�<V=8<> proftpd.conf: 

# ee /usr/local/etc/proftpd.conf 

DefaultRoot ~ - CAB0=>2:0 :>@5=5< 4;O :>6=>3> :;VT=B0 4><0H=V9 :0B0;>3  

IdentLookups off - 2V4:;NG5==O 70B@8<>: 

%B2>@8<> SSL A5@B8DV:0B 4;O TLS. TLS - :@8?B>3@0DVG=89 ?@>B>:>; 4;O 

70E8I5=>W ?5@540GV 40=8E <V6 2C7;0<8.  

�;O 28:>@8AB0==O TLS =0< =5>1EV4=> AB2>@8B8 A5@B8DV:0B SSL 2 :0B0;>7V 

/Usr/local/etc/proftpd/ssl. 

%B2>@8<> :0B0;>3 - # Mkdir /usr/local/etc/proftpd/ssl. �35=5@CT<> 

A5@B8DV:0B:  

# Openssl req -new -x509 -days 365 -nodes -out 

/usr/local/etc/proftpd/ssl/proftpd.cert.pem -keyout 

/usr/local/etc/proftpd/ssl/proftpd/key/pem 

� 22>48<> @5TAB@0FV9=C V=D>@<0FVN. �:;NG0T<> TLS 2 ProFtpd. �;O FP>3> 

=0< =5>1EV4=> @>7:><5=BC20B8 2 proftpd.conf:  
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# ee /usr/local/etc/proftpd/proftpd.conf  

Include /usr/local/etc/proftpd/tls.conf 

&5?5@ =5>1EV4=> 2V4@5403C20B8 tls.conf:  

# ee /usr/local/etc/proftpd/tls.conf 

TLSEngine on  

TLSLog /var/log/proftpd/tls.log  

TLSProtocol SSLv23  

TLSOptions NoCertRequest  

TLSACertificateFile /etc/proftpd/ssl/proftpd.cert.pem  

TLSACertificateKeyFile /etc/proftpd/ssl/proftpd.key.pem  

TLSVerifyClient off  

TLSRequired on 

#5@570?CA:0T<> ProFtpd.  

# /usr/local/etc/rc.d/proftpd.sh 

#@>1CT<> ?V4:;NG8B8AO 2V4?>2V4=> :;VT=B><, O:89 ?V4B@8<CT SSL 

7'T4=0==O, 2 @07V 28=8:=5==O ?@>1;5< 4828<>AO 2 D90; /var/log/proftpd/tls.conf. 

�>40T<> ?@028;0 4;O D09@2>;0, I>1 2V;P=> ?@>?CA:0B8 >18420 B8?8 

79T4=0=P. /:I> AB2>@5=V ?@028;0 4;O ipfw, B> =5>1EV4=> 4>40B8 =0ABC?=V 

?@028;0:  

ipfw add pass tcp from any to any 20  

ipfw add pass tcp from any 21 to any  

ipfw add pass tcp from any to any 21  

ipfw add pass tcp from any 21 to any 

�>40<> :>@8ABC20G0 ftp 4;O 0=>=V<=>3> 2E>4C B0:>6 :><0=4>N adduser, 

BV;P:8 4><0H=N ?0?:C 2:065<> /home/public, 3@C?C ftp V 4>ABC? 157 ?0@>;O. 

�V4:@820T<> D09; /etc/passwd V 28?@02;OT<> H5;; 4;O :>@8ABC20GV2 ftp /bin/false 

(01> /usr/sbin/nologin). #>BV< 2V4:@820T<> D09; /etc/shells V 4>?8ACT<> 2 =87C 

@O4>:: 

/Bin/false 
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�V4:@820T<> D09; /usr/local/etc/proftpd.conf. �8?@028<>: ServerName «My 

first ProFTPd server».  �>40<> @O4>: DefaultAddress localhost. �0 :><5=BCT<> 

UseIPv6 on. $>7:><5=BCT<> DefaultRoot ~. $>7:><5=BCT<> V 28?@028<> @O4:8 2 

:V=FV D09;C: 

<Anonymous ~ftp/files> 

User ftp 

Group ftp 

UserAlias anonymous ftp 

MaxClients 30 

<Limit WRITE> 

DenyAll 

</Limit> 

</Anonymous> 

%B2>@8<> ?0?:C /home/public/files 4;O 715@V30==O 7030;P=>4>ABC?=8E 

D09;V2 (=0 2AO:89 28?04>:): 

mkdir /home/public/files 

�>40T<> ProFTPd 2 02B>7020=B065==O. �;O FP>3> C D09;V /etc/rc.conf 

?@>?8H5<>: 

proftpd_enable = »YES» 

#5@57020=B06CT<>AO: 

Shutdown -r now 

 

3.1.2 �=AB@C:FVW 7 =0;0HBC20==O 2V@BC0;V70FVW 70A>10<8 Proxmox 

 

Proxmox 4>72>;OT =0;0HBC20B8 2V@BC0;V70FVN =0 A5@25@0E. &0:8E ?V4EV4 

4>72>;8BP @0FV>=0;P=VH5 28:>@8AB>2C20B8 >1G8A;N20;P=V @5AC@A8 A5@25@V2. 

�AB0=>2;5==O 3V?5@2V7>@0 1C45<> 74V9A=N20B8 =0 0?0@0B=89 RAID, O: ?>:070=> 

=0 @8AC=:C  3.1. 
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$8AC=>: 3.1 3 �AB0=>2;5==O 3V?5@2V7>@0 Proxmox 

 

#VA;O FP>3>, ?>B@V1=> 281@0B8 G0A>289 ?>OA, 7040B8 ?0@>;P, 

=0;0HBC20==O <5@56V B0 70?CAB8B8 2AB0=>2;5==O 3V?5@2V7>@0. �V:=> Summary 7 

281@0=8<8 =0;0HBC20==O<8 ?>:070=> =0 @8AC=:C 3.2. 

 

 

$8AC=>: 3.2 3 �V:=> Summary (281@0=V =0<8 =0;0HBC20==O) 

 

#VA;O 2AB0=>2;5==O 3V?5@2V7>@0 ?>B@V1=> >=>28B8 "% Debian Linux, O:0 T 

>A=>2>N 3V?5@2V7>@0 B0 ?5@59B8 4> =0;0HBC20==O AE>28I0 40=8E, O: ?>:070=> 

=0 @8AC=:C 3.3. 
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$8AC=>: 3.3 3 !0;0HBC20==O AE>28I0 40=8E 3V?5@2V7>@0 

 

!0ABC?=8< 5B0?>< 1C45 =0;0HBC20==O <5@56V, O: ?>:070=> =0         

@8AC=:C 3.4.  

 

 

$8AC=>: 3.4 3 !0;0HBC20==O <5@56V 

  

 #VA;O 28:>=0==O 28I5>?8A0=8E =0;0HBC20=P <>6=0 ?5@5E>48B8 4> 

AB2>@5==O 2V@BC0;P=8E <0H8= B0 2AB0=>2;5==O "% ?V4 2V@BC0;P=8<8 <0H8=0<8. 

 

3.2 �=AB@C:FVW 7 =0;0HBC20==O 0:B82=>3> :><CB0FV9=>3> >1;04=0==O 

 

3.2.1 �=AB@C:FVO 7 107>2>3> =0;0HBC20==O <0@H@CB870B>@0 

 

�;O =0;0HBC20==O <0@H@CB870B>@0 =5>1EV4=> 28:>@8AB>2CNG8 CB8;VBC 

WinBox 79T4=0B8AO 7 @>CB5@><.  
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 #VA;O FP>3> ?>B@V1=> =0;0HBC20B8 ?0@0<5B@8 79T4=0==O 7 ?@>20945@>< 

28:>@8AB>2CNG8 B01;8FN �$-04@5A (?C=:B <5=N �$, ?V4?C=:B Address). #@8:;04 

=0;0HBC20==O ?>:070=> =0 @8AC=:C 3.5. 

 

 

$8AC=>: 3.5 -  �>=DV3C@C20==O WAN-V=B5@D59AC <0@H@CB870B>@0 

 

 ' ?C=:BV <5=N IP 2818@0T<> ?V4?C=:B Firewall (70:;04:0 NAT) B0 7040T<> 

107>2V ?@028;0 4;O A?V;P=>3> 4>ABC?C 4> <5@56V �=B5@=5B. �:07CT<> 04@5AC 

A53<5=BC <5@56V, O:0 1C45 <0A:C20B8AO 70A>10<8 NAT (10.10.2.0/24 3 04@5A0 2-

3> A53<5=BC <5@56V). #@8:;04 =0;0HBC20==O B5E=>;>3VW NAT 4;O A53<5=BC 

<5@56V ?>:070=> =0 @8AC=:C 3.6. 

 

 

$8AC=>: 3.6 -  !0;0HBC20==O NAT 
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  !0 =0ABC?=><C :@>FV ?5@5E>48<> C 70:;04:C Firewall B0 7040T<> ?@028;0 

DV;PB@0FVW 4;O 2AVTW <5@56V, ?@8:;04 ?>:070=> =0 @8AC=:C 3.7. 

 

 

$8AC=>: 3.7 - �040==O 107>28E ?@028; DV;PB@0FVW 

 

 �07>2V ?@028;0 DV;PB@0FVW ?5@5410G0NBP ?@>?CA:0==O 2AVE ?0:5BV2 4;O 

<5@56V 10.10.0.0/16, I> T 2V4?>2V44N =0 V=VFV9>20=V  :>@8ABC20G0<8 ;>:0;P=>W 

<5@56V 79T4=0==O. #0:5B8, I> T 2V4?>2V44N =0 V=VFV9>20=V 79T4=0==O 

?>7=0G0NBPAO D09@2>;>< O: Established B0 Related. �> B0:8E ?0:5BV2 70AB>ACT<> 

4VN Accept, I> 4>72>;OT WE ?@>E>465==O G5@57 D09@2>;. �;O B>3>, I>1 

4>72>;8B8 V=VFVN20B8 79T4=0==O BV;P:8 :>@8ABC20G0< 7 ;>:0;P=>W <5@56V 

(?0:5B8 ?>7=0G0NBPAO O: new) ?>B@V1=> 4>40B8 2V4?>2V4=5 ?@028;>, O: ?>:070=> 

=0 @8AC=:C 3.8. 

 #@028;0 <0NBP B0:>6 72>@>B=N 4VN, 2>=> 701>@>=OT V=VFVN20B8 79T4=0==O 

:>@8ABC20G0<8 <5@56V �=B5@=5B 7 :>@8ABC20G0<8 ;>:0;P=>W <5@56V. &0:0 

701>@>=0 T >1�@C=B>20=>N 7 B>G:8 7>@C 157?5:8 ;>:0;P=>W <5@56V.  

+5@38 28:>@8AB>2CNBPAO 4;O >1<565==O V ?@V>@5B870FVO B@0DV:C: 
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ý "1<565==O H284:>ABV ?5@540GV 40=8E 4;O ?52=8E IP-04@5A, ?V4<5@56, 

?@>B>:>;V2, ?>@BV2 V 70 V=H8<8 ?0@0<5B@0<8; 

ý "1<565==O ?V@V=3>2>3> (peer-to-peer, p2p) B@0DV:C; 

ý #@V>@5B870FVO ?52=8E ?>B>:V2 ?0:5BV2 =04 V=H8<8; 

ý !0AB@>9:0 "281CE>2>3>" (burst) @568<C ?@>E>4C B@0DV:C 4;O 

?@8A:>@5==O 251-A5@DV=3C; 

ý �0AB>AC20==O @V7=8E >1<565=P ?> G0AC; 

ý $>7?>4V; 4>ABC?=>3> B@0DV:C ?>@V2=C <V6 :>@8ABC20G0<8 01> 2 

70;56=>ABV 2V4 7020=B065==O :0=0;C. 

 

 

$8AC=>: 3.8 - �>72V; =0 ?@>E>465==O ?0:5BV2 New 7 ;>:0;P=>W <5@56V 

  

"@30=V70FVO G5@3 2 MikroTik RouterOS 70A=>20=0 =0 Hierarchical Token 

Bucket (HTB, �T@0@EVG=89 �CD5@ B>:5=V). HTB 4>72>;OT AB2>@8B8 VT@0@EVG=C 

AB@C:BC@C G5@3 V 7040B8 70;56=>ABV <V6 =8<8. ' RouterOS FV VT@0@EVG=V 

AB@C:BC@8 <>6CBP 1CB8 @>7<VI5=V 2 4 @V7=8E <VAFOE. "19T:B global-in: >1'T4=CT 2 

A>1V 2AV 2EV4=V V=B5@D59A8 2 FV;><C (2EV4=>W G5@38). +5@38, @>7<VI5=V 2 global-in, 



 

�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 
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70AB>A>2CNBPAO 4> >B@8<0=>3> <0@H@CB870B>@>< B@0DV:C I5 4> ?0:5B=>W 

DV;PB@0FVW. "19T:B global-out: >1'T4=CT 2 A>1V 2AV 28EV4=V V=B5@D59A8 2 FV;><C 

(28EV4=8E G5@3C). "19T:B global-total: >1'T4=CT 2 A>1V 2AV 2EV4=V V 28EV4=V 

V=B5@D59A8 @07>< (V=H8<8 A;>20<8, T 03@530FVO global-in V global-out). 

�8:>@8AB>2CTBPAO 2 @07V, :>;8 :>@8ABC20G0< 2AB0=>2;5=> T48=5 >1<565==O 2 

>1>E =0?@O<:0E: O: 28EV4=>3>, B0: V 2EV4=>3> B@0DV:C. <V<'O V=B5@D59AC>: T >48= 

:>=:@5B=89 28EV4=89 V=B5@D59A. &V;P:8 ?@87=0G5=89 4;O 28E>4C G5@57 40=89 

V=B5@D59A B@0DV: ?@>945 G5@57 FN HTB-G5@3C. 

 �8:>@8AB>2CNG8 <>6;82VABP :5@C20==O B0 =0;0HBC20==O G5@3 <>6=0 

?@V>@5B87C20B8 B@0DV: B0 5D5:B82=> :5@C20==O A<C3>N ?@>?CA:0==O V=B5@D59AC 

@>CB5@0. 

' ?C=:BV <5=N 7040T<> 2EV4=C B0 28EV4=C H284:>ABV 4;O :>6=>3> 

A53<5=BC ;>:0;P=>W <5@56V. #@8:;04 =0;0HBC20==O H284:>ABV :0=0;V2 4;O 

:>6=>3> A53<5=BC ?>:070=> =0 @8AC=:C 3.9. 

 

 

$8AC=>: 3.9 - �>=DV3C@C20==O 2EV4=>3> B0 28EV4=>3> :0=0;V2 4;O 2->W ?V4<5@56V 

  

3.2.2 �=AB@C:FVW 7 107>2>3> =0;0HBC20==O F5=B@0;L=>3> :><CB0B>@0 

 

"?8H5<> ?>A;V4>2=VABP :><0=4, =5>1EV4=8E 4;O :>=DV3C@C20==O 

:><CB0B>@0 2+ @V2=O DV@<8 HP V1910. �0=0 ?>A;V4>2=VABP :><0=4 ?>28==0 

@>718B8 H8@>:><>2=89 4><5= ;>:0;P=>W <5@56V =0 ?V4<5@56V B0 7040B8 107>2C 
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<0@H@CB870FVN <V6 =8<8. &0:>6 =5>1EV4=> 7040B8 <0@H@CB 70 70<>2GC20==O<, 

O:89 1C45 2:07C20B8 =0 <0@H@CB870B>@. 

 #5@5E>48<> 2 ?@82V;59>20=89 @568< @>1>B8 <0@H@CB870B>@0: 

SW_3>enable  

 "G8I0T<> :>=DV3C@0FV9=89 D09; 2V4 @5HB8 =0;0HBC20=P: 

SW_3#erase startup-config  

Configuration will be deleted and device rebooted, continue [y/n]? Y 

 #5@5E>48<> 2 @568< :>=DV3C@C20==O V=B5@D59AV2: 

SW_3#conf t 

SW_3 (config)# 

 %B2>@NT<> 11 A53<5=BV2 ;>:0;P=>W <5@56V (11 2V@BC0;P=8E <5@56): 

1. %53<5=B <5@56V 10.10.1.0/24. 

2. %53<5=B <5@56V 10.10.2.0/24. 

3. %53<5=B <5@56V 10.10.3.0/24. 

4. %53<5=B <5@56V 10.10.4 .0/24. 

5. %53<5=B <5@56V 10.10.5.0/24. 

6. %53<5=B <5@56V 10.10.6.0/24. 

7. %53<5=B <5@56V 10.10.7.0/24. 

8. %53<5=B <5@56V 10.10.8.0/24. 

9. %53<5=B <5@56V 10.10.9.0/24. 

10. %53<5=B <5@56V 10.10.10.0/24. 

11. %53<5=B <5@56V 10.10.11.0/24. 

SW_3 (config)#vlan 101  

SW_3 (config)#vlan 102 

SW_3 (config)#vlan 103 

SW_3 (config)#vlan 104 

SW_3 (config)#vlan 105 

SW_3 (config)#vlan 106 

SW_3 (config)#vlan 107 
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SW_3 (config)#vlan 108 

SW_3 (config)#vlan 109 

SW_3 (config)#vlan 110 

SW_3 (config)#vlan 111 

 �:;NG0T<> <0@H@CB870FVN <V6 =8<8: 

SW_3 (config)#ip routing 

 �040T<> <0@H@CB 70 70<>2GC20==O< =0 <0@H@CB870B>@ Mikrotik 7 04@5A>N 

10.10.11.2/24: 

SW_3 (config)#ip route 0.0.0.0/0 10.10.11.2 

 �040<> V<9O :>6=V9 ?V4<5@56V B0 �$-04@5AC, 2:065<> B0:>6 ?>@B8 

:><CB0B>@0, O:V 2E>4OBP C vlan: 

SW_3 (config)#vlan111  

SW_3 (vlan-111)#name subnet11 

SW_3 (vlan-111)#ip address 10.10.11.0/24 

SW_3 (vlan-111)#untaged 1,2 

 �8:>=0T<> 28I5 >?8A0=V =0AB@>9:8 4;O 2AVE V=H8E A53<5=BV2 <5@56V: 

SW_3 (config)#vlan101  

SW_3 (vlan-101)#name subnet1 

SW_3 (vlan-101)#ip address 10.10.1.0/24 

SW_3 (vlan-101)#taged 3 

SW_3 (config)#vlan102  

SW_3 (vlan-102)#name subnet2 

SW_3 (vlan-102)#ip address 10.10.2.0/24 

SW_3 (vlan-102)#taged 3 

SW_3 (config)#vlan103  

SW_3 (vlan-103)#name subnet3 

SW_3 (vlan-103)#ip address 10.10.3.0/24 

SW_3 (vlan-103)#taged 3 

SW_3 (config)#vlan104  
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SW_3 (vlan-104)#name subnet4 

SW_3 (vlan-104)#ip address 10.10.4.0/24 

SW_3 (vlan-104)#taged 4 

SW_3 (config)#vlan105  

SW_3 (vlan-105)#name subnet5 

SW_3 (vlan-105)#ip address 10.10.5.0/24 

SW_3 (vlan-105)#taged 4 

SW_3 (config)#vlan106  

SW_3 (vlan-106)#name subnet6 

SW_3 (vlan-106)#ip address 10.10.6.0/24 

SW_3 (vlan-106)#untaged 5,6,7,8 

SW_3 (config)#vlan107  

SW_3 (vlan-107)#name subnet7 

SW_3 (vlan-107)#ip address 10.10.7.0/24 

SW_3 (vlan-107)#untaged 9,10,11,12,13 

SW_3 (config)#vlan108  

SW_3 (vlan-108)#name subnet8 

SW_3 (vlan-108)#ip address 10.10.8.0/24 

SW_3 (vlan-108)#untaged 14 

SW_3 (config)#vlan109  

SW_3 (vlan-109)#name subnet9 

SW_3 (vlan-109)#ip address 10.10.9.0/24 

SW_3 (vlan-109)#untaged 15 

SW_3 (config)#vlan110  

SW_3 (vlan-110)#name subnet10 

SW_3 (vlan-110)#ip address 10.10.10.0/24 

SW_3 (vlan-110)#untaged 16 

 !0 :><CB0B>@0E @>1>G8E 3@C? SW_1 B0 SW_2 AB2>@NT<> 2V4?>2V4=> 

2V@BC0;P=V <5@56V vlan101, vlan102, vlan103, vlan104, vlan105, vlan106, vlan107, 
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vlan108, vlan109, vlan 110 B0 2:07CT<>, O:V ?>@B8 4> =8E =0;560BP. &0:>6 

=5>1EV4=> 7040B8 B@0=:>2V ?>@B8 (16-89 ?>@B :>6=>3> 7 :><CB0B>@V2 @>1>G8E 

3@C?). 

 #VA;O :>=DV3C@C20==O 2V@BC0;P=8E <5@56 ?5@52V@OT<> WE ?@0F5740B=VABP 

:><0=4>N ping (1C4CBP ?5@52V@OB8AO 4>ABC?=VABP 2C7;V2 2 <560E ?V4<5@56V B0 

<V6 ?V4<5@560<8). 

 

3.2.3 �=AB@C:FVW 7 =0;0HBC20==O :><CB0B>@V2 @>1>G8E 3@C? 

 

!0 :><CB0B>@0E sw1, sw2 ?>B@V1=> =0;0HBC20B8 2V@BC0;P=V <5@56V 73V4=> 

B01;8FV A2 «&01;8FO :>=DV3C@C20==O VLAN» 4>40B:C �. � O:>ABV :><CB0B>@V2 

28:>@8AB0=> <>45;P D-link DGS-1216T. 

�;O =0;0HBC20==O 2V@BC0;P=8E <5@56 ?>B@V1=> C ?C=:BV <5=N 

Configuration 281@0B8 802.1Q VLAN.  ' 40=><C @>74V;V ?>B@V1=> 281@0B8 

:><0=4C Add VID B0 2:070B8 =><5@ VLAN, 9>3> =072C B0 2V4<VB8B8 ?>@B8, O:V 

1C4CBP 2E>48B8 C VLAN V 4> O:8E 1C4CBP ?V4:;NG0B8AO @>1>GV AB0=FVW C @568<V 

Untagged. ' :>6=V9 7 AB2>@5=8E VLAN ?>B@V1=> B0:>6 2V4<VB8B8 >48= V7 ?>@BV2 

2 @568<V Trunk. 

 

3.3 �=AB@C:FVO  7  28:>@8AB0==O B5AB>28E =01>@V2 B0  B5AB>28E 
?@>3@0< 

 

' 40=><C @>74V;V @>73;O=CB> 4V03=>AB8:C <>6;828E ?@>1;5< 2 @>1>BV 

<5@56V 70A>10<8 CB8;VB "% Windows. 

#>G=5<> 7 DV78G=>3> @V2=O. "A:V;P:8 40=89 @V25=P ?5@5410G0T 

28:>@8AB0==O :015;V2, @>79T<V2 B> BCB <>6;82V B0:V 2848 =5A?@02=>AB59: 

1. �V4ACB=VABP DV78G=>3> 729O7:C <V6 #� 01> <V6 #� B0 :><CB0B>@><. *O 

=5A?@02=VABP <>65 1CB8 28:;8:0=0 =5?@028;P=8< ?V49T4=0==O :015;N 01> 9>3> 

>1@82><. �0=0 =5A?@02=VABP CAC20TBPAO ?5@52V@:>N :>@5:B=>ABV DV78G=>3> 
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?V49T4=0==O @>79T<V2 4> <5@5652>W ?;0B8. /:I> :015;P ?V49T4=0=> 4> #�, B> 2 

?0=5;V A8AB5<=8E V=48:0B>@V2 703>@OBPAO ?V:B>3@0<8 2->E #�.  

/:I> 2>=8 ?5@5:@5A;5=V G5@2>=8< 7=0G:>< B> F5 A2V4G8BP ?@> 2V4ACB=VABP 

DV78G=>3> :>=B0:BC. 

&5ABC20==O T 7025@H0;P=8< 5B0?>< ?@>5:BC20==O :><?9NB5@=>W <5@56V. 

&5ABC20==N 1C45 ?V4;O30B8 :015;P=V A53<5=B8 ;>:0;P=>W <5@56V, 157?@>2V4=V 

A53<5=B8 <5@56V, :>=DV3C@0FVO <5@5652>3> >1;04=0==O B0 :>=DV3C@0FVO 

A5@25@V2. 

�A=CT :V;P:0 CB8;VB, O:V <>6=0 28:>@8AB>2C20B8 4;O B5ABC20==O @>1>B8 

;>:0;P=>W <5@56V. "AP :V;P:0 7 =8E [9]: 

ý Ping: FO CB8;VB0 4>72>;OT ?5@52V@8B8 4>ABC?=VABP V G0A 2V4?>2V4V =0 

V=H8E :><?'NB5@0E 2 <5@56V. Ping 2V4?@02;OT 70?8B =0 V=H89 :><?'NB5@ V >GV:CT 

2V4?>2V4V. /:I> 2V4?>2V4P =04E>48BP, <>6=0 ?@8?CAB8B8, I> 7'T4=0==O <V6 

42><0 :><?'NB5@0<8 ?@0FNT. 

ý Traceroute: FO CB8;VB0 4>72>;OT 2V4AB56C20B8 <0@H@CB, O:89 40=89 

70?8B ?@>E>48BP 2 <5@56V, 2V4 :><?'NB5@0 2V4?@02=8:0 4> :><?'NB5@0 

>45@6C20G0. *5 4>72>;OT 28O28B8 <>6;82V B>G:8 =5?>;04>: =0 H;OEC <V6 

:><?'NB5@0<8. 

ý Netstat: FO CB8;VB0 4>72>;OT ?5@52V@8B8 AB0BCA 7'T4=0=P <V6 

:><?'NB5@0<8 2 <5@56V, 2:;NG0NG8 2V4:@8BV ?>@B8 B0 V=D>@<0FVN ?@> 

7'T4=0==O. 

ý Nmap: FO CB8;VB0 4>72>;OT A:0=C20B8 <5@56C =0 =0O2=VABP 0:B82=8E 

:><?'NB5@V2 B0 2V4:@8B8E ?>@BV2. �>=0 B0:>6 <>65 4>?><>3B8 7=09B8 <>6;82V 

C@07;82>ABV 2 <5@5652V9 V=D@0AB@C:BC@V. 

ý Wireshark: FO CB8;VB0 4>72>;OT ?5@5E>?;N20B8 V 0=0;V7C20B8 <5@565289 

B@0DV:. �>=0 <>65 4>?><>3B8 7=09B8 ?@>1;5<8 7 <5@56528< 7'T4=0==O<, B0:V O: 

70B@8<:8, ?0:5B=V 2B@0B8, ?><8;:8 V B.4. 
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ý iperf: FO CB8;VB0 4>72>;OT 28<V@N20B8 H284:VABP ?5@540GV 40=8E <V6 

42><0 :><?'NB5@0<8 2 <5@56V. 

*V CB8;VB8 <>6CBP 1CB8 :>@8A=8<8 4;O 2AB0=>2;5==O B0 4V03=>AB8:8 

?@>1;5< 7 <5@56528< 7'T4=0==O< <V6 :><?'NB5@0<8 2 ;>:0;P=V9 <5@56V.  

"4=8< 7 ?@8:;04V2 28:>@8AB0==O CB8;VB8 nmap 4;O B5ABC20==O ;>:0;P=>W 

<5@56V <>65 1CB8 A:0=C20==O <5@56V =0 =0O2=VABP 0:B82=8E :><?'NB5@V2 B0 

2V4:@8B8E ?>@BV2. !0?@8:;04, 4;O A:0=C20==O ;>:0;P=>W <5@56V =0 =0O2=VABP 

0:B82=8E :><?'NB5@V2 <>6=0 28:>@8AB>2C20B8 =0ABC?=C :><0=4C: 

nmap -sn 192.168.0.0/24 

' FV9 :><0=4V ?0@0<5B@ -sn 2:07CT nmap =0 B5, I>1 28:>=0B8 A:0=C20==O, 

=5 28:>@8AB>2CNG8 ?>@B8, 0 ?0@0<5B@ 192.168.0.0/24 2:07CT =0 4V0?07>= IP-

04@5A, O:V <0NBP 1CB8 ?@>A:0=>20=V. *O :><0=40 ?@>A:0=CT 2AN <5@56C 7 IP-

04@5A0<8 2V4 192.168.0.1 4> 192.168.0.254 V 282545 A?8A>: 0:B82=8E 

:><?'NB5@V2. 

�@V< B>3>, nmap <>6=0 28:>@8AB>2C20B8 4;O A:0=C20==O 2V4:@8B8E ?>@BV2 

=0 :><?'NB5@0E 2 <5@56V. !0?@8:;04, 4;O A:0=C20==O 2V4:@8B8E ?>@BV2 =0 

>4=><C :>=:@5B=><C :><?'NB5@V <>6=0 28:>@8AB0B8 =0ABC?=C :><0=4C: 

nmap -p- 192.168.0.100 

' FV9 :><0=4V ?0@0<5B@ -p- 2:07CT nmap =0 B5, I>1 A:0=C20B8 2AV ?>@B8 =0 

:><?'NB5@V 7 IP-04@5A>N 192.168.0.100. $57C;PB0B>< 1C45 A?8A>: 2V4:@8B8E 

?>@BV2 =0 FP><C :><?'NB5@V. 

Ping - F5 >4=0 7 =09?>H8@5=VH8E CB8;VB 4;O B5ABC20==O @>1>B8 ;>:0;P=>W 

<5@56V. �>=0 4>72>;OT ?5@52V@8B8, G8 4>ABC?=V :><?'NB5@8 B0 ?@8AB@>W 2 

<5@56V, V 28O28B8 <>6;82V ?@>1;5<8 7 ?V4:;NG5==O< [9]. 

!0?@8:;04, 4;O B5ABC20==O 7'T4=0==O 7V A?5F8DVG=8< :><?'NB5@>< C 

;>:0;P=V9 <5@56V <>6=0 28:>@8AB0B8 :><0=4C Ping 7 2V4?>2V4=8< IP-04@5A>N: 

ping 192.168.1.100 

' 2V4?>2V4P =0 FN :><0=4C ping 2V4?@02;OT ?0:5B8 40=8E 4> 7040=>W IP-

04@5A8 B0 >GV:CT 2V4?>2V4V 2V4 ?@8AB@>N. /:I> ?V4:;NG5==O ?@0FNT ?@028;P=>, 
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B> 2V4?>2V4P ?>28==0 1CB8 CA?VH=>N V 707=0G0B8 G0A, O:89 709=O;> ?>25@=5==O 

?0:5BV2. ' @07V, O:I> 2V4?>2V4P =5 =04E>48BP, F5 <>65 2:07C20B8 =0 ?@>1;5<8 7V 

7'T4=0==O< 01> ?@>1;5<8 7 =0AB@>9:>N <5@56V. 

&0:>6, 4;O B5ABC20==O 4>ABC?=>ABV 2AVE :><?'NB5@V2 2 <5@56V <>6=0 

28:>@8AB0B8 :><0=4C ping 7 ?0@0<5B@>< -b: 

ping -b 192.168.1.255 

*O :><0=40 2V4?@02;OT ping-70?8B =0 2AV 04@5A8 2 <5@56V, O:V 

70:V=GCNBPAO =0 .255, I> 4>72>;OT ?5@52V@8B8 4>ABC?=VABP 2AVE :><?'NB5@V2 2 

<5@56V. 

�06;82> ?0<'OB0B8, I> 4;O CA?VH=>3> 28:>=0==O :><0=48 Ping, 

:><?'NB5@, 7 O:>3> 2>=0 28:>=CTBPAO, ?>28=5= <0B8 ?V4:;NG5==O 4> <5@56V, 0 

B0:>6 1CB8 2 BV9 65 <5@56V, I> 9 ?@8AB@V9, =0 O:89 2V4?@02;OTBPAO 70?8B Ping. 

 

3.4 �=AB@C:FVW ?> =0;0HBC20==N 70A>1V2 70E8ABC <5@56V 
 

�;O 70E8ABC �"  1C45 28:>@8AB0=> D09@2>; iptables T 107>28< 

D09@2>;>< "% RouterOS <0@H@CB870B>@0 Mikrotik. #@028;0 DV;PB@0FVW 

?5@5410G0NBP DV;PB@C20==O B0:>3> B@0DV:C: 

ý ICMP-B@0DV:, O:89 945 7 <5@56V �=B5@=5B 4> <0@H@CB870B>@0; 

ý �01>@>=0 ?>HB>2>3> B@0DV:C (SMTP 25 ?>@B) 7 ;>:0;P=>W <5@56V 2 

<5@56C �=B5@=5B. 

ý �>72V; =0 28:>@8AB0==O ?>@BV2: 80, 443, 110. 

ý �>72V; ?@>E>465==O B@0DV:C, O:89 T 2V4?>2V44N =0 265 V=VFV9>20=V 

79T4=0==O 7 1>:C :;VT=BV2 ;>:0;P=>W <5@56V.  

  

3.5 �=AB@C:FVO  7 5:A?;C0B0FVW B0 <>=VB>@8=3C  2 <5@56V 

  

  >=VB>@8=3 <5@56V T 206;828< 5;5<5=B><, O:89 4>72>;OT H284:> 

287=0G8B8 B0 CAC=CB8 =5A?@02=VABP =5 ?@872>4OG8 4> ?@>AB>W2, 2B@0B :;VT=BV2, 
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VB4. �;O <>=VB>@8=3C <5@56V <>6=0 28:>@8AB0B8 =0ABC?=V ?@>3@0<=V @VH5==O: 

Prometheus (71V@ <5B@8:, 0:C<C;N20==O WE B0 70?8A C 2;0A=V 107V 40=8E 7 

?@829O7C20==O< 4> 2V4?>2V4=8E G0A>28E <VB>:), Grafana (2V7C0;V70FVO 

>B@8<0=8E <5B@8: 70 ?52=89 ?5@V>4 G0AC 28:>@8AB>2CNG8 @V7=V DC=:FVW 

03@530FVW 40=8E).  

�:A?;C0B0FVO �"  1C45 ?5@5410G0B8 28:>@8AB0==O 4>:C<5=B0FVW, 

V=AB@C:FV9 7 =0;0HBC20==O 2C7;V2 <5@56V, B01;8FV �$-04@5A, DV78G=>W, ;>3VG=>W 

B>?>;>3V9.  

  

3.6 �>45;N20==O @>1>B8 ;>:0;L=>W <5@56V 
  

$>73;O=5<> <>45;N20==O @>1>B8 ;>:0;P=>W <5@56V B@0=A?>@B=>W 

:><?0=VW «�;>10; &@0=A &» 70A>10<8 ?@>3@0<8 Cisco Packet Tracer 6.0.  5B>N 

<>45;N20==O 1C45 ?5@52V@:0 729O7:C <V6 F5=B@0;P=8< :><CB0B>@>< SW_3 B0 

<0@H@CB870B>@>< R_1. 

%?>G0B:C =5>1EV4=> A:>=DV3C@C20B8 >?8A0=V 2C7;8 ;>:0;P=>W <5@56V. 

�;O :>=DV3C@C20==O <0@H@CB870B>@0 R_1 ?>B@V1=> 28:>=0B8 =0ABC?=C 

?>A;V4>2=VABP :><0=4: 

Continue with configuration dialog? [yes/no]: no 

Press RETURN to get started! 

Router> 

Router>enable  

Router#configure terminal 

Enter configuration commands, one per line.  End with CNTL/Z. 

Router(config)#hostname R1 

R1(config)#interface fastethernet 0/0 

R1(config-if)#ip address 10.10.11.2 255.255.255.0 

R1(config-if)#no shutdown 

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up 
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed 

state to up 

R1(config-if)# 

%SYS-5-CONFIG_I: Configured from console by console  

  

 

$8AC=>: 3.10 - �>3VG=0 B>?>;>3VO ;>:0;P=>W <5@56V  

 

 !0 @8AC=:C 3.10 =02545=> A?@>5:B>20=C ;>3VG=C B>?>;>3VN B@0=A?>@B=>W 

:><?0=VW «�;>10; &@0=A &». �8:>@8AB>2CNG8 40=V B01;8FV �$-04@5A 2C7;V2 

;>:0;P=>W <5@56V A:>=DV3C@CT<> 3>;>2=89 :><CB0B>@. �;O ?5@52V@:8 729O7:C 

<V6 3>;>2=89 :><CB0B>@>< B0 <0@H@CB870B>@>< 28:>=0T<> :><0=4C ping 7 

<0@H@CB870B>@0 =0 �$-04@5AC :><CB0B>@0: 

R1#ping 10.10.12.3 

Type escape sequence to abort. 

Sending 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds: 

!!!!! 
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Success rate is 100 percent (5/5), round-trip min/avg/max = 4/23/32 ms 

 &0:8< G8=>< <>6=0 7@>18B8 28A=>2>: ?@> ?@028;P=VABP =0;0HBC20=P 

<5@565=>3> >1;04=0==O. 
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4 �������'��� $����� 

 

�9FBN 9>BAB@VKABW K4EF<A< >64?VHV>4JV=ABW DB5BF< T ;8V=EA9AAO 

9>BAB@VKA<I DB;D4IGA>V6, ECDO@B64A<I A4 6<;A4K9AAO 9>BAB@VKABW 

9H9>F<6ABEFV DB;DB5>< >B@C9NF9DABW @9D9:V 8?O FD4AECBDFABW >B@C4AVW 

«�?B54? "D4AE "» V CD<=AOFFO DVL9AAO CDB WW CB84?LL9 6CDB648:9AAO 6 DB5BFG.  

 

4.1 �87=4G9==O AB48V9 B9E=>;>7VG=>7> ?@>F9AC B4 7474;L=>W 
B@864;>ABV ?@>6989==O ��$ 

 

�?O 6<;A4K9AAO ;474?LABW FD<64?BEFV CDB6989AAO ��  84AV 6<FD4F K4EG CB 

B>D9@<I BC9D4JVOI F9IAB?B7VKAB7B CDBJ9EG ;6B8OFLEO  G F45?<JN 4.1. 

 

"45?<JO 4.1 - !9D98AV= K4E 6<>BA4AAO ��  F4 EF48V= F9IAB?B7VKAB7B 

CDBJ9EG 

7 

C/C 
�4;64 EF48VW �<>BA469JL 

!9D98AV= K4E 

6<>BA4AAO 

BC9D4JVW, 7B8. 

1 
�BEF4AB6>4 ;484KV F4 ;5VD 

VAHBD@4JVW CDB B59T>F 
�9DV6A<> CDB9>FG 9 

2  B;DB5>4 CDB9>FG �A:9A9D 10 

3 �4F69D8:9AAO CDB9>FG �9DV6A<> CDB9>FG 1 

4 �BAF4: @9D9:V "9IAV>  31 

5 

�4?47B8:9AAO @9D9:V F4 

EF6BD9AAO F9IAVKABW 

8B>G@9AF4JVW 

�A:9A9D 10 

 4;B@ 61 
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!G@4DA<= K4E 6<>BA4AAO BC9D4JV= F9IAB?B7VKAB7B CDBJ9EG, O>V 5G8GFL 

6<>BAG64F<EL 8?O CDB9>FG64AAO ?B>4?LABW @9D9:V 8?O FD4AECBDFABW >B@C4AVW 

«�?B54? "D4AE "» E>?484T  61 7B8<AG. 

  

4.2 �87=4G9==O 68B@4B =4 >?;4BC ?@4FV B4 6V8@4EC64=L =4 A>FV4;L=V 
74E>88 

 

�C?4F4 CD4JV - 7DBLB6<= 6<D4; 64DFBEFV V JVA< DB5BKBW E<?<, O><= 

6<EFGC4T G HBD@V 5G8L-O>B7B ;4DB5VF>G, 6<C?4K9AB7B >9DV6A<>B@ CV8CD<T@EF64 

A4=@4AB@G CD4JV6A<>B6V ;4 6<>BA4AG DB5BFG. 

�4DB5VFA4 C?4F4 CD4JV6A<>4 ;4?9:<FL 6V8 >VAJ96<I D9;G?LF4FV6 =B7B 

DB5BF<, D97G?NTFLEO CB84F>4@< V @4>E<@4?LA<@< DB;@VD4@< A9 B5@9:GTFLEO. 

�EAB6A4 ;4DB5VFA4 C?4F4 DB;D4IB6GTFLEO ;4 HBD@G?BN:  

�BEA.="E ÷ �7 , (4.1) 

 

89 "E 3 F4D<HA4 EF46>4, 7DA.; 

          �7 3 >V?L>VEFL 6V8CD4JLB64A<I 7B8<A. 

 9>B@9A8B64AV F4D<HAV EF46><: >9DV6A<> CDB9>FG 3 76 7DA./7B8., VA:9A9D 3 

66 7DA./7B8., F9IAV> 3 61 7DA./7B8.  

�F:9, BEAB6A4 ;4DB5VFA4 C?4F4 8?O: 

1. �9DV6A<> CDB9>FG - �BEA1 = 10 ; 76 = 760 7DA. 

2. �A:9A9D - �BEA2 = 20 ; 66 = 1320 7DA. 

3. "9IAV> - �BEA3 = 30 ; 61 = 1891 7DA. 

!G@4DA4 BEAB6A4 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�BEA = 760 + 1320 + 1891 = 3971,00 7DA. 

�B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL 10 3 15 % 6V8 EG@< BEAB6ABW 

;4DB5VFABW C?4F< F4 B5K<E?NTFLEO ;4 HBD@G?BN 4.2. 

�8B8.=�BEA.÷ �8BC?. , (4.2) 
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89  �8BC?. 3 >B9HVJVTAF 8B84F>B6<I 6<C?4F CD4JV6A<>4@: 0,1 3 0,15.   

 �F:9, 8B84F>B64 ;4DB5VFA4 C?4F4 CB >4F97BDVOI CD4JV6A<>V6 EF4AB6<FL: 

1. �9DV6A<> CDB9>FG - �8B81= 760 ; 0,15 = 114,00 7DA. 

2. �A:9A9D - �8B82 = 1320 ; 0,15 = 198,00 7DA. 

3. "9IAV> - �8B83 = 1891 ; 0,15 = 283,65 7DA. 

�474?LA4 8B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�8B8 = 114,00+198,00+283,65 = 595,65 7DA. 

 

�6V8E< ;474?LAV 6<FD4F< A4 BC?4FG CD4JV DB;D4IB6GNFLEO ;4 HBD@G?BN 4.3: 

�B.C.=�BEA.+�8B8. , (4.3) 

 

�B.C=3971,00+595,65 = 4566,65 7DA 

�9B5IV8AB 6<;A4K<F< 6V8D4IG64AAO A4 EBJV4?LAV ;4IB8<: 

1. $BA8 EFD4IG64AAO A4 6<C48B> 59;DB5VFFO 3 1,6 %;  

2. $BA8 CB F<@K4EB6V= 6FD4FV CD4J9;84FABEFV 3 1,4 %; 

3. �9AEV=A<= HBA8 3 33,2 %; 

4. �A9E>< A4 EFD4IG64AAO 6V8 A9M4EAB7B 6<C48>G A4 6<DB5A<JF6V F4 

CDBH9EV=AB7B ;4I6BDN64AAO  - 1,4%. 

�474?LA4 EG@4 ;4;A4K9A<I 6V8D4IG64AL EF4AB6<FL 37,6 %.  

�F:9, EG@4 6V8D4IG64AL A4 EBJV4?LAV ;4IB8< 5G89 EF4AB6<F<: 

�E.7.= $�� ÷ 0,376,                (4.4) 

 

89 $�� 3 HBA8 BC?4F< CD4JV, 7DA. 

�E.7.= 4566,65 ; 0,376 = 1717,06 7DA. 

 

�DB6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV ;6989@B G F45?<JN 4.2. 
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"45?<JO 4.2 - �6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV  

7 

C/C 

�4F97BDVO 

CD4J. 

�EAB6A4 ;4DB5VFA4 C?4F4, 

7DA. �B84F>. 

;4DB5. 

C?4F4, 

7DA. 

�4D4IG6. 

A4 $��, 

7DA. 

�ELB7B 

6<FD4F< 

A4 BC?4FG 

CD4JV, 

7DA. 

 

"4D<H. 

EF46>4, 

7DA. 

�-EFL 

6V8CD. 

7B8. 

$4>F. 

A4D4I. 

;/C?., 7DA. 

1 �9DV6A<> 

CDB9>FG 

76 10 760 114,00 - - 

2 �A:9A9D 66 20 1320 198,00 - - 

3 "9IAV> 61 31 1891 283,65 - - 

 4;B@ 3971,00 595,65 4566,65 6283,71 

 

�F:9, ;474?LAV 6<FD4F< A4 BC?4FG CD4JV EF4AB6?OFL 6283,71 7DA. 

 

4.3 $>7@4EC=>: <4B9@V4;L=8E 68B@4B 

 

�4F9DV4?LAV 6<FD4F< 6<;A4K4NFLEO O> 8B5GFB> >V?L>BEFV 6<FD4K9A<I 

@4F9DV4?V6 F4 WI JVA< (HBD@G?4 4.5): 

��V = qi ; pi (4.5) 

 

89 qi 3 >V?L>VEFL 6<FD4K9AB7B @4F9DV4?G V-7B 6<8G; 

      DV 3 JVA4 @4F9DV4?G V-7B 6<8G.   

�6V8E<, ;474?LAV @4F9DV4?LAV 6<FD4F< @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.6: 

�@.6. = 3 ��V (4.6) 

 

�DB6989AV DB;D4IGA>< ;4A9E9@B G F45?<JN 4.3. 
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"45?<JO 4.3 - �6989AV DB;D4IGA>< @4F9DV4?LA<I 6<FD4F  

7 

C/C 

�4;64 9?9@9AFG �B89?L �8. 

6<@. 

�-FL &VA4, 

7DA. 

!G@4, 

7DA. 

1 �459?L UTP >4F. 6 @ 500 16 8000 

2  B;'T@< RJ-45 LF 150 1,4 210 

3 �B@GF4FBD HP V1910-24G LF 1 13400 13400 

4 �B@GF4FBD D-link DGS-1216T LF 2 3400 6800 

5 !9D69D HP Proliant DL60 LF 1 36700 36700 

6 �4DLDGF<;4FBD Mikrotik  RB/1100 LF 1 12300 12300 

7 �B@GF4JV=A4 L4H4 24U LF 1 23600 23600 

8 �4FKC4A9?L 24 CBDF< LF 1 4560 4560 

9 �4FKC4A9?L 16 CBDFV6 LF 2 3000 6000 

10 �BDB5  - @ 90 97 8730 

11 �9D9:964 DB;9F>4 �4F. 6 LF 37 206 7622 

12 �B8B6:G64KV 220� - LF 3 200 600 

13 ��� Newell Thor U2000 LF 1 11000 11000 

 

�474?LA4 EG@4 @4F9DV4?LA<I 6<FD4F A4 DB;DB5>G @9D9:V EF4AB6<FL      

139522,00 7DA.  

 

4.4 $>7@4EC=>: 68B@4B =4 9;9:B@>9=9@7VN  
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[%8=4@>< 70?9OAB=>3> :0=0;C (:0@?0;L=89 BC=5;L=89 A8=4@>< 01> BC=5;L 

�0@?0;O)]. %8=4@>< RS� (E@>=VG=5 @>7BO3=5==O 729O7>:) 3 F5 ?>H:>465==O, I> 

28=8:0T 2 @57C;LB0BV ?>ABV9=>3> =0?@C65==O <9O7V2 :8AB59 @C: O: @57C;LB0B 

=5?@028;L=> >1;04=0=>3> 7 ?>3;O4C 5@3>=><V:8 @>1>G>3> <VAFO :>@8ABC20G0 #�. 

&5 E@>=VG=5 70E2>@N20==O <>65 =5?><VB=> @>72820B8AO ?@>BO3>< 

45:V;L:>E @>:V2. &0:V ?5@520=B065==O ?@872>4OBL 4> ?5@5=0?@C65==O 2AVTW 

<9O7>2>W A8AB5<8 ;N48=8. !091V;LH =5157?5G=8< T B5, I> 2=0A;V4>: 

:>=F5=B@0FVW C2038 =0 5:@0=V <>=VB>@0 ?@8BC?;NTBLAO A2>TG0A=5 ?>?5@5465==O 

?@> 1>;V, O:V T B@82>6=8< A83=0;>< 4;O BV;0. �0E2>@N20==O @C: V :8AB59 @C: 

A?>AB5@V30TBLAO C ?@0FNNG8E 70 #� C 7-12 @07V2 G0ABVH5, =V6 C V=H8E, V 4>A8BL 

G0AB> ?><8;:>2> 4V03=>ABCTBLAO O: 70?0;5==O ACE>68;L [5].  

'0AB> 28=8:0NBL ?>@CH5==O, ?>29O70=V 7V AB@5A>28<8 A8BC0FVO<8 B0 

=5@2>2>5<>FV9=8< =020=B065==O< $>1>B0 70 #� 3 F5 @>1>B0 7 >A>1;82> 

2V4GCB=>N <>=>B>==VABN: 1V;LH5 =V6 600 >4=0:>28E 4V9 C?@>4>26 75 % 

@>1>G>3> G0AC 70 1 3>48=C.  

 >=>B>==VABL @>1>B8, =5 5@3>=><VG=VABL @>1>G>3> <VAFO B0 

5;5:B@><03=VB=V 28?@><V=N20==O ?@872>4OBL 4> 70E2>@N20=L 7030;L=>-

=52@>B8G=>3> E0@0:B5@C C 283;O4V ?V428I5=>W 7030;L=>W  2B><8, 3>;>2=>3> 1>;N, 

2V4GCBBO 206:>ABV 3>;>28, ?>30=>3> A=C. %BV9:V =5@2>2>-?A8EVG=V ?>@CH5==O C 

283;O4V ?V428I5=>W @>74@0B>20=>ABV, 2V4GCBBO =5A?>:>N, <5BCH;82>ABV 

(71C465=89 B8?), 45?@5A82=8E AB0=V2, 7030;L=>W A:CB>ABV 2 @>1>BV, 7<5=H5==O 

H284:>ABV @50:FV9 (30;L<V2=89 B8?), 9<>2V@=>, 28:;8:0=V 5;5:B@><03=VB=8<8 

E28;O<8, O:V 28?@><V=NT #� V <>=VB>@.  

�65@5;0<8 5;5:B@><03=VB=8E 28?@><V=N20=L ?@8 @>1>BV 7 #�  T <5@56V 

682;5==O (G0AB>B0 50 �F), A8AB5<0 @O4:>2>3> @>73>@=5==O (2-400 :�F), 1;>:8 
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<>4C;OFVW ;075@V2 (5-10  �F) V B.4. 

�C;> 2AB0=>2;5=>, I> 28?@><V=N20==O =87L:>W G0AB>B8, 2 ?5@HC G5@3C, 

=530B82=> 2?;820NBL =0 F5=B@0;L=C =5@2>2C A8AB5<C, 28:;8:0NG8 3>;>2=V 1>;V, 

70?0<>@>G5==O, =C4>BC, 45?@5AVN, 157A>==O, 2V4ACB=VABL 0?5B8BC, 28=8:=5==O 

A8=4@><C AB@5AC, ?@8G><C =5@2>20 A8AB5<0 @503CT =02VBL =0 :>@>B:V 70 

B@820;VABN 2?;82C I>4> A;01:8E ?>;V2 G0AB>B8: 7<V=NTBLAO 3>@<>=0;L=89 AB0= 

>@30=V7<C, ?>@CHCNBLAO 1V>AB@C<8 <>7:C. �A5 F5 2V4>1@060TBLAO =0 ?@>F5A0E 

=02G0==O V 70?0<9OB>2C20==O. 

!87L:>G0AB>B=5 5;5:B@><03=VB=5 ?>;5 <>65 AB0B8 ?@8G8=>N H:V@=8E 

70E2>@N20=L (2C3@>25 28A8?0==O, A51>@>W4=0 5:75<0, @>65289 ;8H09 B>I>), 

E2>@>1 A5@F52>-AC48==>W A8AB5<8 B0 :8H:>2>-H;C=:>2>3> B@0:BC, 2>=> 2?;820T 

=0 1V;V :@>29O=V BV;LFO, I> ?@872>48BL 4> 28=8:=5==O ?CE;8=, C B><C G8A;V 9 

7;>O:VA=8E. 

�?;82 5;5:B@><03=VB=>3> 28?@><V=N20==O =04=87L:8E V =87L:8E G0AB>B =0 

>@30=V7< ;N48=8 282G5=> =54>AB0B=L>, V 4>A;V465==O 2 FL><C =0?@O<:C 

B@820NBL, 0;5 4VO 5;5:B@><03=VB=8E ?>;V2 F8E G0AB>B =0 1V>;>3VG=V >19T:B8, 

>A>1;82> <>7>:, 265 2V4><0 3 2>=0 <>65 1CB8 ?@8G8=>N 1030BL>E A5@9>7=8E 

70E2>@N20=L.  

 

 5.2  $B;D4IGAB> E<EF9@< HFGGAB7B BE6VF?9AAO CD<@VI9AAO, 89 
6EF4AB6?9AV #� 

 

(BCG=5 >A2VB;5==O ?@8<VI5==O 7 @>1>G8<8 <VAFO<8, >1;04=0=8<8 

2V45>B5@<V=0;0<8, �"  7030;L=>3> B0 ?5@A>=0;L=>3> :>@8ABC20==O, <0A 1CB8 

>1;04=0=5 A8AB5<>N 7030;L=>3> @V2=><V@=>3> >A2VB;5==O. ' 28@>1=8G8E B0 

04<V=VAB@0B82=>-3@><04AL:8E ?@8<VI5==OE, 45 ?5@52060NBL @>1>B8 7 

4>:C<5=B0<8, 4>?CA:0TBLAO 26820B8 A8AB5<C :><1V=>20=>3> >A2VB;5==O 

(4>40B:>2> 4> 7030;L=>3> >A2VB;5==O 2AB0=>2;NNBLAO A2VB8;L=8:8 <VAF52>3> 

>A2VB;5==O) [4]. 
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�030;L=5 >A2VB;5==O <0T 1CB8 28:>=0=5 C 283;O4V ACFV;L=8E 01> 

?5@5@82G0AB8E ;V=V9 A2VB8;L=8:V2, I> @>7<VICNBLAO 71>:C 2V4 @>1>G8E <VAFL 

(?5@5206=> 7;V20) ?0@0;5;L=> ;V=VW 7>@C ?@0FV2=8:V2  [4].  

/: 465@5;> A2VB;0 ?@8 HBCG=><C >A2VB;5==V ?>28==V 70AB>A>2C20B8AO, O: 

?@028;>, ;N<V=5AF5=B=V ;0<?8 B8?C ��. #@8 >1;04=0==V 2V4182=>3> 

>A2VB;5==O C 28@>1=8G8E B0 04<V=VAB@0B82=>-3@><04AL:8E ?@8<VI5==OE 

<>6CBL 70AB>A>2C20B8AO <5B0;>30;>35=>2V ;0<?8 ?>BC6=VABN 4> 250 �B. 

�>?CA:0TBLAO C A2VB8;L=8:0E <VAF52>3> >A2VB;5==O 70AB>A>2C20B8 ;0<?8 

@>760@N20==O. 

/A:@02VABL A2VB8;L=8:V2 7030;L=>3> >A2VB;5==O 2 7>=V :CBV2 28-

?@><V=N20==O 2V4 50 3@04 4> 90 3@04 2V4=>A=> 25@B8:0;V 2 ?>4>26=V9 V 

?>?5@5G=V9 ?;>I8=0E ?>28==0 A:;040B8 =5 <5=H5 200 :4/<2, 0 70E8A=89 :CB 

A2VB8;L=8:V2 ?>28=5= 1CB8 =5 1V;LH8< 70 400. 

$>7@0E>2CT<> A8AB5<C 7030;L=>3> @V2=><V@=>3> >A2VB;5==O 

;N<V=5AF5=B=8<8 ;0<?0<8 4;O 28@>1=8G>3> ?@8<VI5==O, 2 O:><C 28:>=CNBLAO 

7>@>2V @>1>B8 28A>:>W B>G=>ABV (���), <V=V<0;L=5 >A2VB;5==O O:>3> AB0=>28BL � = 

200;<. /: A2VB;>2V ?@8AB@>W  ?@89<0T<> A2VB8;L=8:8 B8?C �#"01 (7 42><0 

;0<?0<8). 

$>7<V@8 2V44V;C ?@>5:BC20==O V @>7@>1:8 40=>W :><?0=VW: 4>268=0 0 = 7,8 

<, H8@8=0 b = 7,4 <, 28A>B0 h = 2,8 <. #@8<VI5==O <0T B0:V ?>:07=8:8: :>5DVFVT=B 

2V418BBO ÃAB5;V= 70 %, ÃABV== 50%. 

 �8A>B0 @>1>G8E ?>25@E>=L (AB>;V2) h@ = 0,7 <. "A:V;L:8 A2VB8;L=8:8 

:@V?;OBLAO 4> AB5;V, B> WE 28A>B0 =04 ?V4;>3>N <0965 @V2=0 28A>BV ?@8<VI5==O h0 

= 2,7 <, I> =5 AC?5@5G8BL 28<>30< %!i# 11-4-89, 2V4?>2V4=> 4> O:8E  h0 min = 2,6 

- 4 <. 

�87=0G8<> 28A>BC A2VB8;L=8:0 =04 @>1>G>N ?>25@E=5N:  

 

<hhh p 1,27,08,20 ýýýýý     (5.1) 
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#>:07=8: ?@8<VI5==O V AB0=>28BL: 

 

81,1
)4,78,7(1,2

4,78,7

)(
ý

û÷
÷

ý
û

ý
bah

ab
i    (5.2) 

 

#@8 V = 2 (=091;86G5 4> @>7@0EC=:>2>3> 7=0G5==O V=1,81) B0  ÃAB5;V= 70 %, 

ÃABV== 50% 4;O A2VB8;L=8:0 �#"01 :>5DVFVT=B 28:>@8AB0==O 4>@V2=NT · =54%. &V 

40=V >B@8<0=> 7   B01;8FV 5.2. [4] 

�87=0G8<> =5>1EV4=C :V;L:VABL A2VB8;L=8:V2, 4;O 70157?5G5==O =5>1EV4=>W 

=>@<>20=>W >A2VB;5=>ABV @>1>G8E ?>25@E>=L, O:I> 2V4><>, I> 2 :>6=><C 

A2VB8;L=8:C 2AB0=>2;5=> ?> 42V ;0<?8 ��-40, 0 A2VB;>289 ?>BV: >4=VTW B0:>W 

;0<?8 AB0=>28BL (� = 3200 ;<: 

 

69,5
54,032002

14,15,152,57200

2

3 ý
÷÷

÷÷÷
ýý

ø�$
ZESK

N    (5.3) 

 

#@89<0T<> 6 A2VB8;L=8:8, O:V 4;O 70157?5G5==O @V2=><V@=>ABV >A2VB;5==O 

@>7B0H>2CT<> 2 420 @O48, A8<5B@8G=> 4> ABV=.   

 

$8AC=>: 5.1 -  %E5<0 @>7<VI5==O A2VB8;L=8:V2 
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%2VB8;L=8:8 =5>1EV4=> @>7<VAB8B8 73V4=> @8AC=:C 5.1.  "A:V;L:8 4>268=0 

A2VB8;L=8:0 AB0=>28BL 1<., B> <V6 =8< 1C4CBL @V2=><V@=V ?@><V6:8. &0:8< G8=>< 

A?@>5:B>20=0 A8AB5<0 >A2VB;5==O 7 ;N<V=VAF5=B=8<8 ;0<?0<8 <>65 1CB8 

2AB0=>2;5=0 2 :V<=0BV 2V44V;C ?@>5:BC20==O V @>7@>1:8.  
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� :20;VDV:0FV9=V9 @>1>BV @>7@>1;5=> ?@>5:B ;>:0;P=>W <5@56V AB0=40@BC 

Gigabit Ethernet.  

$>7@>1;5=0 ;>:0;P=0 :><?9NB5@=0 <5@560 2V4?>2V40T ACG0A=8< 28<>30<, 

I> AB02;OBPAO 4> ;>:0;P=8E <5@56 A5@54=VE 70 @>7<V@><. #@8 @>7@>1FV 

2@0E>20=> <>6;82VABP :5@C20==O B0 <>=VB>@8=3C, ?>4V;C <5@56V =0 ?V4<5@56V, 

<>6;82VABP @>1>B8 O: 7 ;>:0;P=8<8 B0: V 3;>10;P=8<8 @5AC@A0<8, 2@0E>20=> 

>A=>2=V 0A?5:B8 70E8ABC ;>:0;P=>W <5@56V.   

�;O ?@>5:BC ;>:0;P=>W <5@56V @>7@>1;5=>: 

1. #;0= ?@8<VI5==O. 

2. �>3VG=C B>?>;>3VN. 

3. (V78G=C B>?>;>3VN. 

4. &01;8FN �$-04@5A.  

�>40B:>2> @>7@>1;5=> 45B0;P=V V=AB@C:FVW 7 =0;0HBC20==O F5=B@0;P=>3> 

:><CB0B>@0, D09;>2>3> A5@25@0, >A>1;82C C203C ?@84V;5=> =0;0HBC20==N 

<0@H@CB870B>@0.  

� 5:>=><VG=><C @>74V;V 7@>1;5=> @>7@0EC=>: A>1V20@B>ABV @>1VB ?> 

@>7@>1FV, 2AB0=>2;5==N B0 =0;0HBC20==N <5@56V 4;O B@0=A?>@B=>W :><?0=VW 

«�;>10; &@0=A &». 

� @>74V;V >E>@>=0 ?@0FV >?8A0=> B5E=V:C 157?5:8 ?@8 @>1>BV 7 

>1G8A;N20;P=>N B5E=V:>N.  

 

 

 

 

 

 



 

З<. А@к № 4>кC<. �і4?8A Д4B4 

А@к 

 
2023.� �.123.602.17.00.00 �З 

 

�� ��І� ��!����Ь 

 

1. �C@>2, Є.�. �><?’NB5@=V <5@56V: ?V4@CG=8:. �ь2V2: « 03=>;VO 2006». 

2010.  262A.  

2. �0;5Fь:0, &.  . �><?'NB5@=V <5@56V. �?0@0B=V 70A>18 : !02G. ?>AV1. 

�8W2 : *5=B@ =02G0;ь=>W ;VB5@0BC@8. 2009. 208A 

3. �>@>1Vє=:> #.#., !V:VBN: �.�., $57=VG5=:> #.І. &5;5:><C=V:0FV9=V B0 

V=D>@<0FV9=V <5@56V: #V4@CG=8: 4;O 28I8E =02G0;ь=8E 70:;04V2. �8W2: 

%�  І&-�!���, 2010. 640 A. 

4. �8IC:  . �. "A=>28 >E>@>=8 ?@0FV: #V4@CG=8:. �8W2: �>=4>@. 2005. 

238A 

5. �845Fь:89 �.*. "E>@>=0 ?@0FV :>@8ABC20GV2 :><?’NB5@V2: !02G. 

?>AV1.. 2-35. 284. 4>?.  �ь2V2: �DVH0. 2000. 176A.  

6. �C:>2 І.�., �@>2>2>7>2 �.І.,  0E=>2Aь:89 �.�. �:A?;C0B0FVO 

:><?’NB5@=8E A8AB5< B0 <5@56.  �8W2: !�'. 2007. 361c. 

7. �0;8B0 �.  . �><?'NB5@=V <5@56V. �?0@0B=V 70A>18 B0 ?@>B>:>;8 

?5@540GV 40=8E: =02G. ?>AV1. �8W2: �#* "�8W2Aь:89 C=-B". 2013.  326A.  

8. �@02GC:, %. ". "A=>28 :><?'NB5@=>W B5E=V:8: �><?>=5=B8, A8AB5<8, 

<5@56V. !02G. ?>AV1. �8W2:  �0@025;0. 2016. 344A.:  

9.  8:8B8H8= �.�.,  8B=8:  . ., %BCE;O: #.�.. �><?;5:A=0 157?5:0 

V=D>@<0FV9=8E <5@56528E A8AB5< : =02G.?>AV1=. &5@=>?V;ь : &!&' V<5=V І20=0 

#C;NO. 2016. 261 A 

10.  8:8B8H8= �.�.,  8B=8:  . ., %BCE;O: #.�. &5;5:><C=V:0FV9=V 

A8AB5<8 B0 <5@56V. &5@=>?V;ь: �84-2> &!&' V<5=V І20=0 #C;NO. 2016.  384 A. 

11. D-Link DGS-1216T/GE. URL: 

http://www.dlink.com/ua/products/1/816.html. (40B0 725@=5==O: 1.06.2023).  

12. Cisco Packet Tracer. URL: 

https://ua.wikipedia.org/wiki/Cisco_Packet_Tracer. (40B0 725@=5==O: 17.05.2023).  



 

З<. А@к № 4>кC<. �і4?8A Д4B4 

А@к 

 
2023.� �.123.602.17.00.00 �З 

 

13. Fluke Networks LinkRunner Pro Network Multimeter. 

URL:http://www.testequipmentdepot.com /flukenetworks/network-testers/linkrunner-

pro.htm . (40B0 725@=5==O: 06.2023).   

14. MikriTik documentation  URL: http://wiki.mikrotik.com/wiki/Manual: 

TOC (40B0 725@=5==O: 5.06.2023.) 

15. Zabbix Network Monitoring  URL:  

https://www.zabbix.com/network_monitoring (40B0 725@=5==O: 5.05.2023). 

16. �><<CB0B>@8 HP URL: 

http://www.hp.com/rnd/support/manuals/2510.htm. (40B0 725@=5==O: 1.06.2023).  

17.  "A=>28 H59?V=3C 2 MikroTik RouterOS URL:  

https://lanmarket.ua/ua/stats/instruktsii-po-nastroyke/mikrotik_routeros/. (40B0 

725@=5==O: 6.06.2023). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

http://www.testequipmentdepot.com/
http://wiki.mikrotik.com/wiki/Manual:%20TOC
http://wiki.mikrotik.com/wiki/Manual:%20TOC
http://www.hp.com/rnd/support/manuals/2510.htm


 

�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 

 
2023.� �.123.602.17.00.00 �� 

 

����"�� 

 

�>40B>: �. "01;8FO VLAN 

 

&01;8FO �1  3 �>3VG=0 04@5A0FVO 2 �"   

7 

?/? 
�V0?07>= 
?>7=0G5=
=O 2C7;V2 

$>1>G0 
3@C?0/�-

ABP 
2C7;V2 

#@8<V
I5==O 

!0720 :01V=5BC B0 
9>3> =><5@ 

!><5@ 
VLAN 

�4@5A0 
?V4<5@56V/ 
 0A:0 

1 2 3 4 5 6 7 

1 WS_1-

WS_6 

- 6 1 �V44V; 
@5<>=BC V 
>1A;C3>2C20==
O 

- 101 10.10.1.0/24 

2 WS_7-

WS_10, 

SW_1 

- 5 1  5=5465@8 V 
<0@:5B>;>38 

- 102 10.10.2.0/24 

3 WS_11-

WS_14 

- 4 1 �:>=><VG=89 
2V44V; 

- 103 10.10.3.0/24 

4 WS_15-

WS_18 

- 4 1 �CE30;B5@VO - 104 10.10.4.0/24 

5 WS_19-

WS_24, 

SW_2 

- 6 1  03078=-

<V=VA:;04 
- 105 10.10.5.0/24 

6 WS_25 - 1 1 �8@5:B>@ - 106 10.10.6.0/24 

7 WS_26 - 1 1 #@89<0;P=O - 107 10.10.7.0/24 

8 WS_27 - 1 1 �0ABC?=8: - 108 10.10.8.0/24 

9 WS_28-

WS_32 

- 5 1 �V44V; 
@>7@>1:8 

- 109 10.10.9.0/24 

10 WS_33 - 

WS_36 

- 4 1 �V44V; 
2?@>20465==O 

- 110 10.10.10.0/24 

11 R_1, S_1, 

SW_3 

- 3 1 - - 111 10.10.11.0/24 
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&01;8FO �2  - &01;8FO :>=DV3C@C20==O VLAN 

7 

?/? 

#>7=0G5==O 

2C7;0 

!><5@ 

?>@BC 

&8? 

?>@BC 

!0720 

<5@56. 

?@8AB@. 

!><5@ 

?>@BC 

&8? 

?>@BC 

!><5@ 

VLAN 

1 WS_1-WS_6 - - SW_1 1-6 Access 101 

2 WS_7-WS_10 - - SW_1 7-10 Access 102 

3 WS_11-WS_14 - - SW_1 11-14 Access 103 

4 WS_15-WS_18 - - SW_2 1-4 Access 104 

5 WS_19-WS_24 - - SW_2 5-10 Access 105 

6 WS_25 - - SW_3 1 Access 106 

7 WS_26 - - SW_3 2 Access 107 

8 WS_27 - - SW_3 3 Access 108 

9 WS_28-WS_32 - - SW_3 4-8 Access 109 

10 WS_33-WS_36 - - SW_3 9-12 Access 110 

11 R_1, S_1, 

SW_3 

- - SW_3 13-15 Access 111 

12 SW_1 15 Trunk SW_3 21 Trunk - 

13 SW_2 15 Trunk SW_3 22 Trunk - 
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�>40B>: �. �>@V2=O==O B5E=VG=8E >1;04=0==O  
 

&01;8FO �1  - #>@V2=O;P=0 E0@0:B5@8AB8:0 F5=B@0;P=8E :><CB0B>@V2 

#V4B@8<C20=V 

DC=:FVW 

Cisco  

3750G-24TS 

HP V1910-24 Allied Telesyn 

AT-9424TSP/GB 

�-ABP ?>@BV2 

1000Base-TX 

24 24 24 

,284:VABP 

:><CB0FVW, �1VB/A 

32 48 48 

#V4B@8<C20=V 

DC=:FVW 

L2+ (AB0B8G=0 

<0@H@CB870FVO) 

L2+ (AB0B8G=0 

<0@H@CB870FVO) 

L2+ (AB0B8G=0 

<0@H@CB870FVO) 

#V4B@8<:0 107>2>3> 

=01>@C ?@>B>:>;V2 

:0=0;P=>3> @V2=O 

+ + + 

�0A>18 :5@C20==O 

:><CB0B>@>< 

Telnet, Console, 

Web 

Telnet, Console, 

Web 

Telnet, Console, 

Web 

#V4B@8<:0 

B5E=>;>3VW IEEE 

802.1Q 

+ + + 

 >=VB>@8=3 

70A>10<8 SNMP 

+ + + 

�0?0A ?@>?CA:=>W 

740B=>ABV 

:><CB0FV9=>W H8=8 

:><CB0B>@0 =0 @V2=V 

50% 

+ + + 
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&01;8FO �2  - �><CB0B>@8 @>1>G8E 3@C? (16-B8 ?>@B>2V) 

 )0@0:B5@8AB8:0 HP V1910-16G D-link DGS-1216T  NetGear GS116 

�-ABP ?>@BV2 16 16 16 

,284:VABP,  1VB/A 10/100/1000 10/100/1000 10/100/1000 

#@>?CA:=0 

740B=VABP, �1VB/A 

40 32 32 

#V4B@8<:0 

V=B5;5:BC0;P=8E 

DC=:FV9 

+ + + 

�5@C20==O  Web Web Web 

#V4B@8<:0 

B5E=>;>3VW VLAN 

IEEE 802.1Q 

+ + + 

 

&01;8FO �3 -  &5E=VG=V E0@0:B5@8AB8:8 A5@25@V2 

)0@0:B5@8A-

B8:0 

DELL R530 LFF 

H730 

Lenovo RD350 

1xE5-2620v4 

Hewlett Packard HP 

Proliant DL60 Gen9 

#@>F5A>@ Intel Xeon E5-2609 

v4 

Intel Xeon E5-2609 

v4 

Intel Xeon E5-2609 

v4 

"19T< "�# 16�� 16�� 16�� 

&8? "�# DDR4-2400  �F  DDR4-2400  �F  DDR4-2400  �F  

(>@<D0:B>@, 

28A>B0 

Rack, 1U Rack, 1U Rack, 1U 

�8A:>20 

?V4A8AB5<0 

2 E 1 &� Raid Edition 

+ SSD 240 �� 

2 E 1 &� Raid Edition 

+ SSD 240 �� 

2 E 1 &� Raid Edition 

+ SSD 240 �� 

 5@56520 

?;0B0 

V=B53@>20=0 V=B53@>20=0 V=B53@>20=0 
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�>40B>: �. "5E=VG=V E0@0:B5@8AB8:8 HP V1910-24G  

 

&5E=VG=V E0@0:B5@8AB8:8 :><CB0B>@0 L2+ HP V1910-24G =02545=> =86G5:  

1. "1'T< >?5@0B82=>W ?0<'OBV: 128  1. 

2. "1'T< D;5H-?0<9OBV: 128  1. 

3. �>=A>;P=89 ?>@B: ?@8ACB=V9. 

4. �0A>18 :5@C20==O:  :>=A>;P=89 ?>@B, Telnet, SNMP. 

5. #V4B@8<:0 AB0=40@BV2: Auto MDI/MDIX, Jumbo Frame, IEEE 802.1p 

(Priority tags), IEEE 802.1q (VLAN), IEEE 802.1d (Spanning Tree), IEEE 802.1s 

(Multiple Spanning Tree), AB0B8G=0 <0@H@CB870FVO. 

6. �>40B:>20 V=D>@<0FVO: 4 Gigabit Ethernet SFP-?>@B0. 

7. �V;P:VABP ?>@BV2 :><CB0B>@0: 24 x Ethernet 10/100/1000  1VB/A5:. 

8. �=CB@VH=O ?@>?CA:=0 740B=VABP: 48 �1VB/A5:. 
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�>40B>: �.  "5E=VG=V E0@0:B5@8AB8:8 <0@H@CB870B>@0 

 

' ?@8AB@V9 2:;NG5=V B@8=04FOBP 10/100/1000 Mbit/s Gigabit Ethernet 

?>@BV2, 42V A2VBG 3@C?8 ?> 5 ?>@BV2, T B0:>6 <>6;82VABP AB5:C20==O 45:V;P:>E 

@>CB5@V2. 

!0 RB/1100 2AB0=>2;5=0 RouterOS 6-3> @V2=O.  

&5E=VG=V E0@0:B5@8AB8:8: 

1.  5@565289 ?@>F5A>@: MPC8544 800/1333MHz. 

2. #0<'OBP: S>DIMM DDR A;>B, 157 21C4>20=>3> <>4C;O, 2 :><?;5:BV 

?>AB02;OTBPAO <>4C;P 512MB, <>6;820 CAB0=>2:0 <>4C;O 4> 1,5GB. 

3. �020=B06C20G: RouterBOOT, 1Mbit Flash chip. 

4. �8A: 4;O 40=8E: 512MB NAND GV? =0 ?;0BV. 

5. Ethernet: B@8=04FOBP 10/100/1000 Mbit/s Gigabit Ethernet 7 ?V4B@8<:>N 

Auto - MDI/X, <>6;825 AB2>@5==O 42>E 3@C? ?> 5 ?>@BV2. 

6. #>A;V4>2=89 ?>@B: >48= DB9 RS232C 0A8=E@>==89 ?>A;V4>2=89 ?>@B. 

7. �5=B8;OFVO: 420 :C;5@0. 

8. �82;5==O: 220V AC (1;>: 682;5==O 21C4>20=89). 

9. "?5@0FV9=0 A8AB5<0: MikroTik RouterOS v3, ;VF5=7VO 6-3> @V2=O. 
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�>40B>: �. "01;8FO 04@5A0FVW 2C7;V2 <5@56V 
 

&01;8FO �1 3 &01;8FO =0;0HBC20==O ?0@0<5B@V2 AB5:C &%$/�$ 2C7;V2 

7 !0720 
2C7;0 

�$-04@5A0  0A:0 ,;N7 DNS VLAN 

1 2 3 4 5 6 7 

1 WS_1 10.10.1.1 /24 10.10.1.100 8.8.8.8 101 

2 WS_2 10.10.1.2 /24 10.10.1.100 8.8.8.8 101 

3 WS_3 10.10.1.3 /24 10.10.1.100 8.8.8.8 101 

4 WS_4 10.10.1.4 /24 10.10.1.100 8.8.8.8 101 

5 WS_5 10.10.1.5 /24 10.10.1.100 8.8.8.8 101 

6 WS_6 10.10.1.6 /24 10.10.1.100 8.8.8.8 101 

7 WS_7 10.10.2.1 /24 10.10.2.100 8.8.8.8 102 

8 WS_8 10.10.2.2 /24 10.10.2.100 8.8.8.8 102 

9 WS_9 10.10.2.3 /24 10.10.2.100 8.8.8.8 102 

10 WS_10 10.10.2.4 /24 10.10.2.100 8.8.8.8 102 

11 WS_11 10.10.3.1 /24 10.10.3.100 8.8.8.8 103 

12 WS_12 10.10.3.2 /24 10.10.3.100 8.8.8.8 103 

13 WS_13 10.10.3.3 /24 10.10.3.100 8.8.8.8 103 

14 WS_14 10.10.3.4 /24 10.10.3.100 8.8.8.8 103 

15 WS_15 10.10.4.1 /24 10.10.4.100 8.8.8.8 104 

16 WS_16 10.10.4.2 /24 10.10.4.100 8.8.8.8 104 

17 WS_17 10.10.4.3 /24 10.10.4.100 8.8.8.8 104 

18 WS_18 10.10.4.4 /24 10.10.4.100 8.8.8.8 104 

19 WS_19 10.10.5.1 /24 10.10.5.100 8.8.8.8 105 

20 WS_20 10.10.5.2 /24 10.10.5.100 8.8.8.8 105 

21 WS_21 10.10.5.3 /24 10.10.5.100 8.8.8.8 105 

22 WS_22 10.10.5.4 /24 10.10.5.100 8.8.8.8 105 

23 WS_23 10.10.5.5 /24 10.10.5.100 8.8.8.8 105 

24 WS_24 10.10.5.6 /24 10.10.5.100 8.8.8.8 105 

25 WS_25 10.10.6.1 /24 10.10.6.100 8.8.8.8 106 

26 WS_26 10.10.7.1 /24 10.10.7.100 8.8.8.8 107 

27 WS_27 10.10.8.1 /24 10.10.8.100 8.8.8.8 108 

28 WS_28 10.10.9.1 /24 10.10.9.100 8.8.8.8 109 

29 WS_29 10.10.9.2 /24 10.10.9.100 8.8.8.8 109 

30 WS_30 10.10.9.3 /24 10.10.9.100 8.8.8.8 109 
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#@>4>265==O B01;8FV �1 

 

 1 2 3 4 5 6 

31 WS_31 10.10.9.4 /24 10.10.9.100 8.8.8.8 109 

32 WS_32 10.10.9.5 /24 10.10.9.100 8.8.8.8 109 

33 WS_33 10.10.10.1 /24 10.10.10.100 8.8.8.8 110 

34 WS_34 10.10.10.2 /24 10.10.10.100 8.8.8.8 110 

35 WS_35 10.10.10.3 /24 10.10.10.100 8.8.8.8 110 

36 WS_36 10.10.10.4 /24 10.10.10.100 8.8.8.8 110 

37 S_1 10.10.11.1 /24 10.10.11.100 8.8.8.8 111 

38 SW_1 10.10.12.1 /24 10.10.12.100 8.8.8.8 1 

39 SW_2 10.10.12.2 /24 10.10.12.100 8.8.8.8 1 

40 SW_3 10.10.12.3 /24 10.10.12.100 8.8.8.8 1 

41 R_1 
10.10.11.2 /24 80.243.146.137 80.243.146.54 111 

80.243.146.138 /29 - 

 


