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ANNOTATION 

 

 Osadtsiv Yaroslav. !omputer Network Project Development of central branch 
of Ivano-Frankivsk Europrombank: qualification work for obtaining a bachelor's 

degree, specialty 123 Computer Engineering. Ternopil: Separate Structural 

Subdivision "Ternopil Professional College of Ivan Puluj National Technical 

University", 2023. 77p. 

 

 Qualification work on the computer network project development according to 

the standards and requirements of the customer. The modern IEEE 802.3ab Gigabit 

Ethernet standard and alternative OpenSource software have been used for the network 

project. Encryption of data transferring via public communication channels was 

implemented. Instructions for installation and configuration of the Internet access 

gateway, as well as OpenVPN services, a file server, and active network equipment 

have been developed. Simulation of the network operation was performed. 

 

 Keywords: Local Area Network, Server, Router, OpenVPN. 

 

 

 

  

 



 

 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê. 

 

2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

 Ðîçðîáèâ  Îñàäö³â ß.². 

 Ïåðåâ³ðèâ  Òõ³ð ².Ë. 

   

 Í. Êîíòð. Ïðèéìàê Â.À. 

 Çàòâ.  

 
Ðîçðîáêà ïðîåêòó êîìï'þòåðíî¿ ìåðåæ³  

²ÔÖÂ «ªâðîïðîìáàíê» 
 

Ïîÿñíþâàëüíà çàïèñêà 

Ë³ò. Àðêóø³â 

 
   

ÂÑÏ ÒÔÊ ÒÍÒÓ ³ì.².Ïóëþÿ ãð. Ê²-602 
ì.Òåðíîï³ëü 

���%& 
 

�5D5?V> F5D<V=V6 V E>>D>G5=L 

�EFG? 

1 �474?L=<= D>74V? 

1.1 &5E=VG=5 74644==O 

1.1.1 �4=<5=G64==O F4 >5?4EFL 74EF>EG64==O 

1.1.2 �D<7=4G5==O D>7D>5>< 

1.1.3 �<<>7< 4> 4?4D4F=>7> F4 ?D>7D4<=>7> 74557?5G5==O 

1.1.4 �<<>7< 4> 4>>G<5=F4FVW 

1.1.5 &5E=V>>-5>>=><VG=V ?>>47=<>< 

1.1.6 %F44VW F4 5F4?< D>7D>5>< 

1.1.7 �>DO4>> >>=FD>?N F4 ?D<=><G 

1.2 �>EF4=>6>4 7444GV =4 D>7D>5>G  ?D>5>FG. %4D4>F5D<EF<>4  >><?4=VW,  4?O  

O>>7> EF6>DNTFLEO ?D>5>F <5D56V 

2 $>7D>5>4 F5E=VG=>7> F4 D>5>G>7> ?D>5>FG 

2.1 �?<E F4 >5�DG=FG64==O 6<5>DG  ?>7VG=>7> F<?G <5D56V 

2.2 $>7D>5>4  EE5<<  DV7<G=>7> D>7F4LG64==O >455?V6 F4 6G7?V6: 

2.2.1 &<?< >455?L=<E 79T4=4=L F4 WE ?D>>?44>4 

2.2.2 �G4>64 6G7?V6 F4 =5>5EV4=VEFL WE  74EF>EG64==O 

2.3 �5�DG=FG64==O 6<5>DG >><G=V>4FV==>7> >5?44=4==O 

2.4 �E>5?<6>EFV  <>=F46G  <5D56V 

2.5 �5�DG=FG64==O 6<5>DG  ?D>7D4<=>7> 74557?5G5==O  

2.6 �5�DG=FG64==O 6<5>DG 74E>5V6 74E<EFG <5D56V 

2.7 &5EFG64==O F4 =4?47>465==O <5D56V 

3 %?5FV4?L=<= D>74V? 

3.1 �=EFDG>FVW 7 =4?4LFG64==O ?D>7D4<=>7> 74557?5G5==O E5D65DV6 

 

 



 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê 

 2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

3.1.1 �=EFDG>FVW 7 >>=DV7GDG64==O L?N74 F4 E?G65< OpenVPN 

3.1.2 �=EFDG>FVW 7 =4?4LFG64==O D4=?>6>7> E5D65D4 

3.2 �=EFDG>FVW 7 =4?4LFG64==O 4>F<6=>7> >><GF4FV==>7> >5?44=4==O 

3.2. �=EFDG>FVW 7 >>=DV7GDG64==O 7>?>6=>7> >><GF4F>D4 

3.2.1 �=EFDG>FVW 7 =4?4LFG64==O F5=FD4?L=>7> >><GF4F>D4 

3.2.2 �=EFDG>FVW 7 =4?4LFG64==O >><GF4F>DV6 D>5>G<E 7DG? 

3.3 �=EFDG>FVO  7  6<>>D<EF4==O F5EF>6<E =45>DV6 F4  F5EF>6<E ?D>7D4< 

3.4 �=EFDG>FVW ?> =4?4LFG64==N 74E>5V6 74E<EFG <5D56V 

3.5 �=EFDG>FVO 7 5>E??G4F4FVW  F4 <>=VF>D<=7G  6 <5D56V 

3.6 �>45?N64==O D>5>F< ?>>4?L=>W <5D56V 

4 �>>=><VG=<= D>74V? 

4.1 �<7=4G5==O EF44V= F5E=.. ?D>F5EG F4 7474?L=>W FD<64?>EFV ?D>6545==O ��$  

4.2 �<7=4G5==O 6<FD4F =4 >??4FG ?D4FV F4 6V4D4EG64=L =4 E>FV4?L=V 74E>4<  

4.3 $>7D4EG=>> <4F5DV4?L=<E 6<FD4F   

4.4 $>7D4EG=>> 6<FD4F =4 5?5>FD>5=5D7VN   

4.5 �<7=4G5==O FD4=E?>DF=<E 74FD4F 

4.6 $>7D4EG=>> EG<< 4<>DF<74FV==<E 6V4D4EG64=L 

4.7 �5G<E?5==O =4>?44=<E 6<FD4F 

4.8 %>?444==O >>LF>D<EG 6<FD4F F4 6<7=4G5==O E>5V64DF>EFV ��$  

4.9 $>7D4EG=>> FV=< ��$  

4.10 �<7=4G5==O 5>>=><. 5D5>F<6=>EFV V F5D<V=G >>G?=>EFV >4?. 6>?445=L 

5 �E>D>=4 ?D4FV, F5E=V>4 557?5>< F4 5>>?>7VG=V 6<<>7<  

5.1  �D74=V74FVO ?>656=>W 557?5>< =4 ?V4?D<T<EF6V 

5.2 $>7D4EG=>> E<EF5<< >E6VF?5==O 7 E6VF?>4V>4=<<< ?4<?4<< 4?O  

?D<<VM5==O E5D65D=>W >V<=4F<   

�<E=>6>< 

�5D5?V> ?>E<?4=L  

�>44F>> �. &45?<FO �$-44D5E 



 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê 

 2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

�>44F>> �.  &45?<FV VLAN  

�>44F>> �. %4D4>F5D<EF<>< >5?44=4==O  

 

  



 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê 

 2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

��$���� &�$����� � %��$�'��, 

 

802.3ad (Link Aggregation) 3 F5E=>?>7VO >59T4=4==O >4=4?V6 769O7>G; 

802.3ae - 10 GbE; 

DHCP (Dynamic Host Configuration Protocol) -  ?D>F>>>? 4<=4<VG=>7> 

>>=DV7GDG64==O EF5>G ?D>F>>>?V6 TCP/IP D>5>G<E EF4=FV=. 

DNS (Domain Name System) - E5D65D 4><5==<E V<5=.  

DNS (Domain Name System) - E5D65D 4><5==<E V<5=; 

HTTP (Hypertext Transfer Protocol) -  ?D>F>>>? ?5D544GV 7V?5DF5>EFG.  

IEEE 802.3ab - 1000BASE-T Gigabit Ethernet; 

IP (Internet Protocol) 3 �=F5D=5F-?D>F>>>?;  

LAN (Local Area Network) 3 ?>>4?L=4 <5D564;  

MAC (Media Access Control) -  4?4D4F=4 44D5E4 ��; 

NAT (Network Address Translation) 3 <5D56564 FD4=E?OFVO 445E; 

OSI (Open System Interface) 3 <>45?L 79T4=4==O 6V4>D<F<E E<EF5<; 

Server Message Block (SMB) 4 ?D>F>>>? ?D<>?44=>7> DV6=O (6 <>45?V OSI), 

7476<G4= 6<>>D<EF>6GTFLEO 4?O =444==O D>74V?5=>7> 4>EFG?G 4> D4=?V6, 

?D<=F5DV6, ?>E?V4>6=<E ?>DFV6 ?5D544GV 44=<E, F4 V=L>W 674T<>4VW <V6 

6G7?4<< 6 >><?'NF5D=V= <5D56V. 

SNMP (Simple Network Management Protocol) 3 ?D>F>>>? >5DG64==O 

<5D565N. 

TCP/IP (Transmission Control Protocol/Intern5t Protocol) 3 ?D>F>>>? G?D46?V==O 

?5D544G5N/�=F5D=5F ?D>F>>>?; 

UTP (Unshielded Twisted Pair) 3 >455?L F<?G =55>D4=>64=4 E>DGG5=4 ?4D4; 

UTP (Unshielded Twisted Pair) 3 >455?L F<?G =55>D4=>64=4 E>DGG5=4 ?4D4. 

�� 3 ?>>4?L=4 <5D564. 

�% - >?5D4FV==4 E<EF5<4. 

�� - ?5DE>=4?L=<= >><?9NF5D. 

%�% 3 EFDG>FGD>64=4 >455?L=4 E<EF5<4. 
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�%&'� 

 

�>>4?L=4 >><?9NFD5=4 <5D564 3 F5 >59T4=4==O <V6 E>5>N ?56=>W 

>V?L>>EFV �� 4?O >5<V=G 44=<<<. �>>4?L=V >><?'NF5D=V <5D56V 4>76>?ONFL 

75>>=><<F< >>LF<. �D<G><G 5>>=><VO =4 4?4D4F=<E 74E>54E E>?444T ?<L5 

=565?<>G G4EF<=G, 4 >E=>6=4 5>>=><VO ?>6'O74==O V7 7<5=L5==O< 

=5?D>4G>F<6=<E 6<FD4F D>5>G>7> G4EG E?V6D>5VF=<>4<<. 

�DV< F>7>, 6 5474FL>E 6<?44>4E ��� =5>5EV4=4 >><?4=VW 4?O 

=>D<4?L=>7> DG=>FV>=G64==O. �4?D<>?44, O>M> 6>=4 =5 <>65 >5V=F<EO 557 

EG<VE=>7> 6<>>D<EF4==O V=D>D<4FVW 45>V?L>><4 E?V6D>5VF=<>4<<. /> ?D<>?44 

<>6=4 ?D<65EF< 54=><, >4E< ?> ?D<=><G >><G=4?L=<E ??4F56V6. 

�E=>6=>N <5F>N 44=>W 4<??><=>7> ?D>5>FG  T D>7D>5>4  >><?9NF5D=>W 

<5D56V �$&� «�6D>?D><54=>». �5D564 5G4G64F<<5FLEO 7 6<>>D<EF4==O< 

EF4=44DFV6 IEEE 802.3ab Gigabit Ethernet, IEEE 802.1Q, Static Routing, IEEE 

802.3p. �4 >E=>6V 4=4?V7G F5E=VG=>7> 74644==O =5>5EV4=> 6<5D4F< ?>7VG=G F4 

DV7<G=G F>?>?>7VN 4?O <5D56V, 4>F<6=5 F4 ?4E<6=5 >5?44=4==O, D>7D>5<F< 

V=EFDG>FVW 7 V=EF4?OFVW F4 =4?4LFG64==O L?N74 4>EFG?G 4> <5D56V �=F5D=5F, 4 

F4>>6 E?G65< OpenVPN, D4=?>6<= E5D65D, 4>F<6=5 <5D56565 >5?44=4==O. 

�D>5>F D>7D>5?N64=>W <5D56V 5G45 547G64F<EO =4 6<>>D<EF4==V 

=44V==>7>, L6<4>>7> <5D5656>7> >5?44=4==O, O>5 6V4?>6V44F<<5 DV6=N 

<5D56V, M> ?D>5>FGTFLEO.        

�D>5>F >><?9NF5D=>W <5D56V T 4>FG4?L=<<, >E>V?L>< 5G45 6<>>D<EF4=> 

DO4 EGG4E=<E EF4=44DFV6 F4 F5E=>?>7V=, O>V T 4>FG4?L=<<< F4 4>76>?ONFL 

6<DVL<F< ?>EF46?5=V 74644==O 6 ?>6=><G >5EO7V. 

 

 

 

 

 



 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê 

 2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

1  �����,��� $����� 

 

         1.1 &5E=VG=5 74644==O 
 

1.1.1 �4=<5=G64==O F4 >5?4EFL 74EF>EG64==O 

 

�64?VDV>4FV==4 D>5>F4 =4 F5<G: $>7D>5>4 ?D>5>FG >><?9NF5D=>W <5D56V 

�$&� «�6D>?D><54=>».    

 �4=4 GEF4=>64 74V=E=NT E6>N 4VO?L=VEFL G ED5DV 54=>V6EL><E ?>E?G7. � 

�64=>-DD4=>V6EL>G 6>=4 <4T FD< >54E=5 (F5=FD4?L=5 6V44V?5==O). � >DVEV 

7=4E>4OFLEO 6EV <5D5656V D5EGDE< 4>EFG? 4> O><E ?>6<==V >FD<<G64F< 

?D4FV6=<>< 54=>G =574?56=> 6V4 <VEFO D>7F4LG64==O. 

 $>7D>5>4 5G45 <4F< ?D4>F<G=5 74EF>EG64==O F4<, 45 ?>FDV5=> EF6>D<F< 

>59T4=4=G <5D56G 7 6<>>D<EF4==O< 74E<M5=<E >4=4?V6 769O7>G. 

  

1.1.2 �D<7=4G5==O D>7D>5>< 

 

$>7D>5>4 ?D<7=4G5=4 74557?5G<F< 6<>>=4==O =4EFG?=<E 6<<>7: 

ý �59T4=4==O <V6 E>5>N 6EVE D>5>G<E EF4=FV= <5D56V; 

ý %?V?L=5 6<>>D<EF4==O <5D5656<E D5EGDEV6 F4 ?V4>?NG5==O 4> <5D56V 

�=F5D=5F; 

ý �>6?<6VEFL <4ELF45G64==O <5D56V 6 <4=5GF=L><G (75V?LL5==O 

>V?L>>EFV ?D4FV6=<>V6) F4 ?5D5EV4 4> 5V?LL L6<4><E EF4=44DFV6 ?5D544GV 

V=D>D<4FVW; 

ý �5D544G4 V=D>D<4FVW <V6 6V444?5=<<< DV?VO<< 54=>G ?>6<==4 

74V=E=N64F<EO ?> 74E<M5=<E >4=4?4E 74557?5GGNG< F<< E4<<< 

>>=DV45=FV==VEFL 44=<E, M> ?5D544NFLEO; 

ý  �4557?5G5==O =44V==>EFV DG=>FV>=G64==O =4=5V?LL >D<F<G=<E 4> 

75>W6 6G7?V6 <5D56V; 
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ý �>=DV7GDG64==O E?G65 ?>>4?L=>W <5D56V 54=>G. 

 

1.1.3 �<<>7< 4> 4?4D4F=>7> V ?D>7D4<=>7> 74557?5G5==O 

  

�?O ?D4>F<G=>W D54?V74FVW F5<< >64?VDV>4FV==>W D>5>F< ?>FDV5=V 

6V4?>6V4=V 4?4D4F=V F4 ?D>7D4<=V 74E>5<.   

,?N7 (E5D65D 4>EFG?G 6 �=F5D=5F). �<>>D<EF>6GTFLEO O> E5D65D 4>EFG?G 

4?O ?D4FV6=<>V6 6V444?5=<E DV?V= 54=>G F4 6 O>>EFV E5D65D4 4>EFG?G 6 �=F5D=5F 

4?O D>5>G<E EF4=FV= >DVEG. �5>69O7>>6<< T =4O6=VEFL 6 >>=DV7GD4FVW 

4?4D4F=>7> RAID-<4E<6G. %<EF5<=V D5EGDE< E5D65DV6 ?>6<==V 5GF< 6<5D4=V 7 

74?4E>< 4?O 74557?5G5==O =>D<4?L=>W D>5>F< ?D< 75V?LL5==V =464=F465==O 6 

<4=5GF=L><G.  

�><GF4F>D D>5>G<E 7DG? 6<5<D4TFLEO 7 ?V4FD<<>>N =4EFG?=<E 

EF4=44DFV6: 

1. IEEE 802.3 10Base-T.  

2. IEEE 802.3u 100Base-TX Fast Ethernet.  

3. IEEE 802.3ab 1000Base-T Gigabit Ethernet.  

4. �6F>G77>465==O NWay.  

�>?>6=<= >><GF4F>D 6<5<D4TFLEO 7 ?V4FD<<>>N =4EFG?=<E EF4=44DFV6: 

1. IEEE 802.3 10Base-T.  

2. IEEE 802.3u 100Base-TX Fast Ethernet.  

3. IEEE 802.3ab 1000Base-T Gigabit Ethernet.  

4. �6F>G77>465==O NWay.  

�><GF4F>D< 6V44V?V6. �V4FD<<G64F< L6<4>VEFL D>5>F< 6 <5D56V 1000 

�5VF/E. �5>69O7>>6<< T =4O6=VEFL D54?V7>64=>W DG=>FVW 46F>G77>465==O 

L6<4>>EFV.  �V?L>VEFL ?>DFV6 =5 <5=L5 8.  

 �D>7D4<=5 74557?5G5==O E5D65DV6. �D>7D4<=5 74557?5G5==O E5D65D4 

4>EFG?G ?>6<==> ?V4FD<<G64F< <>6?<6VEFL >D74=V74FVW 74E<M5=<E >4=4?V6 

769O7>G >DVEV6 6<>>D<EF>6GNG< 74E<M5=<= ?D>F>>>? SSL. 
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�D>7D4<=5 74557?5G5==O D>5>G<E EF4=FV= 6V4V?5==O. � O>>EFV 

?D>7D4<=>7> 74557?5G5==O D>5>G<E EF4=FV= 6<>>D<EF4=> >?5D4FV==G E<EF5<G 

Windows 11.  

 

 1.1.4 �<<>7< 4> 4>>G<5=F4FVW 

 

�?O ?D>5>FG <5D56V ??4=GTFLEO F4>4 F5E=VG=4 4>>G<5=F4FVO: V=EFDG>FVW 7 

=4?4LFG64==O <5D5656>7> >5?44=4==O F4 E5D65DV6, EE5<4 >59T4=4=>W <5D56V, 

EE5<4 <5D56V �64=>-$D4=>V6EL>>7> 6V44V?5==O, ??4= ?D<<VM5==O 6V44V?5==O, 

DV7<G=4 F>?>?>7VO ?>>4?L=>W <5D56V 6V44V?5==O. 

  

1.1.5 &5E=V>>-5>>=><VG=V ?>>47=<>< 

 

&5E=V>>-5>>=><VG=V ?>>47=<>< ?D>5>FG 6V4>5D464NFL >E=>6=V F5E=VG=V 

F4 5>>=><VG=V ?4D4<5FD< ?>>4?L=>W <5D56V. $>77?O=5<> >E=>6=V 7 =<E: 547>64 

F5E=>?>7VO >59T4=4=>W <5D56V 3 VPN, ?D>7D4<=4 D54?V74FVO F5E=>?>7VW VPN 3 

OpenVPN, F5E=>?>7VO ?>5G4>6< ?>>4?L=>W <5D56V 3 1000 Base-T%, DV7<G=4 

F>?>?>7VO 3 D>7L<D5=4 7VD>4, ?>>4?L=4 <5D564 =4 >E=>6V F5E=>?>7VW >><GF4FVW 

?4>5FV6, ?D>7D4<=<= D4=D6>?  - ipfw, >?5D4FV==4 E<EF5<4 E5D65D4-L?N74 3 

FreeBSD 13, >?5D4FV==4 E<EF5<4 D>5>G<E EF4=FV= 3 Windows 10 Prof, 

F5E=>?>7VO 4>EFG?G 4> <5D56V �=F5D=5F 3 NAT, FV=4 <5D56V 3 4> 320 F<E 7D=., 

??4=>6<= ?D<5GF>> 3 =5 <5=L5 50 F<E. 7D=. 

 

1.1.6  %F44VW F4 5F4?< D>7D>5>< 

 

�D>5>FG64==O >><?9NF5D=>W <5D56V 4?O 54=>G E>?444TFLEO 7 =4EFG?=<E 

5F4?V6: 

- $>7D>5>4 ?>7VG=>W F>?>?>7VW <5D56V 6V44V?5==O  54=>G. 

- $>7D>5>4 DV7<G=>W F>?>?>7VW <5D56V 6V44V?5==O  54=>G. 
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- �<5VD =5>5EV4=>7> 4>F<6=>7> F4 ?4E<6=>7> >5?44=4==O. 

- �>5G4>64 ?>7VG=>W F>?>?>7VW >59T4=4=>W <5D56V. 

- �4?4LFG64==O E5D65DV6 DV?V= 54=>G. 

- &5EFG64==O  <5D56V. 

 

1.1.7 �>DO4>> >>=FD>?N F4 ?D<=><G 

 

�4 7465DL4?L=><G 5F4?V ?D>5>FG64==O >><?9NF5D=>W <5D56V =5>5EV4=> 

6<>>=4F< F5EFG64==O >E=>6=<E F5E=VG=<E ?>>47=<>V6 <5D56V. �>=< ?>6<==V 

6V4?>6V44F< ?>EF46?5=<< 6<<>74<. 

�?O >>=FD>?N F5E=VG=<E ?>>47=<>V6 <5D56V 5G4GFL 6<>>D<EF>6G64F<EL 

74E>5< >?<E4=V 6 D>74V?V 3.2 «�=EFDG>FVO 7 6<>>D<EF4==O F5EF>6<E =45>DV6 F4 

F5EF>6<E ?D>7D4<». 

 

1.2 �>EF4=>6>4 7444GV =4 D>7D>5>G  ?D>5>FG. %4D4>F5D<EF<>4  

?V4?D<T<EF64, 4?O  O>>7> EF6>DNTFLEO ?D>5>F <5D56V 

 

�E=>6=4 7444G4 44=>W >64?VDV>4FV==>W D>5>F< ?>?O74T G D>7D>5FV   

>><?9NF5D=>W <5D56V 4?O �$&� «�6D>?D><54=>».  

�4=> 4?O O>>7> D>7D>5?OTFLEO ?D>5>F <4T 45>V?L>4 6V44V?5=L (6 

<4=5GF=L><G WE >V?L>VEFL 5G45 7<V=N64F<EL), >4<= V7 O><E T F5=FD4?L=<<. 

�>FDV5=> E?D>5>FG64F< <5D56G 4?O �64=>-DD4=>V6EL>>7> 6V44V?5==O  54=>G F4 

>59T4=4F< <V6 E>5>N 6EV >>D?GE< G T4<=G >59T4=4=G <5D56G. �59T4=4==O 6EVE 

6V444?5=<E >>D?GEV6 5G45 ?5D5454G4F< WE ?V4>?NG5==O 4> <5D56V �=F5D=5F, 

?D< ?V4>?NG5==V ?>FDV5=> 6D4EG64F< L<D<=G �=F5D=5F->4=4?G F4 =>7> 

E<<5FD<G=VEFL.  

�4=> 774E>4<FLEO 6 >>D5<V= 46>E?>65DE>6V= 5G4V6?V, ?5DL<= ?>65DE O>>W 

>DVT=F>64=<= =4 >5E?G7>6G64==O >?VT=FV6, 4 =4 4DG7><G 7=4E>4OFLEO E?G675>6V 

6V44V?< F4 44<V=VEFD4FVO.  
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�4 F5=FD4?L=><G 6E>4V 54=>G =5>5EV4=> ?5D5454G<F< ?D<T4=4==O 46>E 

F5D<V=4?V6 3 54=>><4FV6.  

�5>5EV4=> E>>=DV7GDG64F< 4?O >>6=>7> 6V44V?5==O  E5D65D (6EF4=>6<F< 

�% FreeBSD, OpenVPN), =4?4LFG64F< ?V4 =<< 6V4?>6V4=<< G<=>< 

<V6<5D5656<= 5>D4= IPFW F4 OpenVPN. �=EFDG>FVW 7 =4?4LFG64==O 6<M5 

>?<E4=<E ?D>7D4<=<E ?D>4G>FV6 =46545=> 6 D>74V?V 3.1 «�=EFDG>FVO 7 

V=EF4?OFVW ?D>7D4<=>7> 74557?5G5==O  E5D65DV6  F4 4>F<6=>7> >><GF4FV==>7>  

>5?44=4==O». 
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2 $��$���� &�%��'���� &� $���'��� �$���&' 

 

2.1 �?<E F4 >5�DG=FG64==O 6<5>DG  ?>7VG=>7> F<?G <5D56V 

 

�>>4?L=4 <5D564 �64=>-DD4=>V6EL>>7> 6V44V?5==O 710 54=>G 5G4GTFLEO 

7 6<>>D<EF4==O< F5E=>?>7VW Gigabit ethernet. �<5VD FVTW F5E=>?>7VW 

>57DG=F>6GTFLEO =4O6=VEFN =5>5EV4=>7> =4< 74?4EG ?D>?GE>=>W 744F=>EFV, 

O><= 5G45 6<>>D<EF4=<= ?D< <4ELF45G64==V <5D56V. �DV< FL>7> F5E=>?>7VO 

Gigabit Ethernet E4D4>F5D<7GTFLEO ?>DV6=O=> =56<E>>>N FV=>N 6V4=>E=> 7 

V=L<<< F5E=>?>7VO<<.  

VLAN (Virtual Local Area Network) - F5 F5E=>?>7VO, M> 4>76>?OT 

EF6>DN64F< ?>7VG=V E57<5=F< <5D56V =4 547V DV7<G=>W V=DD4EFDG>FGD<. 

�E=>6=>N ?5D5647>N 6<>>D<EF4==O VLAN T <>6?<6VEFL ?>7VG=>W E57<5=F4FVW 

<5D56V =4 45>V?L>4 =574?56=<E E57<5=FV6 =4 >E=>6V DV7=<E >D<F5DVW6. 

�5O>V 7 >E=>6=<E ?5D5647 VLAN 4?O ?>>4?L=>W <5D56V 6>?NG4NFL: 

ý �57?5>4: VLAN 4>76>?OT EF6>DN64F< >>D5<V <5D5656V E57<5=F<, M> 

74557?5GGT 6V4>>D5<?5=VEFL <V6 DV7=<<< 6G7?4<< <5D56V, 7<5=LGNG< D<7<>< 

=5E4=>FV>=>64=>7> 4>EFG?G 4> 44=<E F4 <5D5656<E D5EGDEV6. 

ý '?D46?V==O: �464O>< VLAN <>6=4 ?57>> >5DG64F< <5D5656<< 

FD4DV>>< F4 6VDFG4?L=<<< 7DG?4<< =4 DV7=<E DV6=OE 6 <5D56V, M> 4>76>?OT 

>D4M5 >>=FD>?N64F< ?>FV> 44=<E F4 5D5>F<6=> D>7?>4V?OF< <5D5656V D5EGDE<. 

ý �D5>F<6=VEFL: �464O>< VLAN <>6=4 EF6>DN64F< >>D5<V ?>7VG=V 

E57<5=F< <5D56V, O>V <>6GFL 5GF< >?F<<V7>64=V 4?O >>=>D5F=<E F<?V6 44=<E F4 

74EF>EG64=L. &5 4>76>?OT 7<5=L<F< =464=F465==O =4 <5D56G F4 74557?5G<F< 

5V?LL 5D5>F<6=5 6<>>D<EF4==O D5EGDEV6. 

ý �=GG>VEFL: VLAN 4>76>?OT ?57>> <4ELF45G64F< F4 7<V=N64F< 

>>=DV7GD4FVN <5D56V 557 =5>5EV4=>EFV 6<>>D<EF4==O 4>44F>>6>7> >5?44=4==O. 
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ý �V444?5=<= 4>EFG?: �<>>D<EF4==O VLAN 4>76>?OT 6V444?5=><G 

>>D<EFG64G56V >FD<<4F< 4>EFG? 4> D5EGDEV6 <5D56V, O>V 6V= ?>FD55GT, 

=574?56=> 6V4 =>7> DV7<G=>7> <VEF5?5D55G64==O. 

'7474?V, VLAN 4>76>?OT EF6>DN64F< 5V?LL 557?5G=G, 5D5>F<6=G F4 

7=GG>G <5D56G 7 >D4M<< >5DG64==O< FD4DV>>< 6 =V=. �DV< ?>5G4>6< 

?>>4?L=>W <5D56V 7 6<>>D<EF4==O< F5E=>?>7VW Gigabit Ethernet, 5G45 

6<>>D<EF4=> F5E=>?>7VN VLAN 77V4=> EF4=44DFG IEEE 802.1Q. �4=V ?D> 

>FD<<4=V ?V4<5D56V =46545=> 6 F45?<FV �1 «�>7VG=4 44D5E4FVO 6 ���» 

4>44F>G �. 

 � F45?<FV �2 «&45?<FO >>=DV7GDG64==O VLAN» 4>44F>G � =46545=> 

V=D>D<4FVN ?D> >>=DV7GDG64==O 6VDFG4?L=<E <5D56. &V 4=V 5G4GFL 

6<>>D<EF4=V G D>74V?V 3 4<??><=>7> ?D>5>FG. 

/>M> ?V4?D<T<EF6> <4T 45->V?L>4 DV?V=, O>V F5D<F>DV4?L=> 6V444?5=V 

>4=4 6V4 V=L>W 6<=<>4T ?D>5?5<4 ?>5G4< 74=?L4=>W >>D?>D4F<6=>W <5D56V 

>><?4=VW.  �?O FL>7> 6<>>D<EF>6GNFL 45->V?L>4 64DV4=FV6: =4=5V?LL DV=4=E>6> 

74FD4F=<= 3 F5 ?>5G4>64 6<4V?5=<E >4=4?V6 76'O7>G (?5D5646=> >?F<G=>7>) <V6 

?>>4?L=<<< <5D564<< ?V4D>74V?V6 >><?4=VW, 4 4DG7<= 64DV=4F 3 6<>>D<EF4==O 

<5D56V �=F5D=5F O> FD4=E?>DF=>W <5D56V 4?O >>D?>D4F<6=>7> FD4DV>G. �D< 

6<>>D<EF4==V 4DG7>7> 64DV4=FG 6<=<>4T ?D>5?5<4 74557?5G5==O 74E<EFG V 

FV?VE=>EFV 44=<E, M> ?5D54464F<<GFLEO G5D57 7474?L=>-4>EFG?=V <5D56V.   

�<5VD >4=>7> 7 64DV4=FV6 D54?V74FVW >59T4=4==O ?V4D>74V?V6 6 >>D?>D4F<6=G 

<5D56G 74?56<FL 6V4 7444G >><?4=VW F4 EG<< 6>>?445=L, O>4 =4 F5 ?>FDV5=4 [4]. 

� =4><G 6<?44>G 4?O 74557?5G5==O 7'T4=4==O 6V444?5=<E DV?V= <V6 

E>5>N 5G45 >D74=V7>64=4 6VDFG4?L=4 ?D<64F=4 <5D564 (Virtual Private 

Networks, VPN). &5 T =45VD F5E=>?>7V=, M> 74557?5GGNFL ?5D544GG 44=<E 

G5D57 �=F5D=5F, 4?5 74D4=FGNFL E5>D5F=VEFL, 74E<EF V FV?VE=VEFL 44=<E, M> 

?5D544NFLEO ?> 7474?L=>4>EFG?=V=  <5D56V.  
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�D4E>6GNG< 6EV EF4=44DF< ?>5G4>6< VPN F4 67O6L< 4> G647< ?5D5647< 

F4 =54>?V>< 4?O ?>5G4>6< D>7?>4V?5=>W <5D56V 54=>G 6<>>D<EF4T<> 

F5E=>?>7VN =4 547V Op5nVPN, EE5<4 6<>>D<EF4==O =46545=4 =4 D<EG=>G 2.1. 

 

 

$<EG=>> 2.1 3 %E5<4 6<>>D<EF4==O VPN 

 

/> 7744G64?>EO 6<M5, ?>>4?L=4 <5D564 6V44V?5==O  54=>G ?>5G4>64=4 7 

6<>>D<EF4==O< F5E=>?>7VW Gigabit Ethernet. �?O ?>4V?G L<D>>><>6=>7> 

4><5=G ��� 5G45 6<>>D<EF4=> F5E=>?>7VN VLAN EF4=44DFG Gigabit Ethernet. 

�D< 6<>>D<EF4==V  VLAN  <>6=4 4>EO7=GF< F4><E FV?5= [6]: 

- �>5G4G64F< <5D56G 7 =574?56=>N ?>7VG=>N EFDG>FGD>N; 

- $>75<F< T4<=<= L<D>>><>6=<= 4><5= >>?V7V= =4 >V?L>4. &5 4>76>?OT 

EGFFT6> 7<5=L<F< =464=F465==O =4 <5D56565 >5?44=4==O; 

- �4E<EF<F< <5D56G 6V4 EF>D>==L>7> 6FDGG4==O =4 ?4D4F=><G DV6=V, 

L?OE>< 5?>>G64==O =4 ?>DFV ?4>5FV6 44=<E 7 V=L<E VLAN, ?D<G><G 

=574?56=> 6V4 ?>G4F>>6>7> IP; 

- �4EF>E>6G64F< E?V?L=V ?>?VF<>< =4 FV?G 7DG?G; 

- �4V=E=N64F< <4DLDGF<74FVN 7 6<>>D<EF4==O< 74E>5V6  6VDFG4?L=<E 

?>DFV6. 
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2.2 $>7D>5>4  EE5<<  DV7<G=>7> D>7F4LG64==O >455?V6 F4 6G7?V6 

 

2.2.1 &<?< >455?L=<E 79T4=4=L F4 WE ?D>>?44>4 

 

�?O ?>5G4>6< >455?L=>W E<EF5<< ?>>4?L=>W <5D56V EF4=44DFG Gigabit 

Ethernet 5G45 6<>>D<EF4=> =55>D4=>64=G 6<FG ?4DG >4F57>DVW 6.  

$V7<G=4 F>?>?>7VO D>7L<D5=4 7VD>4 5G45 >59T4=G64F< <V6 E>5>N 

>><GF4F>D< D>5>G<E 7DG?. �>=4 7>5D465=4 =4 D<EG=>G 2.2.  

 

 

$<EG=>> 2.2  3  $V7<G=4 F>?>?>7VO $>7L<D5=4 �VD>4 

 

�E>V?L>< ?5D5454G4TFLEO 6<>>D<EF4==O 557 ?D>6V4=>7> <4DLDGF<74F>D4, 

F> 4?O >59T4=4==O 6EVE 6G7?V6 <V6 E>5>N 5G45 6<>>D<EF4=> 7V5D<4=G DV7<G=G 

F>?>?>7VN. �V5D<4=4 DV7<G=4 F>?>?>7VO - F5 >><5V=4FVO 46>E 45> 5V?LL5 F<?V6 

DV7<G=<E F>?>?>7V= 6 >4=V= <5D56V. �476<G4=, 7V5D<4=4 DV7<G=4 F>?>?>7VO 

6<>>D<EF>6GTFLEO 6 4G65 65?<><E <5D564E 4?O 74557?5G5==O =44V==>EFV F4 

5D5>F<6=>EFV ?5D544GV 44=<E. 

�4 D<EG=>G 2.3 ?>>474=> EE5<G F4>>W F>?>?>7VW. 
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$<EG=>> 2.3 3 �V5D<4=4 DV7<G=4 F>?>?>7VO 

 

2.2.2 �G4>64 6G7?V6 F4 =5>5EV4=VEFL WE 74EF>EG64==O 

 

�G4L-O>4 >><?9NF5D=4 <5D564 E>?444TFLEO 7 6G7?>6<E 5?5<5=FV6. � 

=4L><G 6<?44>G 4> 6G7?>6<E 5?5<5=FV6 <>6=4 6V4=5EF< >><GF4F>D< 6V44V?V6, 

F5=FD4?L=<= 7V745VF=<= >><GF4F>D F4 L?N7 4>EFG?G 4> <5D56V �=F5D=5F. 

�><GF4F>D< 6V44V?V6 >59T4=GNFL D>5>GV EF4=FVW ?56=<E ?V4D>74V?V6 <V6 

E>5>N. ,?N7 4>EFG?G 4> <5D56V �=F5D=5F 74557?5GGT 6EV< 6<EV4 6 �=F5D=5F, 

4V?5==O E<G7< ?D>?GE>4==O, DV?LFD4FVN FD4DV>G. 

&5=FD4?L=<= >><GF4F>D   >59T4=GT <V6 E>5>N 6EV V=LV 6G7?< <5D56V. �4 

4>?><>7>N �% >><GF4F>D4 <>6=4 ?>4V?<F< L<D>>><>6=<= 4><5= =4 G4EF<=< 

(6VDFG4?L=V <5D56V).  

&4><= ?V4EV4 4>76>?OT ?>>D4M<F< L6<4>VE=V ?4D4<5FD< <5D56V, F4 

7<5=L<F< =464=F465==O =4 >5?44=4==O. 

� E5D65D=V= >V<=4FV 7=4E>4<FLEO 7>?>6=<= >><GF4FV==<= 6G7>?, O><= 

>59T4=GT 6 E>5V >><GF4FV==5 >5?44=4==O F4 E5D65D<. � =L><G D>7<VM5=4 

>><GF4FV==4 L4D4, 5?>>< 557?5D55V==>7> 6<6?5==O F4 4>F<6=5 >><GF4FV==5 

>5?44===O. �DV< FL>7> 6 >><GF4FV==V L4DV 6EF4=>6?5=> ?4FG-?4=5?L, 7 <5F>N 
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74557?5G5==O 7DGG=>EFV 6 <>=F46V, F4 L6<4>>W >><GF4FVW ?>DFV6 <5D5656>7> 

>5?44=4==O.    

 

2.3 �5�DG=FG64==O 6<5>DG >><G=V>4FV==>7> >5?44=4==O  

  

�D< ?>5G4>6V >><?9NF5D=>W <5D56V 6<>>D<EF>6GTFLEO 4>F<6=5 F4 

?4E<6=5 >><G=V>4FV==5 >5?44=4==O. �>F<6=5 F4 ?4E<6=5 >><G=V>4FV==5 

>5?44=4==O 6<5<D4TFLEO 7 ?V4FD<<>>N ?56=<E EF4=44DFV6 F4 F5E=>?>7V= F4 

77V4=> 6<<>7 74<>6=<>4.  

� F45?<FV B1 «�>DV6=O?L=4 E4D4>F5D<EF<>4 4?4D4F=<E ??4FD>D< 

E5D65DV6» 4>44F>G � 7D>5?5=> ?>DV6=O==O E4D4>F5D<EF<> E5D65DV6 DV7=<E DVD<-

6<D>5=<>V6.  

�D4E>6GNG< =46545=V ?4D4<5FD< 4?O <5D56V 54=>G 5G45 6<>>D<EF4=> 

E5D65D ARTLINE Business R33. �DV< F5E=VG=<E E4D4>F5D<EF<> V 6<E>><E 

?>>47=<>V6 =44V==>EFV =>7> ?5D5647>N T >>=EFDG>F<6=5 6<>>=4==O 4?O 

<>=F46G 6 19= EFV=>G, M> 6 ?>44?LL><G >5D5=<FLEO 7=4G=>N 7DGG=VEFN 4?O 

44<V=VEFDG64==O V >5E?G7>6G64==O.  

�=4?>7VG=4 >>=DV7GD4FVO E5D65D4 5G45 6<>>D<EF4=4 4?O D4=?>6>7> 

E5D65D4. �>44F>>6> 4?O D4=?>6>7> E5D65D4 5G45 6<>>D<EF4=> HDD ?> 4&� 

>>65=. 

�?O >59T4=4==O 6EVE 6G7?V6 <5D56V <V6 E>5>N 6<>>D<EF4=> >><GF4F>D, 

O><= 6V4?>6V4=> 5G45 74V=E=N64F< >><GF4FVN ?4>5FV6 44=<E <V6 E>EF4<<. 

� F45?<FV B2 «�>DV6=O?L=<= 4=4?V7 16-F< ?>DF>6<E >><GF4F>DV6 

D>5>G<E 7DG?» 4>44F>G � =46545=> ?>DV6=O?L=<= 4=4?V7 F5E=VG=<E 

E4D4>F5D<EF<> >><GF4F>DV6, M> <>6GFL 5GF< 6<>>D<EF4=V 6 O>>EFV 

>><GF4FV==>7> 6G7?4 <5D56V D>5>G>W 7DG?<. 

 �?O ?>>4?L=>W <5D56V 6<>>D<EF4=> >><GF4F>D E5DVW D-Link DGS-1100-16 

6D4E>6GNG< 6V4?>6V4=VEFL F5E=VG=<< 6<<>74<. �4=<= >><GF4F>D <4T 
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?D<645?<6G FV=G ?D< 4>5D><G E?V66V4=>L5=V 4> DVG=>FV>=4?L=<E 

E4D4>F5D<EF<>. 

�>44F>>6V F5E=VG=V E4D4>F5D<EF<>< [14]: 

$G=>FVW ?>DFG: 

- �V4?>6V4=VEFL IEEE 802.3; 

- �V4?>6V4=VEFL IEEE 802.3u; 

- �4557?5G5==O >><GF4FVW ?4>FV6 G D56<<V ?>6=>7>/=4?V64G??5>E4; 

- �6F>G77>465==O L6<4>>EFV ?5D544GV 44=<E  <V6 6V4?D64=<>>< V 

>FD<<G64G5<; 

- �6F>6<7=4G5==O F<?G MDI/MDI-X; 

- �5DG64==O L<D>>><>6=<<< ?4>5F4<< <F4=44DFG IEEE 802.3x G 

?>6=>4G??5>E=><G D56<<V. 

� >><GF4F>DV D-Link DGS-1100-16 D54?V7>64=> F4>V DG=>FVW >5DG64==O: 

- Web-V=F5DD5=E 4?O =4?4LFG64==O V >5DG64==O (�V4FD<<>4 IPv4); 

- 'F<?VF4 SmartConsole; 

- �5<565==O ?D46 4>EFG?G  =4 >E=>6V ?4D>?O; 

- �>EF4F=L> L<D>>V <>6?<6>EFV =4?4LFG64==O ?>DFV6: >5DG64==O 

L6<4>VEFN, D56<<G 4G??5>EG-=V?64G??5>EG, >5DG64==O ?>F>>>< 44=<E . 

�><GF4F>D E57<5=FG <5D56V >59T4=GT D>5>GV EF4=FVW G =565?<>G 7DG?G 

(E57<5=F <5D56V). � O>>EFV >><GF4F>D4 D>5>G>W 7DG?< 5G45 6<>>D<EF4=> F4>>6 

8-<< ?>DF>6V >><GF4F>D< 7 E5DVW D-Link DGS-1100. �4 E4D4F>D<EF<>4<< 44=<= 

>><GF4F>D T 4=4?>7VG=<= 4> ?>?5D54=L>W <>45?V, 4?5 <4T <5=LG >V?L>VEFL 

?>DFV6 V 6V4?>6V4=> =>7> 64DFVEFL T 5V?LL ?D<==OF=>N 4?O 74<>6=<>4.  

�=4?VF<G=V 44=V 4?O 6<5>DG 7>?>6=>7> >><GF4F>D4 <5D56V =46545=> 6 

F45?<FV B3 «�>DV6=O?L=<= 4=4?V7 F5=FD4?L=<E >><GF4F>DV6» 4>44F>>G �. 

 �?O ?>>4?L=>W <5D56V 6<5D4=> >><GF4F>D TP-Link T3700G-52TQ. 

�<5D4=<= =4<< >><GF4F>D 74EF>E>6G64F<<5FLEO 6 O>>EFV >><GFGNG>7> 

?D<EFD>N >>D5<>7> E57<5=FG <5D56V 45>  7DG?<. 
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� F45?<FV 2.1 ?D<6545=<= ?>6=<= ?5D54V> 4>F<6=>7> F4 ?4E<6=>7> 

<5D5656>7> >5?44=4==O, O>5 5G45 6<>>D<EF4=> 4?O ?D>5>FG64==O ?>>4?L=>W 

<5D56V 54=>G. 

 

&45?<FO 2.1 3 �>F<6=5 F4 ?4E<6=5 >5?4=4==O 4?O ?D>5>FG64==O ��� 

7 �?<E �4. 

6<<. 

�-

EFL 

&V=4, 7D=. %G<4, 

7D=. 

1 2 3 4 5 6 

1 �><GF4FV==4 L4D4 6<E>F4 24U LF. 1 15800 15800 

2 �><GF4FV==4 L4D4 6<E>F4 7U LF. 6 9000 54000 

3 �4FG?4=5?L, 24 ?>DF<, >4F57>DVO 6 LF. 1 4000 4000 

4 �4FG?4=5?L Panduit, 16 ?>DFV6, 

>4F57>DVO 6 

LF. 6 3100 18600 

5 �4FG>>D4 UTP >4F. 6 LF. 45 60 2700 

6 �>D>5 <. 123 70 8610 

7 �45?L UTP (>4F. 6), �45E>455?L <. 610 13 7930 

8 �5D56564 D>75F>4 UTP (>4F. 6) LF. 41 130 5330 

9 APC 1500VA Smart-UPS  LF. 1 16500 16500 

10 �><GF4F>D TP-Link T3700G-52TQ LF. 1 30670 30670 

11 D-Link DGS-1100-08 LF. 6 3200 19200 

12 $4=?>6<= E5D65D  

ARTLINE Business R33 

LF. 1 38000 38000 

13 %5D65D-L?N7  

ARTLINE Business R33 

LF. 1 33000 33000 

14 D-Link DGS-1100-16 LF. 1 4300 4300 

�474?L=4 EG<4, 7D=.                                                                                        258640 
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2.4 �E>5?<6>EFV <>=F46G <5D56V 

 

�>=F46 =55>D4=>64=>W 6<F>W ?4D< (Unshielded Twisted Pair - UTP) 

>4F57>DVW 6 ?>6<=5= 6V4?>6V44F< EF4=44DFG TIA/EIA-568-C.2 F4 5GF< 6<>>=4=<= 

G 6V4?>6V4=>EFV 7 ?D46<?4<< F5E=V>< 557?5><. �E=>6=V >E>5?<6>EFV <>=F46G 

UTP >4F57>DVW 6 F4>V: 

ý �5?44=4==O: �5>5EV4=> <4F< =4O6=VEFL 6EL>7> =5>5EV4=>7> 

>5?44=4==O 4?O <>=F46G >455?N, F4>>7> O>: >455?L, >>=5>F>D< RJ-45, 

>D<<?5D, 74F<E>=<= V=EFDG<5=F, F5EF5D >455?N F>M>. 

ý �5DV7>4 >455?N: �455?L ?>6<=5= 5GF< >5DV74=<= =4 =5>5EV4=G 

4>66<=G 7 6<>>D<EF4==O< >D<<?5D4. �D< FL><G =5>5EV4=> 74557?5G<F< DV6=G 

F4 F>G=G >5DV7>G. 

ý $>7<VM5==O >455?N: �455?L ?>6<=5= 5GF< D>7<VM5=<= =4 

6V4?>6V4=V= 6V4EF4=V 6V4 V=L<E >455?V6 F4 465D5? 5?5>FD><47=VF=<E ?5D5L>>4. 

ý �DV??5==O >455?N: �455?L ?>6<=5= 5GF< >DV??5=<= 74 4>?><>7>N 

>455?L=<E E>>5 45> V=L>7> 6V4?>6V4=>7> >5?44=4==O. 

ý �V4>?NG5==O >>=5>F>DV6: �>=5>F>D< ?>6<==V 5GF< 6EF4=>6?5=V =4 

>V=FOE >455?N F4 74>DV??5=V 7 6<>>D<EF4==O< 74F<E>=>7> V=EFDG<5=FG. �D< 

FL><G =5>5EV4=> 4>FD<<G64F<EL ?D46<?L=>W >DVT=F4FVW >>=F4>FV6. 

ý �5D56VD>4 >455?N: �VE?O 7465DL5==O <>=F46G =5>5EV4=> ?5D56VD<F< 

>455?L =4 6V4?>6V4=VEFL EF4=44DFG TIA/EIA-568-C.2 74 4>?><>7>N F5EF5D4 

>455?N. 

�>FD<<4==O ?D46<? F5E=V>< 557?5><: �V4 G4E <>=F46G =5>5EV4=> 

4>FD<<G64F<EL ?D46<? F5E=V>< 557?5><, 7>>D5<4, ?D4FN64F< 7 6<<>=5=<< 

5?5>FD>?>EF4G4==O<, 6<>>D<EF>6G64F< V7>?OFV==V <4F5DV4?<, =5 4>?GE>4F< 

?5D57<=4==O 45> D>7D<6G >455?N. 
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2.5 �5�DG=FG64==O 6<5>DG  ?D>7D4<=>7> 74557?5G5==O 

 

� 44=><G D>74V?V >64?VDV>4FV==>W D>5>F< 5G45 44=> >5�DG=FG64==O 

6<5>DG ?D>7D4<=>7> 74557?5G5==O, M> 6<>>D<EF>6GTFLEO =4 6G7?4E 

>><?9NF5D=>W <5D56V. �4 D>5>G<E EF4=FVOE F5=FD4?L>>7> 6V44V?5==O  

6<>>D<EF>6GTFLEO �% Windows 11 proff. &O �% 5G?4 >G??5=4 54=>>< D47>< 7 

D>5>G<<< EF4=FVO<<. &<? ?VF5=7VW O>4 6<>>D<EF>6GTFLEO 3 ���. �% Windwos 

10 6<>>D<EF>6GTFLEO G 769O7>G 7 F<<, M> ?5D5646=4 5V?LLVEFL ?D>7D4<=>7> 

74557?5G5==O =4?<E4=4 ?V4 �% EV<5=EF64 Windows, V >>D<EFG64G4< =5 ?>FDV5=5 

4>44F>>65 =46G4==O. 

�?O E5D65DV6 >>6=>7> 7 6V44V?5=L 6<>>D<EF>6GTFLEO �% FreeBSD 13. 

�<>>D<EF4==O 44=>W 557>>LF>6=>W �% 4>76>?<FL >FD<<4F< L6<4><= F4 

DG=>FV>=4?L=<= <V6<5D5656<= 5>D4=, 557>>LF>6=5 ?>=>6?5==O �%. 

�?O >D74=V74FVW 74E<M5=>7> 79T4=4==O <V6 F5D<F>DV4?L=> 6V444?5=<<< 

6V44V?5==O << 54=>G G5D57 <5D56G �=F5D=5F 5G45 6<>>D<EF4=> F5E=>?>7VN 

VPN, O>4 D54?V7>64=4 74E>54<< ?4>5FG OpenVPN, O><= ?D4FNT ?V4 �% 

FreeBSD. 

 

2.6 �5�DG=FG64==O 6<5>DG 74E>5V6 74E<EFG <5D56V 

 

�?O 74E<EFG <5D56V 5G45 6<>>D<EF4=> LF4F=<= D4=D6>? ipfw �% 

FreeBSD. �4=4 �% F4 WW D4=D6>? T ?>6=VEFN 557>>LF>6=<<. � FD5FL><G D>74V?V 

>64?VDV>4FV==>W D>5>F< 5G45 >?<E4=> ?D46<?4 DV?LFD4FVW 4?O D4=D6>?4. 

�?O D>5>G<E EF4=FV= 6<>>D<EF4=> Windows 11. �>6=4 �% Windows 11 

<4T LF4F=<= 65G4>64=<= ?D>4G>F<6=<= D4=D6>? Windows Firewall. 

�>44F>>6> �% F5=FD4?L=>7> >><GF4F>D4 ?V4FD<<GT <>6?<6VEFL 7444==O 

ACL 4?O DV?LFDG64==O FD4DV>G <V6 ?V4<5D564<<. 
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2.7 &5EFG64==O F4 =4?47>465==O <5D56V 

 

&5EFG64==O ?>>4?L=>W <5D56V F5=FD4?L=>7> >DVEG 6V45G64TFLEO 6 2 

5F4?<: 

- &5EFG64==O >455?L=>W E<EF5<< 7 6<>>D<EF4==O< E?5FV4?V7>64=>7> 

F5EF5D4 =4 ?D54<5F 6V4?>6V4=>EFV 6<<>74< EF4=44DFG Gigabit Ethernet. 

- &5EFG64==O ?D>7D4<=>7> 74557?5G5==O 6G7?V6 <5D56V. 

�VE?O 6<>>=4==O 6<M5 >?<E4=<E 5F4?V6 ?>FDV5=> ?D>F5EFG64F< 

E>>=DV7GD>64=G >59T4=4=G <5D56G =4 547V F5E=>?>7VW VPN. 

&5EFG64==O <5D56V =4 ?D>7D4<=><G DV6=V 5G45 ?D>6>4<F<EL 7 

6<>>D<EF4==O< <5D5656<E GF<?VF: ping, tracert, netstat, ipconfig, route. 

�V47=>EF<>4 (6<O6?5==O) =5?>?44>> 6 D>5>FV ?>>4?L=>W <5D56V F4 

<5D5656>7> >5?44=4==O (>><GF4F>DV6, E5D65DV6) 5G45 ?D>6>4<F<EL 

6<>>D<EF>6GNG< >?5D4FV==G E<EF5<G, O>4 >5DGT E5D65D>< 45> >><GF4F>D><.  
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3  %��&���,��� $����� 
 

3.1 �=EFDG>FVW 7 =4?4LFG64==O ?D>7D4<=>7> 74557?5G5==O E5D65DV6 

 

3.1.1 �=EFDG>FVW 7 =4?4LFG64==O L?N74 F4 E?G65< OpenVPN 

  

�5>5EV4=> EF6>D<F< 6VDFG4?L=G ?D<64F=G <5D56G <V6 45>V?L>><4 

6V44V?5==O << 54=>G, ?V4>?NG5=<<< 4> �=F5D=5F.  

/> 6V4><>, VE=GT 557?VG DVL5=L 44=>7> ?<F4==O, O>V 5474F> D47V6 

?>DV6=N64?<EO ?> E?V66V4=>L5==OE DG=>FV>=4?L=>EFV/=44V==>EFV/64DF>EFV. 

�D>4=4?V7G646L< 6EV 64DV=4F<D 6 44=V= 4<??><=V= D>5>FV 5G45 74?D>?>=>64=> 

DVL5==O =4 547V 557>>LF>6=>7> ?4>5FG OpenVPN, M> 6<>>D<EF>6GT 

E5DF<DV>4F< 4?O L<DDG64==O FD4DV>G. OpenVPN 4>76>?OT D>77>D=GF< 7=GG>G 

>>=DV7GD4FVN V 6<>>D<EF>6G64F< E5DF<DV>4F< TLS/SSL 74<VEFL EF4F<G=<E 

>?NGV6.   

�4 E5D65D 7 FreeBSD, M> 7=4E>4<FLEO =4 6E>4V ?V4<5D56V 6V44V?5==O O 

71 5G45 ?D>V=EF4?L>64=> E5D65D OpenVPN. � 464 6V444?5=V >DVE<, =4 6E>4V 

<5D56 O><E 6EF4=>6?5=V E5D65D< 7 FreeBSD (6>=< 5G4GFL >?VT=F4<< OpenVPN) 

V >><?'NF5D>< E<EF5<=>7> 44<V=VEFD4F>D4 7 Windows 10 (6V= F4>>6 5G45 

>?VT=F>< OpenVPN). �>>4?L=4 ?V4<5D564 F5=FD4?L=>7> >DVEG <4T 44D5EG 

172.16.14.0/24 (?V4<5D564, 45 D>7<VM5=V E5D65D<); ?>>4?L=4 ?V4<5D564 

F5D=>?V?LEL>>7> 6V44V?5==O   - 172.16.1.0/24; ?>>4?L=4 ?V4<5D564 6V444?5>=>7 

>DVEG - 172.16.2.0/24. �5>5EV4=> EF6>D<F< 6VDFG4?L=G ?D<64F=G <5D56G routed-

F<?G (L<D>>><>6=<= FD4DV> =5 5G45 ?5D54464F<EO <V6 ?V4<5D564<<), M> <4T 

F>?>?>7VN Point-to-multi-point (>4<= E5D65D V 45>V?L>4 >?VT=FV6), M> 

6<>>D<EF>6GT 4?O L<DDG64==O FD4DV>G TLS/SSL V 74557?5GGT =4EFG?=G 

?>?VF<>G <4DLDGF<74FVW <V6 ?>>4?L=<<< ?V4<5D564<<: 7 ?>>4?L=>W ?V4<5D56V 

F5=FD4?L=>7> >DVEG 4>EFG?=V >><?'NF5D< ?>>4?L=<E ?V4<5D56 >5>E DV?V=, 7 

?>>4?L=<E ?V4<5D56 DV?V= 4>EFG?=V >><?'NF5D< ?>>4?L=>W ?V4<5D56V 
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F5=FD4?L=>7> >DVEG, 7 >><?'NF5D4 6V444?5=>7> E<EF5<=>7> 44<V=VEFD4F>D4 

4>EFG?=V >><?'NF5D< ?>>4?L=<E ?V4<5D56 F5=FD4?L=>7> >DVEG V >5>E DV?V=. 

�EF4=>6?5==O E5D65D4 OpenVPN. �?O 6EF4=>6?5==O E5D65D4 OpenVPN 

=5>5EV4=> 6<>>=4F< =4EFG?=G ?>E?V4>6=VEFL 4V=: 4>44F< G D4=? >>=DV7GD4FVW 

O4D4 DO4>> pseudo-device tun, O>M> F4>4 >?FVO 6V4EGF=O ?>FDV5=> 

?5D5>><?V?N64F< O4D> F4 ?5D57464=F46<F< E<EF5<G. �>FV< ?>FDV5=> 

6EF4=>6<F< OpenVPN 7 ?>DFV6: 

cd /usr/ports/security/OpenVPN 

make install 

�>=DV7GD4FV==V D4=?< E5D65D4 OpenVPN 74 74<>6GG64==O< 755DV74NFLEO 

6 >4F4?>7V /usr/local/etc/OpenVPN. ->5 EF6>D<F< 6V4?>6V4=G EFDG>FGDG 

>4F4?>7V6 6<>>=GT<> F4>G ?>E?V4>6=VEFL >><4=4: 

mkdir /usr/local/etc/OpenVPN 

cd /usr/local/etc/OpenVPN 

mkdir ccd  (>4F4?>7 >>=DV7GD4FVW 6V444?5=<E >?VT=FV6) 

mkdir certs (>4F4?>7,  45 T E5DF<DV>4F< >?VT=FV6 V E5D65D4) 

mkdir crl (>4F4?>7 7 E?<E>4<< 6V4>?<>G E5DF<DV>4FV6) 

mkdir keys (>4F4?>7, M> <VEF<FL 74>D<FV >?NGV E5DF<DV>4FV6 >?VT=FV6 V E5D65D4) 

mkdir private (74>D<F<= >?NG 4>6VD5=>7> E5DF<DV>4FG (CA) 

mkdir req   (>4F4?>7, M> <VEF<FL 74?<F< =4 E5DF<DV>4F<) 

chmod 700 keys private 

echo "01" > serial 

touch index.txt 

�4?V 74 4>?><>7>N 74E>5V6 �% FreeBSD >5<56GT<> ?D464 4>EFG?G 4> 

>4F4?>7V6 keys V private. &5= <><5=F 4G65 646?<6<6= 4?O 74557?5G5==O 

?>FDV5=>7> DV6=O 74E<EFG ?D<64F=<E E5DF<DV>4FV6. 

 �4 =4EFG?=><G 5F4?V EF6>DNT<> 547G 44=<E E5DF<DV>4FV6 (6V4?>6V4=V 

D4=?< serial V index.txt).  

$>77?O=5<> 5V?LL 45F4?L=> 6<VEF D4=?V6 >>=DV7GD4FVW OpenSSL.  
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�4 74<>6GG64==O< OpenSSL 6<>>D<EF>6GT 7?>54?L=<= D4=? >>=DV7GD4FVW 

/etc/ssl/openssl.cnf. %F6>DNT<> 6 >4F4?>7V /usr/local/etc/OpenVPN >>D5<<= D4=? 

>>=DV7GD4FVW OpenSSL 4?O OpenVPN. �4=<= D4=? ?>6<=5= =47<64F<EO 

openssl.cnf V <4F< =4EFG?=<= 6<VEF: 

[ ca ] 

default_ca =  Ca_default 

[ Ca_default ] 

dir = /usr/local/etc/OpenVPN 

crl_dir = $dir/crl 

database = $dir/index.txt 

new_certs_dir = $dir/certs 

certificate = $dir/CA_cert.pem 

serial = $dir/serial 

crl = $dir/crl/crl.pem 

private_key = $dir/private/CA_key.pem 

RANDFILE = $dir/private/.rand 

default_days = 3650 

default_crl_days =  365 

default_md = md5 

unique_subject = yes 

policy  = policy_any 

x509_extensions = user_extensions 

[ policy_any ] 

organizationname = match 

organizationalunitname = optional 

commonname  = supplied 

[ req ] 

default_bits = 2048 

default_keyfile  = privkey.pem 
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distinguished_name = req_distinguished_name 

x509_extensions = Ca_extensions 

[ req_distinguished_name ] 

organizationname = Organization Name (must match CA) 

organizationname_default = Company 

organizationalunitname  = Location Name 

commonname  = Common User or Org Name 

commonname_max = 64 

[ user_extensions ] 

basicconstraints = Ca:false 

[ Ca_extensions ] 

basicconstraints = Ca:true 

default_days  = 3650 

[ server ] 

basicconstraints = Ca:false 

nscerttype  = server 

�4EFG?=4 G4EF<=4 >>=DV7GD4FV==>7> E>DV?F4 6V4?>64V44T 74 EF6>D5==O 

E4<>?V4?<E=>7> 4>6VD5=>7> E5DF<DV>4FG (CA). �?O FL>7> =5>5EV4=>, ?5D5=F< 6 

4>F<6=<= >4F4?>7 /usr/local/etc/OpenVPN V  6<>>=4F< >><4=4G: 

openssl req -new -nodes=GV -x509 -keyout private/ca_key.pe>m -out Ca_cert.pe>m 

-days 3655 

�V4 G4E  6<>>=4==O >><4=4< =5>5EV4=> 5G45 665EF< =4EF?FG=V 44=V   

ý Country Name 3 <V6=4D>64=G =476G >D4W=<; 

ý State or Province Name 3 =4764 D57V>=G; 

ý Locality Name; Organization Name 3 =476G >D74=V74FVW;  

ý Organizational Unit Name 3 =476G 6V44V?G G< ?V4D>74V?G;  

ý Common Name; Email Address 3 >>=F4>F=V 44=V F4 5-<5=?.  

�4EFG?=<= 646?<6<6= >D>> - EF6>D5==O E5DF<DV>4FG E5D65D4. �=>6G 

?5D5E>4<<> 6 >4F4?>7 /usr/local/etc/OpenVPN V 6<>>=GT<> >><4=4G: 
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openssl req -new -nodes -keyout keys/server.pem -out req/server.pem 

�5D56VDO<> D57G?LF4F< EF6>D5==O E5DF<DV>4FG E5D65DG >><4=44<< 

openssl req -noout -text -in req/server.pem  (74?<F =4 >FD<<4==O E5DF<DV>4F) 

openssl rsa -noout -text -in keys/server.pem (74?<F =4 >FD<<4==O 74>D<F>7> 

>?NG4) 

�?O 7465DL5==O EF6>D5==O E5DF<DV>4FG =>7> =5>5EV4=>  ?V4?<E4F< 

E4<>?>4?VE=<< E5DF<DV>4F>< (CA) 74 4>?><>7>N >><4=4<: 

openssl ca -batch -config openssl.cnf -extensions server -out certs/server.pem \ 

-infiles req/server.pem 

$4=? >>=DV7GD4FVW E5D65D4 6 7474?L=><G 5G45 <4F< 6<7?O4: 

dev               tun 

local             <�>6=VL=O IP-44D5E4 E5D65D4> 

port              1194 

proto             udp 

server            10.0.0.0 255.255.255.0 

push              "route 10.0.0.0 255.255.255.0" 

route             172.16.1.0 255.255.255.0 

route             172.16.2.0 255.255.255.0 

client-config-dir ccd 

client-to-client 

tls-server 

dh                /usr/local/etc/OpenVPN/dh2048.pem 

ca                /usr/local/etc/OpenVPN/ca_cert.pem 

cert              /usr/local/etc/OpenVPN/certs/server.pem 

key               /usr/local/etc/OpenVPN/keys/server.pem 

crl-verify        /usr/local/etc/OpenVPN/crl/crl.pem 

tls-auth          /usr/local/etc/OpenVPN/ta.key 0 

comp-lzo 

keepalive         10 120 
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tun-mtu           1500 

mssfix            1450 

persist-key 

persist-tun 

user              OpenVPN 

group             OpenVPN 

verb              3 

$4=?< >>=DV7GD4FVW >?VT=FV6 T E?5FV4?L=<<< D4=?4<<, O>V 755D565=V 6 

>4F4?>7V ccd. �4=V D4=?< <VEFOFL >4=G 45> 45>V?L>4 >><4=4, O>V EF6>DNNFL 

<4DLDGF< 4> 5464=<E ?V4<5D56 ���. 

� =>L><G 6<?44>G =5>5EV4=> EF6>D<F< 6 >4F4?>7V 

/usr/local/etc/OpenVPN/ccd D4=?< >>=DV7GD4FVW >?VT=FV6 client1-client3: 

cd /usr/local/etc/OpenVPN/ccd 

touch client1 client2 client3 

$4=? client1 ?>6<=5= <VEF<F< 46V >><4=4<: M> 4>44T >?VT=FG <4DLDGF 4> 

?>>4?L=>W ?V4<5D56V F5=FD4?L=>7> >DVEG (6V44V?5==O  71), 4 F4>>6 6<7=4G4T 

44D5EG ?>>4?L=>W ?V4<5D56V, M> 7=4E>4<FLEO 74 >?VT=F><: 

push "route 172.16.14.0 255.255.255.0" 

iroute 172.16.1.0 255.255.255.0 

$4=? client2 4=4?>7VG=<= D4=?G client1 74 6<=OF>>< 44D5E< ?>>4?L=>W 

?V4<5D56V, M> 7=4E>4<FLEO 74 >?VT=F><: 

push "route 172.16.14.0 255.255.255.0" 

iroute 172.16.2.0 255.255.255.0 

$4=? client3 ?>6<=5= <VEF<F< >><4=4<, M> 4>44NFL >?VT=FG <4DLDGF< 

4> ?>>4?L=<E ?V4<5D56 6V44V?5==O  71, 72, 73: 

push "route 172.16.14.0 255.255.255.0" 

push "route 172.16.1.0 255.255.255.0" 

push "route 172.16.2.0 255.255.255.0" 
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�EF4==V= 5F4? >>=DV7GD4FVW 3 =5>5EV4=> 7444F< 46F>74?GE> E5D65D4 

OpenVPN ?D< 7464=F465==V >?5D4FV==>W E<EF5<<. �?O FL>7> 6<>>D<EF4=> 

>><4=4G:  

OpenVPN_enable="yes" G D4=? /etc/rc.conf. 

�?O 5D5>F<6=>W D>5>F< E5D65D4 OpenVPN =5>5EV4=> 7444F< F4>V 

=4?4LFG64==O 5D4=4<4G5D4: 

1. �>76>?<F< ?D>E>465==O ?4>5FV6 44=<E G5D57 V=F5DD5=E<  OpenVPN-

L?N74. 

2. �=4?>7VG=> 4>764?OT<?> ?D>E>465==O UDP-FD4DV>G =4 7>6=VL=N 

44D5EG E5D65D4 ?>DF 1194. 

3. &4>>6 4>76>?OT<> DGE 5G4L-O>>7> FD4DV>G 7 VPN-<5D56V 6 ?>>4?L=G 

?V4<5D56G GEF4=>6<. 

4. �V4?>6V4=> 4>76>?OT<> DGE FD4DV>G 7 ?>>4?L=<E ?V4<5D56 G VPN-

FG=5?L. 

5. �4 74<>6GG64==O< 4>76>?OT<> ?5D544GG ?4>5FV6 44=<E ?> ?>>4?L=<E 

?V4<5D564E (F>5F> F<E, O>V =5 6<E>4OFL =47>6=V). 

6. �=4?>7VG=> 4> ?>?5D54=L>7> ?G=>GFG 4>76>?OT<> ?5D544GG 44=<E 7 

?>>4?L=>W ?V4<5D56V 6 ?>>4?L=G ?V4<5D56G F5=FD4?L=>7> >DVEG. 

�F65 6 >><4=4=><G DO4>G  ipfw EF6>DNT<> =4EFG?=V ?D46<?4: 

/sbin/ipfw -q add pass ip from any to any via ${vif} 

/sbin/ipfw -q add pass udp from any to ${oip} 1194 in via ${oif} 

/sbin/ipfw -q add pass ip from ${vnet} to ${inet} out via ${iif} 

/sbin/ipfw -q add pass ip from ${inet} to ${vnet} in via ${iif} 

/sbin/ipfw -q add pass ip from 172.16.1.0/24 to ${inet} out via ${iif} 

/sbin/ipfw -q add pass ip from ${inet} to 172.16.1.0/24 in via ${iif} 

/sbin/ipfw -q add pass ip from 172.16.2.0/24 to ${inet} out via ${iif} 

/sbin/ipfw -q add pass ip from ${inet} to 172.16.2.0/24 in via ${iif} 

�<V==V shell <>6GFL ?D<=<4F< F4>V 7=4G5==O:  

ý oip - 7>6=VL=O IP-44D5E4 E5D65D4;  
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ý inet - 44D5E4 ��� (G =4L><G 6<?44>G - 172.16.14.0/24); 

ý vnet - 44D5E4 VPN <5D56V (G =4L><G 6<?44>G 10.0.0.0/24);  

ý iif 3 =4764   6=GFDVL=L>7> V=F5DD5=EG E5D65D4 (=4?D<>?44, rl1);  

ý oif 3 =4764 7>6=VL=L>7> V=F5DD5=EG E5D65D4 (=4?D<>?44, rl0);  

ý vif 3 =4764 V=F5DD5=EG OpenVPN-E5D6VEG  (=4?D<>?44, tun0).  

�V4?>6V4=V =4?4LFG64==O 5D4=4<4G5DV6 7V EF>D>=< >?VT=FV6 6<>>=GTFLEO 

4=4?>7VG=>. �>474=V =4<< ?D46<?4 7 ?'OF>7> =><5D4 V 44?V, 74?564FL 6V4 

?>?VF<>< <4DLDGF<74FVW, M> D54?V7GTFLEO 6 ?V4<5D564E V <>6GFL 5GF< 7<V=5=V. 

� =4L><G 6<?44>G D54?V74FVW VPN ?D46<?4 ipfw 4?O >?VT=F4 client1 <4F<<GFL 

=4EFG?=<= 6<7?O4 6<7?O4 (7<V==4 shell inet 6<7=4G4T 44D5EG ��� ?V4<5D56V 

>?VT=F4 client1 - 172.16.1.0/24): 

/sbin/ipfw -q add pass ip from any to any via ${vif} 

/sbin/ipfw -q add pass udp from any to ${oip} 1194 in via ${oif} 

/sbin/ipfw -q add pass ip from ${vnet} to ${inet} out via ${iif} 

/sbin/ipfw -q add pass ip from ${inet} to ${vnet} in via ${iif} 

/sbin/ipfw -q add pass ip from 172.16.14.0/24 to ${inet} out via ${iif} 

/sbin/ipfw -q add pass ip from ${inet} to 172.16.14.0/24 in via ${iif} 

�D46<?4 ipfw 4?O >?VT=F4 client2 =5 6V4DV7=ONFLEO 6V4 ?D46<? 4?O >?VT=F4 

client1 (F5?5D 7<V==4 shell inet 6<7=4G4T 44D5EG ?>>4?L=>W ?V4<5D56V >?VT=F4 

client2 - 172.16.2.0/24).  

�?O ?5D544GV D4=?V6 >>=DV7GD4FVW >?VT=FG 5464=> =5 6<>>D<EF>6G64F< 

�=F5D=5F, M>5 =5 5G?> 6<?44>>6>7> ?5D5E>??5==O. � FL><G 6<?44>G 

>?<F4<4?L=> 5G45 =4?D<>?44 D?5L-=>EV=, 45> 7>6=VL=V= HDD. 

 ->5 E>>?VN64F< D4=?< >>=DV7GD4FVW 4?O >?VT=FV6 (Client), =4 ?>FDV5=<= 

4<E>, 6<>>=GT<> F4>G ?>E?V4>6=VEFL >><4=4: 

mount -t msdos /dev/sdd1 /mnt  

cd /usr/local/etc/OpenVPN 

cp certs/cclient.pem /mnt 

cp keys/kclient.pem /mnt 
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cp Ca_cert.pem /mnt 

cp ta.key /mnt 

umount /mnt 

&4><< G<=>< 5G45 7<>=F>64=> D?5L-4<E> (>4F4?>7 /mnt), 6 =><= 

E>>?VNNFLEO E5DF<DV>4F F4  74>D<F<= >?NG >?VT=F4, E4<>?V4?<E=<= 4>6VD5=<= 

E5DF<DV>4F (CA) V EF4F<G=<= >?NG HMAC.  

$4=?< >>=DV7GD4FVW FreeBSD->?VT=FV6 6V4DV7=ONFLEO FV?L>< D>D<4F>< 

7444==O L?OEV6 4> D4=?V6 V V<5=4<< D4=?V6, M> <VEFOFL E5DF<DV>4F< V 74>D<FV 

>?NGV. �F65 =4?4LFG646L< VPN-<5D56V >>D<EFG64GV >FD<<4NFL L6<4><= V 

557?5G=<= 4>EFG? 4> E<EF5<< >?VT=F 3 54=> F4 V=L<E 4>44F>>6<E E?G65, 

=4?D<>?44 Remote Administrator, Wndows Terminal Services, OPENSSH V F.4.  

 

3.1.2 �=EFDG>FVW 7 =4?4LFG64==O D4=?>6>7> E5D65D4 

 

$4=?>64 E?G654 6 ?>>4?L=V= <5D56V 5G45 D54?V7>64=4 =4 ?D>F>>>?V 

?5D544GV D4=?V6 FTP, O><= T >4=<< V7 =4=?>?G?OD=VL<E F4 446=> 

6<>>D<EF>6G64=<E ?D>F>>>?V6 6<E>>>7> DV6=O (4 E4<5 DV6=O 4>44F>V6).  

%?G654 D4=?V6 6 =4L><G 6<?44>G =4?4LF>6GTFLEO 74 4>?><>7>N E5D6VEG 

V 6V4?>6V4=>7> D4=?G vsftpd.conf .  

�E=>6=<= ?D<=F<? L4?4LFG64==O ?>?O74T 6 F><G, M> E?>G4F>G 

EF6>DNT<> >E=>6=<= D4=? user_list 7 E?<E>>N N75DV6, M> <4F<<GFL4>EFG? 4> 

E5D65D4 V D4=? chroot_list,  M> <VEF<LFL V<5=4 >>D<EFG64GV6, V7>?L>64=<E <V6 

E>5>N.  

�4?V EF6>DNTFLEO >4<4=44<< �% >4F4?>7 /etc/vsftpd/vusers, 6 O>><G 

?D>?<EGNFLEO D4=?< 7 >>=DV7GD4FVO<< 4?O >>D<EFG64GV6, M> <4F<<GFL 

6V4?>6V4=V ?D464 V DV6=V 4>EF<G?G.  �4?D<>?44, 4?O >>D<EFG64G4 

>>D<EFG64G user113, EF6>DNT<> D4=? 7 V<5=5<  user113  V 74?<EGT<> 6 =L>7> 

F4><= DO4>>  local_root = /var/ftp/user113. &5= >4F4?>7 5G45 >>D5=5< 4?O 44=>7> 
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>>D<EFG64G4, 4 44?V 665 <>6=4 EF6>D<F< 45D56>6><4=G EFDG>FGDG >4F4?>7V6 7 

6V4?>6V4=<<< ?D464<< 4>EFG?G.  

 %F4DF D>5>F< E?G65< 74V=E=NTFLEO >><4=4>N:  /etc/rc.d/init.d/vsftpd 

start.   

%>DV?F =4?4LFG64==O E5D65D4: 

listen=YES 

listen_address=192.168.0.0/16 

pam_service_name=vsftpd 

anonymous_enable=NO 

local_enable=YES 

write_enable=YES 

anon_upload_enable=NO 

anon_mkdir_write_enable=NO 

anon_other_write_enable=NO 

anon_root=/var/ftp/anonymous 

dirmessage_enable=YES 

connect_from_port_20=YES 

chown_uploads=YES 

chown_username=ftp 

xferlog_enable=YES 

xferlog_file=/var/log/vsftpd.log 

idle_session_timeout=600 

data_connection_timeout=12000 

nopriv_user=ftp 

ascii_upload_enable=NO 

ascii_download_enable=NO 

ftpd_banner=Hello. 

user_config_dir=/etc/vsftpd/vusers 

chroot_local_user=YES 
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chroot_list_enable=YES 

chroot_list_file=/etc/vsftpd/chroot_list 

userlist_file=/etc/vsftpd/user_list 

userlist_enable=YES 

userlist_deny=NO 

 

3.2 �=EFDG>FVW 7 =4?4LFG64==O 4>F<6=>7> >><GF4FV==>7> 

>5?44=4==O 

 

3.2.1 �=EFDG>FVW 7 =4?4LFG64==O F5=FD4?L=>7> >><GF4F>D4 

 

�5D5=45<> 557?>E5D54=L> 4> =4?4LFG64==O 6VDFG4?L=<E <5D56 =4 

>><GF4F>DV, 6<>>D<EF>6GNG< T4<=G E<EF5<G >><4=4. �>G4F>>6<= 5F4? 3 

7444==O >V?L>>EFV VLAN (74?56<FL 6V4 <>45?V >><GF4F>D4 V 55D5FLEO 7 =>7> 

F5E=VG=<E E4D4>F5D<EF<>):  

SW(config)# max-vlans {>V?L>VEFL VLAN} 

�<6G5 ?D<6545<> E>DV?F EF6>D5==O VLAN<5D56V, ?D<E6>T==O V<5= F4 

6V4?>6V4=<E ?>DFV6 E>EF4<, M> 6E>4OFL 4> 6VDFG4?L=>W <5D56V:  

SW(config)#interface gigabitEthernet 1/0/1-3 

SW(config-if)#switchport access vlan 14 

SW(config)#interface gigabitEthernet 1/0/4 

SW(config-if)#switchport access vlan 15 

SW(config)#interface gigabitEthernet 1/0/5 

SW(config-if)#switchport access vlan 16 

SW(config)#interface gigabitEthernet 1/0/6-11 

SW(config-if)#switchport access vlan 17  

�444<> FD4=>>6V ?>DF< =4 >><GF>DV: 

SW(config)#interface gigabitEthernet 1/0/12-17 

SW(config-if)#switchport mode trunk 
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 %>>=DV7GDGT<> 6VDFG4?L=V �$-V=F5DD5=E<: 

SW(config)#interface vlan 11 

SW(config-if)#ip address 172.16.11.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 12 

SW(config-if)#ip address 172.16.12.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 13 

SW(config-if)#ip address 172.16.13.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 14 

SW(config-if)#ip address 172.16.14.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 15 

SW(config-if)#ip address 172.16.15.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 16 

SW(config-if)#ip address 172.16.16.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 17 

SW(config-if)#ip address 172.16.17.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 18 

SW(config-if)#ip address 172.16.18.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 19 

SW(config-if)#ip address 172.16.19.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 20 
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SW(config-if)#ip address 172.16.20.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 21 

SW(config-if)#ip address 172.16.21.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 22 

SW(config-if)#ip address 172.16.22.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 23 

SW(config-if)#ip address 172.16.23.200 255.255.255.0 

SW(config-if)#exit 

SW(config)#interface vlan 24 

SW(config-if)#ip address 172.16.24.200 255.255.255.0 

SW(config-if)#exit 

�5D57?O4 V=D>D<4FVW ?D> VE=GNGV 6VDFG4?L=V <5D56V 74V=E=NTFLEO 

>><4=4>N show vlan. 

 �444T<> <4DLDGF 74 74<>6GG64==O<: 

SW(config)#ip route 0.0.0.0 0.0.0.0 �$-L?N74 

 �>?NG4T<> <4DLDGF<74FVN: 

SW(config)#ip routing 

 �DV< 6<M5 >?<E4=<E =4?4LFG64=L >5>69O7>>6<<< T EF6>D5==O >5?V>>6> 

74?<EG 4?O 44<V=VEFDG64==O <5D56V, 7444==O ?4D4<5FDV6 44F< F4 G4EG, 

6>?NG5==O ?57G64==O ?>6V4><?5=L >><GF4F>D4, 4?O F>7> M>5 <4F< <>6?<6VEFL 

6V4E?V4>>6G64F< =5LF4F=V ?>4VW. 

 
3.2.2 �=EFDG>FVW 7 =4?4LFG64==O >><GF4F>DV6 D>5>G<E 7DG? 

  

 �4?4LFG64==O >><GF4F>DV6 D>5>G<E 7DG? E>?444TFLEO 7 F4><E 5F4?V6: 

1. %F6>D5==O >5?V>>6>7> 74?<EG 4?O 44<V=VEFDG64==O >><GF4F>D4. 
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2. �4?4LFG64==O VLAN (>4<= V7 ?>DFV6 >>6=>7> 7 >><GF4F>DV6 D>5>G<E 

7DG? 5G45 =4?4LF>64=> 6 D56<<V TRUNK). �4 >>6=><G 7 >><GF4F>DV6 F4>>6 

5G4GFL EF6>D5=V 6V4?>6V4=V VLAN, O>V 6>?NG4F<<GFL ?>DF< 6 D56<<V Access, 

4> O><E ?V4>?NG5=> D>5>GV EF4=FVW ?56=<E 6V44V?V6. 

3. �4?4LFG64==O ?4D4<5FDV6 44F< F4 G4EG. 

 

3.3 �=EFDG>FVO 7 6<>>D<EF4==O F5EF>6<E =45>DV6 F4 F5EF>6<E 

?D>7D4< 

 

&5EFG64==O >><?9NF5D=>W <5D56V  ?D>E>4<FL 6 464 5F4?<: F5EFG64==O 

DV7<G=<E E57<5=FV6 <5D56V 7 6<>>D<EF4==O< >455?L=>7> F5EF5D4, F5EFG64==O 

?D>7D4<=<E 74E>5V6 <5D56V F4 4>F<6=>7> >><GF4FV==>7> >5?44=4==O 

6<>>D<EF>6GNG< GF<?VF< ping, netstat >?5D4FV==>W E<EF5<<. 

Iperf - F5 GF<?VF4 4?O F5EFG64==O ?D>?GE>=>W 744F=>EFV <5D56V. �>=4 

<>65 5GF< 6<>>D<EF4=4 4?O 6<<VDN64==O ?D>?GE>=>W 744F=>EFV ?>>4?L=>W 

<5D56V <V6 46><4 >><?'NF5D4<<. 

->5 6<>>D<EF>6G64F< iperf 4?O F5EFG64==O ?D>?GE>=>W 744F=>EFV, 

E?>G4F>G =5>5EV4=> 6EF4=>6<F< GF<?VFG =4 >5<464 >><?'NF5D<. �VE?O FL>7> 

=5>5EV4=> 74?GEF<F< iperf =4 >4=><G 7 >><?'NF5DV6 G D56<<V E5D65D4, 4 =4 

V=L><G - G D56<<V >?VT=F4. ' D56<<V >?VT=F4 iperf 5G45 6V4?D46?OF< F5EF>6V 

?4>5F< =4 E5D65D, 4 G D56<<V E5D65D4 5G45 ?D<=<4F< FV ?4>5F< F4 6<<VDN64F< 

?D>?GE>=G 744F=VEFL. 

�?O 74?GE>G iperf G D56<<V E5D65D4 =4 >><?'NF5DV, O><= 5G45 

6<>>D<EF>6G64F<EO O> E5D65D, ?>FDV5=> 665EF< =4EFG?=G >><4=4G G F5D<V=4?V: 

iperf -s 

�VE?O 74?GE>G iperf G D56<<V E5D65D4 =4 >4=><G >><?'NF5DV, =4 V=L><G 

>><?'NF5DV <>6=4 74?GEF<F< iperf G D56<<V >?VT=F4, 6>4746L< IP-44D5EG 

E5D65D4: 

iperf -c <IP-44D5E4 E5D65D4> 
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�VE?O F>7>, O> >?VT=F F4 E5D65D 5G?< =4?4LF>64=V, iperf ?>G=5 =44E<?4F< 

F5EF>6V ?4>5F< <V6 46><4 >><?'NF5D4<< F4 6<<VDN64F< ?D>?GE>=G 744F=VEFL 

<5D56V. $57G?LF4F< F5EFG64==O 5G4GFL 6V4>5D465=V G F5D<V=4?V =4 >5>E 

>><?'NF5D4E. 

Iperf F4>>6 <4T 5474F> 4>44F>>6<E >?FV= F4 <>6?<6>EF5=, F4><E O> 

=4?4LFG64==O D>7<VDG ?4>5FV6, 755D565==O D57G?LF4FV6 F5EFG64==O 4> D4=?G 

F>M>. &V >?FVW <>6GFL 5GF< >>D<E=V 4?O 45F4?L=VL>7> 4=4?V7G ?D>?GE>=>W 

744F=>EFV <5D56V. 

'F<?VF4 iperf <4T 45>V?L>4 >?FV=, O>V <>6GFL 5GF< >>D<E=<<< ?D< 

F5EFG64==V ?D>?GE>=>W 744F=>EFV <5D56V. �EL 45O>V 7 =<E: 

-s: 74?GE>4T iperf G D56<<V E5D65D4 

-c <IP-44D5E4>: 74?GE>4T iperf G D56<<V >?VT=F4 F4 6>47GT IP-44D5EG 

E5D65D4 

-p <?>DF>: 6>47GT ?>DF, =4 O>><G E?V4 74?GEF<F< iperf G D56<<V E5D65D4 

45> ?V4>?NG<F<EL 4> E5D65D4 G D56<<V >?VT=F4 

-t <G4E>: 6>47GT FD<64?VEFL F5EFG64==O G E5>G=44E 

-i <V=F5D64?>: 6>47GT V=F5D64? 6<6545==O D57G?LF4FV6 6 E5>G=44E 

-f <>4<=<FV>: 6>47GT >4<=<FV 6<<VDN64==O 4?O 6<6545==O D57G?LF4FV6 

(=4?D<>?44, 5VF< =4 E5>G=4G 45> >V?>54=F< =4 E5>G=4G) 

-u: 6>47GT, M> E?V4 6<>>D<EF>6G64F< UDP 74<VEFL TCP 

-b <L6<4>VEFL>: 6>47GT >5<565==O ?D>?GE>=>W 744F=>EFV G 5VF4E =4 

E5>G=4G 

-R: 6>47GT, M> E?V4 F5EFG64F< ?D>?GE>=G 744F=VEFL 6 >5<464 =4?DO<>< (V 

6V4 >?VT=F4 4> E5D65D4, V =46?4><) 

&V >?FVW <>6GFL 5GF< 6<>>D<EF4=V >>D5<> 45> D47>< 4?O =4?4LFG64==O 

iperf 74?56=> 6V4 ?>FD55 >>D<EFG64G4. 
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3.4 �=EFDG>FVW ?> =4?4LFG64==N 74E>5V6 74E<EFG <5D56V  

 

�?O 74E<EFG <5D56V 6V4 =5E4=>FV>=>64=>7> 4>EFG?G, 4?O 4>44F>>6>W 

DV?LFD4FVW ?56=>7> 6<4G FD4DV>G 5G45 6<>>D<EF4=> D4=D6>? �% FreeBSD 3 

ipfw. $>77?O=5<> 5V?LL 45F4?L=> ?D46<?4 DV?LFD4FVW: 

#!/bin/sh 

# �G<M5==O ?D46<? 

ipfw -q flush 

# �>76V? =4 ?DE>465==O FD4DV>G G 6V4?>6V4L =4 V=VFV=>64=V 79T4=4==O 

ipfw -q add 1 check-state 

# �>76>?<F< loopback traffic 

ipfw -q add 2 allow all from any to any via lo0 

# �>76>?<F< established TCP 79T4=4==O 

ipfw -q add 3 allow tcp from any to any established 

# �>6F>D=5 75<D4==O DD4L<5=F>64=<E ?4>5FV6 

ipfw -q add 4 reass all from any to any in 

# �D>76>?<F< 22/tcp (SSH) F4 80/tcp (HTTP) 

ipfw -q add 100 set 1 allow tcp from any to X.X.X.X 22 in setup keep-state 

ipfw -q add 101 set 1 allow tcp from any to X.X.X.X 80 in setup keep-state 

# �>76>?<F<  6<EV4=<= FD4DV> 

ipfw -q add 200 set 1 allow udp from X.X.X.X to any out keep-state 

ipfw -q add 201 set 1 allow tcp from X.X.X.X to any out setup keep-state 

# �>76>?<F< 6<EV4=<= ICMP FD4DV> 

ipfw -q add 400 set 1 allow icmp from X.X.X.X to any icmptypes 0,3,8,11,12,13,14 

ipfw -q add 401 set 1 allow icmp from any to X.X.X.X icmptypes 0,3,8,11,12,13,14 

# �45>D>=<F< 65EL V=L<= 6EV4=<= FD4DV> 

ipfw -q add 999 set 1 deny all from any to any 
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3.5 �=EFDG>FVW 7 5>E??G4F4FVW  F4 <>=VF>D<=7G  6 <5D56V 

 

�?O 5>E??G4F4FVW ?>>4?L=>W <5D56V =5>5EV4=<<< T =4EFG?=V 6<4< 

4>>G<5=FV6: 

1. �>7VG=4 F>?>?>7VO.  

2. $V7<G=4 F>?>?>7VO. 

3. �?4= ?D<<VM5==O. 

4. &45?<FO �$-44D5E. 

� ?D>F5EV 5>E??G4F4FVW <5D56V 7 G4E>< 5G45 ?>FD554 6 ?D<T4=4==V =>6<E 

>>D<EFG64GV6. �?O >>6=>W D>5>G>W 7DG?< ?D< D>7D>5FV <5D56V 5G?> 

6?D>64465=> D575D6=V F>G>< ?V4>?NG5==O >?VT=FV6.  

�>=VF>D<=7 ?D>F5EV6 6 <5D56V T >4=<< V7 =4=646?<6VL<E 4E?5>FV6 WW 

5>E??G4F4FVW. �>=VF>D<=7 <5D5656<E ?D>F5EV6 5G45 ?5D5454G4F<: 

1. �5VD EF4F<EF<>< D>5>F< ?D>F>>>?V6 >4=4?L=>7> DV6=O L?OE>< 

6<>>D<EF4==O �% F5=FD4?L=>7> >><GF4F>D4.  

2. �<>>D<EF4==O 4V47=>EF<G=<E GF<?VF �% E5D65D4 F4 D4=?V6 6GD=4?V6. 

3. %F4F<EF<G=V 44=V D>5>F< <5D5656>7> EE>6<M4 44=<E.  

�D>7D4<=5 74557?5G5==O OpenVPN ?<L5 6?4E=<= 6GD=4? ?>4V= 

(openvpn-status.log), O><= 7=4E>4<FLEO 6 >4F4?>7V /var/log. � FL><G >4F4?>7V 

7=4E>4OFLEO 6GD=4?< �% freeBSD F4>V O>: messages, secure, dmesg. 

 

3.6 �>45?N64==O D>5>F< ?>>4?L=>W <5D56V 

 

�>45?N64==O D>5>F< ?>>4?L=>W <5D56V 6<>>D<EF>6GTFLEO 4?O F>7>, L>5 

?5D56VD<F< ?D46<?L=VEFL ?D>5>FG64==O F4 =4?4LFG64==O 6G7?V6 <5D56V. �?O 

<>45?N64==O <>6=4 6<>>D<EF4F< =4EFG?=5 ?D>7D4<=5 74557?5G5==O: 

1. Netcracker. 

2. Opnet Modeler. 

3. Packet Tracer. 
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�?O <>45?N64==O 5G45 6<>>D<EF4=> ?D>7D4<G Packet Tracet 5.3, 

>E>V?L>< 6>=4 T 557>>LF>6=>N. Packet Tracer - 5<G?OF>D <5D56V ?5D544GV 

44=<E, M> 6<?GE>4TFLEO DVD<>N Cisco Systems. �>=4 ?D<7=4G5=4  EF6>DN64F< 

?>6=>DG=>FV>=4?L=V <>45?V <5D56V, =4?4LF>6G64F< (>><4=44<< Cisco IOS) 

<4DLDGF<74F>D< V >><GF4F>D<, 674T<>4VOF< <V6 45>V?L>><4 >>D<EFG64G4<< 

(G5D57 E<4DG).  

�D>7D4<4 5<G?NT ?>?G?OD=V E5DVW <4DLDGF<74F>DV6 Cisco 1800, 2600, 

2800 V >><GF4F>DV6 2950, 2960, 3650 4 F4>>6 V=LV <>45?V. �DV< F>7> T E5D65D< 

DHCP, HTTP, TFTP, FTP, D>5>GV EF4=FVW, DV7=V <>4G?V 4> >><?'NF5DV6 V 

<4DLDGF<74F>DV6, ?D<EFD>W WiFi, DV7=V >455?V. �4?GML 74EF>EG64==O ?D>7D4<< 

6V4 ?D>EF<E =46G4?L=< <5D56 =4 >V?L>4 (45EOF>V6) E>EFV6 4> E>?44=<E <4>5FV6 

<5D56. �E>5?<6VEFL 44=>7> �� 3 744F=VEFL ?5D56VDOF< =4 ?D4F5744F=VEFL 

F>?>?>7VW. �5F4 <>45?N64==O: ?5D56VD<F< 769O7>> <V6 6G7?4<< ?>>4?L=>W 

<5D56V.  �4E>54<< ?D>7D4<< <>6=4 <>45?N64F< D>5>FG ?D>>>?V6: ICMP, TCP, 

SNMP, SMTP F4 V=. 

�4 4>?><>7>N ?D>7D4<< $acket Tracer 5G45 <>45?N64F<EO D>5>F4 

?D>F>>>?G ICMP <V6 46><4 WW 6G7?4<<, 4 E4<5 <V6 6G7?>< $%1 F4 E5D65D>< S1. 

%?D>5>F>64=4 ?>>4?L=4 <5D564 74E>54<< ?D>7D4<< Packet Tracer 5.3 =46545=4 

=4 D<EG=>G 3.1. 

%>>=DV7GDGT<> 6G7>? $%1, 77V4=> 44=<E F45?<FV �$-44D5E: 

- �$-44D5E4: 172.16.11.1, <4E>4: 255.255.255.0; 

- ,?N7: 172.16.11.200; 

- DNS: 172.16.14.202, 8.8.8.8. 

�4?4LFGT<> E5D65D S1, 77V4=> 44=<E F45?<FV �$-44D5E: 

- �$-44D5E4: 172.16.14.201, <4E>4: 255.255.255.0; 

- ,?N7: 172.16.14.200; 

- DNS: 172.16.14.202, 8.8.8.8. 
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$<EG=>> 3.1 3 �<>45?L>64=4 ?>>4?L=4 <5D564 

 

�<>45?NT<> D>5>FG ?D>F>>>?G ICMP L?OE>< 6V4?D46>< 44=<E <V6 

6<M5 >?<E4=<<< 6G7?4<<. $57G?LF4F <>45?N64==O: 

$%1> 

ping 172.16.14.201 

Pinging 172.16.14.201 with 32 bytes of data: 

Reply from 172.16.14.201: bytes=32 time<1ms TTL=64 

Reply from 172.16.14.201: bytes=32 time<1ms TTL=64 

Reply from 172.16.14.201: bytes=32 time<1ms TTL=64 

Reply from 172.16.14.201: bytes=32 time<1ms TTL=64 

Ping statistics for 172.16.14.201: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum = 0ms, Average = 0ms 



 

Çì. Àðê. ¹ äîêóì. Ï³äïèñ Äàòà 

Àðê 

 2023.ÊÐÁ.123.602.13.00.00 ÏÇ 

�<M5 =46545=<= D57G?LF4F <>45?N64==O 4>6>4<FL >>D5>F=VEFL 

=4?4LFG64==O ?4D4<5FDV6 EF5>G &%$/�$ 6G7?V6 ?>>4?L=>W <5D56V V 

?D46<?L=VEFL ?D<==OF<E DVL5=L.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

�<. �@>. 7 4>>C<. �V4?<A �4B4 

�@> 

 2023.� �.123.602.13.00.00 �� 
��2019.� . .602.04.00.00 ��

4 �������'��� $����� 

 

�9FBN 9>BAB@VKABW K4EF<A< >64?VHV>4JV=ABW DBBF< DB5BF< T ;8V=EA9AAO 

9>BAB@VKA<I DB;D4IGA>V6, ECDO@B64A<I A4 6<;A4K9AAO 9>BAB@VKABW 

9H9>F<6ABEFV DB;DB5>< >B@C9NF9DABW @9D9:V 8?O �$&� «�6DBCDB@54A>»  V 

CD<=AOFFO DVL9AAO CDB WW CB84?LL9 6CDB648:9AAO 6 DB5BFG.  

 

4.1 �87=4G9==O AB48V9 B9E=>;>7VG=>7> ?@>F9AC B4 7474;L=>W 
B@864;>ABV ?@>6989==O ��$ 

 

�?O 6<;A4K9AAO ;474?LABW FD<64?BEFV CDB6989AAO ��  84AV 6<FD4F K4EG CB 

B>D9@<I BC9D4JVOI F9IAB?B7VKAB7B CDBJ9EG ;6B8OFLEO  G F45?<JN 4.1. 

 

"45?<JO 4.1 - !9D98AV= K4E 6<>BA4AAO ��  F4 EF48V= F9IAB?B7VKAB7B 

CDBJ9EG 

7 

C/C 
�4;64 EF48VW �<>BA469JL 

!9D98AV= K4E 

6<>BA4AAO 

BC9D4JVW, 7B8. 

1 
�BEF4AB6>4 ;484KV F4 ;5VD 

VAHBD@4JVW CDB B59T>F 
�9DV6A<> CDB9>FG 10 

2  B;DB5>4 CDB9>FG �A:9A9D 10 

3 �4F69D8:9AAO CDB9>FG �9DV6A<> CDB9>FG 2 

4 �BAF4: @9D9:V "9IAV>  28 

5 

�4?47B8:9AAO @9D9:V F4 

EF6BD9AAO F9IAVKABW 

8B>G@9AF4JVW 

�A:9A9D 50 

 4;B@ 100 
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!G@4DA<= K4E 6<>BA4AAO BC9D4JV= F9IAB?B7VKAB7B CDBJ9EG, O>V 5G8GFL 

6<>BAG64F<EL 8?O CDB9>FG64AAO ?B>4?LABW @9D9:V 8?O �$&� «�6DBCDB@54A>» 

E>?484T  100 7B8<A. 

  

4.2 �87=4G9==O 68B@4B =4 >?;4BC ?@4FV B4 6V8@4EC64=L =4 A>FV4;L=V 
74E>88 

 

�C?4F4 CD4JV - 7DBLB6<= 6<D4; 64DFBEFV V JVA< DB5BKBW E<?<, O><= 

6<EFGC4T G HBD@V 5G8L-O>B7B ;4DB5VF>G, 6<C?4K9AB7B >9DV6A<>B@ CV8CD<T@EF64 

A4=@4AB@G CD4JV6A<>B6V ;4 6<>BA4AG DB5BFG. 

�4DB5VFA4 C?4F4 CD4JV6A<>4 ;4?9:<FL 6V8 >VAJ96<I D9;G?LF4FV6 =B7B 

DB5BF<, D97G?NTFLEO CB84F>4@< V @4>E<@4?LA<@< DB;@VD4@< A9 B5@9:GTFLEO. 

�EAB6A4 ;4DB5VFA4 C?4F4 DB;D4IB6GTFLEO ;4 HBD@G?BN:  

�BEA.="E ÷ �7 , (4.1) 

 

89 "E 3 F4D<HA4 EF46>4, 7DA.; 

          �7 3 >V?L>VEFL 6V8CD4JLB64A<I 7B8<A. 

 9>B@9A8B64AV F4D<HAV EF46><: >9DV6A<> CDB9>FG 3 70 7DA./7B8., VA:9A9D 3 

65 7DA./7B8., F9IAV> 3 55 7DA./7B8.  

�F:9, BEAB6A4 ;4DB5VFA4 C?4F4 8?O: 

1. �9DV6A<> CDB9>FG - �BEA1 = 12 ; 70 = 840 7DA. 

2. �A:9A9D - �BEA2 = 60 ; 65 = 3900 7DA. 

3. "9IAV> - �BEA3 = 28 ; 55 = 1540 7DA. 

!G@4DA4 BEAB6A4 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�BEA = 840 + 3900 + 1540 = 6280,00 7DA. 

�B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL 10315 % 6V8 EG@< BEAB6ABW 

;4DB5VFABW C?4F< F4 B5K<E?NTFLEO ;4 HBD@G?BN 4.2. 

�8B8.=�BEA.÷ �8BC?. , (4.2) 
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89  �8BC?. 3 >B9HVJVTAF 8B84F>B6<I 6<C?4F CD4JV6A<>4@: 0,1 3 0,15.   

 �F:9, 8B84F>B64 ;4DB5VFA4 C?4F4 CB >4F97BDVOI CD4JV6A<>V6 EF4AB6<FL: 

1. �9DV6A<> CDB9>FG - �8B81= 840 ; 0,15 = 126,00 7DA. 

2. �A:9A9D - �8B82 = 3900 ; 0,15 = 585,00 7DA. 

3. "9IAV> - �8B83 = 1540 ; 0,15 = 231,00 7DA. 

�474?LA4 8B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�8B8 = 126,00+585,00+231,00 = 942,00 7DA. 

 

�6V8E< ;474?LAV 6<FD4F< A4 BC?4FG CD4JV DB;D4IB6GNFLEO ;4 HBD@G?BN 4.3: 

�B.C.=�BEA.+�8B8. , (4.3) 

 

�B.C=6280,00+942,00 = 7222,00 7DA 

�9B5IV8AB 6<;A4K<F< 6V8D4IG64AAO A4 EBJV4?LAV ;4IB8<: 

1. $BA8 EFD4IG64AAO A4 6<C48B> 59;DB5VFFO 3 1,6 %;  

2. $BA8 CB F<@K4EB6V= 6FD4FV CD4J9;84FABEFV 3 1,4 %; 

3. �9AEV=A<= HBA8 3 33,2 %; 

4. �A9E>< A4 EFD4IG64AAO 6V8 A9M4EAB7B 6<C48>G A4 6<DB5A<JF6V F4 

CDBH9EV=AB7B ;4I6BDN64AAO  - 1,4%. 

�474?LA4 EG@4 ;4;A4K9A<I 6V8D4IG64AL EF4AB6<FL 37,6 %.  

�F:9, EG@4 6V8D4IG64AL A4 EBJV4?LAV ;4IB8< 5G89 EF4AB6<F<: 

�E.7.= $�� ÷ 0,376,                (4.4) 

 

89 $�� 3 HBA8 BC?4F< CD4JV, 7DA. 

�E.7.= 7222,00 ; 0,376= 2715,47 7DA. 

 

�DB6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV ;6989@B G F45?<JN 4.2. 

 

 

 



 

 

�<. �@>. 7 4>>C<. �V4?<A �4B4 

�@> 

 2023.� �.123.602.13.00.00 �� 
��2019.� . .602.04.00.00 ��

"45?<JO 4.2 - �6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV  

7 

C/C 

�4F97BDVO 

CD4J. 

�EAB6A4 ;4DB5VFA4 C?4F4, 

7DA. �B84F>. 

;4DB5. 

C?4F4, 

7DA. 

�4D4IG6. 

A4 $��, 

7DA. 

�ELB7B 

6<FD4F< 

A4 BC?4FG 

CD4JV, 

7DA. 

 

"4D<H. 

EF46>4, 

7DA. 

�-EFL 

6V8CD. 

7B8. 

$4>F. 

A4D4I. 

;/C?., 7DA. 

1 �9DV6A<> 

CDB9>FG 

70 12 840 126,00 - - 

2 �A:9A9D 65 60 3900 585,00 - - 

3 "9IAV> 55 28 1540 231,00 - - 

 4;B@ 6280,00 942,00 7222,00 9937,47 

 

�F:9, ;474?LAV 6<FD4F< A4 BC?4FG CD4JV EF4AB6?OFL 9937,47 7DA. 

 

4.3 $>7@4EC=>: <4B9@V4;L=8E 68B@4B 

 

�4F9DV4?LAV 6<FD4F< 6<;A4K4NFLEO O> 8B5GFB> >V?L>BEFV 6<FD4K9A<I 

@4F9DV4?V6 F4 WI JVA< (HBD@G?4 4.5): 

��V = qi ; pi (4.5) 

 

89 qi 3 >V?L>VEFL 6<FD4K9AB7B @4F9DV4?G V-7B 6<8G; 

      DV 3 JVA4 @4F9DV4?G V-7B 6<8G.   

�6V8E<, ;474?LAV @4F9DV4?LAV 6<FD4F< @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.6: 

�@.6. = 3 ��V (4.6) 

 

�DB6989AV DB;D4IGA>< ;4A9E9@B G F45?<JN 4.3. 
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"45?<JO 4.3 - �6989AV DB;D4IGA>< @4F9DV4?LA<I 6<FD4F  

7 �C<E �8. 

6<@. 

�-

EFL 

&VA4, 7DA. !G@4, 

7DA. 

1 2 3 4 5 6 

1 �B@GF4JV=A4 L4H4 6<EBF4 24U LF. 1 15800 15800 

2 �B@GF4JV=A4 L4H4 6<EBF4 7U LF. 6 9000 54000 

3 �4FKC4A9?L, 24 CBDF<, >4F97BDVO 6 LF. 1 4000 4000 

4 �4FKC4A9?L Panduit, 16 CBDFV6, 

>4F97BDVO 6 

LF. 6 3100 18600 

5 �4FK>BD8 UTP >4F. 6 LF. 45 60 2700 

6 �BDB5 @. 123 70 8610 

7 �45?L UTP (>4F. 6), �89E>459?L @. 610 13 7930 

8 �9D9:964 DB;9F>4 UTP (>4F. 6) LF. 41 130 5330 

9 APC 1500VA Smart-UPS  LF. 1 16500 16500 

10 �B@GF4FBD TP-Link T3700G-52TQ LF. 1 30670 30670 

11 D-Link DGS-1100-08 LF. 6 3200 19200 

12 $4=?B6<= E9D69D  

ARTLINE Business R33 

LF. 1 38000 38000 

13 !9D69D-L?N;  

ARTLINE Business R33 

LF. 1 33000 33000 

14 D-Link DGS-1100-16 LF. 1 4300 4300 

�474?LA4 EG@4, 7DA.                                                                                        258640 

 

�474?LA4 EG@4 @4F9DV4?LA<I 6<FD4F A4 DB;DB5>G @9D9:V EF4AB6<FL      

258640,00 7DA.  
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4.4 $>7@4EC=>: 68B@4B =4 9;9:B@>9=9@7VN  
 

�4FD4F< A4 9?9>FDB9A9D7VN B8<A<JV B5?48A4AAO DB;D4IB6GNFLEO ;4        

HBD@G?BN 4.7: 

�9=W ; T ; S (4.7) 

89  W 3 A9B5IV8A4 CBFG:AVEFL, >�F; 

       T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO; 

       S 3 64DFVEFL >V?B64F-7B8<A< 9?9>FDB9A9D7VW. 

'4E DB5BF< �� A48 84A<@ CDB9>FB@ EF4AB6<FL 18 7B8<A, ECB:<64A4 

CBFG:AVEFL  - 0,5 >�F/7B8, 64DFVEFL 1 >�F 9?9>FDB9A9D7VW 3 1,68 7DA. 

"B@G 6<FD4F< A4 9?9>FDB9A9D7VN 5G8GFL EF4AB6<F<:  

�9=0,5 ; 18 ; 1,68 = 15,12 7DA. 

 

4.5  �87=4G9==O B@4=A?>@B=8E 74B@4B 

 

"D4AECBDFAV 6<FD4F< E?V8 CDB7AB;G64F< G DB;@VDV 8 3 10 % 6V8 ;474?LABW 

EG@< @4F9DV4?LA<I ;4FD4F. "D4AECBDFAV 6<FD4F< DB;D4IB6GNFLEO ;4       

HBD@G?BN 4.8. 

"6 = �@.6. ; 0,08...0,1, (4.8) 

 

89 "6 3 FD4AECBDFAV 6<FD4F<. 

�F:9, FD4AECBDFAV 6<FD4F< 5G8GFL EF4AB6<F<:  

"6 =258640,00 ; 0,08 = 20691,20 7DA.  

 

4.6 $>7@4EC=>: AC<8 4<>@B874FV9=8E 6V8@4EC64=L 

 

�B@C9NF9D< F4 BD7F9IAV>4 A4?9:4FL 8B K9F69DFBW 7DGC< BEAB6A<I HBA8V. 

�VAV@4?LAB 8BCGEF<@V EFDB>< WI 6<>BD<EF4AAO 2 DB><. �?O 6<;A4K9AAO 

4@BDF<;4JV=A<I 6V8D4IG64AL 6<>BD<EFB6GT@B HBD@G?G: 
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,
%150

"
��

A
�� ÷

÷
ý  

(4.9) 

 

89  � 3 4@BDF<;4JV=AV 6V8D4IG64AAO ;4 ;6VFA<= C9DVB8, 7DA. 

    �� 3 54?4AEB64 64DFVEFL 7DGC< BEAB6A<I HBA8V6 A4 CBK4FB> ;6VFAB7B               

C9DVB8G, 7DA.; 

             �� 3 ABD@4 4@BDF<;4JVW, %; 

 T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO, 7B8. 

�D4IB6GNK<, MB �� CD4JNT A48 84A<@ CDB9>FB@ 18 7B8., 54?4AEB64 

64DFVEFL �� 3 25400 7DA., FB@G: 

.40,15218
150

05,025400 7DAA ý÷
÷

ý  

 

4.7 �5G8A;9==O =4:;48=8E 68B@4B 

 

�4>?48AV 6<FD4F< - J9 6<FD4F<, A9 CB6'O;4AV 59;CBE9D98ALB ; 

F9IAB?B7VKA<@ CDBJ9EB@ 6<7BFB6?9AAO CDB8G>JVW, 4 GF6BDNNFLEO CV8 6C?<6B@ 

C96A<I G@B6 DB5BF< CB BD74AV;4JVW, GCD46?VAAN F4 B5E?G7B6G64AAN 

6<DB5A<JF64. 

� ;4?9:ABEFV 6V8 BD74AV;4JV=AB-CD46B6BW HBD@< 8VO?LABEFV 

7BECB84DNNKB7B EG59T>F4, A4>?48AV 6<FD4F< @B:GFL EF4AB6<F< 20 3 60 % 6V8 

EG@< BEAB6ABW F4 8B84F>B6BW ;4DB5VFABW C?4F< CD4JV6A<>V6, B5K<E?NNFLEO ;4 

HBD@G?BN 4.10.  

�6 = �B.C. ; 0,2...0,6, , (4.10) 

 

89, �6 3 A4>?48AV 6<FD4F<. 

 

�6 = 7222,00 ; 0,3 = 2166,60 7DA.  
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4.8 %:;484==O :>HB>@8AC 68B@4B B4 687=4G9==O A>5V64@B>ABV ��$ 

 

�BLFBD<E 6<FD4F O6?OT EB5BN ;6989A<= C?4A GEVI 6<FD4F CV8CD<T@EF64 A4 

@4=5GFAV= C9DVB8 6<DB5A<KB-HVA4AEB6BW 8VO?LABEFV. 

 9;G?LF4F< CDB6989A<I 6<M9 DB;D4IGA>V6 ;6989@B G F45?<JV 4.4. 

 

"45?<JO 4.4 - �BLFBD<E 6<FD4F A4 ��  

�@VEF 6<FD4F !G@4, 7DA. � % 8B ;474?LABW 

EG@< 

�<FD4F< A4 BC?4FG CD4JV  7222,00 2,48 

�V8D4IG64AAO A4 EBJV4?LAV ;4IB8< 2715,47 0,93 

�4F9DV4?LAV 6<FD4F<  258640,00 88,70 

�<FD4F< A4 9?9>FDB9A9D7VN 15,12 0,01 

"D4AECBDFAV 6<FD4F<  20691,20 7,10 

�@BDF<;4JV=AV 6V8D4IG64AAO  152,40 0,05 

�4>?48AV 6<FD4F<  2166,60 0,74 

!B5V64DFVEFL  291602,79 100,00 

 

!B5V64DFVEFL (!�) ��  DB;D4IGT@B ;4 HBD@G?BN 4.11: 

!6 = �B.C.+�E.7.+�@.6.+�6+"6+�+�6 (4.11) 

 

�F:9, EB5V64DFVEFL 8BDV6ANT: !6= 291602,79  7DA. 
  

4.9 $>7@4EC=>: FV=8 ��$ 

  

  &VAG ��  @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.12: 

                                  

& = !6 ; (1+ D9A) ; (1+���), (4.12) 

 

89  !6 3 EB5V64DFVEFL 6<>BA4AAO �� ; 

http://www.paragononstate.com/planuvannya-vitrat-virobnicztva--czn/28-skladannya-koshtorisu-vitrat-na-virobnicztvo-.html
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       D9A. 3 DV69AL D9AF459?LABEFV, 30 % 

      ��� 3 EF46>4 CB84F>G A4 8B84AG 64DFVEFL, 20 %. 

 

& = 291602,79 ; (1+0,3) ; (1+0,2) = 454900,36 7DA. 

 

4.10 �87=4G9==O 9:>=><VG=>W 9D9:B86=>ABV V B9@<V=C >:C?=>ABV 
:4?VB4;L=8E 6:;489=L 

 

�H9>F<6AVEFL 6<DB5A<JF64 - >4F97BDVO, O>4 I4D4>F9D<;GT D9;G?LF4F<6AVEFL 

6<DB5A<JF64. �BA4 E6V8K<FL A9 ?<L9 CDB CD<DVEF B5EO7V6 6<DB5A<JF64, 4 = CDB 

F9, O><@< 6<FD4F4@< D9EGDEV6 8BEO74TFLEO J9= CD<DVEF, FB5FB E6V8K<FL CDB O>VEFL 

9>BAB@VKAB7B ;DBEF4AAO. 

�D<5GFB> DB;D4IB6GTFLEO ;4 HBD@G?BN: 

� = & - !6      (4.13) 

 

� = 454900,36 3 291602,79 = 163297,56 7DA. 

�>BAB@VKA4 9H9>F<6AVEFL (�D) CB?O74T G 6V8ABL9AAV D9;G?LF4FG 

6<DB5A<JF64 8B ;4FD4K9A<I D9EGDEV6 V DB;D4IB6GTFLEO ;4 HBD@G?BN 4.14.  

�D = � / !6,                 (4.14) 

 

89  � 3 CD<5GFB>; 

               !6 3 EB5V64DFVEFL.  

�D = 163297,56  / 291602,79 = 0,56 

 

�BDO8 V; 9>BAB@VKABN 9H9>F<6AVEFN DB;D4IB6GNFL (HBD@G?4 4.15) F9D@VA 

B>GCABEFV >4CVF4?LA<I 6>?489AL ("D):  

"D = 1 / �D  (4.15) 
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�BCGEF<@<@ 664:4TFLEO F9D@VA B>GCABEFV 8B 5 DB>V6. � 84AB@G 6<C48>G 

"D=1/0,56=1,79. 

�EV 84AV DB;D4IGA>V6 6A9E9@B 6 ;6989AG F45?<JN 4.5 F9IAV>B-9>BAB@VKA<I 

CB>4;A<>V6.  

 

 

"45?<JO 4.5 - "9IAV>B-9>BAB@VKAV CB>4;A<>< DB;DB5>< @9D9:V  

7 

C/C 
�B>4;A<> �A4K9AAO 

1. !B5V64DFVEFL, 7DA. 291602,79 7DA. 

2. �?4AB6<= CD<5GFB>, 7DA. 163297,56 7DA.  

3. &VA4, 7DA. 454900,36 7DA. 

4. �>BAB@VKA4 9H9>F<6AVEFL  0,56 

5. "9D@VA B>GCABEFV, DV> 1,79 

 

�474?LA4 64DFVEFL DB;DB5?9ABW >B@C9NF9DABW @9D9:V 8?O �$&� 

«�6DBCDB@54A>» EF4AB6<FL  454900,36 7DA. 

�64:4NK< A4 6<EB>V CB>4;A<>< 9>BAB@VKABW 9H9>F<6ABEFV - 0,56, >BLF<, 

6>?489AV 6 CDB6989AAO CDB9>FA<I DB5VF B>GC?OFLEO ;4 1,79 DB>G. 
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5 "%"$"!� #$�&�, &�%!��� ���#��� &� ��"�"��'!� 
�� "�� 

 

!4 84A<= K4E L<DB>9 DB;CB6EN8:9AAO BFD<@4?< C9DEBA4?LAV 

>B@C'NF9D<. "8A4> WI 6<>BD<EF4AAO ;47BEFD<?B CDB5?9@< ;59D9:9AAO 

6?4EAB7B F4 EGECV?LAB7B ;8BDB6'O, 6<@474T G8BE>BA4?9AAO VEAGNK<I F4 

DB;DB5>< AB6<I CV8IB8V6 8B BD74AV;4JVW DB5BK<I @VEJL, CDB6989AAO 

CDBHV?4>F<KA<I ;4IB8V6 8?O ;4CB5V74AAO DB;6<F>G A974F<6A<I A4E?V8>V6 

6C?<6G #� A4 ;8BDB6'O >BD<EFG64KV6 [2].  

�4IB8< ; BIBDBA< CD4JV >BD<EFG64KV6 #� A9B5IV8AB DB;7?O84F< 6 FDLBI 

BEAB6A<I 4EC9>F4I: EBJV4?LAB@G, CE<IB?B7VKAB@G F4 @98<KAB@G. 

' EBJV4?LAB@G C?4AV DB;6'O;4AAO J<I CDB5?9@ CB6'O;4A9 ; BCF<@V;4JVTN G@B6 

:<FFO, CD4JV, 6V8CBK<A>G, I4DKG64AAO, CB5GFG, DB;6<F>B@ >G?LFGD<, 

FD4AECBDFG. 

�A4KA9 @VEJ9 G CDBHV?4>F<JV DB;?48V6 ;8BDB6'O A4?9:<FL CE<IB?B7VW 

CD4JV. &B@G ;4IB8<, CB6'O;4AV ; HBD@G64AAO@ D4JVBA4?LA<I 6<DB5A<K<I 

>B?9>F<6V6, G O><I 6V8EGFAO CE<IB?B7VKA4 A9EG@VEAVEFL, ECD<ONFL ;@9AL9AAN 

A9D6B6B-CE<IVKAB7B C9D9A4CDG:9AAO, CV86<M9AAN CD4J9;84FABEFV F4 

9H9>F<6ABEFV CD4JV [2]. 

 

5.1 "D74AV;4FVO CB:9:ABW 59;C9>< A4 CV8CD<T@EF6V 
 

#DBF<CB:9:A4 59;C9>4 A4 CV8CD<T@EF6V 6 '>D4WAV 3 A96V88V?LA4 K4EF<A4 

BD74AV;4JVW DB5BKB7B CDBEFBDG V CDBJ9EV6 ;7V8AB ; ABD@4@< K<AAB7B 

;4>BAB846EF64 [2]. 

�B>D9@4, JN EH9DG D97?4@9AFGNFL #D46<?4 CB:9:ABW 59;C9>< 6 '>D4WAV, 

;4F69D8:9AV A4>4;B@  VAVEF9DEF64 6AGFDVLAVI ECD46 '>D4WA<, ;V ;@VA4@<, O>V 

C9DVB8<KAB 6ABEOFLEO 6V8CB6V8A<@< A4>4;4@< [2]. 
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�4HV>EB64AV A4 ;4>BAB846KB@G DV6AV 6<@B7< CB:9:ABW 59;C9>< ;B5B69O;4AV 

6<>BAG64F< 3 A9;4?9:AB 6V8 CD<A4?9:ABEFV F4 DB;@VDG EF4FGFAB7B >4CVF4?G, 

B5BDBFG, >V?L>BEFV ECV6DB5VFA<>V6, HBD@< 6?4EABEFV, >B8V6 ���, EH9D< DB5BF< F4 

VAL<I 4EC9>FV6 3 5G8L-O>V EG59T>F<, MB 698GFL E6BN 7BECB84DEL>G 8VO?LAVEFL A4 

G>D4WAEL>V= F9D<FBDVW. 

&B@G A9B5IV8AB 5GF< 6 >GDEV J<I ;@VA V >BD<7G64F< BD74AV;4JV=AG DB5BFG 6 

84AB@G E9>FBDV A4 6<DB5A<JF64I V 6 >B@C4AVOI.  

� 8?O JLB7B E?V8 D97G?ODAB CDB6B8<F< @BAVFBD<A7 ABD@4F<6ABW 54;< F4 

CDBIB8<F< 6V8CB6V8A9 A46K4AAO, MB5 BAB6<F< A9 ?<L9 F9BD9F<KAG 54;G, 4 = 

CD4>F<KAV A46<K>< ECV6DB5VFA<>V6. 

#B:9:A4 59;C9>4 6IB8<FL 6 >B@C?9>E ;4IB8V6 ; BIBDBA< CD4JV, V 

BD74AV;4JV=A4 DB5BF4 6 JV= EH9DV A4 B59T>F4I 7BECB84DN64AAO 6>?NK4T L<DB><= 

EC9>FD ;4IB8V6, 4 E4@9: 

- EF6BD9AAO G@B6 8?O 59;C9KABW CD4JV, 

- @VAV@V;4JVW D<;<>G 6<A<>A9AAO CB:9:, 

- E6BTK4EA9 V CB6ABJVAA9 ;459;C9K9AAO F9IAVKA<@< ;4EB54@< 8?O 

;4CB5V74AAO ;4=@4AAO F4 GEGA9AAO E4@<I CB:9: F4 WI A4E?V8>V6, 

- >BAFDB?L 8BFD<@4AAO CDBF<CB:9:A<I 6<@B7 V ABD@ ;4>BAB846EF64, 

- DB;DB5>4 V 6CDB648:9AAO D97?4@9AFV6 CB 74EVAAN CB:9:, 964>G4JVW F4 

CBDOFGA>G ; @VEJL CB:9:V = ;48<@?9AAO ?N89= V @4=A4 (@4F9DV4?LA<I JVAABEF9=), 

- 6AGFDVLAT V ;B6AVLAT A46K4AAO ECV6DB5VFA<>V6 [3]. 

' D4;V, O>MB CV8CD<T@EF6B BD9A8GT C?BMV 6 VALBW BEB5<, EFBDBA< CB6<AAV 6 

C<EL@B6V= HBD@V 8B@B6<F<EO CDB F9, IFB ; A<I V A4 O><I G@B64I ;8V=EANT JV 

DB5BF<. 

�<@B7< 8B CB:9:ABW 59;C9>< A4 CV8CD<T@EF6V A9GI<?LAB CB6<A9A 

8BFD<@G64F<EO >B:9A ECV6DB5VFA<>, 4 BD74AV;4JV=A4 E>?48B64 CD< JLB@G 

CB>?484TFLEO A4 CBE48B6<I BEV5 ;4 6V8CB6V8A<@ DVL9AAO@ >9DV6A<JF64 V 

CDBC<EGTFLEO 6 CBE48B6<I VAEFDG>JVOI V CB?B:9AAOI CB EFDG>FGDA<@ 

CV8DB;8V?4@.  
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�B>D9@4, 6>4;GNFLEO >BA>D9FAV F9D<FBDVW, 8V?OA><, ;BA<, B59T>F<, JV?V 

5G8V6?V V WI K4EF<A<, CB69DI<, A4 O><I 6V8CB6V84?LAB7B ECV6DB5VFA<>4 CB6<AA9 

CDB6B8<F< F4>V BD74AV;4JV=AV DB5BF<. 

�V8CB6V84?LAV BEB5< ;B5B69O;GNFLEO DB;DB5<F<, 6CDB648<F< F4 

CV8FD<@G64F< 6 C96AB@G VAEFDG>JVTN V CB?B:9AAO@ A4 66VD9A<I W@ B59T>F4I 

CDBF<CB:9:A<= D9:<@ V VAEFDG>JVW 6V8CB6V8AB 8B 6<@B7, 6<>?489A<I 6 

ABD@4F<6A<I 4>F4I. 

�4?9:AB 6V8 BEB5?<6BEF9= 6<DB5A<KB7B CDBJ9EG, >DV@ ;474?LA<I 6<@B7 

CB:9:ABW 59;C9><, ;8V=EANNFLEO EC9JV4?LAV CDBF<CB:9:AV ;4IB8< 8?O B>D9@<I 

6<8V6 6<DB5A<JF6, F9IAB?B7VKA<I CDBJ9EV6 F4 CDB@<E?B6<I B5'T>FV6. �?O ECBDG8 

F4 CD<@VM9AL, 6 O><I 9>EC?G4FGNFLEO 6V89BF9D@VA4?< F4 �"  F4>V ;4IB8< 

6<;A4K9AV CD46<?4@< CB:9:ABW 59;C9>< 6 '>D4WAV, �!�"# 0.00-1.31-99 F4 

VAL<@< ABD@4F<6A<@< 8B>G@9AF4@< [2]. 

�G8V6?V V FV WI K4EF<A<, 6 O><I DB;F4LB6GNFLEO �" , CB6<AAV 5GF< A9 

A<:K9 II EFGC9AO 6B7A9EFV=>BEFV. !48 F4 CV8 CD<@VM9AAO@<, 89 DB;F4LB6GNFLEO 

�" , 4 F4>B: G EG@V:A<I ; A<@< CD<@VM9AAOI A9 8B;6B?OTFLEO DB;F4LG64AAO 

CD<@VM9AL >4F97BDV= � V � ;4 6<5GIBCB:9:ABN A959;C9>BN. #D<@VM9AAO 

>4F97BDVW � E?V8 6V88V?OF< 6V8 CD<@VM9AL ; �"  CDBF<CB:9:A<@< EFVA4@<. 

�4:?<6BN E>?48B6BN CDBF<CB:9:AB7B D9:<@G A4 5G8L-O>B@G B59T>FV T 

DB;DB5>4 V 6CDB648:9AAO CBDO8>G 8V= CD< 6<A<>A9AAV CB:9:V. !9B8@VAAB @4T 

5GF< C?4A 964>G4JVW, BC<E4AB, O> CB6<AAV 6V8>?NK4F<EO 9?9>FDBGEF4AB6><, MB V 6 

O>V= CBE?V8B6ABEFV A9B5IV8AB DB5<F< ECV6DB5VFA<>4@. 

�V8CB6V8AB, 8?O >B:AB7B B59T>F4, >B:AB7B CD<@VM9AAO (>DV@ >BD<8BDV6, 

E4A6G;?V6, 54E9=AV6 V CB8V5A<I CD<@VM9AL), B>D9@<I 6<8V6 DB5VF E>?484NFLEO 

VAEFDG>JVW, ;4 O><@< CB6<A9A CD4JN64F< C9DEBA4?, ;4?GK9A<= A4 C96A<I 8V?OA>4I 

V 6 6<>BA4AAV B>D9@<I 6<8V6 DB5VF. �4 VAEFDG>JVO@< CDB6B8<FLEO A46K4AAO 

(VAEFDG>F4:) C9DEBA4?G ; CB84?LL<@ >BAFDB?9@ ;A4AL. 
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�?O ?V>6V84JVW A969?<><I BE9D98>V6 CB:9:V, 4 F4>B: 8?O 74EVAAO CB:9: A4 

CBK4F>B6V= EF48VW WI DB;6<F>G (8B CD<5GFFO LF4FA<I CV8DB;8V?V6 CB:9:ABW 

BIBDBA<) CD<;A4K9AV C9D6<AAV ;4EB5< CB:9:B74EVAAO. 

#B@V: C9D6<AA<I ;4EB5V6 CB:9:B74EVAAO A4=64:?<6VL4 DB?L 6V86B8<FLEO 

A4=9H9>F<6AVL<@ V; A<I - 6B7A974EA<>4@. 'EF4AB6?9AB, MB ; 6<>BD<EF4AAO@ 

6B7A974EA<>V6 GECVLAB ?V>6V8GNFL ;47BDOAAO CDBFO7B@ C9DL<I KBF<DLBI 

I6<?<A 6V8 @<FV WI 6<A<>A9AAO, FB5FB M9 8B CD<5GFFO CB:9:A<I CV8DB;8V?V6.

 �B7A974EA<>< E?V8 GEF4AB6?N64F< 6 ?97>B8BEFGCA<I @VEJOI (G >BD<8BD4I, 

5V?O 6IB8V6 45B 6<IB8V6 V; CD<@VM9AL FBMB) F4 A4 6<8ABFV, 4 F4>B: G 

CB:9:BA959;C9KA<I @VEJOI, 89 A4=V@B6VDAVLBN T CBO64 BE9D98>V6 CB:9:V. #D< 

JLB@G E?V8 ;459;C9K<F< WI ;4I<EF 6V8 CBFD4C?OAAO CDO@<I EBAOKA<I CDB@9AV6 F4 

59;CBE9D98ALBW (59; ;47BDB8:G64?LA<I M<F>V6) 8VW BC4?N64?LA<I V A47DV64?LA<I 

CD<?48V6. #9D9ABEAV 6B7A974EA<>< @4NFL DB;@VMG64F<EO L?OIB@ A46VLG64AAO 

WI A4 69DF<>4?LAV >BAEFDG>JVW A4 6<EBFV A9 5V?LL9 1,5 @ 6V8 DV6AO CV8?B7< 8B 

A<:ALB7B FBDJO 6B7A974EA<>4 F4 A4 6V8EF4AV B8 869D9=, 8BEF4FAV= 8?O WI CB6AB7B 

6V8K<A9AAO, 45B 6EF4AB6?9AAO 6 CB:9:A<I L4H4I CBDO8 V; CB:9:A<@< >D4A4@<, 

6 EC9JV4?LA<I FG@54I 45B A4 CB:9:A<I M<F4I (EF9A84I). 

#9D9ABEAV 6B7A974EA<>< @VEFOFL G EB5V B5@9:9AG >V?L>VEFL 6B7A974EABW 

D9KB6<A<, 59;C9D9D6A4 CB84K4 O>BW 6V85G64TFLEO CDBFO7B@ A969?<>B7B CDB@V:>G 

K4EG, 6A4E?V8B> KB7B CB@<?><, 8BCGM9AV CV8 K4E WI 6<>BD<EF4AAO, 6<CD46<F< 

A9@B:?<6B. &B@G E?V8 8BE>BA4?B ;A4F< CD46<?4 DB5BF< ; 6B7A974EA<>4@<. 

�; ;4>4K4A<@< CBDBL>B6<@< 6B7A974EA<>4@< E?V8 CD4JN64F< F4>: 

1) ECDO@G64F< A4E48B> A4 BE9D98B> CB:9:V; 

2) ;VD64F< C?B@5G, 6<E@<>AGF< K9>G; 

3) A4F<EAGF< A4 64:V?L; 

4) DB;CBK4F< 74EVAAO CB:9:V. 

� 84AB@G 6<C48>G 6<5D4AB 6B7A974EA<>< ���-5, O>V @VEFOFL 5 >V?B7D4@ 

;4>4K4AB7B CBDBL>G (8<6. D<E. 5.1).  
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$<EGAB> 5.1 3 �B7A974EA<> ���-5 

 

�4A<= F<C 6B7A974EA<>V6 CD<;A4K9A<= 8?O 74EVAAO ;47BDOAL DV;A<I 

D9KB6<A, 7BDVAAO O><I A9 @B:9 6V85G64F<EO 59; 8BEFGCG CB6VFDO, ;47BDOAAO 

9?9>FDBGEF4AB6B>, MB ;A4IB8OFLEO CV8 A4CDG7BN A9 5V?LL9 10>�.  &4> E4@B 

84A<= 6B7A974EA<> BFD<@46 L<DB>9 CBL<D9AAO 6 BHVEA<I CD<@VM9AAOI ;4 

A4O6ABEFV BD7F9IAV><, 4 F4>B: 6 :<F?B6B@G E9>FBDV.  

 

5.2 $B;D4EGAB> E<EF9@< BE6VF?9AAO ; E6VF?B8VB8A<@< ?4@C4@< 8?O  
CD<@VM9AAO 6V88V?G 
 

#� 6EF4AB6?9AB G CD<@VM9AAOI C9DLB7B F4 8DG7B7B  CB69DIG 5G8V6?V. �?O 

DB;D4IGA>G BE6VF?9AAO DB5BK<I @VEJL 6<5D4AB CD<@VM9AAO 6V88V?G DB5BF< ; 

ND<8<KA<@< BEB54@<, BE>V?L>< 6BAB ;4=@4T A4=5V?LL9 C?BMG.  

$B;D4IGAB> 6<>BA4T@B ;7V8AB @9FB8<>< [5]. 

$B;@VD< CD<@VM9AAO 6V88V?G: 

- 8B6:<A4  4 =8,4 @,  

-  L<D<A4 b = 6 @,     

- 6<EBF4   � = 2,7 @ (8B CV86VEABW EF9?V).  

�B9HVJVTAF 6V85<FFO ÃEF9?V=70%, ÃEFVA=50%. �<EBF4 DB5BK<I CB69DIBAL 

EFB?V6 h = 0,7 @.  
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%6VF<?LA<>< @BAFGNFLEO 6 CV86VEAG EF9?N, FB@G 6V8EF4AL 6V8 E6VF<?LA<>V6 

8B CV8?B7< DV6A4 2,7@.  !BD@B64A4 BE6VF?9AVEFL 8?O 84AB7B >?4EG DB5VF 6<59D9@B   

�D = 300 ?> (D9>B@9A8B64AV @9:V 200 3 500 ?>). 

�<EBF4 CV86VEG E6VF<?LA<>4 A48 DB5BKBN CB69DIA9N 6<;A4K4TFLEO ;4 

HBD@G?BN: 

                                                  h = ho 3 hp                                              (5.1) 

h = 2,730,7=2 (@) 

%I9@G 6<;A4K9AAO 6<EBF< CV86VEG E6VF<?LA<>4 ;B5D4:9AB A4 D<EGA>G 5.2 

 

 

$<EGAB> 5.2  -  %I9@4 6<;A4K9AAO 6<EBF< CV86VEG E6VF<?LA<>4 

 

$V6AB@VDAVEFL BE6VF?9AAO 8BEO74TFLEO CD< 6V8CB6V8AB@G ECV66V8ABL9AAV 

6V8EF4AV @V: E6VF<?LA<>4@< V 6<EBF< WI CV86VEG h. �<;A4K<@B D9>B@9A8B64AG 

6V8EF4AL @V: E6VF<?LA<>4@<: 

                                               L = 0,8h                                                      (5.2) 

L = 0,8�2=1,6 (@),   

"E>V?L><, E6VF<?LA<>< DB;@VMGNFLEO 6 AVLV CV86VEABW EF9?V, FB 6V8EF4AL 

@V: E6VF<?LA<>4@< EF4AB6<F<@9 1,8 (>D4FAB 8B DB;@VDV6 9?9@9AFV6 CV86VEABW 

EF9?V).  

$B;D4IGA>B64 A9B5IV8A4 >V?L>VEFL E6VF<?LA<>V6 EF4AB6<FL: 

2
L

ab
N ý              (5.3) 

 .5,15
8,1

64,8
2

LFN ý
÷

ý                                     
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�D4IB6GNK< DB;@VD< CD<@VM9AAO, DB;@VD< E6VF<?LA<>V6 F4 6V8EF4AV @V: 

A<@< CBC9D98ALB CD<=@4T@B 16 E6VF<?LA<>V6, DV6AB@VDAB DB;F4LB6GT@B WI G 4  

DO8< CB 4 LFG>, O> ;B5D4:9AB A4 D<EGA>G 5.3. 

 

$<EGAB> 5.3  -  %I9@4 DB;F4LG64AAO E6VF<?LA<>V6  

               

#B>4;A<> CD<@VM9AAO V EF4AB6<FL: 

ø ùbah

abV
û

ý        (5.4) 

           ø ù 29,1
64,87,2

64,8
ý

û÷
÷

ýi  
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�A4IB8<@B >B9HVJVTAF 6<>BD<EF4AAO · = 0,47 8?O E6VF<?LA<>4 CD< V = 1,25, 

Ã%&��� =70%, Ã%&�! =50%; �� 3 >B9HVJVTAF ;4C4EG  ��=1,15; Z 3 >B9HVJVTAF 

6<>BD<EF4AAO E6VF?B6B7B CBFB>G DV6A<= 1,1.  

!9B5IV8A<= E6VF?B6<= CBFV> B8AB7B E6VF<?LA<>4, 4 6<;A4K4TFLEO ;4 

HBD@G?BN:  

øN

ZESK$?
3ý      (5.5) 

                  ?@$? 2543
47,016

1,115,14,50300
ý

÷
÷÷÷

ý                         

 

� @9FBN 9>BAB@VW 9?9>FDB9A9D7VW 4 F4>B: ;459;C9K9AAO IBDBLB7B F9D@VAG 

E?G:5< E6VF<?LA<>V6 6<5VD 5G89 CDB6B8<F<EO E9D98 E6VF?B8VB8A<I E6VF<?LA<>V6 

8?O @BAF4:G 6 CV86VEAG EF9?N. 

�D4IG646L< 6EV >D<F9DVW F4 6V8CB6V8AVEFL JVA<-O>VEFL 6<5D4AB Led C4A9?L 

600x600 MAXUS assistance 36W 4000� (100 lm/w) (8<6. D<EGAB> 5.4.)  

 

$<EGAB> 5.4 - LED C4A9?L 600x600 MAXUS 

 

 �BA4 @4T F4>V I4D4>F9D<EF<><:  

- %6VF?B6<= CBFV>, Lm 3 3600; 

- !B@VA4?LA4 CBFG:AVEFL, �F 3 36; 

- &9@C9D4FGDA<= D9:<@ 9>EC?G4F4JVW, C:  0 & +40; 

- &9D@VA 74D4AFVW, @VE -  36; 
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- �A89>E >B?LBDBC9D984KV (Ra) >83; 

- �?4E 9A9D7BECB:<64AAO: A+; 

- �V4C4;BA DB5BKBW A4CDG7< �:  175-265; 

-  4F9DV4? >BDCGEG 3 �?N@VAV=; 

- %FGCVAL ;4I<EFG 6V8 6B?B7< - IP20; 

- (BD@-H4>FBD 3 Panel; 

- �B?VD >BDCGEG  - 5V?<=. 
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�?O ?D>5>FG ?>>4?L=>W <5D56V D>7D>5?5=> ?>>4?L=G <5D56G �$&� 

«�6D>?D><54=>».   

�D>5>F <5D56V 6>?NG4T ?>5G4>6G <5D56V F5=FD4?L=>7> 6V44V?5==O F4 

D>7?>4V?5=G ?>>4?L=G <5D56V, O>4 >59T4=GT 6 E>5V F5D<F>DV4?L=> 6V444?5=V 

DV?VW.  

$>7D>5?5=> V=EFDG>FVW 7 =4?4LFG64==O 6G7?V6 ?>>4?L=>W <5D56V: 

- %5D65D 4>EFG?G 4> <5D56V �=F5D=5F; 

- $4=?>6<= E5D65D; 

- &5=FD4?L=<= >><GF4F>D; 

- �><GF4F>D D>5>G<E 7DG?. 

�?<E4=> ?D>F54GDG =4?4LFG64==O E5D65DV6 F5D<F>DV4?L=> 6V444?5=<E 

<5D56 4?O D>5>F< G5D57 VPN.  

�?O ?>>4?L=>W <5D56V 6?D>64465=> D4=?>6<= E5D65D 4?O =44V==>7> 

755DV74==O 44=<E ?D4FV6=<>V6. �D>5>F <5D56V ?5D5454G4T 6<>>D<EF4==O 

4?LF5D=4F<6=>7> ?D>7D4<=>7> 74557?5G5==O. 

� 5>>=><VG=><G D>74V?V 7D>5?5=> D>7D4EG=>> E>5V64DF>EFV D>5VF ?> 

D>7D>5FV, 6EF4=>6?5==V F4 =4?4LFG64==V <5D56V 4?O �$&� «�6D>?D><54=>». 

� D>74V?V >E>D>=4 ?D4FV >?<E4=> F5E=V>G 557?5>< ?D< D>5>FV 7 

>5G<E?N64?L=>N F5E=V>>N, 7D>5?5=> D>7D4EG=>> E<EF5<< LFGG=>7> 

7475<?5==O >><?9NF5D=>W <5D56V.  
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����&�� 

 

�>44F>> �. &45?<FO �$-44D5E 

 

&45?<FV �1 - &45?<FO �$ 44D5E  

7 

?/? 

�>7=4G5=

=O 6G7?4 

�4764 6V44V?G �><5D 

VLAN 

�4D5E4 ?V4<5D56V/ 

�4E>4 

,?N7 

1 2 3 4 5 6 

1 WS_1 �V44V? D>5>F< 7 

ND<4<G=<<< 

>E>54<< 

11 172.16.11.1/24 172.16.11.200 

2 WS_2 �V44V? D>5>F< 7 

ND<4<G=<<< 

>E>54<< 

12 172.16.12.1/24 172.16.12.200 

3 WS_3 172.16.12.2/24 

4 SW_1 1 192.168.1.1/24 - 

5 WS_4 �V44V? D>5>F< 7 

64?NF>N 

13 172.16.13.1/24 172.16.13.200 

6 WS_5 172.16.13.2/24 

7 WS_6  %5D65D=4 14 172.16.14.1/24 172.16.14.200 

8 S_1 172.16.14.201/24 

9 S_2 172.16.14.202/24 

- 93.44.65.2 93.44.65.253 

10 SW_2 1 192.168.1.2/24 - 

11 WS_7 %5>D5F4D 15 172.16.15.1/24 172.16.15.200 

12 WS_8 �<D5>F>D 16 172.16.16.1/24 172.16.16.200 

13 WS_9 �V44V? D>5>F< 7 

FV==<<< 

?4?5D4<< 

17 172.16.17.1/24 172.16.17.200 

14 WS_10 172.16.17.2/24 

15 WS_11 172.16.17.3/24 

16 WS_12 172.16.17.4/24 

17 WS_13 172.16.17.5/24 

18 WS_14 �V44V? 

EFD4EG64==O 

18 172.16.18.1/24 172.16.18.200 

19 WS_15 172.16.18.2/24 

20 WS_16 172.16.18.3/24 
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 �D>4>665==O F45?<FV �1  

1 2 3 4 5 6 

21 WS_17   172.16.18.4/24  

22 SW_3 1 192.168.1.3/24 - 

23 WS_18 �D54<F=<= 6V44V? 19 172.16.19.1/24 172.16.19.200 

24 WS_19 172.16.19.2/24 

25 WS_20 172.16.19.3/24 

26 WS_21 172.16.19.4/24 

27 SW_4 1 192.168.1.4/24  

28 WS_22 �5?>7<F=<= 6V44V? 20 172.16.20.1/24 172.16.20.200 

29 WS_23 172.16.20.2/24 

30 WS_24 $>7D4EG=>>64 

7DG?4 

21 172.16.21.1/24 172.16.21.200 

31 WS_25 172.16.21.2/24 

32 WS_26 172.16.21.3/24 

33 WS_27 172.16.21.4/24 

34 WS_28 172.16.21.5/24 

35 SW_5 1 192.168.1.5/24 - 

36 WS_29 �4E< 22 172.16.22./24 172.16.22.200 

37 WS_30 172.16.22./24 

38 WS_31 172.16.22./24 

39 WS_32 172.16.22./24 

40 WS_33 172.16.22./24 

41 SW_6 1 192.168.1.6/24 - 

42 WS_34 &5=FD 

>5E?G7>6G64==O 

>?VT=FV6 

23 172.16.23.1/24 172.16.23.200 

43 WS_35 172.16.23.2/24 

44 WS_36 172.16.23.3/24 

45 WS_37 172.16.23.4/24 

46 WS_38 172.16.23.5/24 

47 SW_7 1 192.168.1.7/24 - 

48 WS_39 - 24 172.16.24.1/24 172.16.24.200 

49 RJ_1 172.16.24.2/24 

50 RJ_2 172.16.24.3/24 
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�>44F>> �.  &45?<FV VLAN  

 

&45?<FO �1 - �>7VG=4 44D5E4FVO 6 ���  

�V4?47>= 

?>7=4G5==O 

6G7?V6 

$>5>G4 

7DG?4/ 

�-EFL 

6G7?V6 

�D<<V

M5==O 

�4764 >45V=5FG F4 

=>7> =><5D 

�><5D 

VLAN 

�4D5E4 

?V4<5D56V/ 

�4E>4 

WS_1 - 1 - �V44V? D>5>F< 7 

ND<4<G=<<< 

>E>54<< 

- 11 172.16.11.0/24 

WS_2-WS_3, 

SW_1 

- 3 - �V44V? D>5>F< 7 

ND<4<G=<<< 

>E>54<< 

- 12 172.16.12.0/24 

WS_4-WS_5 - 2 - �V44V? D>5>F< 7 

64?NF>N 

- 13 172.16.13.0/24 

WS_6, S_1, 

S_2, SW_2 

- 4 - %5D65D=4 - 14 172.16.14.0/24 

WS_7 - 1 - %5>D5F4D - 15 172.16.15.0/24 

WS_8 - 1 - �<D5>F>D - 16 172.16.16.0/24 

WS_9-WS_13 - 5 - �V44V? D>5>F< 7 

FV==<<< 

?4?5D4<< 

- 17 172.16.17.0/24 

WS_14-

WS_17 

- 4 - �V44V? 

EFD4EG64==O 

- 18 172.16.18.0/24 

WS_18-

WS_21, SW_4 

- 5 - �D54<F=<= 

6V44V? 

- 19 172.16.19.0/24 

WS_22-

WS_23 

- 2 - �5?>7<F=<= 

6V44V? 

- 20 172.16.20.0/24 

WS_24-

WS_28, SW_5 

- 5 - $>7D4EG=>>64 

7DG?4 

- 21 172.16.21.0/24 

WS_29-

WS_33, SW_6 

- 6 - �4E< - 22 172.16.22.0/24 

WS_34-

WS_38, SW_7 

- 6 - �V44V? >5E?. 

>?VT=FV6 

- 23 172.16.23.0/24 

WS_39, RJ_1, 

RJ_2 

- 3 - - - 24 172.16.24.0/24 
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&45?<FO �2 - &45?<FO >>=DV7GDG64==O VLAN 

7 

?/? 

�>7=4G5==O 

6G7?4 

�><5D 

?>DFG 

&<? 

?>DFG 

�4764 

<5D. 

?D<EF4D. 

�><5D 

?>DFG 

&<? 

?>DFG 

�><5D 

VLAN 

1 WS_1 Eth0 - SW_1 1 Access 11 

2 WS_2-WS_3  Eth0 - SW_1 2-3 Access 12 

3 WS_4-WS_5 Eth0 - SW_1 4-5 Access 13 

4 WS_6, S_1, S_2  Eth0 - SW_2 1-3 Access 14 

5 WS_7 Eth0 - SW_2 4 Access 15 

6 WS_8 Eth0 - SW_2 5 Access 16 

7 WS_9-WS_13 Eth0 - SW_2 6-11 Access 17 

8 WS_14-WS_17 Eth0 - SW_3 1-4 Access 18 

9 WS_18-WS_21 Eth0 - SW_4 1-4 Access 19 

10 WS_22-WS_23 Eth0 - SW_4 5-6 Access 20 

11 WS_24-WS_28 Eth0 - SW_5 1-5 Access 21 

12 WS_29-WS_33  Eth0 - SW_6 1-5 Access 22 

13 WS_34-WS_38, 

SW_7 

Eth0 - SW_7 1-5 Access 23 

14 WS_39, RJ_1, 

RJ_2 

Eth0 - SW_7 6-8 Access 24 

15 SW_1 6 Trunk SW_2 12 Trunk - 

16 SW_3 5 Trunk SW_2 13 Trunk - 

17 SW_4 7 Trunk SW_2 14 Trunk - 

18 SW_5 6 Trunk SW_2 15 Trunk - 

19 SW_6 6 Trunk SW_2 16 Trunk - 

20 SW_7 9 Trunk SW_2 17 Trunk - 
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�>44F>> �. %4D4>F5D<EF<>< >5?44=4==O  

 

&45?<FO �1 - �>DV6=O?L=4 E4D4>F5D<EF<>4 4?4D4F=<E ??4FD>D< E5D65DV6 

 ARTLINE Business R33  ProServer DL360p  

�D>F5E>D Intel Xeon E-2224G  Intel Xeon E-2136 

�59T< ��� 16�� 16�� 

&<? ��� DDR4-2666 ��F (4 E?>F<, 

<4>E. >5EO7 ?4<'OFV 64 ��) 

2666/2400/2133 ��F 

ECC DDR4 SDRAM 

�<E>>64 ?V4E<EF5<4 HDD: 2 E 1 &� 

SSD: 2 E 250 �� 

HDD: 2 E 1 &� 

SSD: 2 E 250 �� 

�5D56564 ??4F4 V=F57D>64=4 V=F57D>64=4 

�?>> 6<6?5==O 650 �F 650�F 

 

&45?<FO �2 - �>DV6=O?L=<= 4=4?V7 16-F< ?>DF>6<E >><GF4F>DV6 D>5>G<E 

7DG? 

&5E=VG=V E4D4>F5D<EF<></ 

<>45?L >><GF4F>D4 

D-Link  

DGS-1100-16 

TP-LINK  

TL-SG2216 

,6<4>VEFL >><GF4FV==>W L<=<, �5VF/E 32 32 

,6<4>VEFL ?5D5E<?>< ?4>5FV6 64 54=F, 

<?=./E 

23,81 23,8 

�-EFL ?>DFV6 10/100/1000 16 + 2SFP 16 + 2 SFP 

�V4FD<<>4 547>6<E ?D>F>>>?V6 >4=4?L=>7> 

DV6=O (VLAN, Port Mirroring, Spanning 

Tree, IGMP, QoS) 

&4> &4> 
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&45?<FO �3 - �>DV6=O?L=<= 4=4?V7 F5=FD4?L=<E >><GF4F>DV6 

�>45?L 

/�4D4<5FD< 

TP-Link T3700G-

52TQ 

Cisco 3750G-48 Dell N1548 

,6<4>VEFL >><GF4FVW, 

�5VF/E 

104 32 176 

�D>?GE>=4 744F=VEFL,  

<?=. ?4>5FV6/E 

77,3 38,7 164 

�-EFL ?>DFV6 48  48 48 

�>44F>>6V E?>F< SFP 4 4 4 

�V4FD<<>4 ?D>F>>>?V6 

2 DV6=O <>45?V OSI 

VLAN, Spaning Tree, QoS 

%F4F<G=4 

<4DLDGF<74FVO 

 + + + 

�<=4<VG=4 

<4DLDGF<74FVO 

�4 547V ?D>F>>>?V6: 

RIP, OSPF, IGRP, BGP 

%?<E>< DV?LFD4FVW  + + + 

�>=VF>D<=7 SNMP, RMON, PortMirroring 

�V4FD<<>4 Jumbo pack + + + 

 


