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ANNOTATION 

 

 Tsirka Ivan. !omputer Network Project Development of Comfort Svit LLC: 

qualification work for obtaining a bachelor's degree, specialty 123 Computer 

Engineering. Ternopil: Separate Structural Subdivision "Ternopil Professional College 

of Ivan Puluj National Technical University", 2023. 77p. 

 

 Qualification work on the computer network project development. As a result of 

the review and analysis of modern standards of network construction, the logical and 

physical topology of the network, active and passive network equipment, servers and 

software were selected. 

 In the process of development, connection of wired and wireless devices to the 

network infrastructure was organized, segmentation of the broadcast domain, 

protection of local and wireless network segments was implemented. Detailed 

instructions for setting up network equipment, services and network services have been 

developed.  Simulation of network operation was performed. 

 

 Keywords: Local Area Network, Virtual Network, Server, Switch, Structure 

Cabling System. 
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TCP/IP (Transmission Control Protocol/Intern5t Protocol) 3 ?@>B>:>; C?@02;V==S 

?5@540G5R/�=B5@=5B ?@>B>:>;; 

UTP (Unshielded Twisted Pair) 3 :015;P B8?C =55:@0=>20=0 A:@CG5=0 ?0@0; 
UTP (Unshielded Twisted Pair) 3 :015;P B8?C =55:@0=>20=0 A:@CG5=0 ?0@0. 
�  3 ;>:0;P=0 <5@560; 

"% - >?5@0FV9=0 A8AB5<0; 

#� - ?5@A>=0;P=89 :><?9RB5@; 

%�% 3 AB@C:BC@>20=0 :015;P=0 A8AB5<0. 
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#5@5206=0 1V;PHVABP ACG0A=8E ?V4?@8T<AB2,  :><?0=V9, =525;8:8E DV@<, 

45@602=8E >@30=V70FV9 2 A2>W9 4VS;P=>ABV =5 <>6CBP >1V9B8AS 157 ACG0A=>W 

>1G8A;R20;P=>W B5E=V:8 V :><?9RB5@=8E <5@56. �><?9RB5@=V <5@56V 2V4:@8;8 

7>2AV< =>2V V 7=0G=> H8@HV <>6;82>ABV 28:>@8AB0==S :><?9RB5@V2. &5?5@ 

:><?9RB5@8 3 F5 =5 BV;P:8 70A>18 4;S >1@>1:8 V=D>@<0FVW, F5 3 B0:>6 70A>18 4;S 

>B@8<0==S B0 >1<V=C V=D>@<0FVTR.  

 5@5652V ?@>3@0<=V ?@>4C:B8 9 B5E=>;>3VW, ?>:;040RBP =0 ?>B5=FV9=>3> 

:>@8ABC20G0 A:;04=5 70240==S 281>@C ?>B@V1=>W A8AB5<8 7 <0A8 VA=CRG8E. 

�8:>@8AB0==S ACG0A=8E <5@56528E B5E=>;>3V9 4>72>;ST >B@8<0B8 =0ABC?=V 

?5@52038: A:>@>GCTBPAS 4>:C<5=B>>1V3, A:>@>GCRBPAS 28B@0B8 =0 >@3B5E=V:C, 

A:>@>GCRBPAS 28B@0B8 =0 ?V4:;RG5==S 4> <5@56V �=B5@=5B. 

' 40=><C ?@>5:BV ?@>?>=CTBPAS >48= 7 20@V0=BV2 28@VH5==S 70240==S 

>@30=V70FVW V=D>@<0FV9=>W A8AB5<8, S:0 2:;RG0T >19T4=0==S 2AVE #� 2 <5@56C, 

2?@>20465==S ;>:0;P=8E <5@56528E @5AC@AV2, A?V;P=0 @>1>B0 7 4>:C<5=B0<8, 

28:>@8AB0==S <5@56V �=B5@=5B 2 28@>1=8GV9 4VS;P=>ABV. #@>5:B ;>:0;P=>W <5@56V 

1C45 @>7@>1;SB8AS 4;S &7"� «�><D>@B %2VB».  

$>73;S=CB> >?B8<0;P=V 20@V0=B8 >A=0I5==S &7"� :><?;5:B>< 

CAB0B:C20==S B0 ?@>3@0<=>3> 70157?5G5==S, S:89 T 4>AB0B=V< 4;S 28@VH5==S 

?>AB02;5=>3> 70240==S. 
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1 �����,���  ����� 

 

1.1 "5E=VG=5 70240==O 

 

1.1.1 �09<5=C20==O B0 >1;0ABL 70AB>AC20==O 

 

&5<0 40=>W :20;VDV:0FV9=>W @>1>B8 10:0;02@0: «$>7@>1:0 ?@>5:BC 

:><?9RB5@=>W <5@56V  &7"� «�><D>@B %2VB».  

 #@>5:B ;>:0;P=>W <5@56V  <0T B0:V >A=>2=V :><C=V:0FV9=V 28<>38 

(C73>465=V 7 70<>2=8:><): 

- #>B@510 2 >19T4=0==V AB0FV>=0@=8E #�; 

- #>B@510 2 >19T4=0==V <>1V;P=8E #�; 

- !040==S  A?V;P=>3> V 157?5@51V9=>3> 4>ABC?C 4> �=B5@=5B-@5AC@AV2; 

- #>B@510 H284:VA=>3> �=B5@=5B-?V4:;RG5==S; 

- #>B@510 C 70E8ABV 40=8E 2V4 «?@>A;CE>2C20==S» V =5A0=:FV>=>20=>3> 

:>?VR20==S; 

- #>B@510 C 02B><0B870FVW 28@>1=8G8E ?@>F5AV2. 

 

1.1.2 �@87=0G5==O @>7@>1:8 

 

#@0:B8G=0 @50;V70FVS :20;VDV:0FV9=>W @>1>B8 ?>28==0 <0B8 <>6;82VABP 

@50;V7C20B8 =0ABC?=V ?>B@518: 

-  >6;82VABP >19T4=0==S 2 A?V;P=5 <5@56525 A5@54>28I5 =0S2=>3> ?0@:C 

:><?9RB5@=>W B5E=V:8 7 ?>4V;>< <5@56V =0 ?V4<5@56V; 

- �<5=H5==S G0AC =0 >1@>1:C V=D>@<0FVW; 

- !040==S <>6;82>ABV A?V;P=>3> 4>ABC?C 4> <5@56V �=B5@=5B @>1>G8< 

AB0=FVS< B0 V=H8< ?@8AB@>S< 70A>10<8 B5E=>;>3VW NAT; 

- #@>5:BC20==S 157?@>2V4=>3> A53<5=BC <5@56V 4;S <>6;82>ABV 

?@8T4=0==S 157?@>2V4=8E :;VT=BV2 (A<0@BD>=V2, =>CB1C:V2, ?;0=H5BV2). 
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- �030;P=5 ?V428I5==S ?@>4C:B82=>ABV ?@0FV ?@0FV2=8:V2. 

 

1.1.3 �8<>38 4> 0?0@0B=>3> V ?@>3@0<=>3> 70157?5G5==O: 

  

�;S ?@>5:BC ;>:0;P=>W <5@56V ?>B@V1=> B0:5 >1;04=0==S: 

- �>;>2=89 :><CB0B>@ AB0=40@BC IEEE 802.3ab (Gigabit Ethernet) 7 

DC=:FVS<8 3-3> @V2=S <>45;V OSI =0 24 ?>@B8; 

- �><CB0B>@8 @>1>G8E 3@C? AB0=40@BC IEEE 802.3ab (Gigabit Ethernet) =0 8 

?>@BV2; 

-  0@H@CB870B>@ 4;S �=B5@=5B-B@0DV:C; 

- �57?@>2V4=89 <0@H@CB870B>@ AB0=40@BC 802.11ac 4;S Wi-Fi A53<5=BC; 

- �><CB0FV9=0 H0D0; 

- #0BG?0=5;P; 

- �65@5;> 157?5@51V9=>3> 682;5==S; 

-  5@565289 :015;P (28B0 ?0@0); 

- $>79T<8 4;S B5@<V=C20==S A53<5=BV2 :015;R; 

-  5@5652V @>75B:8; 

�@V< 0?0@0B=>3> 70157?5G5==S =5>1EV4=> "% 4;S A5@25@0 B0 A?5FV0;V7>20=5 

#�. �>:0;P=0 <5@560 1C45 ?>1C4>20=0 =0 >A=>2V AB5:C ?@>B>:>;V2 &%$/�$ v. 4. 

 

1.1.4 �8<>38 4> 4>:C<5=B0FVW 
 

�C4P-S:0 :><?9RB5@=0 <5@560 ?>28==0 <0B8 =0;56=8< G8=>< >D>@<;5=C 

B5E=VG=C 4>:C<5=B0FVW. #@028;P=> A:;045=0 4>:C<5=B0FVS V WW ?>2=>B0 4>72>;8BP 

2G0A=> 28:>=C20B8 >?5@0FVW >1A;C3>2C20==S ;>:0;P=>W <5@56V, 0 2 @07V 

28=8:=5==S ?@>1;5< G8 71>W2 >?5@0B82=> WE ;>:0;V7C20B8. !5>1EV4=0 B5E=VG=0 

4>:C<5=B0FVS 4;S <5@56V  &7"� «�><D>@B %2VB»:  

- #;0= ?@8<VI5=P; 

- �>3VG=0 B>?>;>3VS;  
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- %E5<0 729S7:V2 <V6 2C7;0<8 ?5@5=5A5=0 =0 ?;0= ?@8<VI5==S (DV78G=0 

B>?>;>3VS); 

- &01;8FS �$-04@5A. 

 

1.1.5 "5E=V:>-5:>=><VG=V ?>:07=8:8 

 

!02545<> >A=>2=V B5E=V:>-5:>=><VG=V ?>:07=8:8 ;>:0;P=>W <5@56V &7"� 

«�><D>@B %2VB»: 

- &8? <5@56V 3 �V1@84=0. 

- %B0=40@B <5@56V 3 Gigabit Ethernet (H284:VABP 1000 1VB/A). 

- �4@5A0 <5@56V 3 192.168.0.0/16 (70@575@2>20=89 1;>: ?@820B=8E 04@5A). 

- �V;P:VABP @>1>G8E AB0=FV9 3 44. 

- �V;P:VABP B>G>: ?V4:;RG5==S  - 45. 

- &5E=>;>3VW �" : VLAN, Spanning-Tree, Gigabit Ethernet, WLAN 

802.11ac.  

- %5@54>28I5 ?5@540GV 3 28B0 ?0@0 :0B53>@VW 6. 

- �0@BVABP <5@56V 4> 310 B8A. 3@=. 

 

1.1.6  !B04VW B0 5B0?8 @>7@>1:8 

  

#@>F5A ?@>5:BC20==S 1C45 A:;040B8AS 7 =0ABC?=8E :@>:V2, S:V ?>3>465=> 7 

70<>2=8:><: 

- (>@<C20==S >A=>2=8E 5B0?V2 @>7@>1:8 ;>:0;P=>W <5@56V; 

- $>7@>1:0 ;>3VG=>W B>?>;>3VW :><?9RB5@=>W <5@56V; 

- $>7@>1:0 DV78G=>W B>?>;>3VW :><?9RB5@=>W <5@56V; 

- �81V@ >1;04=0==S (0:B82=>3> V ?0A82=>3>); 

- #@>:;040==S :015;P=8E A53<5=BV2; 

- �AB0=>2;5==S AVB:>28E @>75B>:; 

- �AB0=>2;5==S ?0A82=>3> >1;04=0==S;  
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- �>=DV3C@C20==S 3>;>2=>3> :><CB0B>@0; 

- �>=DV3C@C20==S :><CB0B>@V2 @>1>G8E 3@C?; 

- !0;0HBC20==S F5=B@0;P=>3> <0@H@CB870B>@0; 

- �>=DV3C@C20==S 157?@>2V4=>3> A53<5=BC <5@56V; 

- &5ABC20==S B0 =0;03>465==S <5@56V; 

- %:;040==S B5E=VG=>W 4>:C<5=B0FVW. 

 

1.1.7 �>@O4>: :>=B@>;N B0 ?@89><C 

 

�>=B@>;P B5E=VG=8E ?>:07=8:V2 <5@56V 4>72>;8BP 7@>18B8 28A=>2>: ?@> 

2V4?>2V4=VABP WW ?0@0<5B@V2 B0 S:VABP 2 FV;><C. � ?@>F5AV :>=B@>;R 1C4CBP 

?5@52V@SB8AS B0:V B5E=VG=V ?0@0<5B@8 ;>:0;P=>W <5@56V: 

- #@028;P=VABP =0;0HBC20==S :>=DV3C@0FV9 <5@5652>3> >1;04=0==S B0 

A5@25@0; 

- �V;P:VABP ?><8;:>2> ?5@540=8E B0 ?@89=SB8E ?0:5BV2 (G8 27030;V 

2B@0G5=8E)  :><CB0B>@><; 

- %B0B8AB8:0 28:>=0==S CB8;VB8 netstat -e (282V4 V=D>@<0FVW :0=0;P=>3> 

@V2=S) 4;S @>1>G>W AB0=FVW; 

- �8<V@R20==S H284:>ABV ?5@540GV 40=8E <V6 :><CB0B>@>< B0 2C70<8 

<5@56V; 

- #0@0<5B@8 B5ABC20==S DV78G=>3> A5@54>28I0 :015;P=8< B5AB5@><. 

 

1.2 �?8A 7040GV B0 E0@0:B5@8AB8:0 ?V4?@8T<AB20 

  

 "A=>2=8<8 =0?@S<:0<8 4VS;P=>ABV &7"� «�><D>@B %2VB» T 28:>=0==S 

1C4V25;P=8E @>1VB, @>7@>1:0 ?@>5:BV2 1C4V25;P, V=B5@9T@V2 B0 5:AB5@9T@V2. &0:>6 

40=5 ?V4?@8T<AB2> <0T  2;0A=89 2V44V; ?@>406 =5@CE><>ABV B0 WW AB@0EC20==S, B0 

2V44V; S:89 709<0TBPAS A?V2?@0F5R 7 ?>AB0G0;P=8:0<8 B0 :>@?>@0B82=8<8 

:;VT=B0<8.  
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 &@048FV9=> 4;S B0:8E :><?0=VW 2 WW AB@C:BC@V T 2V44V; >@30=V70FVW 

28@>1=8FB20, 1CE30;B5@VS, :><?9RB5@=8E 2V44V;  B0 2V44V; :04@V2. &0:>6 

?@8ACB=V9 70; 70AV40=P, 45 =5>1EV4=> >@30=V7C20B8 157?@>2V4=C <5@56C.  

 �;S @50;V70FVW ?@>5:BC <5@56V ?>B@V1=> 28:>=0B8 =0ABC?=V 5B0?8: 

- $>7@>1:0 ;>:0;P=>W :><?9RB5@=>W <5@56V; 

- #@>5:BC20==S :015;P=>W A8AB5<8 ;>:0;P=>W <5@56V; 

-  >=B06 <5@5652>3> >1;04=0==S; 

- �>=DV3C@C20==S 0?0@0B=>3> 70157?5G5==S; 

- �>=DV3C@C20==S ?@>3@0<=>3> 70157?5G5==S; 

- $>7@>1:0 4>:C<5=B0FVW; 

- &5ABC20==S ?@0F5740B=>ABV ;>:0;P=>W <5@56V B0 A;C61 ;>:0;P=>W <5@56V.   
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2  �� ���� "�%��'���� "�  ���'��� � ���"# 

 

2.1 �?8A B0 >1�@C=BC20==O 281>@C ;>3VG=>3> B8?C <5@56V 
 

/: 2V4><>, >A=>2=5 ?@87=0G5==S :><?'RB5@=>W <5@56V, 2 B><C G8A;V V 

;>:0;P=>W 3 A?V;P=89 4>ABC? 4> V=D>@<0FV9=8E B0 >1G8A;R20;P=8E @5AC@AV2 

02B>@87>20=8< :>@8ABC20G0<. �>@8ABC20GV ?@0FRRBP =0 @>1>G8E AB0=FVSE V 

A?V;P=> 28:>@8AB>2CRBP @5AC@A8 ;>:0;P=8E B0 2V440;5=8E A5@25@V2, <5@5652V 

?@8=B5@8, 7030;P=>4>ABC?=V ?0?:8 B0 V=.   %5@25@ - F5 ?>BC6=89 :><?'RB5@, 

?V4:;RG5=89 4> <5@56V, I> 70157?5GCT ?52=8E :>@8ABC20GV2 =5>1EV4=8<8 W< 

A5@2VA0<8. &0:V 7030;P=>4>ABC?=V A5@2VA8 =07820RBP <5@56528<8 @5AC@A0<8, , 

>A>1;82> S:I> 945 <>20  ?@> 48A:>2C 9 >?5@0B82=C ?0<'SBP A5@25@0. %5@25@8 

<>6CBP 74V9A=R20B8 715@565==S 40=8E, C?@02;V==S 1070<8 40=8E, 2V440;5=C 

>1@>1:C V 4@C: 40=8E B0 V=HV DC=:FVW. [1].  

$>1>G0 AB0=FVS - F5 #�, ?V4:;RG5=89 4> <5@56V, G5@57 S:89 :>@8ABC20G 

>B@8<CT 4>ABC? 4> WW @5AC@AV2. $>1>G0 AB0=FVS <5@56V DC=:FV>=CT S: C 

<5@5652><C, B0: V 2 ;>:0;P=><C @568<V. !0  @>1>GV9 AB0=FVW <>65 1CB8 

2AB0=>2;5=0 S: 2;0A=0 "%, B0: V 28:>@8AB>2C20B8AS <5@56520, 0;5 1C4P-S:0 7 =8E  

70157?5GCT :>@8ABC20G0 107>28< =01>@>< V=AB@C<5=BV2 4;S @>72'S70==S 

?@8:;04=8E 7040G. $>1>GV AB0=FVW ?@87=0G5=V 4;S V=B5@0:B82=>W @>1>B8 

:>@8ABC20G0. $>1>GV AB0=FVW <>6CBP 1CB8 AB0FV>=0@=8<8 #� 0 B0:>6 <>1V;P=8<8 

(=>CB1C:, A<0@BD>=8, ?;0=H5B8). 

!09G0ABVH5 2 ;>:0;P=V9 :><?'RB5@=V9 <5@56V 28:>@8AB>2CRBP D09;>289 

A5@25@. �V= :5@CT @5AC@A0<8 <5@56V, 70157?5GCRG8 4>ABC? 4> =8E 7 V=H8E 

:><?'RB5@V2 <5@56V - @>1>G8E AB0=FV9. "A=>2=8< @5AC@A><, I> =040TBPAS 

:>@8ABC20G0< C A?V;P=5 :>@8ABC20==S, T 48A:>20 ?0<'SBP D09;>2>3> A5@25@0. 

$>74V;SRBPAS 9 V=HV @5AC@A8 D09;>2>3> A5@25@0, =0?@8:;04 ?V4:;RG5=89 4> 

=P>3> ?@8=B5@. &><C S: @>1>GV AB0=FVW <>6=0 28:>@8AB>2C20B8 2V4=>A=> 45H52V 

:><?'RB5@8, I> =5 <0RBP ?@8=B5@0 9 V=>4V =02VBP 6>@AB:>3> 48A:0.  
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(09;-A5@25@ - F5 :><?'RB5@ 7 25;8:>R T<=VABR 48A:>2>W B0 >?5@0B82=>W 

?0<'SBV. �8A>:V 28<>38 AB02;SBP 4> H284:VA=8E E0@0:B5@8AB8: 48A:>2>W 

?V4A8AB5<8.  

�0 ?@8=F8?>< =040==S @5AC@AV2 <5@56V ?>4V;SRBP =0 >4=>@0=3>2V B0 7 

284V;5=8< A5@25@><. � >4=>@0=3>2V9 :><?'RB5@=V9 <5@56V =5<0T 2C7;>2>3> 

F5=B@C :5@C20==S 270T<>4VTR 2AVE :;VT=BV2 <5@56V B0 T48=>3> ?@8AB@>R 4;S 

715@565==S 40=8E. #5@52030<8 >4=>@0=3>2>W :><?'RB5@=>W <5@56V - =87P:0 

20@BVABP V 28A>:0 =04V9=VABP. !54>;V:0<8 WW T [1]:  

- �0;56=VABP 5D5:B82=>ABV @>1>B8 2V4 :V;P:>ABV AB0=FV9;  

- %:;04=VABP :5@C20==S <5@56528<8 @5AC@A0<8;  

- #@>1;5<8 7  70157?5G5==S< 70E8ABC V=D>@<0FVW;  

- #@>1;5<8 F5=B@0;V7>20=>3> >=>2;5==S V 7<V=8 ?@>3@0<=>3> 

70157?5G5==S AB0=FV9.  

� :><?'RB5@=8E <5@560E 7 284V;5=8< A5@25@>< >48= 01> 45-:V;P:0 

?>BC6=8E :><?'RB5@V2 28:>=CT DC=:FVW 715@565==S 40=8E, , :5@C20==S 

270T<>4VTR <V6 @>1>G8<8 AB0=FVS<8 V 45S:V A5@2VA=V DC=:FVW. �84V;5=89 A5@25@ 

=07820RBP A5@25@>< <5@56V. �70T<>4VS @>1>G8E AB0=FV9 2V41C20TBPAS =5 =0 

?@S<C, 0 G5@57 A5@25@.  

�>AB>W=AB20 :><?'RB5@=>W <5@56V 7 284V;5=8< A5@25@><:  

- !04V9=0 V F5=B@0;V7>20=0 A8AB5<0 70E8ABC V=D>@<0FVW;  

- #>@V2=S=> 28A>:0 H284:>4VS;  

- #@0:B8G=> 2V4ACB=V >1<565==S =0 :V;P:VABP @>1>G8E AB0=FV9 (E>@>H0 

<0AHB01>20=VABP);  

- #@>AB>B0 :5@C20==S B0 04<V=VAB@C20==S ?>@V2=S=> 7 >4=>@0=3>28<8 

<5@560<8;   

- !54>;V:0<8 B0:>W <5@56V T:  

- �1V;PH5=0 20@BVABP, S:0 70:;045=0 2 0?0@0B=C V ?@>3@0<=C G0AB8=C 

A5@25@V2;  

- �0;56=VABP H284:>4VW B0 =04V9=>ABV 2V4 ?0@0<5B@V2 @>1>B8 A5@25@0;  
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- �5-I> <5=H0 3=CG:VABP ?>@V2=S=> 7 >4=>@0=3>2>R <5@565R.  

�@V< ?>1C4>28 ;>:0;P=>W <5@56V 7 28:>@8AB0==S< B5E=>;>3VW Gigabit 

Ethernet, 1C45 28:>@8AB0=> B5E=>;>3VR VLAN 73V4=> AB0=40@BC IEEE 802.1Q. 

�0=V ?@> >B@8<0=V ?V4<5@56V =02545=> 2 B01;8FV «�>3VG=0 04@5A0FVS 2 �" » 

4>40B:C �. 

� B01;8FV «&01;8FS :>=DV3C@C20==S VLAN» 4>40B:C � =02545=> 40=V ?@> 

?>@B8 :><CB0B>@V2 4;S :>=DV3C@C20==S VLAN. *V 4=V 1C4CBP 28:>@8AB0=V C 

@>74V;V 3 48?;><=>3> ?@>5:BC. 

 

2.2  >7@>1:0  AE5<8  DV78G=>3> @>7B0HC20==O :015;V2 B0 2C7;V2 

 

2.2.1 "8?8 :015;L=8E 79T4=0=L B0 WE ?@>:;04:0 

 

"B65, ;>:0;P=0 <5@560 &7"� 1C45 1C4C20B8AS =0 107V AB0=40@BC Gigabit 

Ethernet, S: >4=>3> 7 =091V;PH ?>?C;S@=8E 4;S B0:8E <5:@56. �0=89 AB0=40@B 

?5@5410G0T 28:>@8AB0==S DV78G=>W B>?>;>3VW �V@:0 ($>7H8@5=0 �V@:0) 7 2AV<0 

?@8B0<0==8<8 W9 ?5@52030<8 B0 =54>;V:0<8. 

#5@52030<8 40=>W B>?>;>3VW T WW 2V4=>A=0 45H5287=0 B0 ?@>AB>B0 V=AB0;SFVW, 

?>@V2=S=> =528A>:0 20@BVABP >1;04=0==S. &0:>6 4> ?5@5203 <>6=0 2V4=5AB8 

AB01V;P=VABP @>1>B8 <5@56V 4> 28E>4C 7 ;04C >:@5<>W @>1>G>W AB0=FVW. 

"A:V;P:8 ?5@5410G0TBPAS 28:>@8AB0==S 157?@>2V4=>3> >1;04=0==S B> 

?>B@V1=> 4;S 9>3> >19T4=0==S 28:>@8AB0B8 :><V@G0ABC B>?>;>3VR.  

"19T4=0==S ?@>2V4=>W B0 157?@>2V4=>W B>?>;>3V9 1C45 74V9A=5=> 7 

28:>@8AB0==S< �V1@84=>W DV78G=>W B>?>;>3VW. �V1@84=0 DV78G=0 B>?>;>3VS <0T @S4 

?5@5203, 4> S:8E 2V4=>ASBP <>6;82VABP >19T4=0==S @V7=8E DV78G=8E B>?>;>3V9 2 WW 

<560E 28:>@8AB>2CRG8 >4=C 7 ?>?C;S@=8E ?@>2V4=8E B5E=>;>3V9 AV<59AB20 

Ethernet. 
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%B@C:BC@0 <5@56V &7"� =02545=0 =0 ?;0:0BV «�>3VG=0 B>?>;>3VS». %E5<0 

@>7<VI5==S :015;V2 ?@8<VI5=P B0 AE5<0 729S7:C >A=>2=8E 2C7;V2 =02545=0 =0 

«(V78G=V9 B>?>;>3VW» <5@56V. 

�>6=0 <5@56520 @>75B:0 7<>=B>20=0 1V;S <VAFS @>7<VI5==S #�. � S:>ABV 

:015;P=8E :0=0;V2 28:>@8AB0=> :>@>1, S:89 @>7<VICTBPAS =0 2V4AB0=V 70 A< 2V4 

?V4;>38 2 <560E :>6=>W 7 :V<=0B. � >:@5<8E :01V=5B0E, 45 =5I>402=> ?@>2>482AS 

1C4V25;P=89 @5<>=B :015;V 70HB@>1;5=> 2 ABV=C.  5@5652V @>75B:8 @>7<VI5=V =0 

2V4AB0=V 30 A< 2V4 ?V4;>38.   

�V4 :>6=>W 7 <5@56528E @>75B>: :015;P=89 A53<5=B 70E>48BP C 2V4?>2V4=89 

?>@B :><CB0B>@0, S:89 70:@V?;5=> =0 ABV=V, =0 AB>;V 01> V=H8E ?@8AB>A>20=8E 4;S 

FP>3> <VAFSE. �V4 :><CB0B>@0 @>1>G>W 3@C?8 ?@>:;045=> :015;P=89 A53<5=B 4> 

:><CB0FV9=>W H0D8, S:0 @>7<VI5=0 2 A5@25@=V9 :V<=0BV. �015;P=89 A53<5=B 

?V4:;RG5=> 4> 2V4?>2V4=>3> ?>@BC ?0BG?0=5;V.  

 

 2.2.2  �C4>20 2C7;V2 B0 =5>1EV4=VABL WE  70AB>AC20==O 

 

�>:0;P=0 <5@560 A:;040TBPAS 7 B0:8E 2C7;>28E 5;5<5=BV2: 

1.  5@56520 @>75B:0. �>=0 ?@87=0G5=0 4;S DV78G=>3> ?V4:;RG5==S @>1>G>W 

AB0=FVW 4> ;>:0;P=>W <5@56V. $>7<VICTBPAS 1V;S @>1>G>W AB0=FVW, ?5@5206=> =0 

ABV=V. 

2. �><CB0B>@ @>1>G>W 3@C?8. �E=T ?@87=0G5==S  ;>3VG=> >19T4=0B8 <V6 

A>1>R 2C7;8 ?52=>W ?V43@C?8 G8  >:@5<>3> A53<5=BC <5@56V. 

3. #0BG?0=5;P. �>=0 @>7<VICTBPAS 2 :><CB0FV9=V H0DV V ?@87=0G5=0 4;S 

@CG=>3> :@>AC20==S (H284:>3> ?5@5:;RG5==S) A8AB5< 729S7:C. &0:8< G8=>< 2>=0 

4>72>;ST ?@028;P=> >@30=V7C20B8 :><CB0FV9=89 F5=B@. 

4. *5=B@0;P=89 :><CB0B>@ ;>:0;P=>W <5@56V. �V= >19T4=CT <V6 A>1>R 2AV 

A53<5=B8 V E>AB8 ;>:0;P=>W <5@56V. 

�C7;0<8 <5@56V T @>1>GV AB0=FVW, <5@5652V ?@8=B5@8, <5@5652V <0A828 

40=8E, A5@25@8.  
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%53<5=B <5@56V S2;ST A>1>R G0AB8=C <5@56V, I> <0T 2;0A=C 04@5AC.  

� A5@25@=V9 :V<=0BV 7=0E>48BPAS 3>;>2=89 :><CB0FV9=89 2C7>;, S:89 

@50;V7>20=89 C 283;S4V :><CB0FV9=>W H0D8.  

#@><V6=V :><CB0FV9=V 2C7;8 @50;V7>20=V C 283;S4V :><CB0B>@V2 @>1>G8E 

3@C?, S:V @>7<VICRBPAS 2 <560E ?52=>3> 2V44V;C B0 <>=BCRBPAS =0 ABV=V. &0:>6 2 

45S:8E 7 2V44V;V2 1C45 @>7<VIC20B8AP 157?@>2V4=89 <0@H@CB870B>@, S:89 B0:>6 

1C45 <>=BC20B8AS =0 ABV=V 1V;S @>75B:8. 

� :><CB0FV9=V9 H0DV 7=0E>48BPAS =0ABC?=5 <5@56525 >1;04=0==S: 

1. �><CB0B>@ 3>;>2=89. 

2. #0BG?0=5;P. 

3.  0@H@CB870B>@ 4>ABC?C 4> <5@56V �=B5@=5B. 

4. �015;P=V B@8<0GV. 

5. �;>: 157?5@51V9=>3> 682;5==S. 

 

2.3 �1�@C=BC20==O 281>@C :><C=V:0FV9=>3> >1;04=0==O  
 

#@8 ?>1C4>2V ;>:0;P=>W <5@56V 28:>@8AB>2CTBPAS 0:B82=5 B0 ?0A82=5 

:><C=V:0FV9=5 >1;04=0==S. 

 �> ?0A82=>3> >1;04=0==S <>6=0 2V4=5AB8: 

- �015;P=0 A8AB5<0 ;>:0;P=>W <5@56V (=55:@0=>20=0 28B0 ?0@0 :0B53>@VW 

6, DV@<0-28@>1=8: "45A:015;P).  

- $>75B:8 RJ-45, S:V 2AB0=>2;RRBPAS 2 ?@8<VI5==SE 1V;S :><?9RB5@V2. 

- �015;P=V A53<5=B8, I> 79T4=CRBP @>75B:8 7 ?>@B0<8 :><CB0B>@0. 

- #0BG?0=5;P 24 ?>@B8, :0B53>@VS 6, 28A>B0 2U [19]. 

- �><CB0FV9=0 H0D0 28A>B>R 18U [20].   

�> 0:B82=>3> :><C=V:0FV9=>3> >1;04=0==S 40=>W ;>:0;P=>W <5@56V <>6=0 

2V4=5AB8: 

1. *5=B@0;P=89 :><CB0B>@. 
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2. �><CB0B>@8 @>1>G8E 3@C?. 

3.  0@H@CB870B>@ 4>ABC?C 2 �=B5@=5B. 

4. �57?@>2V4=89 @>CB5@. 

       #>@V2=S;P=0 E0@0:B5@8AB8:0 :><CB0B>@V2, S:V <>6CBP 1CB8 28:>@8AB0=V 2 

S:>ABV 3>;>2=>3> :><CB0FV9=>3> 2C7;0 <5@56V =02545=> C B01;8FV «&5E=VG=V 

E0@0:B5@8AB8:8 3>;>2=8E :><CB0FV9=8E 2C7;V2» 4>40B:C �. 

 �;S <5@56V 281@0=> :><CB0B>@ Allied Telesyn AT-x600-24Ts  2@0E>2CRG8 

A?V22V4=>H5==S FV=0/2V4?>2V4=VABP B5E=VG=8< ?0@0<5B@0< [15].  

 � B01;8FV «#>@V2=S==S B5E=VG=8E E0@0:B5@8AB8: :><CB0B>@V2» 4>40B:C � 

=02545=> ?>@V2=S==S B5E=VG=8E ?0@0<5B@V2 :><CB0B>@V2, I> <>6CBP 1CB8 

28:>@8AB0=V 2 S:>ABV :><CB0B>@V2 @>1>G8E 3@C?. 

 �;S @>1>G8E 3@C? 1C45 28:>@8AB0=> AV< :><CB0B>@V2 <>45;V TP-Link TL-

SG3210 [21]. 

 �;S ?>1C4>28 157?@>2V4=8E A53<5=BV2 ;>:0;P=>W <5@56V ?>B@V1=> 281@0B8 

157?@>2V4=89 <0@H@CB870B>@. #>@V2=S;P=V E0@0:B5@8AB8:8 <0@H@CB870B>@V2 

?>:070=> 2 B01;8FV «#>@V2=S;P=0 E0@0:B5@8AB8:0 157?@>2V4=8E 

<0@H@CB870B>@V2» 4>40B:C �. 

 � B01;8FV «)0@0:B5@8AB8:8 Linksys  MR8300» 4>40B:C � =02545=> ?5@5;V: 

B5E=VG=8E E0@0:B5@8AB8: 281@0=>3> 157?@>2V4=>3> <0@H@CB870B>@0. 

 � B01;8FV «#>@V2=S==S B5E=VG=8E ?0@0<5B@V2 <0@H@CB870B>@V2» 4>40B:C � 

?@>2545=> ?>@V2=S;P=89 0=0;V7 <0@H@CB870B>@V2 @V7=8E DV@<-28@>1=8:V2. 

�;S ;>:0;P=>W <5@56V 1C45 281@0=> <0@H@CB870B>@ Mikrotik CCR1016-

12G. 

� B01;8FV 2.1 =02545=>  ?5@5;V: <5@5652>3> >1;04=0==S 4;S ?>1C4>28 

;>:0;P=>W <5@56V. 
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&01;8FS 2.1 3  5@56525 >1;04=0==S 4;S ?>1C4>28 �"  

7 

?/? 

!09<5=C20==S <0B5@V0;P=8E 

@5AC@AV2 

"4. 

28<. 

�V;P:VABP *V=0, 3@=. %C<0, 

3@=. 

1 2 3 4 5 6 

1 Mikrotik CCR1016-12G HB 1 30100 30100 

2 �><CB0B>@ 

Allied Telesyn AT-x600-24Ts 

HB 1 12300 12300 

3 �><CB0B>@ TP-Link TL-SG3210 HB 7 5100 35700 

4 �57?@>2V4=89 @>CB5@ 

Linksys MR8300 

HB 1 5178 5178 

5 �015;P ("45A:015;P, UTP 6) 

(1CEB0) 

HB 2 4980 9960 

6 �>=5:B>@8 UTP 6 HB 100 1,30 130 

7 �015;P=89 B@8<0G HB 2 500 1000 

8 �><CB0FV9=0 H0D0 18U  HB 1 16500 16500 

9 #0BG?0=5;P 24 ?>@B8  HB 2 4500 9000 

10 �>@>1 < 90 230 20700 

11 �R15;P HB 300 1,2 360 

12 ,C@C? HB 300 1,5 450 

13 (V;PB@-?@>4>26C20GV 220� HB 3 670 2010 

�AP>3>, 3@= 143388 

 

"B65, 7030;P=0 AC<0 <0B5@V0;P=8E 28B@0B A:;040T 143388,00 3@=. 

 

2.4 �A>1;82>ABV <>=B06C <5@56V 
 

�015;P=0 V=D@0AB@C:BC@0 ;>:0;P=>W <5@56V 1C45 ?>1C4>20=0 =0 >A=>2V 

=55:@0=>20=>W 28B>W ?0@8 :0B53>@VW 6 [15]. #5@H =V6 ?>G8=0B8 AB2>@5==S 

;>:0;P=>W <5@56V, =5>1EV4=> GVB:> @>7C<VB8, 45 V I> 1C45, S:V A:;04>2V 5;5<5=B8 

http://www.alliedtelesis.com/switches/x600-24ts


 

 
�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 

 
2023.� �.123.602.19.00.00 �� 

<8 28:>@8AB>2CT<>. � S:>ABV ?@8:;04C ?@8?CAB8<>, I> C =0A T <>=B06=89 H0D0, 

45 2AB0=>2;5=> ?0BG-?0=5;P. �;S ?V4:;RG5==S =5>1EV4=> 1C45 ?@>AB> ?V425AB8 

:015;V 4> ?>@BV2. *5=B@0;P=89 2C7>; <>6=0 @>7<VIC20B8 2 1C4P-S:><C 7@CG=><C 

V 2V4?>2V4=><C 4;S FP>3> <VAFV (C =0H><C 28?04:C 2V= 1C45 @>7<VI5=> 2 �&-

2V44V;V).  

!5>1EV4=> 281@0B8 <VAF5, 45 1C45 7=0E>48B8AS :><CB0B>@. #@8 FP><C 

?>B@V1=> AB568B8, I>1 2V= 1C2 @>7B0H>20=89 =5 40;V, =V6 2 90 <5B@0E 2V4 A0<>3> 

2V440;5=>3> :><?'RB5@0. %?@020 2 B><C, I> S:I> 2V4AB0=P 1C45 1V;PH5 100 

<5B@V2, B> A83=0;, I> 945 G5@57 28BC ?0@C, 1C45 70BCE0B8.  

�060=> ?><VAB8B8 :><CB0B>@ 1;87P:> 4> 5;5:B@8G=>W @>75B:8. #@8 FP><C 

=5 @5:><5=4CTBPAS E>20B8 9>3> 70 H0D>R 01> ?V4 AB>;><, 0465 4>ABC? 4> =P>3> 

<>65 7=04>18B8AS 2 1C4P-S:89 G0A. #VA;S B>3> S: 287=0G8;8AS 7 9>3> <VAF5< 

@>7B0HC20==S, =5>1EV4=> ?@>0=0;V7C20B8 H;SE8 ?@>:;04:8 :015;R 2V4 

:><CB0B>@0 4> :>6=>3> :><?'RB5@0. $5:><5=4CTBPAS, I>1 2V= 9H>2 C74>26 ABV=. 

�;S @>7<VI5==S :015;V2 1C45 28:>@8AB0=> A?5FV0;P=V :>@>18. �E 70AB>AC20==S 

?@8 AB2>@5==V ;>:0;P=8E <5@56 T >1>2'S7:>28<. 

 

2.5 �1�@C=BC20==O 281>@C  ?@>3@0<=>3> 70157?5G5==O 

 

Mikrotik Router OS - F5 A?5FV0;V7>20=0 >?5@0FV9=0 A8AB5<0, ?@87=0G5=0 

28:;RG=> 4;S ?>1C4>28 1030B>DC=:FV>=0;P=8E <0@H@CB870B>@V2, D0T@2>;V2, 

1@V46V2, 107>28E AB0=FV9, vpn-A5@25@V2, web-A5@25@V2 B0 V=H8E ?@8AB@>W2 

C?@02;V==S <5@560<8 [13].  

�81@0=0 >?5@0FV9=0 A8AB5<0 Mikrotik ?>1C4>20=0 =0 107V "% Linux, I> 40T 

W9 @S4 ?5@5203 ?>@V4 7 V=H8<8 "% <0@H@CB870B>@V2 B0 :><CB0B>@V2, =0?@8:;04 

<>6;82VABP 28:>@8AB0==S =54>:C<5=B>20=8E <>6;82>AB59 7 =0;0HBC20==S "%.   

 �;S @>1>G8E AB0=FV9 1C45 28:>@8AB0=> "% Ubuntu Linux 20.04 Desktop 

Edition and64 [14]. �0=0 "% T =04V9=>R, <0T <>6;82VABP ?>=>2;5==S V T ?>2=VABR 

157:>HB>2=>R 
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2.6 �1�@C=BC20==O 281>@C 70A>1V2 70E8ABC <5@56V 
 

�;S 70E8ABC �"  1C45 28:>@8AB0=> "% RouterOS <0@H@CB870B>@0 

Mikrotik.  

(C=:FVW <V6 <5@5652>3> 5:@0=C RouterOS [13]:  

- NAT  - B@0=A;SFVS �$-04@5A. �>72>;ST 28:>@8AB0==S >4=VTW �$-04@5A8 

4;S 2AVTW ;>:0;P=>W <5@56V, 0 B0:>6 28:>@8AB0==S <>6;82>AB59 SNAT V DNAT;  

-  0@H@CB870FVS ?0:5BV2;  

- (V;PB@0FVS =0 107V �P-04@5A, 4V0?07>=V2 04@5A, ?>@BV2, ?@>B>:>;V2, 

V=B5@D59AV2 VB4;  

- #V4B@8<:0 IPv4 V IPv6;  

� @>74V;V 3.1.1 «�=AB@C:FVW 7 =0;0HBC20==S <0@H@CB870B>@0» @>7@>1;5=> 

?@028;0 4;S DV;PB@0FVW B@0DV:C �" . 

   

2.7 "5ABC20==O <5@56V 
  

 �06;828<8 5;5<5=B0<8 28:>@8AB0==S ;>:0;P=>W <5@56V T B5ABC20==S, 

4V03=>AB8:0 B0 WE ?@>DV;0:B8:0. 

 #@>1;5<8 2 @>1>BV <5@56V <>6=0 C<>2=> @>74V;8B8 =0 G>B8@8 :0B53>@VW: 

ý #@>1;5<8 7 :015;P=>R G0AB8=>R; 

ý #@>1;5<8 ?>29S70=V 7 ?5@520=B065==S< <5@56V; 

ý #@>1;5<8 7 =5:>@5:B=>R @>1>B>R <5@56528E ?@>B>:>;V2; 

ý #><8;:8 ?@>3@0<=>3> 70157?5G5==S. 

 !5?>;04:8 :015;P=>W A8AB5<8 2V41C20RBPAS G5@57 ?>;><:8 S:>3>-=51C4P 

5;5:B@8G=>3> 01> 5;5:B@>==>3> <5@5652>3> CAB0B:C20==S. 

 �>=8 28=8:0RBP 2 <5@5652><C CAB0B:C20==V 01> 2 A0<><C :015;V V 

@>7'T<0E. !0 I0ABS, 40=C ?>;><:C =5A:;04=> 28S28B8. !5A?@02=>ABV, S:V 
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7CAB@VG0RBPAS =09G0ABVH5, - 2V4ACB=VABP :>=B0:BC 2 @>7'T<0E V :>@>B:5 70<8:0==S 

2 :015;V. �=09B8 B0:C =5?>;04:C 4>?><>6CBP =09?@>ABVHV B5AB5@8 <5@56V. 

 #>H:>465==S :015;R <>6=0 28S28B8 7 28:>@8AB0==S< A?5FV0;P=>3> 

:015;P=>3> B5AB5@0. %:;04=VH8< T 28S2;5==S =5G0AB8E ?><8;>:, S:V 28:;8:0=V 

G5@57 ?>30=89 :>=B0:B 2 7'T4=C20G0E.  #@>B5 V FV =5?>;04:8 <>6=0 28S28B8 70 

4>?><>3>R :015;P=>3> B5AB5@0 ?@8 =0;56=V9 C207V. #5@520=B065==S <5@56528E 

?@8AB@>W2 70728G09 T @57C;PB0B>< =54>AB0B=VE >1G8A;R20;P=8E @5AC@AV2 

<5@5652>3> ?@8AB@>R. 

 �1>W, ?5@520=B065==S <5@56V V =5:>@5:B=>W @>1>B8 <5@56528E ?@>B>:>;V2, 

I> 28=8:0RBP 2 @57C;PB0BV, =09A:;04=VHV 2 ?;0=V 28S2;5==S, >A:V;P:8 =>ASBP 

=5AB01V;P=89 E0@0:B5@ V 7'S2;SRBPAS 28:;RG=> 2 <><5=B8 ?5@520=B065=P. 

 �V03=>ABC20B8 ?@>1;5<8 2 @>1>BV <>6=0, S:I> ?@>0=0;V7C20B8 AE5<C 

?>1C4>28 ;>:0;P=>W <5@56V =0 ?@54<5B =0S2=>ABV ?@>1;5<=8E 4V;S=>:. /: 

?@028;>, B0:8<8 <VAFS<8 T 5;5<5=B8 <5@56V V7 H284:VABR ?5@540GV 10  1VB/A.

 #><8;:8 <5@56528E ?@>B>:>;V2 70728G09 28=8:0RBP C 28?04:C 

70AB>AC20==S beta-25@AV9 ?@>3@0<=>3> 70157?5G5==S, S:5 =5 ?@>9H;> 25AP F8:; 

B5ABC20==S. 

 #><8;:8 2 @>1>BV ?@>3@0<=>3> 70157?5G5==S <>6CBP 7'S28B8AS G5@57 

=5?@028;P=V =0AB@>9:8. +0AB> >4=V ?><8;:8 <5@56V <>6CBP ?@8E>2C20B8 V=HV 

(=02VBP A5@9>7=VHV), B><C WE ?>HC: V CAC=5==S V=>4V ?5@5B2>@RRBPAS =0 4C65 

A:;04=5 70240==S. 

 �?0@0B=5 B5ABC20==S 3 F5 28:>@8AB0==S <5@56528E B5AB5@V2 V 0=0;V70B>@V2 

?@>B>:>;V2. /:I> =5>1EV4=89 ?>ABV9=89 :>=B@>;P 70 4>AB0B=P> 25;8:>R 

;>:0;P=>R <5@565R, B> B0:V ?@8;048 =5>1EV4=V. 

 �;S B5ABC20==S @>1>B>740B=>ABV ;>:0;P=>W <5@56V 1C45 28:>@8AB0=> 

:015;P=89 B5AB5@. !8< <8 1C45<> B5ABC20B8 :015;P=C A8AB5<C, 2AV 79T4=0==S, 0 

B0:>6 DV78G=89 :>=B0:B <V6 2AV<0 2C7;0<8 <5@56V. !0 =0ABC?=><C 5B0?V 

B5ABC20==S 1C45 28:>@8AB0=> <5@5652V CB8;VB8, S:V 4>72>;SRBP :@V< B5ABC20==S 
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79T4=0==S <V6 2C7;0<8 <5@56V 7V1@0B8 AB0B8AB8:C ?5@540=8E/?@89=SB8E ?0:5BV2, 

D@59<V2 7 ?>40;PH8< 0=0;V7><. 

 � @>74V;V 3.2 "�=AB@C:FVS 7 28:>@8AB0==S B5AB>28E =01>@V2 B0 B5AB>28E 

?@>3@0<" >?8A0=> ?@>3@0<=V  70A>18 4;S B5ABC20==S ;>:0;P=8E <5@56. 
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3  !��&���,���  ����� 

 

3.1 �=AB@C:FVW 7 =0;0HBC20==O ?@>3@0<=>3> 70157?5G5==O A5@25@V2 

  

3.1.1 �=AB@C:FVW 7 =0;0HBC20==O <0@H@CB870B>@0 4>ABC?C 4> <5@56V 
�=B5@=5B   

 

%:@V?B =0;0HBC20==S <0@H@CB870B>@0, S:89 =02545=> C 4>40B:C � 1C45 

?5@5410G0B8 B0:V ;0=FR6:8 ?@028;: 

ý �>72V; =0 ICMP-?0:5B8. 

ý �;>:C20==S A:0=5@V2 ?>@BV2. 

ý �;>:C20==S =5:>@5:B=8E A5AV9. 

ý �;>:C20==S Telnet 1@CBD>@A. 

ý �;>:C20==S SYN D;C4. 

�=B5@D59A8 <0@H@CB870B>@0: 

- Eth2 3 2=CB@VH=V9 (LAN). 

- Eth1 3 7>2=VH=V9 (WAN). 

 

3.2 �=AB@C:FVW 7 =0;0HBC20==O 0:B82=>3> :><CB0FV9=>3> >1;04=0==O 

  

3.2.1 �=AB@C:FVW 7 =0;0HBC20==O 157?@>2V4=>3> <0@H@CB870B>@0 

 

!0;0HBCT<> 157?@>2V4=89 V=B5@D59A B>G:8 4>ABC?C, S: ?>:070=> =0 

@8AC=:C 3.1. &CB ?>B@V1=> 2:070B8 SSID ;>:0;P=>W <5@56V, :0=0;, G0AB><C. 
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$8AC=>: 3.1 3 !0;0HBC20==S 157?@>2V4=>3> V=B5@D59AC B>G:8 4>ABC?C 

 

#VA;S FP>3> 7040<> ?0@0<5B@8 H8D@C20==S B>G:8 4>ABC?C, S: ?>:070=> =0 

@8AC=:C 3.2. 

 

 

$8AC=>: 3.2 3 #0@0<5B@8 H8D@C20==S B>G:8 4>ABC?C 
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%:>=DV3C@CT<> ?0@0<5B@8 ?@>2V4=>3> V=B5@D59AC B>G:8 4>ABC?C, S: 

?>:070=> =0 @8AC=:C 3.3. 

 

 

$8AC=>: 3.3 3 �>=DV3C@C20==S ?@>2V4=>3> V=B5@D59AC B>G:8 4>ABC?C 

 

�AV 157?@>2V4=V 2C7;8 ;>:0;P=>W <5@56V B0 B>G:0 4>ABC?C 1C4CBP 

>B@8<C20B8 ?0@0<5B@8 AB5:C &%$/�$ 2V4 DHCP-A5@25@0 ;>:0;P=>W <5@56V. 

!0 >AB0==P><C 5B0?V :>=DV3C@C20==S 7<V=5<> ?0@>;P, S:89 2AB0=>2;5=> 707 

70<>2GC20==S< DV@<>R-28@>1=8:>< B>G:8 4>ABC?C 4;S 2E>4C 2 "% :5@C20==S 

157?@>2V4=>W B>G:8 4>ABC?C. 

 

3.2.2 �=AB@C:FVW 7 =0;0HBC20==O 3>;>2=>3>  :><CB0B>@0  
 

 $>73;S=5<> =0;03>465==S VLAN =0 :><CB0B>@0E Allied Telesis.   
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"?8H5<> AB2>@5==S VLAN. VLAN AB2>@RTBPAS >4=VTW 7 42>E =0ABC?=8E 

:><0=4:  

create vlan = name vid = vid  ports = ports frame = untagged | tagged 

create vlan = name vid = vid  taggedports = ports  untaggedports = ports 

 $>73;S=5<> S: AB2>@8B8 VLAN 7 7040=8< V<'S< V V45=B8DV:0B>@><. 

�07=0G5=V ?>@B8 ports, taggedports V untaggedports AB0RBP G;5=0<8 FP>3> VLANC. 

!><5@8 ?>@BV2 ?5@5@0E>2CRBPAS G5@57 :><C. 

 #@8:;04:  

create vlan = Viddil1 vid = 3 ports = 4-8,12-16 frame = untagged 

create vlan = Viddil1 vid = 3 untaggedports = 4-8,12-16 

("1842V :><0=48 @V2=>7=0G=V).  

 $>73;S=5<> 4>4020==S ?>@BV2 2 VLAN.  

add vlan = name ports = ports  frame = untagged | tagged 

add vlan = name  taggedports = ports  untaggedports = ports 

 �07=0G5=V ?>@B8 ports, taggedports V untaggedports AB0RBP G;5=0<8 FP>3> 

VLAN. !><5@8 ?>@BV2 ?5@5@0E>2CRBPAS G5@57 :><C.  >6CBP 28:>@8AB>2C20B8AS 

V=B5@20;8.  

 #@8:;04:  

add vlan = Viddil1 vid = 3 ports = 4-8,12-16 frame = untagged 

add vlan = Viddil1 vid = 3 untaggedports = 4-8,12-16 

("1842V :><0=48 @V2=>7=0G=V).  

 $>73;S=5<> 2840;5==S ?>@BV2 7 VLAN: 

delete vlan = name ports = ports  frame = untagged | tagged 

delete vlan = name  taggedports = ports  untaggedports = ports | all 

 �840;8B8 707=0G5=V ?>@B8 7 VLAN. #@8 2840;5==V untagged-?>@BC 2V= 

?5@52>48BPAS 2 Default_VLAN. #@8 2840;5==V 7 Default_VLAN 2V= 2840;STBPAS 7 

CAVE VLAN 27030;V.  

 �840;5==S VLAN :><0=4>R:  

destroy vlan = name 

http://translate.googleusercontent.com/translate_c?depth=1&hl=uk&ie=UTF8&prev=_t&rurl=translate.google.com.ua&sl=ru&tl=uk&u=http://xgu.ru/wiki/VLAN_ID&usg=ALkJrhh3Vj8-ly3KPDlVKIosaGnbVxmHZw
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 #5@53;S4 V=D>@<0FVW ?@> =0;0HBC20==S: 

show vlan = [name | vid]  

 #>:070B8 V=D>@<0FVR VLAN 7 V45=B8DV:0B>@>< id 01> V<'S< name:  

Configured - ?>@B8, 4>40=V 2 VLAN ?@8 =0;0HBC20==V.  

Actual - ?>@B8, ?@8ACB=V 2 VLAN.  

�0=V 4;S :>=DV3C@C20==S 2V@BC0;P=8E <5@56 15@CBPAS 7 B01;8FV �$-04@5A. 

�;S 2:;RG5==S <0@H@CB870FVW 40T<> :><0=4C enable ip. �;S 7040==S ?0@0<5B@V2 

�$-V=B5@D59AC :><CB0B>@0 40T<> B0:V :><0=48: 

add ip int=vlan2  ip=192.168.2.50 

 !01V@ :><0=4 4;S :>=DV3C@C20==S :><CB0B>@0 (2V@BC0;P=8E <5@56 

AB0=40@BC IEEE 802.1q): 

add taggedports = 15-21 

add vid=24 untaggedports=1-4 

add vid=25 untaggedports=5-7 

add vid=26 untaggedports=8 

add vid=27 untaggedports=9 

add vid=31 untaggedports=10 

 �>=DV3C@C20==S 2V@BC0;P=8E V=B5@D59AV2 :><CB0B>@0: 

add ip int=vlan21  ip=192.168.21.50 

add ip int=vlan22  ip=192.168.22.50 

add ip int=vlan23  ip=192.168.23.50 

add ip int=vlan24  ip=192.168.24.50 

add ip int=vlan25  ip=192.168.25.50 

add ip int=vlan26  ip=192.168.26.50 

add ip int=vlan27  ip=192.168.27.50 

add ip int=vlan28  ip=192.168.28.50 

add ip int=vlan29  ip=192.168.29.50 

add ip int=vlan30  ip=192.168.30.50 

add ip int=vlan31  ip=192.168.31.50 
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add ip int=vlan32  ip=192.168.32.50 

add ip int=vlan33  ip=192.168.33.50 

 

 3.2.3 �=AB@C:FVW 7 =0;0HBC20==O :><CB0B>@V2 @>1>G8E 3@C? 

 

 $>73;S=5<> ?@8:;04 =0;0HBC20==S :><CB0B>@0 sw1. �=0;>3VG=V ?@8=F8?8 

=0;0HBC20==S 4;S V=H8E :><CB0B>@V2. 

 1. %B2>@RT<> ?>B@V1=C VLAN: 

TL-SG3210(config)# vlan 21 

TL-SG3210(config-vlan)# name viddil_proectuvanya 

 2. !0;0HB>2CT<> >48= V7 ?>@BV2 4;S @>1>B8 2 @568<V trunk, A0<5 G5@57 

=P>3> 1C4CBP ?5@54020B8AS <VG5=V ?0:5B8 =0 F5=B@0;P=89 :><CB0B>@. 

TL-SG3210(config)# interface gigabitEthernet 1/0/8 

TL-SG3210(config-if)# switchport mode trunk 

 3. �:;RG0T<> ?>@B8, 4> S:8E ?V4:;RG5=V #� 2 28I5 >?8A0=C VLAN. 

TL-SG3210(config)# interface gigabitEthernet 1/0/1-1/0/6 

TL-SG3210(config-if)# switchport mode access 

TL-SG3210(config-if)# switchport access vlan 21 

 

   3.3 �=AB@C:FVO  7  28:>@8AB0==O B5AB>28E =01>@V2 B0  ?@>3@0< 

  

�;S B5ABC20==S :><?9RB5@=>W <5@56V 28:>@8AB>2CRBPAS @V7=V 0?0@0B=V B0 

?@>3@0<=V 70A>18. �> =091V;PH @>7?>2AR465=8E ?@>3@0<=8E 70A>1V2 2V4=>ASBP 

CB8;VB8 >?5@0FV9=>W A8AB5<8 Windows: 

1. 'B8;VB0 ipconfig 3 ?5@53;S4 B5:CG>W :>=DV3C@0FVW TCP/IP; 

2. 'B8;VB0  netstat - ?@53;S4 TCP/IP-79T4=0=P B0 WE AB0B8AB8:8; 

3. 'B8;VB0 ping 3 ?5@52V@:0 729S7:C <V6 @>1>G8<8 AB0=FVS<8;  

4. 'B8;VB0 route 3 ?5@53;S4 B0 @5403C20==S B01;8FP <0@H@CB870FVW;  

5. 'B8;VB0 tracert 3 ?5@53;S4 <0@H@CBC <V6 B5:CG8< B0 2V440;5=8< #�.  

http://www.anrb.ru/ic/tcputil.html#1#1
http://www.anrb.ru/ic/tcputil.html#2#2
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&5ABC20==S :><?9RB5@=>W <5@56V ?@>E>48BP 2 420 5B0?8: B5ABC20==S 

DV78G=8E A53<5=BV2 <5@56V 7 28:>@8AB0==S< :015;P=>3> B5AB5@0, B5ABC20==S 7 

28:>@8AB0==S< ?@>3@0<=8E 70A>1V2 <5@56V 28:>@8AB>2CRG8 CB8;VB8 ping, 

ipconfig, netstat >?5@0FV9=>W A8AB5<8. 

�><0=40 ping ?>A8;0T 70?8B =0 @>1>GC AB0=FVR (4>ABC?=VABP S:>W 2 <5@56V 

?>B@V1=> ?5@52V@8B8), 7 ?>40;PH8< >B@8<0==S< 2V4 =5W 2V4?>2V4V. 

' 28?04:C :>;8 2A5 ?@0FRT V @>1>G0 AB0=FVS DV78G=> 4>ABC?=0, B> <8 

>B@8<0T<> ?0:5B-2V4?>2V4P V G0A, S:89 ?>B@51C202AS 4;S >B@8<0==S 2V4?>2V4V. +0A 

2V4?>2V4V 2 =0H><C 28?04:C <5=H5 10 <V;VA5:C=4. 

/:I> >B@8<0=> 2V4?>2V4P "Request timed out" (?5@528I5=> G0A >B@8<0==S 

2V4?>2V4V), B> F5 <>65 >7=0G0B8 =0ABC?=5: 

1. !5 ?@0FRT <5@560. 

2. #><8;:>2> 2:070=> =5 B>9 04@5A. 

3. +0A ?@8E>4C ?0:5BC-2V4?>2V4V ?5@528ICT 4>?CAB8<8E 750 <V;VA5:C=4. 

4. $>1>G0 AB0=FVS, 4>ABC?=VABP  S:>W ?5@52V@SRBPAS, 28:;RG5=0. 

  �;S ?5@52V@:8 ?@0F5740B=>ABV 2AVTW <5@56V, ?>B@V1=> ?5@52V@8B8 

4>ABC?=VABP 2AVE @>1>G8E AB0=FV9 <5@56V. 

 

3.4 �=AB@C:FVW ?> =0;0HBC20==N 70A>1V2 70E8ABC <5@56V 
  

 �;S 70E8ABC ;>:0;P=>W <5@56V 1C45 =0;0HB>20=> 2V4?>2V4=8< G8=>< 

D09@2>; <0@H@CB870B>@0 4>ABC?C 4> <5@56V �=B5@=5B. �;S RouterOS 

<0@H@CB870B>@0 28:>@8AB0=> "% Linux 7 WW 2V4><8< B0 DC=:FV>=0;P=8< 

D09@2>;>< iptables. � @>74V;V 3.1.1 «�=AB@C:FVW 7 =0;0HBC20==S <0@H@CB870B>@0 

4>ABC?C 4> <5@56V �=B5@=5B». 
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3.5 �=AB@C:FVO  7 5:A?;C0B0FVW  B0 <>=VB>@8=3C  2 <5@56V 
  

�;S 5:A?;C0B0FVW <5@56V =5>1EV4=8< T ?52=89 ?5@5;V: 4>:C<5=BV2. �> =8E 

2V4=>ASBP: 

1. #;0= ?@8<VI5==S. 

2. (V78G=0 B>?>;>3VS. 

3. �>3VG=0 B>?>;>3VS. 

4. �=AB@C:FVS 7 28:>@8AB0==S B5AB>28E =01>@V2 B0 B5AB>28E ?@>3@0<. 

�:A?;C0B0FVS <5@56V ?5@5410G0T ?>ABV9=89 <>=VB>@8=3 ?0@0<5B@V2 <5@56V 

B0 28S2;5==S 2V4E8;5=P 2 @>1>BV ?@>3@0<=8E 01> 0?0@0B=8E 70A>1V2.  

Wireshark - F5 0=0;V70B>@ <5@5652>3> B@0DV:C. �>3> 70240==S ?>;S30T 2 

B><C, I>1 ?5@5E>?;R20B8 <5@565289 B@0DV: V 2V4>1@060B8 9>3> 2 45B0;P=><C 

283;S4V. �=0;V70B>@ <5@5652>3> B@0DV:C <>6=0 ?>@V2=SB8 7 28<V@R20;P=8< 

?@8AB@>T<, S:89 28:>@8AB>2CTBPAS 4;S ?5@53;S4C B>3>, I> 2V41C20TBPAS 

2A5@548=V <5@5652>3> :015;R, S: =0?@8:;04 2>;PB<5B@ 28:>@8AB>2CTBPAS 

5;5:B@8:0<8 4;S B>3>, I>1 4V7=0B8AS I> 2V41C20TBPAS 2A5@548=V 

5;5:B@>?@>2>4:8 (0;5, 728G09=>, =0 1V;PH 28A>:><C @V2=V). ' <8=C;><C B0:V 

V=AB@C<5=B8 1C;8 4C65 4>@>38<8 V ?@0:B8G=> =54>ABC?=8<8. #@>B5, 7 <><5=BC 

?>S28 B0:>3> V=AB@C<5=BC S: Wireshark A8BC0FVS 7<V=8;0AS. Wireshark - F5 >48= 7 

:@0I8E 0=0;V70B>@V2 <5@5652>3> B@0DV:C, 4>ABC?=8E =0 AP>3>4=VH=V9 <><5=B. 

Wireshark ?@0FRT =0 >A=>2V 1V1;V>B5:8 pcap. �V1;V>B5:0 Pcap (Packet Capture) 

4>72>;ST AB2>@R20B8 ?@>3@0<8 0=0;V7C <5@56528E 40=8E, I> ?>ABC?0RBP =0 

<5@5652C :0@BC :><?'RB5@0. $V7=><0=VB=V ?@>3@0<8 <>=VB>@8=3C V B5ABC20==S 

<5@56V, A=VD5@8 28:>@8AB>2CRBP FR 1V1;V>B5:C. #@>3@0<=5 70157?5G5==S 

<5@5652>3> <>=VB>@8=3C <>65 28:>@8AB>2C20B8 libpcap 01> WinPcap, I>1 

70E>?8B8 ?0:5B8, I> ?5@540RBPAS ?> <5@56V. Libpcap V WinPcap B0:>6 

?V4B@8<CRBP 715@565==S 70E>?;5=8E ?0:5BV2 C D09; V G8B0==S D09;V2, I> <VABSBP 

715@565=V ?0:5B8. #@>3@0<8 =0?8A0=V =0 >A=>2V libpcap 01> WinPcap <>6CBP 
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70E>?8B8 <5@565289 B@0DV:, 0=0;V7C20B8 9>3>. !0 @8AC=:C 3.4 =02545=> AE5<C 

28:>@8AB0==S <5@5652>3> 0=0;V70B>@0. 

 

 

$8AC=>: 3.4 3 %E5<0 28:>@8AB0==S <5@5652>3> 0=0;V70B>@0 

 

(09; 70E>?;5=>3> B@0DV:C 715@V30TBPAS C D>@<0BV, 7@>7C<V;><C 4;S 

4>40B:V2, I> 28:>@8AB>2CRBP Pcap. 

#@87=0G5==S Wireshark:  

ý %8AB5<=V 04<V=VAB@0B>@8 28:>@8AB>2CRBP 9>3> 4;S 4V03=>AB8:8 ?@>1;5< 

2 <5@56V; 

ý �C48B>@8 157?5:8 28:>@8AB>2CRBP 9>3> 4;S 28S2;5==S ?@>1;5< 2 

<5@56V; 

ý $>7@>1=8:8 28:>@8AB>2CRBP 9>3> 4;S 2V4;04:8 <5@56528E 4>40B:V2; 

ý �28G09=V :>@8ABC20GV 28:>@8AB>2CRBP 9>3> 4;S 282G5==S 

DC=:FV>=C20==S <5@56528E ?@>B>:>;V2. 

#5@5E>?;5==S B@0DV:C T >4=VTR 7 :;RG>28E <>6;82>AB59 Wireshark. 

#@>3@0<0 ?> ?5@5E>?;5==R =040T =0ABC?=V <>6;82>ABV:  

ý #5@5E>?;5==S B@0DV:C @V7=8E 284V2 <5@5652>3> CAB0B:C20==S (Ethernet, 

Token Ring, ATM V V=HV); 

ý #@8?8=5==S ?5@5E>?;5==S =0 >A=>2V @V7=8E ?>4V9: @>7<V@C ?5@5E>?;5=8E 

40=8E, B@820;VABP ?5@5E>?;5==S 70 G0A><, :V;P:VABP ?5@5E>?;5=8E ?0:5BV2; 



 

 
�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 
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ý #>:07 45:>4>20=8E ?0:5BV2 ?V4 G0A ?5@5E>?;5==S; 

ý (V;PB@0FVS ?0:5BV2 7 <5B>R 7<5=H8B8 @>7<V@ ?5@5E>?;5=>W V=D>@<0FVW; 

ý �0?8A 40<?V2 2 45:V;P:0 D09;V2, S:I> ?5@5E>?;5==S B@820T 4>23>.  

%=VD5@ =5 <>65 28:>=C20B8 =0ABC?=V DC=:FVW: 

ý #5@5E>?;5==S B@0DV:C 7 45:V;P:>E <5@56528E V=B5@D59AV2 >4=>G0A=> 

(?@>B5, VA=CT <>6;82VABP 70?CAB8B8 45:V;P:0 :>?V9 Wireshark - :>6=0 4;S A2>3> 

V=B5@D59AC); 

ý #@8?8=5==S ?5@5E>?;5==S 70;56=> 2V4 ?5@5E>?;5=>W V=D>@<0FVW. 

->1 ?>G0B8 ?5@5E>?;5==S B@0DV:C B@510 <0B8 ?@020 �4<V=VAB@0B>@0 =0 FV9 

A8AB5<V V 281@0B8 ?@028;P=89 <5@565289 V=B5@D59A. ->1 281@0B8 <5@565289 

040?B5@, 7 S:>3> 28:>=C20B8<5BPAS ?5@5E>?;5==S B@510 =0B8A=CB8 =0 :=>?:C 

Interfaces, 01> <5=R Capture > Interfaces.  

#VA;S =0B8A=5==S =0 >4=C 7 F8E :=>?>: 7'S28BPAS 2V:=> V7 A?8A:>< 

<5@56528E V=B5@D59AV2, 4>ABC?=8E 2 A8AB5<V. #5@53;S4 A?8A:C <5@56528E 

V=B5@D59AV2 =02545=> =0 @8AC=:C 3.5. 

 

 

$8AC=>: 3.5 - %?8A>: <5@56528E V=B5@D59AV2 

 

' FP><C A?8A:C <>6=0 ?>10G8B8 B0:C V=D>@<0FVR S: =072C V=B5D59A0, IP 

04@5AC V=B5@D59AC, <5@5652C 0:B82=VABP V=B5@D59AC (?@54AB02;5=0 C 283;S4V 

7030;P=>W :V;P:>ABV ?0:5BV2 7 <><5=BC ?>S28 2V:=0 V :V;P:VABP ?0:5BV2 2 A5:C=4C). 

&0:>6 C FP><C 2V:=V <>6=0 ?>4828B8AS =0;0HBC20==S ?5@5E>?;5==S  V 
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V=D>@<0FVR ?@> V=B5@D59A. #@8:;04 =0;0HBC20==S ?5@5E>?;5==S ?0:5BV2 

=02545=> =0 @8AC=:C 3.6.  

' =0;0HBC20==SE ?5@5E>?;5==S <>6=0 7<V=R20B8 B0:V ?0@0<5B@8 S: 

DV;PB@0FVS ?0:5BV2, 70?8A 40<?C 2 45:V;P:0 D09;V2, ?@8?8=5==S ?5@5E>?;5==S 70 

@V7=8<8 :@8B5@VS<8 (:V;P:VABP ?0:5BV2, :V;P:VABP <530109B, :V;P:VABP E28;8=), 

>?FVW ?>:07C ?0:5BV2. � 1V;PH>ABV 28?04:V2 FV ?0@0<5B@8 <>6=0 70;8H8B8 70 

70<>2GC20==S<. #VA;S =0B8A=5==S :=>?:8 Start 1C45 @>7?>G0B> ?@>F5A 

?5@5E>?;5==S ?0:5BV2. 

 

 

$8AC=>: 3.6 - !0;0HBC20==S ?5@5E>?;5==S 

 

%E5<0 <>=VB>@8=3C ?5@5410G0T =0S2=VABP :><CB0B>@0 B@5BP>3> @V2=S 01> 

<0@H@CB870B>@0, S:89 ?V4B@8<CT <>6;82VABP 475@:0;R20==S ?>@BV2 (:>?VR20==S 

2AP>3> B@0DV:C, I> ?@>E>48BP G5@57 :><CB0B>@ C >:@5<> 281@0=89 ?>@B 7 



 

 
�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 
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?>40;PH8< 0=0;V7>< A:>?V9>20=>3> <5@5652>3> B@0DV:C ?@>3@0<>R 

0=0;V70B>@><). 

 

3.6 �>45;N20==O @>1>B8 ;>:0;L=>W <5@56V 
 

 �;S <>45;R20==S @>1>B8 ;>:0;P=>W <5@56V 28:>@8AB0=> ?@>3@0<C Packet 

Tracer 5.0. �<>45;RT<> @>1>BC ?@8:;04=>3> ?@>B>:>;C ICMP. "A:V;P:8 40=89 

?@>B>:>; 28:>@8AB>2CTBPAS 2 FV;SE 4V03=>AB8:8 @>1>B8 ;>:0;P=>W <5@56V =0 

<5@5652><C @V2=V <>45;V OSI.  

 ICMP - <5@565289 ?@>B>:>;, I> 2E>48BP 2 AB5: ?@>B>:>;V2 TCP/IP. � 

>A=>2=><C ICMP 28:>@8AB>2CTBPAS 4;S ?5@540GV ?>2V4><;5=P ?@> ?><8;:8 9 

V=HV 28=SB:>2V A8BC0FVW, I> 28=8:;8 ?@8 ?5@540GV 40=8E. &0:>6 =0 ICMP 

?>:;040RBP 45S:V A5@2VA=V DC=:FVW, 7>:@5<0 =0 >A=>2V FP>3> ?@>B>:>;C 70A=>20=0 

4VS B0:8E 7030;P=>2V4><8E CB8;VB S: ping B0 traceroute [22]. 

 #@>B>:>; ICMP >?8A0=89 2 RFC 792 (7 4>?>2=5==S<8 2 RFC 950) V T 

AB0=40@B>< �=B5@=5BC (2E>48BP 2 AB0=40@B STD 5 @07>< 7 ?@>B>:>;>< IP). )>G0 

D>@<0;P=> ICMP 28:>@8AB>2CT IP (ICMP ?0:5B8 V=:0?AC;RRBPAS 2 IP ?0:5B8), 

2V= T =52V4'T<=>R G0AB8=>R IP 9 >1>2'S7:>289 ?@8 @50;V70FVW AB5:0 TCP/IP. 

#>B>G=0 25@AVS ICMP 4;S IPv4 =07820TBPAS ICMPv4. � IPv6 VA=CT 0=0;>3VG=89 

?@>B>:>; ICMPv6. #@>B>:>; ICMP =5 T ?@>B>:>;><, I> >@VT=B>20=8< =0 

7'T4=0==S(S: =0?@8:;04 TCP), B>1B> ?@8 2B@0BV ?0:5BC ICMP =5 1C45 @>18B8 

=VS:8E A?@>1 ?> 9>3> 2V4=>2;5==R. ICMP ?>2V4><;5==S (B8? 12) 35=5@CRBPAS 

?@8 7=0E>465==V ?><8;>: C 703>;>2:C IP ?0:5B0 (70 28=SB:>< A0<8E ICMP 

?0:5BV2, I>1 =5 ?@8725AB8 4> =5A:V=G5==> 7@>AB0RG>3> ?>B>:C ICMP 

?>2V4><;5=P ?@> ICMP ?>2V4><;5==S) [22]. 

 !0 @8AC=:C 3.7 =02545=> ?@8:;04 :>=DV3C@C20==S AB5:C ?@>B>:>;V2 &%$/�$ 

4;S @>1>G>W AB0=FVW @A1 (73V4=> 40=8E B01;8FV �$-04@5A, I> =02545=0 C 

2V4?>2V4=><C 4>40B:C). �;S :>=DV3C@C20==S @>1>G8E AB0=FV9 :>6=>3> 7 2V44V;V2, 

?>B@V1=> 1@0B8 40=V 7 4V0?07>=C 2V4 1 4> 49. +8A;> 50 1C45 28:>@8AB0=> 4;S 

http://uk.wikipedia.org/wiki/%D0%9C%D0%B5%D1%80%D0%B5%D0%B6%D0%B5%D0%B2%D0%B8%D0%B9_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB
http://uk.wikipedia.org/wiki/%D0%A1%D1%82%D0%B5%D0%BA_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%96%D0%B2_TCP/IP
http://uk.wikipedia.org/wiki/Ping
http://uk.wikipedia.org/w/index.php?title=Traceroute&action=edit&redlink=1
http://tools.ietf.org/html/rfc792
http://tools.ietf.org/html/rfc950
http://uk.wikipedia.org/wiki/IP
http://uk.wikipedia.org/wiki/IP
http://uk.wikipedia.org/wiki/%D0%86%D0%BD%D0%BA%D0%B0%D0%BF%D1%81%D1%83%D0%BB%D1%8F%D1%86%D1%96%D1%8F
http://uk.wikipedia.org/wiki/IP
http://uk.wikipedia.org/wiki/IP
http://uk.wikipedia.org/wiki/%D0%A1%D1%82%D0%B5%D0%BA_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%96%D0%B2_TCP/IP
http://uk.wikipedia.org/wiki/IPv4
http://uk.wikipedia.org/wiki/IPv6
http://uk.wikipedia.org/wiki/ICMPv6
http://uk.wikipedia.org/wiki/TCP
http://uk.wikipedia.org/wiki/IP
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04@5AC20==S H;R70. �;S 2C7;V2 ;>:0;P=>W <5@56V 1C45 28:>@8AB0=> ?C1;VG=89 

DNS-A5@25@ :>@?>@0FVW google 3 8.8.8.8. 

 

 

$8AC=>: 3.7 3 �>=DV3C@C20==S $%1 

 

 �=0;>3VG=8< G8=>< =0;0HB>2CT<> 2C7>; $%32, S:89 7=0E>48BPAS 2 

?V4<5@56V 2V44V;C @>1>B8 7 :>@?>@0B82=8<8 :;VT=B0<8.  

#5@52V@8<> 729S7>: <V6 2C7;0<8 $%1 B0 PC32 H;SE>< 28:>@8AB0==S 

:><0=48: 

 

 !0 @8AC=:C 3.8 =02545=> ;>3VG=C B>?>;>3VR :><?0=VS &7"� «�><D>@B 

%2VB», S:0 ?>1C4>20=0 2 ?@>3@0<V Packet Tracer.  
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$8AC=>: 3.8 3 �>3VG=0 B>?>;>3VS ;>:0;P=>W <5@56V 

 

 �;S ?5@53;S4C ?0@0<5B@V2 AB5:C ?@>B>:>;V2 2C7;V2 $% 28:>@8AB0=0 :><0=40 

ipconfig /all. 

 "B65, 2@0E>2CRG8 @57C;PB0B8 <>45;R20==S <>65<> ?@89B8 4> 28A=>2:C, 

I> >A=>2=V <5@5652V ?@8AB@>W �"  A:>=DV3C@>20=> ?@028;P=>, ?@> I> A2V4G8BP 

@57C;PB0B 70AB>AC20==S :><0=48 ping. 
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4 �������'��� $����� 

 

�9FBN 9>BAB@VKABW K4EF<A< >64?VHV>4JV=ABW DB5BF< T ;8V=EA9AAO 

9>BAB@VKA<I DB;D4IGA>V6, ECDO@B64A<I A4 6<;A4K9AAO 9>BAB@VKABW 

9H9>F<6ABEFV DB;DB5>< >B@C9NF9DABW @9D9:V 8?O ";�� «�B@HBDF !6VF» V 

CD<=AOFFO DVL9AAO CDB WW CB84?LL9 6CDB648:9AAO 6 DB5BFG.  

 

4.1 �87=4G9==O AB48V9 B9E=>;>7VG=>7> ?@>F9AC B4 7474;L=>W 
B@864;>ABV ?@>6989==O ��$ 

 

�?O 6<;A4K9AAO ;474?LABW FD<64?BEFV CDB6989AAO ��  84AV 6<FD4F K4EG CB 

B>D9@<I BC9D4JVOI F9IAB?B7VKAB7B CDBJ9EG ;6B8OFLEO  G F45?<JN 4.1. 

 

"45?<JO 4.1 - !9D98AV= K4E 6<>BA4AAO ��  F4 EF48V= F9IAB?B7VKAB7B 

CDBJ9EG 

7 

C/C 
�4;64 EF48VW �<>BA469JL 

!9D98AV= K4E 

6<>BA4AAO 

BC9D4JVW, 7B8. 

1 
�BEF4AB6>4 ;484KV F4 ;5VD 

VAHBD@4JVW CDB B59T>F 
�9DV6A<> CDB9>FG 13 

2  B;DB5>4 CDB9>FG �A:9A9D 10 

3 �4F69D8:9AAO CDB9>FG �9DV6A<> CDB9>FG 4 

4 �BAF4: @9D9:V "9IAV>  40 

5 

�4?47B8:9AAO @9D9:V F4 

EF6BD9AAO F9IAVKABW 

8B>G@9AF4JVW 

�A:9A9D 43 

 4;B@ 110 

 



 

�@. �D> 7 8B>G@. �V8C8E �4F4 

�D> 
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!G@4DA<= K4E 6<>BA4AAO BC9D4JV= F9IAB?B7VKAB7B CDBJ9EG, O>V 5G8GFL 

6<>BAG64F<EL 8?O CDB9>FG64AAO ?B>4?LABW @9D9:V 8?O ";�� «�B@HBDF !6VF» 

E>?484T  110 7B8<A. 

  

4.2 �87=4G9==O 68B@4B =4 >?;4BC ?@4FV B4 6V8@4EC64=L =4 A>FV4;L=V 
74E>88 

 

�C?4F4 CD4JV - 7DBLB6<= 6<D4; 64DFBEFV V JVA< DB5BKBW E<?<, O><= 

6<EFGC4T G HBD@V 5G8L-O>B7B ;4DB5VF>G, 6<C?4K9AB7B >9DV6A<>B@ CV8CD<T@EF64 

A4=@4AB@G CD4JV6A<>B6V ;4 6<>BA4AG DB5BFG. 

�4DB5VFA4 C?4F4 CD4JV6A<>4 ;4?9:<FL 6V8 >VAJ96<I D9;G?LF4FV6 =B7B 

DB5BF<, D97G?NTFLEO CB84F>4@< V @4>E<@4?LA<@< DB;@VD4@< A9 B5@9:GTFLEO. 

�EAB6A4 ;4DB5VFA4 C?4F4 DB;D4IB6GTFLEO ;4 HBD@G?BN:  

�BEA.="E ÷ �7 , (4.1) 

 

89 "E 3 F4D<HA4 EF46>4, 7DA.; 

          �7 3 >V?L>VEFL 6V8CD4JLB64A<I 7B8<A. 

 9>B@9A8B64AV F4D<HAV EF46><: >9DV6A<> CDB9>FG 3 74 7DA./7B8., VA:9A9D 3 

60 7DA./7B8., F9IAV> 3 57 7DA./7B8.  

�F:9, BEAB6A4 ;4DB5VFA4 C?4F4 8?O: 

1. �9DV6A<> CDB9>FG - �BEA1 = 17 ; 74 = 1258 7DA. 

2. �A:9A9D - �BEA2 = 53 ; 60 = 3180 7DA. 

3. "9IAV> - �BEA3 = 40 ; 57 = 2280 7DA. 

!G@4DA4 BEAB6A4 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�BEA = 1258 + 3180 + 2280 = 6718,00 7DA. 

�B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL 10315 % 6V8 EG@< BEAB6ABW 

;4DB5VFABW C?4F< F4 B5K<E?NTFLEO ;4 HBD@G?BN 4.2. 

�8B8.=�BEA.÷ �8BC?. , (4.2) 

 



 

�@. �D> 7 8B>G@. �V8C8E �4F4 

�D> 
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89  �8BC?. 3 >B9HVJVTAF 8B84F>B6<I 6<C?4F CD4JV6A<>4@: 0,1 3 0,15.   

 �F:9, 8B84F>B64 ;4DB5VFA4 C?4F4 CB >4F97BDVOI CD4JV6A<>V6 EF4AB6<FL: 

1. �9DV6A<> CDB9>FG - �8B81= 1258,00 ; 0,15 = 188,70 7DA. 

2. �A:9A9D - �8B82 = 3180,00 ; 0,15 = 477,00 7DA. 

3. "9IAV> -  �8B83 = 2280,00 ; 0,15 = 342,00 7DA. 

�474?LA4 8B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�8B8 = 188,70+477,00+342,00 = 1007,70 7DA. 

 

�6V8E< ;474?LAV 6<FD4F< A4 BC?4FG CD4JV DB;D4IB6GNFLEO ;4 HBD@G?BN 4.3: 

�B.C.=�BEA.+�8B8. , (4.3) 

 

�B.C=6718,00 +1007,70 = 7725,7 7DA 

�9B5IV8AB 6<;A4K<F< 6V8D4IG64AAO A4 EBJV4?LAV ;4IB8<: 

1. $BA8 EFD4IG64AAO A4 6<C48B> 59;DB5VFFO 3 1,6 %;  

2. $BA8 CB F<@K4EB6V= 6FD4FV CD4J9;84FABEFV 3 1,4 %; 

3. �9AEV=A<= HBA8 3 33,2 %; 

4. �A9E>< A4 EFD4IG64AAO 6V8 A9M4EAB7B 6<C48>G A4 6<DB5A<JF6V F4 

CDBH9EV=AB7B ;4I6BDN64AAO  - 1,4%. 

�474?LA4 EG@4 ;4;A4K9A<I 6V8D4IG64AL EF4AB6<FL 37,6 %.  

�F:9, EG@4 6V8D4IG64AL A4 EBJV4?LAV ;4IB8< 5G89 EF4AB6<F<: 

�E.7.= $�� ÷ 0,376,                (4.4) 

 

89 $�� 3 HBA8 BC?4F< CD4JV, 7DA. 

�E.7.= 7725,70 ; 0,376= 2904,86 7DA. 

 

�DB6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV ;6989@B G F45?<JN 4.2. 
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"45?<JO 4.2 - �6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV  

7 

C/C 

�4F97BDVO 

CD4J. 

�EAB6A4 ;4DB5VFA4 C?4F4, 

7DA. �B84F>. 

;4DB5. 

C?4F4, 

7DA. 

�4D4IG6. 

A4 $��, 

7DA. 

�ELB7B 

6<FD4F< 

A4 BC?4FG 

CD4JV, 

7DA. 

 

"4D<H. 

EF46>4, 

7DA. 

�-EFL 

6V8CD. 

7B8. 

$4>F. 

A4D4I. 

;/C?., 7DA. 

1 �9DV6A<> 

CDB9>FG 

74 17 1258,00 188,70 - - 

2 �A:9A9D 60 53 3180,00 477,00 - - 

3 "9IAV> 57 40 2280,00 342,00 - - 

 4;B@ 6718,00 1007,70 2904,86 10630,56 

 

�F:9, ;474?LAV 6<FD4F< A4 BC?4FG CD4JV EF4AB6?OFL 10630,56 7DA. 

 

4.3 $>7@4EC=>: <4B9@V4;L=8E 68B@4B 

 

�4F9DV4?LAV 6<FD4F< 6<;A4K4NFLEO O> 8B5GFB> >V?L>BEFV 6<FD4K9A<I 

@4F9DV4?V6 F4 WI JVA< (HBD@G?4 4.5): 

��V = qi ; pi (4.5) 

 

89 qi 3 >V?L>VEFL 6<FD4K9AB7B @4F9DV4?G V-7B 6<8G; 

      DV 3 JVA4 @4F9DV4?G V-7B 6<8G.   

�6V8E<, ;474?LAV @4F9DV4?LAV 6<FD4F< @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.6: 

�@.6. = 3 ��V (4.6) 

 

�DB6989AV DB;D4IGA>< ;4A9E9@B G F45?<JN 4.3. 
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"45?<JO 4.3 - �6989AV DB;D4IGA>< @4F9DV4?LA<I 6<FD4F  

7 

C/C 

�4=@9AG64AAO @4F9DV4?LA<I 

D9EGDEV6 

�8. 

6<@. 

�V?L>VEFL &VA4, 7DA. !G@4, 

7DA. 

1 2 3 4 5 6 

1 Mikrotik CCR1016-12G LF 1 30100 30100 

2 �B@GF4FBD 

Allied Telesyn AT-x600-24Ts 

LF 1 12300 12300 

3 �B@GF4FBD TP-Link TL-SG3210 LF 7 5100 35700 

4 �9;CDB6V8A<= DBGF9D 

Linksys MR8300 

LF 1 5178 5178 

5 �459?L (�89E>459?L, UTP 6) 

(5GIF4) 

LF 2 4980 9960 

6 �BA9>FBD< UTP 6 LF 100 1,30 130 

7 �459?LA<= FD<@4K LF 2 500 1000 

8 �B@GF4JV=A4 L4H4 18U  LF 1 16500 16500 

9 �4FKC4A9?L 24 CBDF<  LF 2 4500 9000 

10 �BDB5 @ 90 230 20700 

11 �N59?L LF 300 1,2 360 

12 (GDGC LF 300 1,5 450 

13 �DB8B6:G64KV 220� LF 3 670 2010 

�ELB7B, 7DA 143388 

 

�474?LA4 EG@4 @4F9DV4?LA<I 6<FD4F A4 DB;DB5>G @9D9:V EF4AB6<FL      

143388.00 7DA.  

 

4.4 $>7@4EC=>: 68B@4B =4 9;9:B@>9=9@7VN  
 

�4FD4F< A4 9?9>FDB9A9D7VN B8<A<JV B5?48A4AAO DB;D4IB6GNFLEO ;4        

HBD@G?BN 4.7: 

http://www.alliedtelesis.com/switches/x600-24ts
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�9=W ; T ; S (4.7) 

 

89  W 3 A9B5IV8A4 CBFG:AVEFL, >�F; 

       T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO; 

       S 3 64DFVEFL >V?B64F-7B8<A< 9?9>FDB9A9D7VW. 

'4E DB5BF< �� A48 84A<@ CDB9>FB@ EF4AB6<FL 16 7B8<A, ECB:<64A4 

CBFG:AVEFL  - 0,5 >�F/7B8, 64DFVEFL 1 >�F 9?9>FDB9A9D7VW 3 1,68 7DA. 

"B@G 6<FD4F< A4 9?9>FDB9A9D7VN 5G8GFL EF4AB6<F<:  

 

�9=0,5 ; 16 ; 1,68 = 13,44 7DA. 

 

4.5  �87=4G9==O B@4=A?>@B=8E 74B@4B 

 

"D4AECBDFAV 6<FD4F< E?V8 CDB7AB;G64F< G DB;@VDV 8 3 10 % 6V8 ;474?LABW 

EG@< @4F9DV4?LA<I ;4FD4F. "D4AECBDFAV 6<FD4F< DB;D4IB6GNFLEO ;4       

HBD@G?BN 4.8. 

"6 = �@.6. ; 0,08...0,1, (4.8) 

 

89 "6 3 FD4AECBDFAV 6<FD4F<. 

�F:9, FD4AECBDFAV 6<FD4F< 5G8GFL EF4AB6<F<:  

   

"6 =11471,04 ; 0,08 = 11471,04 7DA.  

 

4.6 $>7@4EC=>: AC<8 4<>@B874FV9=8E 6V8@4EC64=L 

 

�B@C9NF9D< F4 BD7F9IAV>4 A4?9:4FL 8B K9F69DFBW 7DGC< BEAB6A<I HBA8V. 

�VAV@4?LAB 8BCGEF<@V EFDB>< WI 6<>BD<EF4AAO 2 DB><. �?O 6<;A4K9AAO 

4@BDF<;4JV=A<I 6V8D4IG64AL 6<>BD<EFB6GT@B HBD@G?G: 
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,
%150

"
��

A
�� ÷

÷
ý  

(4.9) 

 

89  � 3 4@BDF<;4JV=AV 6V8D4IG64AAO ;4 ;6VFA<= C9DVB8, 7DA. 

    �� 3 54?4AEB64 64DFVEFL 7DGC< BEAB6A<I HBA8V6 A4 CBK4FB> ;6VFAB7B               

C9DVB8G, 7DA.; 

             �� 3 ABD@4 4@BDF<;4JVW, %; 

 T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO, 7B8. 

�D4IB6GNK<, MB �� CD4JNT A48 84A<@ CDB9>FB@ 16 7B8., 54?4AEB64 

64DFVEFL �� 3 26700 7DA., FB@G: 

.40,14216
150

05,026700 7DAA ý÷
÷

ý  

 

4.7 �5G8A;9==O =4:;48=8E 68B@4B 

 

�4>?48AV 6<FD4F< - J9 6<FD4F<, A9 CB6'O;4AV 59;CBE9D98ALB ; 

F9IAB?B7VKA<@ CDBJ9EB@ 6<7BFB6?9AAO CDB8G>JVW, 4 GF6BDNNFLEO CV8 6C?<6B@ 

C96A<I G@B6 DB5BF< CB BD74AV;4JVW, GCD46?VAAN F4 B5E?G7B6G64AAN 

6<DB5A<JF64. 

� ;4?9:ABEFV 6V8 BD74AV;4JV=AB-CD46B6BW HBD@< 8VO?LABEFV 

7BECB84DNNKB7B EG59T>F4, A4>?48AV 6<FD4F< @B:GFL EF4AB6<F< 20 3 60 % 6V8 

EG@< BEAB6ABW F4 8B84F>B6BW ;4DB5VFABW C?4F< CD4JV6A<>V6, B5K<E?NNFLEO ;4 

HBD@G?BN 4.10.  

�6 = �B.C. ; 0,2...0,6, , (4.10) 

 

89, �6 3 A4>?48AV 6<FD4F<. 

 

�6 = 10630,56 ; 0,3 = 2317,71 7DA.  

 

 



 

�@. �D> 7 8B>G@. �V8C8E �4F4 

�D> 

 
2023.� �.123.602.19.00.00 �� 

4.8 %:;484==O :>HB>@8AC 68B@4B B4 687=4G9==O A>5V64@B>ABV ��$ 

 

�BLFBD<E 6<FD4F O6?OT EB5BN ;6989A<= C?4A GEVI 6<FD4F CV8CD<T@EF64 A4 

@4=5GFAV= C9DVB8 6<DB5A<KB-HVA4AEB6BW 8VO?LABEFV. 

 9;G?LF4F< CDB6989A<I 6<M9 DB;D4IGA>V6 ;6989@B G F45?<JV 4.4. 

 

"45?<JO 4.4 - �BLFBD<E 6<FD4F A4 ��  

�@VEF 6<FD4F !G@4, 7DA. � % 8B ;474?LABW 

EG@< 

�<FD4F< A4 BC?4FG CD4JV  7725,70 4,60 

�V8D4IG64AAO A4 EBJV4?LAV ;4IB8< 2904,86 1,73 

�4F9DV4?LAV 6<FD4F<  143388,00 85,37 

�<FD4F< A4 9?9>FDB9A9D7VN 13,44 0,01 

"D4AECBDFAV 6<FD4F<  11471,04 6,83 

�@BDF<;4JV=AV 6V8D4IG64AAO  142,40 0,08 

�4>?48AV 6<FD4F<  2317,71 1,38 

!B5V64DFVEFL  167963,15 100,00 

 

!B5V64DFVEFL (!�) ��  DB;D4IGT@B ;4 HBD@G?BN 4.11: 

!6 = �B.C.+�E.7.+�@.6.+�6+"6+�+�6 (4.11) 

 

�F:9, EB5V64DFVEFL 8BDV6ANT: !6=167963,15 7DA. 

  

4.9 $>7@4EC=>: FV=8 ��$ 

  

  &VAG ��  @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.12: 

                                  

& = !6 ; (1+ D9A) ; (1+���), (4.12) 

 

89  !6 3 EB5V64DFVEFL 6<>BA4AAO �� ; 

http://www.paragononstate.com/planuvannya-vitrat-virobnicztva--czn/28-skladannya-koshtorisu-vitrat-na-virobnicztvo-.html
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       D9A. 3 DV69AL D9AF459?LABEFV, 30 % 

      ��� 3 EF46>4 CB84F>G A4 8B84AG 64DFVEFL, 20 %. 

 

& = 167963,15 ; (1+0,3) ; (1+0,2) = 262022,52 7DA. 

 

4.10 �87=4G9==O 9:>=><VG=>W 9D9:B86=>ABV V B9@<V=C >:C?=>ABV 
:4?VB4;L=8E 6:;489=L 

 

�H9>F<6AVEFL 6<DB5A<JF64 - >4F97BDVO, O>4 I4D4>F9D<;GT D9;G?LF4F<6AVEFL 

6<DB5A<JF64. �BA4 E6V8K<FL A9 ?<L9 CDB CD<DVEF B5EO7V6 6<DB5A<JF64, 4 = CDB 

F9, O><@< 6<FD4F4@< D9EGDEV6 8BEO74TFLEO J9= CD<DVEF, FB5FB E6V8K<FL CDB O>VEFL 

9>BAB@VKAB7B ;DBEF4AAO. 

�D<5GFB> DB;D4IB6GTFLEO ;4 HBD@G?BN: 

� = & - !6      (4.13) 

 

� = 262022,52 3 167963,15 = 94059,37 7DA. 

 

�>BAB@VKA4 9H9>F<6AVEFL (�D) CB?O74T G 6V8ABL9AAV D9;G?LF4FG 

6<DB5A<JF64 8B ;4FD4K9A<I D9EGDEV6 V DB;D4IB6GTFLEO ;4 HBD@G?BN 4.14.  

�D = � / !6,                 (4.14) 

 

89  � 3 CD<5GFB>; 

               !6 3 EB5V64DFVEFL.  

�D = 94059,37  / 167963,15 = 0,56 

 

�BDO8 V; 9>BAB@VKABN 9H9>F<6AVEFN DB;D4IB6GNFL (HBD@G?4 4.15) F9D@VA 

B>GCABEFV >4CVF4?LA<I 6>?489AL ("D):  

"D = 1 / �D  (4.15) 
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�BCGEF<@<@ 664:4TFLEO F9D@VA B>GCABEFV 8B 5 DB>V6. � 84AB@G 6<C48>G 

"D=1/0,56=1,79. 

�EV 84AV DB;D4IGA>V6 6A9E9@B 6 ;6989AG F45?<JN 4.5 F9IAV>B-9>BAB@VKA<I 

CB>4;A<>V6.  

 

"45?<JO 4.5 - "9IAV>B-9>BAB@VKAV CB>4;A<>< DB;DB5>< @9D9:V  

7 

C/C 
�B>4;A<> �A4K9AAO 

1. !B5V64DFVEFL, 7DA. 167963,15 7DA. 

2. �?4AB6<= CD<5GFB>, 7DA. 94059,37 7DA.  

3. &VA4, 7DA. 262022,52 

4. �>BAB@VKA4 9H9>F<6AVEFL  0,56 

5. "9D@VA B>GCABEFV, DV> 1,79 

 

�474?LA4 64DFVEFL DB;DB5?9ABW >B@C9NF9DABW @9D9:V 8?O ";�� «�B@HBDF 

!6VF» EF4AB6<FL  262022,52 7DA. 

�64:4NK< A4 6<EB>V CB>4;A<>< 9>BAB@VKABW 9H9>F<6ABEFV - 0,56, >BLF<, 

6>?489AV 6 CDB6989AAO CDB9>FA<I DB5VF B>GC?OFLEO ;4 1,79 DB>G. 
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5 "%"$"!� #$�&�, &�%!��� ���#��� &� ��"�"��'!� �� "�� 

 

"IBDBA4 CD4JV -  O> 74?G;L ?N8EL>BW 8VO?LABEFV - J9 E<EF9@4 CD46B6<I, 

EBJV4?LAB-9>BAB@VKA<I, BD74AV;4JV=AB-F9IAVKA<I, E4AVF4DAB-7V7VTAVKA<I F4 

?V>G64?LAB-CDBHV?4>F<KA<I ;4IB8V6 F4 ;4EB5V6, ECDO@B64A<I A4 ;59D9:9AAO 

:<FFO, ;8BDB69O F4 CD4J9;84FABEFV ?N8<A< G CDBJ9EV WW FDG8B6BW 8VO?LABEFV. 

"EAB6ABN @9FBN BIBDBA< CD4JV T EF6BD9AAO 59;C9KA<I G@B6 FDG8B6BW 

8VO?LABEFV ?N8<A<, ;459;C9K9AAO WW 6<EB>BW F4 9H9>F<6ABW CD4J9;84FABEFV. 

#D98@9FB@ BIBDBA< CD4JV O> 74?G;V ;A4AAO T G@B6< CD4JV, 4 B59T>FB@ WW 

8BE?V8:9AAO 6<EFGC4T 6<DB5A<K4 E<EF9@4, O>4 6>?NK4T ?N8<AG, @4L<AG 

(6<DB5A<K9 #DBF9 EGK4EA4 F9IAV>4 T CBF9AJV=A<@ 8:9D9?B@ 6<EB>BW A959;C9>< 

8?O :<FFO F4 ;8BDB6'O CD4JV6A<>4, BFBKGNK<I =B7B ?N89=, 4 F4>B: 

A46>B?<LALB7B E9D98B6<M4 [4].  

 

5.1 "D74AV74FVO "# A4 CV8CD8T@EF6V, B5B69O7>8 DB5BFB846FO IB8B 
EF6BD9AAO 597C9GA8E V A9H>V8?868E G@B6 CD4FV  

 

"IBDBA4 CD4JV A4 6<DB5A<JF6V CBK<A4TFLEO ; BD74AV;4JVW GCD46?VAAO 

BIBDBABN CD4JV. 

$B5BFB8469JL ;B5B6'O;4A<= EF6BD<F< 6 >B:AB@G EFDG>FGDAB@G CV8DB;8V?V V 

A4 DB5BKB@G @VEJV G@B6< CD4JV 6V8CB6V8AB 8B ABD@4F<6AB-CD46B6<I 4>FV6, 4 

F4>B: ;459;C9K<F< 8B89D:4AAO 6<@B7 ;4>BAB846EF64 MB8B CD46 CD4JV6A<>V6 G 

74?G;V BIBDBA< CD4JV [4]. 

$B5BFB8469JL A9E9 59;CBE9D98AN 6V8CB6V84?LAVEFL ;4 CBDGL9AAO. 

"5B69O;>< V CB6AB64:9AAO DB5BFB846JO = CD4JV6A<>V6 G EH9DV BIBDBA< 

CD4JV 6<;A4K4NFLEO K<AA<@ ;4>BAB846EF6B@, ;4 CBDGL9AAO O>B7B 6BA< A9EGFL 

C9DEBA4?LAG 6V8CB6V84?LAVEFL [4]. 

'<AA9 ;4>BAB846EF6B ;B5B69O;GT DB5BFB846JO D4JVBA4?LAB 

6<>BD<EFB6G64F< 6<DB5A<KV 5G8V6?V, ECBDG8<, GEF4F>G64AAO, F9D<FBDVN, 

;8V=EAN64F< ;4I<EF CD4JNNK<I 6V8 6C?<6G L>V8?<6<I F4 A959;C9KA<I K<AA<>V6, 
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GFD<@G64F< DB5BKV @VEJO G 6V8CB6V8ABEFV 8B 6<@B7 E4AVF4DAB 3 7V7VTAVKA<I 

ABD@4F<6V6. 

�V8CB6V8AB 8B AB@9A>?4FGDA<I ;4IB8V6 EFBEB6AB BIBDBA< CD4JV 

DB5BFB8469JL @4T DB;DB5?OF< C?4A< F4><I ;4IB8V6, G;7B8:G64F< WI ; 

CDBH9EV=A<@< ECV?>4@< = 6>?NK4F< 8B >B?9>F<6AB7B 8B7B6BDG, 4 F4>B: 

6<8V?<F< JV?LB6V >BLF< F4 A9B5IV8AV @4F9DV4?LAV D9EGDE<. #BDO8B> 

6<>BD<EF4AAO J<I >BLFV6 6<;A4K4TFLEO 6 >B?9>F<6AB@G 8B7B6BDV V 

>BAFDB?NTFLEO FDG8B6<@ >B?9>F<6B@. 

� B5B69O;>< DB5BFB846JO 6IB8<FL: 

- CD46<?LA4 BD74AV;4JVO CDBJ9EG 6<DB5A<KBW 8VO?LABEFV, EF6BD9AAO 

6V8CB6V8A<I G@B6; 

- ;459;C9K9AAO 6<>BA4AAO FDG8B6BW V 6<DB5A<KBW 8<EJ<C?VA<, 8BFD<@4AAO 

;4>BAB846EF6B@ CDB CD4JN = CD46<? MB8B BIBDBA< CD4JV. 

� B5B69O;>< CD4JV6A<>V6 6IB8<FL: 

- EG@?VAA9 6<>BA4AAO 8BDGK9ABW ECD46<, ; 6<EB>BN CDB8G>F<6AVEFN V 

O>VEFN CD4JV; 

- 8BFD<@4AAO FDG8B6BW V F9IAB?B7VKABW 8<EJ<C?VA<;  

 - 8BFD<@4AAO 6<@B7 ABD@4F<6AB 3 CD46B6<I F4 ;4>BAB846K<I 4>FV6. 

�4 CBDGL9AAO CD4JV6A<>B@ ;4;A4K9A<I ;B5B69O;4AL DB5BFB8469JL @B:9 

;4EFBEG64F< 8<EJ<C?VA4DA9 EFO7A9AAO G 6<7?O8V 8B74A< 45B ;6V?LA9AAO ; DB5BF<. 

$B5BFB8469JL ;B5B6'O;4A<= EF6BD<F< A4 DB5BKB@G @VEJV G >B:AB@G 

EFDG>FGDAB@G CV8DB;8V?V G@B6< CD4JV 6V8CB6V8AB 8B ABD@4F<6AB-CD46B6<I 4>FV6, 

4 F4>B: ;459;C9K<F< 8B89D:4AAO 6<@B7 ;4>BAB846EF64 MB8B CD46 CD4JV6A<>V6 G 

74?G;V BIBDBA< CD4JV. 

� JVTN @9FBN DB5BFB8469JL ;459;C9KGT HGA>JVBAG64AAO E<EF9@< 

GCD46?VAAO BIBDBABN CD4JV, 4 E4@9: 

- EF6BDNT 6V8CB6V8AV E?G:5< V CD<;A4K4T CBE48B6<I BEV5, O>V ;459;C9KGNFL 

6<DVL9AAO >BA>D9FA<I C<F4AL BIBDBA< CD4JV, ;4F69D8:GT VAEFDG>JVW CDB WI 
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B5B6'O;><, CD464 F4 6V8CB6V84?LAVEFL ;4 6<>BA4AAO CB>?489A<I A4 A<I HGA>JV=, 4 

F4>B: >BAFDB?NT WI 8B89D:4AAO; 

- DB;DB5?OT ;4 GK4EFN EFBDVA >B?9>F<6AB7B 8B7B6BDG V D94?V;GT >B@C?9>EAV 

;4IB8< 8?O 8BEO7A9AAO 6EF4AB6?9A<I ABD@4F<6V6 F4 CV86<M9AAO VEAGNKB7B DV6AO 

BIBDBA< CD4JV; 

- ;459;C9KGT 6<>BA4AAO A9B5IV8A<I CDBHV?4>F<KA<I ;4IB8V6 6V8CB6V8AB 8B 

B5EF46<A, MB ;@VANNFLEO; 

- 6CDB648:GT CDB7D9E<6AV F9IAB?B7VW, 8BEO7A9AAO A4G>< V F9IAV><, ;4EB5< 

@9I4AV;4JVW F4 46FB@4F<;4JVW 6<DB5A<JF64, 6<@B7< 9D7BAB@V><, CB;<F<6A<= 

8BE6V8 ; BIBDBA< CD4JV FBMB; 

- ;459;C9KGT A4?9:A9 GFD<@4AAO 5G8V69?L V ECBDG8, 6<DB5A<KB7B 

B5?48A4AAO F4 GEF4F>G64AAO, @BAVFBD<A7 ;4 WI F9IAVKA<@ EF4AB@; 

- ;459;C9KGT GEGA9AAO CD<K<A, MB CD<;6B8OFL 8B A9M4EA<I 6<C48>V6, 

CDBH9EV=A<I ;4I6BDN64AL, F4 ;8V=EA9AAO CDBHV?4>F<KA<I ;4IB8V6, 6<;A4K9A<I 

>B@VEVO@< ;4 CV8EG@>4@< DB;E?V8G64AAO J<I CD<K<A; 

- BD74AV;B6GT CDB6989AAO 4G8<FG BIBDBA< CD4JV, ?45BD4FBDA<I 8BE?V8:9AL 

G@B6 CD4JV, BJVA>G F9IAVKAB7B EF4AG 6<DB5A<KB7B B5?48A4AAO F4 GEF4F>G64AAO, 

4F9EF4JV= DB5BK<I @VEJL A4 6V8CB6V8AVEFL ABD@4F<6AB-CD46B6<@ 4>F4@ ; 

BIBDBA< CD4JV 6 CBDO8>G V EFDB><, MB 6<;A4K4NFLEO ;4>BAB846EF6B@, F4 ;4 WI 

CV8EG@>4@< 6:<64T ;4IB8V6 8B GEGA9AAO A959;C9KA<I V L>V8?<6<I 8?O ;8BDB6'O 

6<DB5A<K<I H4>FBDV6; 

- DB;DB5?OT V ;4F69D8:GT CB?B:9AAO, VAEFDG>JVW, VALV 4>F< ; BIBDBA< 

CD4JV, MB 8VNFL G @9:4I CV8CD<T@EF64 (84?V - 4>F< CV8CD<T@EF64), F4 

6EF4AB6?NNFL CD46<?4 6<>BA4AAO DB5VF V CB698VA>< CD4JV6A<>V6 A4 F9D<FBDVW 

CV8CD<T@EF64, G 6<DB5A<K<I CD<@VM9AAOI, A4 5G8V69?LA<I @4=84AK<>4I, 

DB5BK<I @VEJOI 6V8CB6V8AB 8B ABD@4F<6AB-CD46B6<I 4>FV6 ; BIBDBA< CD4JV, 

;459;C9KGT 59;BC?4FAB CD4JV6A<>V6 ABD@4F<6AB-CD46B6<@< 4>F4@< F4 4>F4@< 

CV8CD<T@EF64 ; BIBDBA< CD4JV; 
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- ;8V=EANT >BAFDB?L ;4 8B89D:4AAO@ CD4JV6A<>B@ F9IAB?B7VKA<I 

CDBJ9EV6, CD46<? CB6B8:9AAO ; @4L<A4@<, @9I4AV;@4@<, GEF4F>G64AAO@ F4 

VAL<@< ;4EB54@< 6<DB5A<JF64, 6<>BD<EF4AAO@ ;4EB5V6 >B?9>F<6AB7B F4 

VA8<6V8G4?LAB7B ;4I<EFG, 6<>BA4AAO@ DB5VF 6V8CB6V8AB 8B 6<@B7 ; BIBDBA< 

CD4JV; 

- BD74AV;B6GT CDBC474A8G 59;C9KA<I @9FB8V6 CD4JV F4 ECV6DB5VFA<JF6B ; 

CD4JV6A<>4@< G 74?G;V BIBDBA< CD4JV; 

- 6:<64T F9D@VAB6<I ;4IB8V6 8?O 8BCB@B7< CBF9DCV?<@, ;4?GK4T ;4 

A9B5IV8ABEFV CDBH9EV=AV 464DV=AB-DOFG64?LAV HBD@G64AAO G D4;V 6<A<>A9AAO A4 

CV8CD<T@EF6V 464DV= F4 A9M4EA<I 6<C48>V6. 

�6VEAB, MB = CD4JV6A<> @4T C96AV B5B69O;><. "F:9, B5B6'O;>< CD4JV6A<>4 

MB8B 8B89D:4AAO 6<@B7 ABD@4F<6AB-CD46B6<I 4>FV6 ; BIBDBA< CD4JV.  

�B:9A CD4JV6A<>, 6<>BAGNK< FDG8B6V B5B6'O;><, ;B5B6'O;4A<= 6<>BAG64F< 

A4EFGCAV 6<@B7< [4]: 

- 854F< CDB BEB5<EFG 59;C9>G V ;8BDB6'O, 4 F4>B: CDB 59;C9>G V ;8BDB6'O 

BFBKGNK<I ?N89= 6 CDBJ9EV 6<>BA4AAO 5G8L-O><I DB5VF K< CV8 K4E C9D95G64AAO 

A4 F9D<FBDVW CV8CD<T@EF64; 

- ;A4F< V 6<>BAG64F< 6<@B7< ABD@4F<6A<I 4>FV6 CDB BIBDBAG CD4JV, 

CD46<?4 CB6B8:9AAO ; @4L<A4@<, @9I4AV;@4@<, GEF4F>G64AAO@ F4 VAL<@< 

;4EB54@< 6<DB5A<JF64, >BD<EFG64F<EO ;4EB54@< >B?9>F<6AB7B F4 

VA8<6V8G4?LAB7B ;4I<EFG; 

- CDBIB8<F< 6 GEF4AB6?9AB@G CBDO8>G CBC9D98AV F4 C9DVB8<KAV @98<KAV 

B7?O8<. 

#D4JV6A<> A9E9 59;CBE9D98AN 6V8CB6V84?LAVEFL ;4 CBDGL9AAO ;4;A4K9A<I 

6<@B7. 
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5.2 $B7D4EGAB> E8EF9@8 HFGGAB7B BE6VF?9AAO 

 

$B;D4IGAB> BE6VF?9AAO DB5BK<I @VEJL CDB6989@B 8?O CD<@VM9AAO 6V88V?G 

CBEF4K4AAO, A4=5V?LL9 CD<@VM9AAO ; 6EF4AB6?9A<@< #� 84ABW >B@C4AVW.   

$B;D4IGAB> 6<>BA4T@B ;7V8AB @9FB8<>< [4]. 

$B;@VD< >V@A4F< 8B6:<A4  4 =9,8@,   L<D<A4 b=10,4@,    6<EBF4     h=3 (8B 

CV86VEABW EF9?V).  

�B9HVJVTAF 6V85<FFO ÃEF9?V=70%, ÃEFVA=50%. �<EBF4 DB5BK<I CB69DIBAL 

EFB?V6 h = 0,7 @.  

%6VF<?LA<>< @BAFGNFLEO 6 CV86VEAG EF9?N, FB@G 6V8EF4AL 6V8 E6VF<?LA<>V6 

8B CV8?B7< DV6A4 3@.  !BD@B64A4 BE6VF?9AVEFL 8?O 84AB7B >?4EG DB5VF  �D = 

300 ?>. 

�<EBF4 CV86VEG E6VF<?LA<>4 A48 DB5BKBN CB69DIA9N 6<;A4K4TFLEO ;4 

HBD@G?BN: 

                                                  h = ho 3 hp                                              (5.1) 

 

h = 330,7=2,3 (@) 

%I9@G 6<;A4K9AAO 6<EBF< CV86VEG E6VF<?LA<>4 ;B5D4:9AB A4 D<EGA>G 5.1 

 

$V6AB@VDAVEFL BE6VF?9AAO 8BEO74TFLEO CD< 6V8CB6V8AB@G ECV66V8ABL9AAV 

6V8EF4AV @V: E6VF<?LA<>4@< V 6<EBF< WI CV86VEG h. �<;A4K<@B D9>B@9A8B64AG 

6V8EF4AL @V: E6VF<?LA<>4@<: 

                                               L = 0,8h                                                      (5.2) 

 

L = 0,8�2,3=1,84 (@),   

"E>V?L><, E6VF<?LA<>< DB;@VMGNFLEO 6 AVLV CV86VEABW EF9?V, >648D4F< O>BW 

@4NFL DB;@VD 0,6I0,6 @9FD4, FB D94?LA4 6V8EF4AL @V: E6VF<?LA<>4@< 

EF4AB6<F<@9 1,8.  

$B;D4IGA>B64 A9B5IV8A4 >V?L>VEFL E6VF<?LA<>V6 EF4AB6<FL: 
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2
L

ab
N ý              (5.3) 

 

 .45.31
8,1

4.108.9
2

BN ý
÷

ý                                     

#BC9D98ALB CD<=@4T@B 30 E6VF<?LA<>V6 (EGK4EAV LED-E6VF<?LA<>< @4NFL 

6 D4;<  5V?LL<= E6VF?B6<= CBFV> V FB@G WI >V?L>VEFL @B:A4 ;@9AL<F<), 

6D4IB6GNK< DB;@VD< CD<@VM9AAO, DV6AB@VDAB DB;F4LB6GT@B WI G 4  DO8< CB 5 

B8<A<JV 6 >B:AB@G. 

#B>4;A<> CD<@VM9AAO V EF4AB6<FL: 

ø ùbah

abV
û

ý        (5.4) 

 

ø ù 19,2
4,108,93,2

4,108,9
ý

û÷
÷

ýi  

�A4IB8<@B >B9HVJVTAF 6<>BD<EF4AAO · = 0,56 8?O E6VF<?LA<>4 CD< V = 2,25, 

Ã%&��� =70%, Ã%&�! =50%; �� 3 >B9HVJVTAF ;4C4EG  ��=1,15; Z 3 >B9HVJVTAF 

6<>BD<EF4AAO E6VF?B6B7B CBFB>G DV6A<= 1,1.  

!9B5IV8A<= E6VF?B6<= CBFV> B8AB7B E6VF<?LA<>4, 4 6<;A4K4TFLEO ;4 

HBD@G?BN:  

øN

ZESK$?
3ý      (5.5) 

 

                  ?@$? 2302
56,030

1,115,192,101300
ý

÷
÷÷÷

ý                         

�?O BE6VF?9AAO CD<=AOFB E6VF<?LA<>< &9DABCV?LEL>BW >BDCBD4JVW «�4FD4» 

�%"20G-45-012 (.CVF9D-led-C4A9?L), I4D4>F9D<EF<>< O><I A46989AB 6 F45?<JV 

5.1 [20] V ;B5D4:9AB A4 D<EGA>G 5.1.  
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&45?<JO 5.1 3 &9IAVKAV I4D4>F9D<EF<><  E6VF<?LA<>V6 (.CVF9D-led-2) 

&<C 
E6VF<?LA<>4 

!4CDG74, 
� 

%FGCVAL 
;4I<EFG �% 

#BFG:AVEFL, 
�F 

%6VF?B6<= 
CBFV>, ?@ 

F<C 
�%% 

�454D<F<, 
LxWxH, 

 @@ 

 4E4, 
>7 ±5% 

��"27'-16-

011 .CVF9D-
LED-2 

220 AC IP20 LED 16 2340 � 595I320I54 1,6 

 

 

$<EGAB> 5.1 - .CVF9D-LED-2 (6<DB5A<> 3 «�4FD4») 

 

"F:9 6<5D4A<= E6VF<?LA<> F4 WI >V?L>VEFL CB6AVEFN ;48B6V?LAOFL 

CBEF46?9AV G@B6<. %I9@4 DB;@VM9AAO E6VF<?LA<>V6 6 6V88V?  A46989A4 A4 

D<EGA>G 5.2.  

%G@4DA4 9?9>FD<KA4 CBFG:AVEFL GEVI E6VF<?LA<>V6, 6EF4AB6?9A<I G 

CD<@VM9AAV EF4AB6<FL: 

      õ ý N P !�!�      (5.6) 

 

         õ ý÷ý �BP!� 7201645  
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$<EGAB> 5.2 3 $B;@VM9AAO E6VF<?LA<>V6 6 6V88V?V CBEF4K4AAO 
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$57C;PB0B>< :20;VDV:0FV9=>W @>1>B8 T @>7@>1;5=89 ?@>5:B ;>:0;P=>W 

<5@56V 4;S &7"� «�><D>@B %2VB». "A=>2=V B5E=VG=V E0@0:B5@8AB8:8 

@>7@>1;5=>3> ?@>5:BC ;>:0;P=>W <5@56V: 

- (V78G=0 B>?>;>3VS 3 �V1@84=0; 

- &5E=>;>3VW ?>1C4>28 ?@>2V4=>3> B0 157?@>2V4=>3> A53<5=BV2 <5@56V 3 

IEEE 802.3ab, IEEE 802.11ac, IEEE 802.11g, IEEE 802.1Q; 

- "?5@0FV9=0 A8AB5<0 F5=B@0;P=>3> <0@H@CB870B>@0 3 RouterOS; 

- %B5: ?@>B>:>;V2 ;>:0;P=>W <5@56V 3 &%$/�$ 25@AVW 4; 

�;S  ?@>5:BC ;>:0;P=>W <5@56V ?V4V1@0=> 2V4?>2V4=5 0?0@0B=5 B0 ?@>3@0<=5 

70157?5G5==S. "?8A0=> ?@>F54C@C =0;0HBC20==S 0:B82=>3> :><CB0FV9=>3> 

>1;04=0==S. $>7@>1;5=> V=AB@C:FVR 7 B5ABC20==S B0 =0;03>465==S <5@56V. 

�<>45;P>20=> @>1>BC ;>:0;P=>W <5@56V  2 A5@54>28IV Packet Tracer 5.0. 

�>3VG=0 B0 DV78G=0 B>?>;>3VW ;>:0;P=>W <5@56V ?>40=> 2 3@0DVG=V9 G0AB8=V. 

� 5:>=><VG=V9 G0AB8=V 7@>1;5=> @>7@0EC=:>< ?>2=>W 20@B>ABV @>1VB ?> 

?@>5:BC20==R, 2AB0=>2;5==R V 70?CA:C 2 5:A?;C0B0FVR <5@56V. 

"AB0==V9 @>74V; @>1>B8 >?8ACT ?8B0==S >E>@>=8 ?@0FV, B0 B5E=V:8 157?5:8. 
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1 �C@>2, Є.�. �><?’NB5@=V <5@56V: ?V4@CG=8: / Є.�. �C@>2. 3 �ь2V2 : 

« 03=>;VO 2006», 2010. 3 262A.  

2 �>@10B89 �.�., �>=40@є2 �.�. &5;5:><C=V:0FV9=V A8AB5<8 B0 <5@56V. 

#@8=F8?8 DC=:FV>=C20==O, B5E=>;>3VW B0 ?@>B>:>;8. �ь2V2: �ь2V2Aь:0 

?>;VB5E=V:0., 2016. 3 336A.  

3 �>@>45Fь:0 ". �><?’NB5@=V <5@56V. !02G0;ь=89 ?>AV1=8: / ". %. 

�>@>45Fь:0, �. �, �8:0289, ". �. "=8IC: 3 �V==8FO: �!&', 2015. 3 128 A.  

4 �845Fь:89 �.*. "E>@>=0 ?@0FV :>@8ABC20GV2 :><?’NB5@V2. !02G0;ь=89 

?>AV1=8:. 3 �84. 2-35., 4>?. 3 �ь2V2.: �DVH0, 2000. 3 176A.  

5 �09G5=:> "..., �09G5=:> ..#. �><?’NB5@=V <5@56V: ?V4@CG. !02G0;ь=0 

;VB5@0BC@0. - �. : %;>2>, 2010. 3 520A.   

6 �>20;5=:> �. Є. �>@?>@0B82=V :><?'NB5@=V <5@56V B0 B5;5:><C=V:0FVW. 3 

�. : !')&, 2014. 3 278 A. 

7 �@02GC:, %. ". "A=>28 :><?'NB5@=>W B5E=V:8: �><?>=5=B8, A8AB5<8, 

<5@56V : !02G0;ь=89 ?>AV1=8: / %. ". �@02GC:, �. ". ,>=V=. �. : �0@025;0, 2016. 

3 344A.:  

8  8:8B8H8= �.�. �><?;5:A=0 157?5:0 V=D>@<0FV9=8E <5@56528E A8AB5< : 

=02G.?>AV1=. / �.�.  8:8B8H8= ,  . .  8B=8: , #.�. %BCE;O:. - &5@=>?V;ь : 

&!&' V<5=V �20=0 #C;NO, 2016. - 261 A 

9  8:8B8H8= �.�.,  8B=8:, #.�. %BCE;O:. &5;5:><C=V:0FV9=V A8AB5<8 B0 

<5@56V 3 &5@=>?V;ь: �84-2> &!&' V<5=V �20=0 #C;NO, 2016. 3 384 A. 
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https://www.linksys.com/ua/wireless-routers/mesh-routers/linksys-mr8300-mesh-wifi-router-ac2200-mu-mimo/p/p-mr8300/
https://www.linksys.com/ua/wireless-routers/mesh-routers/linksys-mr8300-mesh-wifi-router-ac2200-mu-mimo/p/p-mr8300/


 

З<. А@к № 4>кC<. �і4?8A Д4B4 

А@к 

 
2023.К �.123.602.19.00.00 �З 

 

12 Mikrotik CCR 1016-12g. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://mikrotik.com/product/CCR1016-12G. �0B0 4>ABC?C: 26.05.2023 3 �03>;>2>: 

7 5:@0=C. 

13 Mikrotik router OS. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://lanmarket.ua/stats/mikrotik-router-os-opisanie-i-vozmozhnosti/. �0B0 4>ABC?C: 

26.05.2023 3 �03>;>2>: 7 5:@0=C. 

14 Ubuntu Linux 20.04 Desktop. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: 

URL: https://releases.ubuntu.com/20.04/. �0B0 4>ABC?C: 26.05.2023 3 �03>;>2>: 7 

5:@0=C. 

15  x600 Series. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://www.alliedtelesis.com/products/x600-series. �0B0 4>ABC?C: 26.05.2023 3 

�03>;>2>: 7 5:@0=C.  

16 �=0;V70B>@ ?@>B>:>;V2. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

http://www.unitest.com/theory/protan.html. �0B0 4>ABC?C: 26.05.2023 3 �03>;>2>: 7 

5:@0=C. 

17 �57?5:0 <5@56V. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://uk.wikipedia.org/wiki/�57?5:0_<5@56V. �0B0 4>ABC?C: 26.05.2023 3 

�03>;>2>: 7 5:@0=C. 

18 �015;ь=89 >@30=V70B>@ 1U. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: 

URL: https://sia-telecom.com.ua/komponenty_sks/patch_panely_kabel_organizatori/ 

kabel_organizator?product_id=3223 / �0B0 4>ABC?C: 28.05.2023 3 �03>;>2>: 7 

5:@0=C. 

19 #0BG ?0=5;ь 19”. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://sia-

telecom.com.ua/komponenty_sks/patch_panely_kabel_organizatori?product_id=4557 

�0B0 4>ABC?C: 28.05.2023 3 �03>;>2>: 7 5:@0=C. 

20 %5@25@=0 H0D0 18U. [5;5:B@>==89 @5AC@A] 3 $568< 4>ABC?C: URL: 

https://svit-server.com.ua/shkaf-nastennyy-19-18u-glibina-450mm-ral9004-kingda-kd-

007-



 

З<. А@к № 4>кC<. �і4?8A Д4B4 

А@к 

 
2023.К �.123.602.19.00.00 �З 

 

6418/?gclid=EAIaIQobChMI98T_xefx8AIVDeR3Ch0ikADZEAQYBSABEgJfLvD_

BwE . �0B0 4>ABC?C: 1.06.2023 3 �03>;>2>: 7 5:@0=C. 

21 %B5:>20=89 :><CB0B>@ TL-SG3210. [5;5:B@>==89 @5AC@A] 3 $568< 
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�>40B>: �. "01;8FO �  04@5A 
 

&01;8FS �1 - &01;8FS �$ 04@5A 2C7;V2 <5@56V    

7 

?/? 
�V0?07>= 
?>7=0G5=
=S 2C7;V2 

!0720 2V44V;C !><5@ 
VLAN 

�V0?07>= 04@5A 
2C7;V2 

 0A:0 ,;R7 

1 2 3 4 5 6 7 

1 WS_1- 

WS_6 

�V44V; 
?@>5:BC20==S 

21 192.168.21.1-6 /24 192.168.21.50 

2 WS_7- 

WS_9 

�V44V; 
AB@0EC20==S 

22 192.168.22.1-3 /24 192.168.22.50 

3 WS_10-

WS_13 

�V44V; 
?>AB0G0==S 

23 192.168.23.1-4 /24 192.168.23.50 

4 WS_14-

WS_17 

�V44V; 
1C4V2=8FB20 

24 192.168.24.1-4 /24 192.168.24.50 

5 R_1 �><?9RB5@=89 
2V44V; 

25 192.168.25.101 /24 48=0<VG=> 
- 48=0<VG=> 48=. 

6 WS_18-

WS_19 

�><?9RB5@=89 
2V44V; 

25 192.168.25.1-2 /24 192.168.25.50 

7 WS_20 �8@5:B>@ 26 192.168.26.1 /24 192.168.26.50 

8 WS_21 �>;. 1CE30;B5@ 27 192.168.27.1 /24 192.168.27.50 

9 WS_22-

WS_26 

�CE30;B5@VS 28 192.168.28.1-5 /24 192.168.28.50 

10 WS_27-

WS_31 

�V44V; 
>@30=V70FVW 
?@0FV B0 
@>7@0EC=:V2 

29 192.168.29.1-5 /24 192.168.29.50 

11 WS_32 - 

WS_36 

�V44V; @>1>B8 7 
:>@?>@0B82=8<
8 :;VT=B0<8 

30 192.168.30.1-5 /24 192.168.30.50 

12 R_1 �0; 70AV40=P 31 192.168.31.1 /24 192.168.31.50 

13 WS_37 - 

WS_41 

�V44V; ?@>406 32 192.168.32.1-5 /24 192.168.32.50 
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 #@>4>265==S B01;8FV �1  
 

1 2 3 4 5 6 7 

14 WS_42 - 

WS_44 

�V44V; :04@V2 33 192.168.33.1-3 /24 192.168.33.50 

15 SW_1 - 1 192.168.1.1 /24 - 

16 SW_2 - 1 192.168.1.2 /24 - 

17 SW_3 - 1 192.168.1.3 /24 - 

18 SW_4 - 1 192.168.1.4 /24 - 

19 SW_5 - 1 192.168.1.5 /24 - 

20 SW_6 - 1 192.168.1.6 /24 - 

21 SW_7 - 1 192.168.1.7 /24 - 

22 SW_8 - 1 192.168.1.8 /24 - 
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�>40B>: �.  �>3VG=0 04@5A0FVO 2 ��� 

 

&01;8FS �1 3 &01;8FS ;>3VG=8E 04@5A 

7 

?/? 
�V0?07>= 
?>7=0G5=
=S 2C7;V2 

$>1>G0 
3@C?0/ 
�C7;8 

#@8<V
I5==S 

!0720 :01V=5BC B0 
9>3> =><5@ 

!><5@ 
VLAN 

�4@5A0 
?V4<5@56V/ 
 0A:0 

1 2 3 4 5 6 7 8 9 

1 WS_1-

WS_6, 

SW_1 

- 7 1 �V44V; 
?@>5:BC20==S 

- 21 192.168.21.0/24 

2 WS_7-

WS_9 

- 3 1 �V44V; 
?>AB0G0==S 

- 22 192.168.22.0/24 

3 WS_10-

WS_13, 

SW_2 

- 5 1 �V44V; 
AB@0EC20==S 

- 23 192.168.23.0/24 

4 WS_14-

WS_17 

- 4 1 �V44V; 
>@30=V70FVW 
1C4V2=8FB20 

- 24 192.168.24.0/24 

5 SW_3, 

R_2, 

WS_18-

WS_19 

- 6  �><?9RB5@=89 
2V44V; 

- 25 192.168.25.0/24 

6 WS_20 - 1 1 �8@5:B>@ - 26 192.168.26.0/24 

7 WS_21 - 1 1 �>;. 1CE30;B5@ - 27 192.168.27.0/24 

8 WS_22-

WS_26, 

SW_4 

- 6 1 �CE30;B5@VS - 28 192.168.28.0/24 

9 WS_27-

WS_31, 

SW_5 

- 6 1 �V44V; 
>@30=V70FVW 
?@0FV B0 
@>7@0EC=:V2 

- 29 192.168.29.0/24 

10 WS_32 - 

WS_36, 

SW_6 

- 6 1 �V44V; @>1>B8 
7 
:>@?>@0B82=8
<8 :;VT=B0<8 

- 30 192.168.30.0/24 

11 R_1 - 1 1 �0; 70AV40=P - 31 192.168.31.0/24 
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         #@>4>265==S B01;8FV �1  
1 2 3 4 5 6 7 8 9 

12 WS_37 - 

WS_41, 

SW_7 

- 6 1 �V44V; ?@>406 - 32 192.168.32.0/24 

13 WS_42 - 

WS_44, 

SW_8 

- 5 1 �V44V; :04@V2 - 33 192.168.33.0/24 

 

&01;8FS �2 - &01;8FS :>=DV3C@C20==S VLAN 

7 

?/? 

#>7=0G5==S 

2C7;0 

!><5@ 

?>@BC 

&8? 

?>@BC 

!0720 

?@8AB@>R 

!><5@ 

?>@BC 

&8? 

?>@BC 

!><5@ 

VLAN 

1 2 3 4 5 6 7 8 

1 WS_1-WS_6, 

SW_1 

Eth0 - SW_1 1-6 Access 21 

2 WS_7-WS_9 Eth0 - SW_2 1-3 Access 22 

3 WS_10-

WS_13, SW_2 

Eth0 - SW_2 4-7 Access 23 

4 WS_14-

WS_17 

Eth0 - SW_3 1-4 Access 24 

5 SW_3, R_1, 

WS_18-

WS_19 

Eth0 - SW_3 5-7 Access 25 

6 WS_20 Eth0 - SW_3 8 Access 26 

7 WS_21 Eth0 - SW_3 9 Access 27 

8 WS_22-

WS_26, SW_4 

Eth0 - SW_4 1-5 Access 28 

9 WS_27-

WS_31, SW_5 

Eth0 - SW_5 1-5 Access 29 

10 WS_32 - 

WS_36, SW_6 

Eth0 - SW_6 1-4 Access 30 

11 AP_1 Eth0 - SW_3 10 Access 31 

12 WS_37 - 

WS_41, SW_7 

Eth0 - SW_7 1-5 Access 32 
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 #@>4>265==S B01;8FV �2 
1 2 3 4 5 6 7 8 

13 WS_42 - 

WS_44, SW_8 

Eth0 - SW_8 1-3 Access 33 

14 SW_1 8 Trunk SW_3 15 Trunk - 

15 SW_2 8 Trunk SW_3 16 Trunk - 

16 SW_4 8 Trunk SW_3 17 Trunk - 

17 SW_5 8 Trunk SW_3 18 Trunk - 

18 SW_6 8 Trunk SW_3 19 Trunk - 

19 SW_7 8 Trunk SW_3 20 Trunk - 

20 SW_8 8 Trunk SW_3 21 Trunk - 
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�>40B>: �. "5E=VG=V E0@0:B5@8AB8:8 >1;04=0==O   
 

&01;8FS �1 - &5E=VG=V E0@0:B5@8AB8:8 3>;>2=8E :><CB0FV9=8E 2C7;V2 

 Allied Telesyn 

AT-x600-24Ts 

T-Link 

T3700G-28TQ 

Cisco Catalyst 

3750G-24 

#V4B@8<:0 AB0=40@BC Gigabit 

Ethernet 

&0: &0: &0: 

�><CB0FVS :04@V2/?0:5BV2, 

�1VB/A  

96 56 32 

�04@V2/?0:5BV2 2 A5:C=4C 71,4 41,67 38,7 

�-ABP ?>@BV2 10/100/1000 

BASE-T) 

24+4 24+4 24+2 

%B0B8G=0 <0@H@CB870FVS &0: &0: &0: 

�8=0<VG=0 <0@H@CB870FVS &0: !V &0: 

IEEE 802.1q &0: &0: &0: 

#V4B@8<:0 Spanning-Tree &0: &0: &0: 

 

&01;8FS �2 - #>@V2=S==S B5E=VG=8E E0@0:B5@8AB8: :><CB0B>@V2 

)0@0:B5@8AB8:8 Cisco SG300-10 TP-Link TL-SG3210 

#V4B@8<C20=V AB0=40@B8 IEEE 802.3, IEEE 802.3u, IEEE 802.3ab, 

IEEE 802.1p,  IEEE 802.1Q, IEEE 802.3ad 

#@>?CA:=0 740B=VABP, �1VB/A 20 20 

,284:VABP :><CB0FVW  18,8 <;=. ?0:5BV2/A 14,9 <;=. ?0:5BV2/A 

�-ABP ?>@BV2 10/100/1000  8 8 

�>40B:>2V A;>B8 SFP 2 2 

�V440;5=5 :5@C20==S Web, Telnet Web, Telnet 

 

 

http://www.alliedtelesis.com/switches/x600-24ts
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&01;8FS �3 - #>@V2=S;P=0 E0@0:B5@8AB8:0 157?@>2V4=8E <0@H@CB870B>@V2 

�8@>1=8: Xiaomi  TP-LINK Linksys 

 0@:0 Mi WiFi Router  

4A R4A 

Archer C50 MR8300 

%B0=40@B8 802.11a, 802.11ac, 

802.11b, 802.11g, 

802.11n 

802.11a, 802.11ac, 

802.11b, 802.11g, 

802.11n 

802.11a, 802.11ac, 

802.11b, 802.11g, 

802.11n 

#V4B@8<C20=V 

G0AB>B8 

2,4�3F, 5�3F 2,4�3F, 5�3F 2,4�3F, 5�3F 

#@>B>:>;8 

157?5:8 

WPA-PSK,  

WPA2-PSK 

WPA-PSK,  

WPA2-PSK 

WPA-PSK,  

WPA2-PSK 

#V4B@8<C20=V 

?@>B>:>;8 

IPsec, L2TP,  

PPPoE, PPTP 

IPsec, L2TP, PPPoE,        

PPTP 

IPsec, L2TP, 

PPPoE,        PPTP 

,284:VABP 

?5@540GV 

- 5 ��F: 4> 867  1VB/A 

2.4 ��F: 4> 300  1VB/A 

- 

�V;P:VABP 

?>@BV2 LAN  

2 1 4 

 

&01;8FS �4 -  )0@0:B5@8AB8:8 Linksys MR8300 

!0720 E0@0:B5@8AB8: �=0G5==S 

1 2 

�8@>1=8: Linksys  

 >45;P MR8300 

+0AB>B0 @>1>B8 Wi-Fi 2.4 ��F/5 ��F/5��F (tri band) 

�030;P=0 H284:VABP Wi-Fi 2134  1VB/A 

#V4B@8<:0 @>1>B8 2 

4V0?07>=0E 

Tri-Band (B@P>E4V0?07>==89) 

 5@5652V %B0=40@B8 Wi-Fi Wi-Fi 1 (802.11b); Wi-Fi 2 (802.11a); Wi-Fi 3 

(802.11g); Wi-Fi 4 (802.11n); Wi-Fi 5 (802.11ac) 

https://setevuha.ua/wifi-routery/vendors=linksys/
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 #@>4>265==S B01;8FV �.4  
1 2 

�57?5:0 1574@>B>2>3> 

7'T4=0==S 

WPA2/WPA Personal 

128 bit AES link encryption 

�=B5@D59A 4> (WAN) Gigabit Ethernet (10/100/1000) 

?>@B8 LAN Gigabit Ethernet (100/1000) 

�V;P:VABP LAN ?>@BV2 4 HB. 

�>?. ?>@B8 V @>7'T<8 USB 3.0 

&8? 0=B5=8 7>2=VH=S 

:V;P:VABP 0=B5= 4 HB. 

#V4B@8<:0 MU-MIMO 

#@>F5A>@ 716  �F, G>B8@P>ES45@=89 

"?5@0B82=0 ?0<'SBP 512  � 

Flash-?0<'SBP 256  � 

�>40B:>2V DC=:FVW #@V>@8B570FVS B@0DV:0 (QoS); ?V4B@8<:0 VPN; 

DHCP-A5@25@; Dynamic DNS (DDNS);  

�>40B:>2V @568<8 @>1>B8  VAB (WDS) 

 

&01;8FS �5  - #>@V2=S==S B5E=VG=8E ?0@0<5B@V2 <0@H@CB870B>@V2 

 >45;P/)0@0:B5@8AB8:8 Mikrotik CCR1016-12G Cisco RV345P-K9-G5 

�V;P:VABP ?>@BV2 WAN 12 E 1000M1VB/A 2 E 1000M1VB/A 

�V;P:VABP ?>@BV2 LAN 16 E 1000M1VB/A 

#@>?CA:=0 740B=VABP 673 1VB/A 650 1VB/A 

Firewall OSI   2,3,4,7 2,3,4 

#V4B@8<:0 B@0=A?>@B=8E 

?@>B>:>;V2 

PPPoE, TCP/IP, DHCP, IPsec, PPTP, L2TP, UDP/IP 

#V4B@8<C20=V ?@>B>:>;8 RIP /1, 2, ng, IGMP,IPv6, Static IP, ALG, DHCP 

client, GRE 

#V4B@8<:0 VPN &0: &0: 

https://setevuha.ua/wifi-routery/type=4396:17940/
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�>40B>: �. "5E=VG=V E0@0:B5@8AB8:8 Mikrotik CCR1016-12G 

 

#>BC6=89 @>CB5@ 2V4 2V4><>3> 1@5=4C MikroTik, S:89 ?@0FRT =0 107V 16-

S45@=>3> ?@>F5A>@0 V RAM >1'T<>< 2 ��. $>CB5@ <0T 2 A2>T<C @>7?>@S465==V 420 

SODIMM-A;>B0<8 4;S @>7H8@5==S >19T<C >?5@0B82=>W ?0<9SBV 4> 16 ��. 

#@>?CA:=0 740B=VABP @>CB5@0 ?@8 FP><C 4>AS30T 12 �1VB/A 01> 6 ?@81;87=> 17,8 

<;= 64-1VB=8E ?0:5BV2 2 A5:C=4C. � =0S2=>ABV 12 3V301VB=8E ?>@BV2 LAN, 0 B0:>6 

@>7'T< MicroUSB V COM-?>@B. !0 :>@?CAV T :>;P>@>289 48A?;59 4;S 2V4AB565==S 

>A=>2=8E ?0@0<5B@V2 @>1>B8 <0@H@CB870B>@0. $>CB5@ CCR1016-12G ?V4B@8<CT 

FV;89 @S4 ?@>B>:>;V2 :><CB0FVW B0 H8D@C20==S, 0 B0:>6 DC=:FVW OpenVPN, 

IPSec, Proxy, PPPoE V 1030B> V=H8E. 

"A=>2=V ?0@0<5B@8: 

- &8? ?@8AB@>R 3 <0@H@CB870B>@; 

- &5E=>;>3VS 4>ABC?C 3 Ethernet; 

- �V;P:VABP LAN ?>@BV2 3 12; 

- &8? LAN ?>@BV2 - 10/100/1000Base-TX (1000  1VB/A); 

- !0S2=VABP USB ?>@BV2 - 1, micro USB; 

- +0AB>B0 ?@>F5A>@0 - 1200  �F, Tilera Tile-Gx16; 

- "1'T< >?5@0B82=>W ?0<'SBV - 2048  �; 

- Web-V=B5@D59A 3 T; 

- #V4B@8<:0 Telnet  - T; 

- �0BG8: =0?@C38 3 T; 

- "?5@0FV9=0 A8AB5<0 - MikroTik RouterOS v6 (64bit), Level 6 license; 

- #0<'SBP - 512  1. 
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�>40B>: �. %0@0:B5@8AB8:8 >?5@0FV9=>W A8AB5<8 Miktorik 

 

#@8 FP><C ?@0FR20B8 >?5@0FV9=0 A8AB5<0 <>65 S: =0 0?0@0B=8E 

?;0BD>@<0E Mikrotik RouterBoard, ?>1C4>20=>W S: ?@028;> =0 ?@>F5A>@0E 

PowerPC V Atheros, B0: V =0 >1;04=0==V ?>1C4>20=><C =0 107V E86 0@EVB5:BC@8, 

?@>ABVH5 :06CG8 - 728G09=V ?5@A>=0;P=V :><?'RB5@8. 

#V4B@8<CRBPAS @S4 DC=:FV9 4;S @>1>B8 7 ?@>B>:>;>< TCP/IP.  

(C=:FVW <0@H@CB870FVW [13]: 

- %B0B8G=0 <0@H@CB870FVS;  

- �V@BC0;P=0 <0@H@CB870FVS (VRF);  

-  0@H@CB870FVS =0 107V ?>;VB8:;  

-  0@H@CB870FVS =0 107V V=B5@D59AV2;  

- �8=0<VG=V ?@>B>:>;8 <0@H@CB870FVW RIP v1/v2, OSPFv2, BGP v4 V RIPng, 

OSPFv3, BGP 4;S IPv6 ?@>B>:>;C;  

- VPN V BC=5;V IPsec - IP security AH V ESP ?@>B>:>;8, 7 ?V4B@8<:0 

0?0@0B=>3> H8D@C20==S =0 45S:8E <>45;SE >1;04=0==S RouterBoard;  

- PTP (Point to Point) ?@>B>:>;8, 2:;RG0RG8 OpenVPN, PPTP, PPPoE, 

L2TP, SSTP 7 ?V4B@8<:>R PAP, CHAP, MSCHAPv1 V MSCHAPv2 02B>@870FVW; 

- #V4B@8<:0 ?@>AB8E BC=5;V2 ?> ?@>B>:>;0< IP2IP V EoIP 2 <5@560E IPv4 V 

IPv6; ?V4B@8<:0 2V@BC0;P=8E <5@56 VLAN;  

- &C=5;V =0 107V MPLS;  

- DHCP 107>289 DHCP A5@25@ 7 ?V4B@8<:>R IPv6 (DHCPv6-PD);  

- DHCP :;VT=B 7 ?V4B@8<:>R IPv6 (DHCPv6);  

- %B0B8G=89 V 48=0<VG=89 DHCP;  

- #5@A>=0;P=V DHCP =0AB@>9:8;  

- QoS <>6;82VABP 48=0<VG=>3> :5@C20==S A<C3>R ?@>?CA:0==S 4;S IP, 

?@>B>:>;C, ?V4<5@56V, ?>@BC V ;0=FR6:8 70 4>?><>3>R ?@>B>:>;C HTB 

(Hierarchical Token Bucket);  

- Simple queues (?@>ABV G5@7V) 4;S H284:>W @50;V70FVW DC=:FVW QoS;  



 

 
�<. �@> 7 4>>C<. �V4?8A �4B4 

�@> 

 
2023.� �.123.602.19.00.00 �� 

- �8=0<VG=5 28@V2=R20==S H284:>ABV :;VT=B0 (PCQ);  

- Proxy 21C4>20=89 FTP V HTTP/HTTPS ?@>:AV-A5@25@ 7 <>6;82VABR 

:5HC20==S;  

- #@>7>@89 DNS V HTTP ?@>:AV-A5@25@;  

- #V4B@8<:0 SOCKS ?@>B>:>;C;  

- DNS static 70?8A8;  

- #V4B@8<:0 Parent proxy;  

- %?8A>: 4>ABC?C Access control list;  

#V4B@8<:0 ?@>B>:>;V2 02B>@870FVW PAP, CHAP, MSCHAPv1 V MSCHAPv2;  
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�>40B>: �. !:@V?B =0;0HBC20==O ?@028; <0@H@CB870B>@0 

 

!0;0HBC20==S NAT: 

add chain=srcnat action=masquerade out-interface=ether1 

�>72V; =0 ICMP-?0:5B8: 

add action=accept chain=input comment="Allow Pings" disabled=no protocol=icmp 

add action=accept chain=forward disabled=no protocol=icmp 

�0E8AB 2V4 DNS D;C4C 01> DNS Amplification 

add action=accept chain=forward comment="DNS Flood" disabled=no dst-port=53 

protocol=udp 

add action=add-src-to-address-list address-list=dns_flood address-list-timeout=1h 

chain=input disabled=no dst-port=53 in-interface=ether1 protocol=udp 

add action=drop chain=input disabled=no dst-port=53 in-interface=ether1 

protocol=udp src-address-list=dns_flood 

�;>:C20==S A:0=5@V2 ?>@BV2: 

add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="Port scanners to list" disabled=no protocol=tcp psd=21,3s,3,1 

add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="NMAP FIN Stealth scan" disabled=no protocol=tcp tcp-

flags=fin,!syn,!rst,!psh,!ack,!urg 

add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="SYN/FIN scan" disabled=no protocol=tcp tcp-flags=fin,syn 

add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="SYN/RST scan" disabled=no protocol=tcp tcp-flags=syn,rst 

add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="FIN/PSH/URG scan" disabled=no protocol=tcp tcp-

flags=fin,psh,urg,!syn,!rst,!ack 
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add action=add-src-to-address-list address-list=port_scanners address-list-timeout=2w 

chain=input comment="NMAP NULL scan" disabled=no protocol=tcp tcp-

flags=!fin,!syn,!rst,!psh,!ack,!urg 

add action=drop chain=input comment="dropping port scanners" disabled=no src-

address-list=port_scanners 

�;>:C20==S invalid A5AV9: 

add action=drop chain=input comment="DROP invalid" connection-state=invalid 

disabled=no 

�;>:C20==S Telnet 1@CBD>@A: 

add action=drop chain=input comment="DROP Telnet brutforce" disabled=no dst-

port=23 protocol=tcp src-address-list=telnet_blacklist 

add action=add-src-to-address-list address-list=telnet_blacklist address-list-

timeout=30m chain=input connection-state=new disabled=no dst-port=23 protocol=tcp 

src-address-list=telnet_stage3 

add action=add-src-to-address-list address-list=telnet_stage3 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=23 protocol=tcp src-address-

list=telnet_stage2 

add action=add-src-to-address-list address-list=telnet_stage2 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=23 protocol=tcp src-address-

list=telnet_stage1 

add action=add-src-to-address-list address-list=telnet_stage1 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=23 protocol=tcp 

�;>:C20==S SSH 1@CBD>@A: 

add action=drop chain=input comment="Drop SSH brutforce" disabled=no dst-

port=22 protocol=tcp src-address-list=ssh_blacklist 

add action=add-src-to-address-list address-list=ssh_blacklist address-list-timeout=30m 

chain=input connection-state=new disabled=no dst-port=22 protocol=tcp src-address-

list=ssh_stage3 
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add action=add-src-to-address-list address-list=ssh_stage3 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=22 protocol=tcp src-address-

list=ssh_stage2 

add action=add-src-to-address-list address-list=ssh_stage2 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=22 protocol=tcp src-address-

list=ssh_stage1 

add action=add-src-to-address-list address-list=ssh_stage1 address-list-timeout=1m 

chain=input connection-state=new disabled=no dst-port=22 protocol=tcp 

�;>:C20==S SYN D;C4: 

add action=add-src-to-address-list address-list=Syn_Flooder address-list-timeout=30m 

chain=input comment="SYN Flood" connection-limit=30,32 disabled=no protocol=tcp 

tcp-flags=syn 

add action=drop chain=input comment="DROP syn flood" disabled=no src-address-

list=Syn_Flooder  

 


