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 Ш9EF9DAO> А.В.  B;DB5>4 CDB9>FG >B@C’NF9DABW @9D9:V !�� 
«Д9D96B5G8»: >64?VHV>4JV=A4 DB5BF4 A4 ;8B5GFFO BE6VFAьB7B EFGC9AO 54>4?46D, ;4 
EC9JV4?ьAVEFN 123 КB@C’NF9DA4 VA:9A9DVO. "9DABCV?ь: В!� «"$К "�"#», 2023. 
77E. 
 

 КB@C’NF9DA4 @9D9:4 CB5G8B64A4 ; 6<>BD<EF4AAO@ EF4A84DFG Gigabit 
Ethernet.  B;DB5>4 C9D9854K4є CDB9>FG64AAO, VAEF4?OJVN, A4?4LFG64AAO  
F9EFG64AAO V 6CDB648:9AAO @9D9:V 6 G@4I !��. �D< CDB9>FG64AAV 8BFD<@4AV 
CD<AJ<CV6 GAVHV>B64ABEFV, @4ELF45B64ABEFV F4 ;59D9:9AAO 6>?489A<I VA69EF<JV=. 
Ц9AFD4?V;B64A9 F4 D9;9D6A9 ;59DV74AAO 84A<I D94?V;B64AB A4 @9D9:96B@G @4E<6V 
84A<I. Ш?N; 8BEFGCG 8B VAF9DA9FG CB5G8B64AB A4 �! Linux CentOS 9 ; 
6<>BD<EF4AAO@ @V:@9D9:96B7B 9>D4AG ;4 F9IB?B7VєN NAT.  В CDBJ9EV 
CDB9>FG64AAO  D94?V;B64AB @B89?N64AAO DB5BF< @9D9:96BW VAHD4EFDG>FGD<.    
 

 К?NKB6V E?B64: ?B>4?ьA4 >B@C’NF9DA4 @9D9:4, VLAN, Linux CentOS, NAT. 
 

 

ANNOTATION 

 

 Shesterniak Anatolii. !omputer Network Project Development of Derevobud 

Joint Small Enterprice: qualification work for obtaining a bachelor's degree, specialty 

123 Computer Engineering. Ternopil: Separate Structural Subdivision "Ternopil 

Professional College of Ivan Puluj National Technical University", 2023. 77p. 

 

 The computer network has been built using the Gigabit Ethernet standard. The 

development involves designing, installing, setting up testing and implementing the 

network for Joint Small Enterprice. The principles of uniformity, scalability and 

preservation of investments were observed. Centralized backup data storage has been 

implemented on a network data array. The Internet access gateway has been built using  

CentOS 9 Linux OS and NAT firewall. Simulation of network operation has been 

performed. 

 

 Keywords: Local Area Network, VLAN, Linux CentOS, NAT. 
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802.3ad (Link Aggregation) 3 B5E=>;>3VO >19T4=0==O :0=0;V2 729O7:C; 

802.3ae - 10 GbE. 

DNS (Domain Name System) - A5@25@ 4><5==8E V<5=. 

EIA (Electronic Industries Association) 3 0A>FV0FVO 5;5:B@>==>W ?@><8A;>2>ABV. 

IEEE 802.3ab - AB0=40@B Gigabit Ethernet =0 28BV9 ?0@V UTP 55. 

IEEE 802.3ac - 71V;LH5==O <0:A8<0;L=>3> @>7<V@C D@59<C 4> 1522 109B (4;O 

?V4B@8<:8 V=D>@<0FVW ?@> VLAN AB0=40@BC IEEE 802.1Q B0 ?@V>@8B5BC 

AB0=40@BC IEEE 802.1p). 

IEEE 802.3u - 100BASE-TX Fast Ethernet. 

IEEE 802.3u - AB0=40@B Fast Ethernet 100 1VB/A. 

IEEE 802.3z 3 AB0=40@B  Gigabit Ethernet 1000M1VB/A. 

IP (Internet Protocol) 3 �=B5@=5B-?@>B>:>;. 

LAN (Local Area Network) 3 ;>:0;L=0 <5@560. 

MAC (Media Access Control) -  0?0@0B=0 04@5A0 #�. 

NAT (Network Address Translation) 3 <5@56520 B@0=A;OFVO 045A. 

OSI (Open System Interface) 3 <>45;L 79T4=0==O 2V4:@8B8E A8AB5<. 

QoS 3 B5E=>;>3VO ?@V>@5B870FVW ?0:5BV2, I> ?@>E>4OBL G5@57 <5@565=5 

>1;04=0==O. 

SNMP (Simple Network Management Protocol) 3 ?@>B>:>; :5@C20==O 

<5@565N. 

Spanning Tree Protocol 3 0;3>@8B< ?>:@820NG>3> 45@520, 28:>@8AB>2CTBLAO 

4;O ?@>:;040==O @575@2=8E 729O7:V2 <V6 2C7;0<8. 

UTP (Unshielded Twisted Pair) 3 :015;L B8?C =55:@0=>20=0 A:@CG5=0 ?0@0. 
"% - >?5@0FV9=0 A8AB5<0. 

#� - ?5@A>=0;L=89 :><?9NB5@. 

 
 
 

http://uk.wikipedia.org/wiki/IEEE_802.1Q
http://uk.wikipedia.org/w/index.php?title=IEEE_802.1p&action=edit&redlink=1
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�!"#� 

 

B 40=89 G0A ?5@A>=0;L=V :><?'NB5@8 T ?@0:B8G=> 2AN48, WE 

28:>@8AB>2CNBL 24><0, =0 28@>1=8FB2V, C @V7=8E 30;C7OE 5:>=><V:8. A;5 2AV FV 

<>6;82>ABV C =0H G0A 72>4OBLAO =0=V25FL 157 =0O2=>ABV ACG0A=8E 70A>1V2 

:><C=V:0FVW, B>1B> 72'O7:C. � A5@548=V 80-E @>:V2 7'O28;8AO AB0=4a@B=V 

B5E=>;>3VW >1'T4=0==O :><?'NB5@V2 2 <5@56C - Ethernet, Arcnet, Token Ring. 

,284:VABL ?5@540GV 40=8E <5@565N AB0=>28;0 4> 10  �VB/A. P>7@>1=8:8 

3;>10;L=8E <5@56 <0;8 7<>3C BV;L:8 <@VOB8 ?@> B0:V H284:>ABV - W< 

4>2>48;>AO :>@8ABC20B8AO B8<8 :0=0;0<8 72'O7:C, O:V 1C;8 2 =0O2=>ABV, 0 

A0<5: B5;5D>==8<8 :0=0;0<8, O:V ?>30=> ?@8AB>A>20=V 4;O 28A>:>H284:VA=>W 

?5@540GV 40=8E. %L>3>4=V o1G8A;N20;L=V <5@56V ?@>4>26CNBL @o72820B8AO 

4>A8BL H284:>. $>7@82 <V6 3;>10;L=8<8 V ;>:a;L=8<8 <5@560<8 ?>ABV9=> 

A:>@>GCTBLAO 2 >A=>2=><C 70 @0EC=>: ?>O28 28A>:>H284:VA=8E 

B5@8B>@V0;L=8E :0=0;V2 72'O7:C. B 3;o10;L=8E <5@560E 7'O2;ONBLAO A;C618 

4>ABC?C 4> @5AC@AV2, B0:V 6 7@CG=V V ?@>7>@V, O: V A;C618 ;>:0;L=8E <5@56 [8].  

%0<5 70 4>?><>3>N ;>:0;L=8E <5@56 <>6;82> 7 =09<5=H8<8 

7CA8;;O<8 >@30=V7C20B8 @>1>BC 25;8:>W :V;L:>ABV :><?'NB5@V2, 25AB8 

F5=B@0;V7>20=5 C?@02;V==O, 70157?5G8B8 =04V9=C V=D>@<0FV9=C 157?5:C, V 

0=B82V@CA=89 70E8AB. 

"A=>2=>N <5B>N :20;VDV:0FV9=>W @>1>B8 T @>7@>1:0  :><?9NB5@=>W 

<5@56V 4;O % # «�5@52>1C4».  5@560 1C4C20B8<5BLAO 7 28:>@8AB0==O< 

AB0=40@BC Gigabit Ethernet. !0 >A=>2V 0=0;V7C B5E=VG=>3> 70240==O B0 

0=0;VB8G=>3> >3;O4C VA=CNG8E @VH5=L 1C45 281@0=> DV78G=C B>?>;>3VN 

<5@56V B0 <>45;L 270T<>4VW <V6 <5@56528<8 2C7;0<8. #V4V1@0=> 0:B82=5 B0 

?0A82=5 >1;04=0==O, @>7@>1;5=> V=AB@C:FVW 7 V=AB0;OFVW B0 =0;0HBC20==O 

0:B82=>3> <5@5652>3> >1;04=0==O B0 <5@5652>3> AE>28I0 40=8E.     
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 2023.� �.123.602.20.00.00 �� 

1 �����,���  ����� 

  

 1.1 "5E=VG=5 70240==O 

 

 1.1.1 �09<5=C20==O B0 >1;0ABL 70AB>AC20==O 

  

 &5<0: $>7@>1:0 ?@>5:BC ;>:0;L=>W :><?9NB5@=>W <5@56V 4;O % # 

«�5@52>1C4». #@>5:B ;>:0;L=>W <5@56V ?5@5410G0T @>7@>1:C AB@C:BC@>20=>W 

:015;L=>W A8AB5<8 AB0=40@BC Gigabit Ethernet, 2?@>20465==O <5@56528E 

A;C61. 

 �0=89 ?@>5:B E0@0:B5@87CTBLAO E>@>H>N <0AHB01>20=VABN, =0O2=VABN 

=5>1EV4=8E :><C=V:0FV9=8E 70A>1V2 ?@8B0<0==8E ACG0A=><C ?V4?@8T<AB2C. 

#@>5:B <>65 1CB8 28:>@8AB0=89 4;O ?V4?@8T<AB20 7 :V;L:VABN #� 4> 100.  

  

1.1.2 �@87=0G5==O @>7@>1:8 

 

$>7@>1:0 ?@87=0G5=0 70157?5G8B8: 

1. "19T4=0B8 2AV @>1>GV AB0=FVW 2 ;>:0;L=C <5@56C. 

2. �0157?5G5==O 4>ABC?C 4> <5@56V �=B5@=5B 2AV< @>1>G8< AB0=FVO<. 

3. %?V;L=5 28:>@8AB0==O <5@56528E @5AC@AV2. 

4. �0E8AB ;>:0;L=>W <5@56V 2V4 =5A0=:FV>=>20=>3> 4>ABC?C. 

5. �15@565==O 2:;045=8E V=25AB8FV9 ?@8 @>7H8@5==V 01> <>45@=V70FVW 

<5@56V. 

 >45@=V70FVO ?5@5410G0T 28:>@8AB0==O 1V;LH H284:VA=>3> >1;04=0==O 

4;O O4@0 <5@56V B0 >?B8<V70FVO ?@>?CA:=>W 740B=>ABV <5@56V H;OE>< 

28:>@8AB0==O< B5E=>;>3V9 :5@C20==O ?@>?CA:=>N 740B=VABN >:@5<8E ?>B>:V2 

<5@5652>3> B@0DV:C. 
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#5@5EV4 4> 1V;LH H284:VA=>3> AB0=40@BC Ethernet 3 10 Gigabit Ethernet 

1C45 ?5@5410G0B8 70<V=C 28B>W ?0@8 %�% ;>:0;L=>W <5@56V =0 >?B8G=V :0=0;8 

729O7:C. 

 

1.1.3 �8<>38 4> 0?0@0B=>3> B0 ?@>3@0<=>3> 70157?5G5==O 

  

 �;O ?>1C4>28 ;>:0;L=> <5@56V 4;O % # «�5@52>1C4»  =5>1EV4=> 

2V4?>2V4=5 0?0@0B=5 B0 ?@>3@0<=5 70157?5G5==O. � 40=><C ?V4@>74V;V 

48?;><=>3> ?@>5:BC AD>@<CT<> >A=>2=V 28<>38 4> 0?0@0B=>3> 70157?5G5==O 

� . 

  �><CB0B>@ @>1>G8E 3@C? 2818@0TBLAO 7 ?V4B@8<:>N =0ABC?=8E 

AB0=40@BV2: 

1. %B0=40@B IEEE 802.3.  

2. %B0=40@B IEEE 802.3u.  

3. %B0=40@B IEEE 802.3ab.  

4. (C=:FVO 02B>C73>465==O NWay.  

�>;>2=89 :><CB0B>@ 2818@0TBLAO 7 ?V4B@8<:>N =0ABC?=8E AB0=40@BV2: 

1. %B0=40@B IEEE 802.3.  

2. %B0=40@B IEEE 802.3u.  

3. %B0=40@B IEEE 802.3ab.  

4. (C=:FVO 02B>C73>465==O NWay.  

 5@565289 <0A82 40=8E 2818@0TBLAO 2 :>=DV3C@0FVW, O:0 @>7@0E>20=0 =0 

VA=CNGC :V;L:VABL :>@8ABC20GV2 ;>:0;L=>W <5@56V. 

�?0@0B=0 G0AB8=0 4;O A5@25@0 4>ABC?C 4> <5@56V �=B5@=5B 2818@0TBLAO 7 

@>7@0EC=:>< =0 ?>40;LH5 71V;LH5==O :V;L:>ABV :>@8ABC20GV2, O:8E 2>=8 

1C4CBL >1A;C3>2C20B8.  

 �> ?@>3@0<=>3> 70157?5G5==O ;>:0;L=>W <5@56V 2V4=>AOBL:  
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1. "% A5@25@0 4>ABC?C 4> <5@56V �=B5@=5B.  V6<5@565289 5:@0=  =0 107V 

"% Linux CentOS 9 ?>28=5= 2>;>4VB8 DC=:FVO<8 DV;LB@0FVW B@0DV:C =0 3 B0 4 

@V2=OE <>45;V OSI.  #V4B@8<C20B8 DC=:FVW NAT B0 V=H8E <5@56528E A5@2VAV2. 

2. "% <5@5652>3> AE>28I0 40=8E. �818@0TBLAO 7 ?V4B@8<:>N =0ABC?=8E 

?@>B>:>;V2: FTP, SAMBA/CIFS, WEBDAV. 

3. "% @>1>G8E AB0=FV9. #@>3@0<=5 70157?5G5==O @>1>G8E AB0=FV9 

?>28==5 ?V4B@8<C20B8 AB5: TCP/IP ?@8 @>1>BV 2 ;>:0;L=V9 B0 3;>10;L=V9 

<5@560E. 

 

1.1.4 �8<>38 4> 4>:C<5=B0FVW 
 

�>:C<5=B0FVO 4;O ;>:0;L=>W <5@56V 1C45 ?>B@V1=0 2 ?@>F5AV 

5:A?;C0B0FVW <5@56V. � ?@>F5AV @>1>B8 ;>:0;L=>W <5@56V AB2>@NTBLAO 

=0ABC?=0 4>:C<5=B0FVO: DV78G=0 B>?>;>3VO ;>:0;L=>W <5@56V, ;>3VG=0 

B>?>;>3VO ;>:0;L=>W <5@56V, AE5<0 �$-04@5A0FVW.  

�;O >B@8<0==O @>7H8@5=8E 40=8E ?@> 2C7;8 <5@56V 1C45 28:>@8AB0=> 

A?5FV0;V7>20=5 ?@>3@0<=5 70157?5G5==O. 

 

1.1.5 "5E=V:>-5:>=><VG=V ?>:07=8:8  

 

!86G5 =02545=> >A=>2=V B5E=V:>-5:>=><VG=V ?>:07=8:8 ?@>5:BC 

;>:0;L=>W <5@56V 4;O % # «�5@52>1C4»: 

ý &5E=>;>3VO ?>1C4>28 ;>:0;L=>W <5@56V - 1000Base-T); 

ý (V78G=0 B>?>;>3VO 3 �V1@84=0; 

ý  >45;L 270T<>4VW <V6 2C7;0<8 - �;VT=B-A5@25@; 

ý &8? <5@565=>3> AE>28I0 40=8E - NAS 

ý "% A5@25@0 - Linux CentOS 9. 

ý #@>B>:>; >1<V=C 40=8<8 7 NAS 3 FTP; 

ý �>ABC? 4> <5@56V �=B5@=5B 70A>10<8 ?@>:AV-A5@25@0 3 Squid; 
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ý *V=0 - 4> 300 B8A.3@=. 

ý %>1V20@BVABL - 4> 520 B8A. 3@=. 

 

1.1.6  !B04VW B0 5B0?8 @>7@>1:8 

 
�B0?8 ?@>5:BC20==O ;>:0;L=>W <5@56V 4;O % # «�5@52>1C4»: 

ý #;0=C20==O 5B0?V2 @>7@>1:8 <5@56V; 

ý $>7@>1:0 ;>3VG=>W B>?>;>3VW <5@56V; 

ý $>7@>1:0 DV78G=>W B>?>;>3VW <5@56V; 

ý �81V@ 0:B82=>3> :><CB0FV9=>3> >1;04=0==O; 

ý  >=B06 <5@56V; 

ý #V4:;NG5==O :><CB0FV9=>3> >1;04=0==O;  

ý �>=DV3C@C20==O H;N70; 

ý �>=DV3C@C20==O NAS; 

ý &5ABC20==O  <5@56V; 

ý $>7@>1:0 B5E=VG=>W 4>:C<5=B0FVW. 

 
 
1.1.7 �>@O4>: :>=B@>;N B0 ?@89><C  

 

�>:0;L=0 :><?9NB5@=0 <5@560 <0T 2V4?>2V4=V B5E=VG=V ?>:07=8:8 2V4 

O:8E 70;568BL WW @>1>B0: 

1. $50;L=0 H284:VABL <5@56V. 

2. ,284:VABL ?5@540GV 25;8:8E B0 <0;8E 70 @>7<V@>< ?0:5BV2 <V6 

2C7;0<8 <5@56V. 

3. �V;L:VABL 2B@0G5=8E ?V4 G0A ?5@540GV G8 ?@89><C ?0:5BV2. 

4. %B0B8AB8:0 @>1>B8 ?@>B>:>;V2 :0=0;L=>3>, <5@5652>3> B0 

B@0=A?>@B=>3> @V2=V2. 

�>=B@>;L 28I5 =02545=8E ?>:07=8:V2 1C45 ?@>2>48B8AL 

C?>2=>2065=8<8 =0 F5 >A>10<8, ?@54AB02=8:0<8 4;O % # «�5@52>1C4»  7 
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28:>@8AB0==O< 2V4?>2V4=8E 0?0@0B=8E (:015;L=89 B5AB5@ A5@B8DV:>20=89 4;O 

AB0=40@BC Gigabit Ethernet =0 <V4=V9 28BV9 ?0@V) B0 ?@>3@0<=8E 70A>1V2 

(CB8;VB8 "%, iperf, Wireshark). 

 

1.2 �>AB0=>2:0 7040GV =0 @>7@>1:C  ?@>5:BC. %0@0:B5@8AB8:0  
?V4?@8T<AB20, 4;O  O:>3> AB2>@NTBLAO ?@>5:B <5@56V  

 

#@>5:B <5@56V @>7@>1;OTBLAO 4;O % # «�5@52>1C4». �>@>B:0 4>2V4:0 

?@> ?V4?@8T<AB2>: 

ý #>2=5 =09<5=C20==O N@848G=>W >A>18: %#��,!�  ��� 

#��#$�� %&�" «��$��"�'�»; 

ý %:>@>G5=0 =0720:  % #  "�5@52>1C4"; 

ý %B0BCA N@848G=>W >A>18: =5 ?5@51C20T 2 ?@>F5AV ?@8?8=5==O; 

ý �>4 ��$#"': 37781423; 

ý �0B0 @5TAB@0FVW:   08.07.2011; 

ý "@30=V70FV9=>-?@02>20 D>@<0: B>20@8AB2> 7 >1<565=>N 

2V4?>2V40;L=VABN; 

ý (>@<0 2;0A=>ABV: =545@602=0 2;0A=VABL. 

�848 4VO;L=>ABV: 

ý �8@>1=8FB2> <51;V2; 

ý �8@>1=8FB2> V <>=B06 45@529O=8E :>=AB@C:FV9 (0;LB0=:8, A0C=8, 

40G=V 1C48=>G:8 B0 V=.); 

ý �8@>1=8FB2> 3>B>28E B5:AB8;L=8E 28@>1V2, :@V< >4O3C; 

ý �VA>?8;L=5 B0 AB@C30;L=5 28@>1=8FB2>; 

ý �8@>1=8FB2> V=H8E 45@529O=8E 1C4V25;L=8E :>=AB@C:FV9 V AB>;O@=8E 

28@>1V2; 

ý "?B>20 B>@3V2;O <51;O<8, :8;8<0<8 9 >A2VB;N20;L=8< ?@8;044O<; 

ý "?B>20 B>@3V2;O 45@528=>N, 1C4V25;L=8<8 <0B5@V0;0<8 B0 A0=VB0@=>-

B5E=VG=8< >1;04=0==O<. 
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#;0=>2>-5:>=><VG=89 2V44V; >G>;NT 3>;>2=89 5:>=><VAB. �V44V; 

709<0TBLAO @>7@>1:>N ?>B>G=8E V ?5@A?5:B82=8E ?;0=V2 DV=0=AC20==O, 2545 

0=0;V7 B@C4>28E V <0B5@V0;L=8E 28B@0B, 287=0G0T H;OE8 ?V428I5==O 

5D5:B82=>ABV 28@>1=8FB20 V ?@>4C:B82=>ABV ?@0FV. �>;>2=><C 5:>=><VABC 

?V4?>@O4:>2CNBLAO V=65=5@ ?> >@30=V70FVW V =>@<C20==N ?@0FV, 5:>=><VAB ?> 

1N465BC, 5:>=><VAB ?> FV=0< V FV=>CB2>@5==N.  

�>;>2=89 1CE30;B5@ >G>;NT 1CE30;B5@VN, O:0 ?>@O4 7 ?;0=>2>-

5:>=><VG=8< 2V44V;>< AB0=>28BL DV=0=A>2>-5:>=><VG=C A;C61C.  

 �> A:;04C 2E>4OBL % #  2E>4OBL B0:V ?V4@>74V;8:  

- #@89><=0. 

- �8@5:B>@. 

- �0ABC?=8:8. 

- �V44V; @>1>B8 7 :;VT=B0<8. 

- �V44V; <5=5465@V2 V <0@:5B>;>3V2. 

- �V44V; ?@>5:BC20==O V @>7@>1:8. 

- �8@>1=8G89 2V44V;. 

- #;0=>2>-5:>=><VG=89 2V44V;. 

- �CE30;B5@VO. 

- �V44V; ?>AB0G0==O. 

- �V44V; @50;V70FVW. 

- �V44V; :04@V2. 

- �&-2V44V;. 

- �0; 70AV40=L. 

 !5>1EV4=0 H284:VABL ?5@540GV 2 <5@56V, I> @>7@>1;OTBLAO 3 1000 1VB/A. 

#@8 ?@>5:BC20==V <5@56V ?>B@V1=> 2@0E>2C20B8 <>6;82VABL ?@8T4=0==O 

=>28E :>@8ABC20GV2. �V4?>2V4=> 4> FL>3> ?>B@V1=> 70;>68B8 ?52=89 70?0A 

?@>?CA:=>W 740B=>ABV 2 <5@56C, I> ?@>5:BCTBLAO B0 <5@56525 >1;04=0==O.   

 #@8 :>=DV3C@C20==V ?@>3@0<=>3> 70157?5G5==O A5@25@V2, ?>B@V1=> 

2@0E>2C20B8 D0:B>@ 157?5:8 B0 @>7H8@5=>W DC=:FV>=0;L=>ABV, I> T 4>A8BL 
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206;828< 2@0E>2CNG8 ACG0A=89 AB0= @5G59. �;O ?@>5:BC ;>:0;L=>W <5@56V 

1060=8< T 28:>@8AB0==O 157:>HB>2=>3> ?@>3@0<=>3> 70157?5G5==O, I> 40ABL 

7=0G=C 5:>=><VN :>HBV2 4;O ?@>5:BC 7030;><. 
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2  �� ���� "�%��'���� "�  ���'��� � ���"# 

 

 2.1 �?8A B0 >1�@C=BC20==O 281>@C  ;>3VG=>3> B8?C <5@56V 
 

#5@52038, >45@6C20=V ?@8 <5@5652><C >1'T4=0==V ?5@A>=0;L=8E 

:><?'NB5@V2, ?5@5@0E>20=V =86G5 [2]: 

1. #>4V; @5AC@AV2 4>72>;OT >I04;82> 28:>@8AB>2C20B8 @5AC@A8, 

=0?@8:;04, C?@02;OB8 ?5@8D5@V9=8<8 ?@8AB@>O<8, B0:8<8, O: 4@C:CNGV 

?@8AB@>W, 7>2=VH=V ?@8AB@>W 715@V30==O V=D>@<0FVW, <>45<8 V B.4. 7 CAVE 

?V4:;NG5=8E @>1>G8E AB0=FV9. 

2. #>4V; 40=8E =040T <>6;82VABL 4>ABC?C V :5@C20==O 1070<8 40=8E 7 

?5@8D5@V9=8E @>1>G8E <VAFL, I> ?>B@51CNBL V=D>@<0FVW. 

3. #>4V; ?@>3@0<=8E 70A>1V2 =040T <>6;82VABL >4=>G0A=>3> 

28:>@8AB0==O F5=B@0;V7>20=8E, @0=VH5 2AB0=>2;5=8E ?@>3@0<=8E 70A>1V2. 

4. #>4V; @5AC@AV2 ?@>F5A>@0, I> 70157?5GCT 28:>@8AB0==O 

>1G8A;N20;L=8E ?>BC6=>AB59 4;O >1@>1:8 40=8E V=H8<8 A8AB5<0<8, I> 

2E>4OBL C <5@56C.  

5. �030B>:>@8ABC20FL:89 @568< - >4=>G0A=5 28:>@8AB0==O 

F5=B@0;V7>20=8E ?@8:;04=8E ?@>3@0<=8E 70A>1V2, 728G09=> 70740;53V4L 

CAB0=>2;5=8E =0 A5@25@V 4>40B:V2. 

#@0:B8G=> 2AV ?>A;C38 <5@56V ?>1C4>20=V =0 ?@8=F8?V :;VT=B-A5@25@. 

%5@25@>< C <5@56V =07820TBLAO :><?'NB5@, 740B=89 =04020B8 :;VT=B0< (C <V@C 

?@8E>4C 2V4 =8E 70?8BV2) 45O:V <5@56=V ?>A;C38. �70T<>4VO :;VT=B-A5@25@ 

1C4CTBLAO 728G09=> 2 B0:89 A?>AV1. � ?@8E>4>< 70?8BV2 2V4 :;VT=BV2 A5@25@ 

70?CA:0T @V7=V ?@>3@0<8 =040==O <5@56528E ?>A;C3. � <V@C 28:>=0==O 

70?CI5=8E ?@>3@0< A5@25@ 2V4?>2V40T =0 70?8B8 :;VT=BV2. �A5 ?@>3@0<=5 

70157?5G5==O <5@56V B0:>6 <>6=0 ?>4V;8B8 =0 :;VT=BAL:5 V A5@25@=5. #@8 

FL><C ?@>3@0<=5 70157?5G5==O A5@25@0 709<0TBLAO =040==O< <5@56528E 
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?>A;C3, 0 :;VT=BAL:5 ?@>3@0<=5 70157?5G5==O 70157?5GCT ?5@540GC 70?8BV2 

A5@25@C 9 >45@60==O 2V4?>2V459 2V4 =L>3>. 

 �A=CNGV <5@56V ?@89=OB> 2 40=89 G0A 4V;8B8 2 ?5@HC G5@3C 70 

B5@8B>@V0;L=>N >7=0:>N [6]: 

1. �>:0;L=V <5@56V (LAN - Locate Area Network). &0:0 <5@560 >E>?;NT 

=525;8:C B5@8B>@VN 7 2V4AB0==N <V6 >:@5<8<8 :><?'NB5@0<8 4> 10 :<. 

�0728G09 B0:0 <5@560 4VT 2 <560E >4=VTW CAB0=>28. 

2. �;>10;L=V <5@56V (WAN - Wide Area Network). &0:0 <5@560 >E>?;NT, 

O: ?@028;>, 25;8:V B5@8B>@VW (B5@8B>@VN :@0W=8 01> 45:V;L:>E :@0W=). 

�><?'NB5@8 @>7B0H>2CNBLAO >48= 2V4 >4=>3> =0 2V4AB0=V 45AOB:V2 B8AOG 

:V;><5B@V2. 

3. $53V>=0;L=V <5@56V. #>4V1=V <5@56V VA=CNBL 2 <560E <VAB0, @09>=C. � 

40=89 G0A :>6=0 B0:0 <5@560 T G0AB8=>N 45O:>W 3;>10;L=>W <5@56V B0 

>A>1;82>N A?5F8DV:>N ?> 2V4=>H5==N 4> 3;>10;L=>W <5@56V =5 

2V4@V7=OTBLAO. 

  #V4 ;>:0;L=>N >1G8A;N20;L=>N <5@565N (�" ) @>7C<VNBL A?V;L=5 

?V4:;NG5==O 45:V;L:>E >:@5<8E :><?'NB5@=8E @>1>G8E <VAFL (@>1>G8E 

AB0=FV9) 4> T48=>3> :0=0;C ?5@540GV 40=8E. !09?@>ABVH0 <5@560 A:;040TBLAO, 

O: <V=V<C<, V7 42>E :><?'NB5@V2, 7'T4=0=8E >48= 7 >4=8< :015;5<. *5 4>72>;OT 

W< 28:>@8AB>2C20B8 40=V A?V;L=> [13]. 

 �@EVB5:BC@0 <5@56V >?8ACT DV78G=5 @>7B0HC20==O <5@56528E ?@8AB@>W2, 

B8? 28:>@8AB>2C20=8E 040?B5@V2 V :015;V2, 0 B0:>6 287=0G0T <5B>48 ?5@540GV 

40=8E ?> :0=0;0E 72'O7:C. �A=CNBL 420 >A=>2=8E B8?8 <5@56: >4=>@0=3>2V V 

<5@56V =0 >A=>2V A5@25@0. ' B8<G0A>2>W <5@56V 2AV :><?'NB5@8 @V2=>?@02=V: 

=5<0T VT@0@EVW A5@54 :><?'NB5@V2 V =5<0T 284V;5=>3> A5@25@0. ' B0:V9 <5@56V 

:>65= :><?'NB5@ DC=:FV>=CT V O: :;VT=B, V O: A5@25@. 'AV :>@8ABC20GV 

A0<>ABV9=> 28@VHCNBL, O:V 40=V =0 A2>T<C :><?'NB5@V 7@>18B8 

7030;L=>4>ABC?=8<8 ?> <5@56V. /:I> 4> <5@56V ?V4:;NG5=> 1V;LH5 10 

:>@8ABC20GV2, B> >4=>@0=3>20 <5@560, 45 :><?'NB5@8 28ABC?0NBL C @>;V V 
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:;VT=BV2, V A5@25@V2, <>65 28O28B8AO =54>AB0B=L> ?@>4C:B82=>N. &><C 

1V;LHVABL <5@56 28:>@8AB>2CT 284V;5=V A5@25@8. �84V;5=8E =07820TBLAO B0:89 

A5@25@, O:89 DC=:FV>=CT BV;L:8 O: A5@25@ (28:;NG0NG8 DC=:FVW :;VT=B0 01> 

@>1>G>W AB0=FVW). �84V;5=V A5@25@8 A?5FV0;L=> >?B8<V7>20=V 4;O H284:>W 

>1@>1:8 70?8BV2 2V4 <5@56528E :;VT=BV2 V 4;O :5@C20==O 70E8AB>< D09;V2 V 

:0B0;>3V2 [1]. 

$>73;O=5<> ?5@52038 28:>@8AB0==O � . "1'T4=0==O ?5@A>=0;L=8E 

:><?'NB5@V2 C 283;O4V ;>:0;L=>W >1G8A;N20;L=>W <5@56V 40T @O4 ?5@5203: 

- #>4V; @5AC@AV2 4>72>;OT 5:>=><=> 28:>@8AB>2C20B8 4>@>35 

>1;04=0==O; 

- #>4V; 40=8E =040T <>6;82VABL 4>ABC?C V :5@C20==O 1070<8 40=8E V 

5;5<5=B0<8 D09;>2>W A8AB5<8 7 ?5@8D5@V9=8E @>1>G8E <VAFL, I> ?>B@51CNBL 

V=D>@<0FVW; 

- *V;VA=VABL ?@>3@0<=>3> 70157?5G5==O, O:5 =040T <>6;82VABL 

>4=>G0A=>3> 28:>@8AB0==O F5=B@0;V7>20=8E, @0=VH5 2AB0=>2;5=8E 

?@>3@0<=8E 70A>1V2. 

�@V< ?>1C4>28 ;>:0;L=>W <5@56V 7 28:>@8AB0==O< B5E=>;>3VW Gigabit 

Ethernet, 1C45 28:>@8AB0=> B5E=>;>3VN VLAN 73V4=> AB0=40@BC IEEE 802.1Q. 

�0=V ?@> >B@8<0=V ?V4<5@56V =02545=> 2 B01;8FV �1 4>40B:C �. 

� B01;8FV �2 4>40B:C � =02545=> 40=V ?@> ?>@B8 :><CB0B>@V2 4;O 

:>=DV3C@C20==O VLAN. *V 4=V 1C4CBL 28:>@8AB0=V C @>74V;V 3 48?;><=>W 

@>1>B8. 

 

2.2  >7@>1:0  AE5<8  DV78G=>3> @>7B0HC20==O :015;V2 B0 2C7;V2 

 

�>:0;L=0 <5@560 4;O % # «�5@52>1C4»  ?>1C4>20=0 =0 107V AB0=40@BC 

Gigabit Ethernet 7 H284:VABN ?5@540GV 1�1VB/A. 
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 5@560 ?>1C4>20=0 7 28:>@8AB0==O< DV78G=>W B>?>;>3VW �V1@84=0.  &0:0 

B>?>;>3VO >19T4=CT 2 A>1V 45:V;L:0 728G09=8E B>?>;>3V9 �V@:0 B0 157?@>2V4=89 

A53<5=B. 

�81V@ 40=>W B>?>;>3VW >1C<>2;5=89 AB0=40@B>< Gigabit Ethernet. /4@>< 

<5@56V 1C45 :><CB0B>@ 3-3> @V2=O.  

&5E=>;>3VO ?>1C4>28 ;>:0;L=>W <5@56V Gigabit Ethernet (1000Base-T) 

?5@5410G0T 28:>@8AB0==O DV78G=>W B>?>;>3VW �V@:0 B0 $>7H8@5=0 7V@:0.  

�;O ?@>5:BC <5@56V 1C45 28:>@8AB0=> DV78G=C B>?>;>3VN �V1@84=0 

(?>T4=0==O DV78G=>W B>?>;>3VW �><V@G0AB0 B0 $>7H8@5=0 7V@:0), >A:V;L:8 A0<5 

2>=0 704>2>;L=OT 2AV< 28<>30< ?5@54 40=8< ?@>5:B>< <5@56V. 

$>73;O=5<> ?5@52038 B0 =54>;V:8 B0:>W DV78G=>W B>?>;>3VW.  

#5@52038: 

1. #@>AB>B0 @50;V70FVW. 

2. )>@>H0 <0AHB01>20=VABL <5@56V. 

3.  >6;82VABL 70AB>AC20==O <5@5652>3> 0=0;V70B>@0 4;O 0=0;V7C 

<5@5652>3> B@0DV:C. 

!54>;V:8: 

1. �;O ?@>A;CE>2C20==O B@0DV:C, I> ?5@540TBLAO <V6 2C7;0<8 ?V4<5@56V 

=5>1EV4=> ?V4:;NG0B8 0=0;V70B>@0 4> :>6=>3> 7 :><CB0B>@V2. 

2. $>1>B0 <5@56V 1C45 70;560B8 2V4 ?@0F5740B=>ABV :><CB0B>@0. 

 

2.3 �1�@C=BC20==O 281>@C :><C=V:0FV9=>3> >1;04=0==O  

 

�;O 70157?5G5==O :><C=V:0FV9=8E ?>B@51 :><?0=VW 2?@>20465=> A5@25@ 

4>ABC?C 4> <5@56V �=B5@=5B B0 <5@56525 AE>28I5 40=8E. �><CB0B>@ O4@0 

<5@56V >19T4=C20B8<5 2AV ?@8AB@>W <V6 A>1>N. �><CB0B>@8 @>1>G8E 3@C? 

1C4CBL >19T4=C20B8 <V6 A>1>N #� >:@5<8E 3@C?.  

&0:0 AE5<0 >@30=V70FVW <5@56V T 7@CG=> 2 B><C ?;0=V, I> 4>72>;OT 

7<5=H8B8 =020=B065==O =0 F5=B@0;L=89 :><CB0FV9=89 2C7>;. �@V< B>3> =0 
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F5=B@0;L=><C 2C7;V <>6=0 28:>=C20B8 04<V=VAB@C20==O <5@56528E ?>B>:V2 

40=8E. � B01;8FV �1 4>40B:C � =02545=> ?>@V2=O;L=89 0=0;V7 B5E=VG=8E 

?0@0<5B@V2 :><CB0B>@V2 @V2=O 2. 

 �;O ;>:0;L=>W <5@56V 1C45 28:>@8AB0=> :><CB0B>@8 2-3> @V2=O D-Link 

DGS-1210  =0 16 ?>@BV2 [17].  

 $>1>GV AB0=FVW ?V4:;NG0NBLAO 157?>A5@54=L> 4> :><CB0B>@0 @>1>G>W 

3@C?8, O:89 2 A2>N G5@3C ?V4:;NG0TBLAO 4> F5=B@0;L=>3> :><CB0B>@0.  

�;O @>1>G8E 3@C? 1C4CBL 28:>@8AB>2C20B8AL 8-<8 ?>@B>2V B0 16-B8 

?>@B>2V :><CB0B>@8. "B65 =5>1EV4=> B0:>6 281@0B8 8-<8 ?>@B>2V :><CB0B>@8. 

�2545=0 V=D>@<0FVO ?>@V2=O;L=>3> 0=0;V7C 8-<8 ?>@B>28E :><CB0B>@V2 

=02545=0 2 B01;8FV B2 4>40B:C �.  

 �;O ;>:0;L=>W <5@56V 28:>@8AB0=> :><CB0B>@ D-Link DGS-1100-08 [16]. 

&0:>6 1C45 28:>@8AB0=> <5@565289 <0A82 40=8E - TrendNET TS-S402. 

� B01;8FV �3 4>40B:C � =02545=> B5E=VG=V E0@0:B5@8AB8:8 <5@5652>3> <0A82C 

40=8E TrendNET TS-S402 [12]. 

� B01;8FV �4 4>40B:C � =02545=> ?>@V2=O==O B5E=VG=8E 40=8E A5@25@V2.   

�;O A5@25@C 1C45 281@0=> 0?0@0B=C ?;0BD>@<C =0 107V ARTLINE 

Business R33 v01 [19].  

�;O B>3>, I> >19T4=0B8 2AV 2C7;8 ;>:0;L=>W <5@56V 1C45 28:>@8AB0=> 

F5=B@0;L=89 :><CB0B>@ 7 DC=:FVTN <0@H@CB870FVW B@0DV:C <V6 WW 2C7;0<8. � 

B01;8FV B5 4>40B:C � ?@82545=> ?>@V2=O==O :><CB0B>@V2 7 DC=:FVTN 

<0@H@CB870FVW @V7=8E DV@< 28@>1=8:V2.  

�;O <5@56V 281@0=> :><CB0B>@ Allied Telesyn AT-x600-24Ts  

2@0E>2CNG8 A?V22V4=>H5==O FV=0/2V4?>2V4=VABL B5E=VG=8< ?0@0<5B@0<.  

� B01;8FV �6 4>40B:C � =02545=> ?>@V2=O;L=89 0=0;V7 B5E=VG=8E 

?0@0<5B@V2 B>G>: 4>ABC?C. 

�;O ?V49T4=0==O 157?@>2V4=8E :;VT=BV2 28:>@8AB>2CT<> TP-Link TL-

WA801ND [11]. 

 

http://www.alliedtelesis.com/switches/x600-24ts


 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

� B01;8FV 2.1 =02545=> ?5@5;V: 2AL>3> ?0A82=>3> B0 0:B82=>3> 

<5@5652>3> >1;04=0==O, =5>1EV4=>3> 4;O V=AB0;OFVW B0 2?@>20465==O 

;>:0;L=>W <5@56V. 

 

&01;8FO 2.1 3 %?8A>: >1;04=0==O �"  

7 

?/? 

!09<5=C20==O <0B5@V0;L=8E 

@5AC@AV2 

"48=8FV 

28<V@C 

�-ABL *V=0, 

3@=. 

%C<0, 

3@=. 

1 �><CB0FV9=0 H0D0 24U HB 1 16000 16000 

2 #0BG?0=5;L 24 ?>@B8 HB 1 3670 3670 

3  5@56520 @>75B:0  HB 40 140 5600 

4 �>@>1  < 112 80 8960 

5 �015;L UTP :0B. 6 < 450 13 5850 

6 #0BG:>@4 HB 67 43 2881 

7 Powercom KIN-2200AP-RM  HB 1 18900 18900 

8 �015;L=V B@8<0GV HB 3 350 1050 

9 D-Link  D-Link DGS-1210-16 HB 3 5000 15000 

10 D-Link DGS-1100-08 HB 3 4300 12900 

11 TrendNET TS-S402 HB 1 6700 6700 

12 ARTLINE Business R33 v01 HB 1 38900 38900 

13 TP-Link TL-WA801ND HB 1 3200 3200 

14 Allied Telesyn AT-x600-24Ts HB 1 13400 13400 

15 #>4>26C20GV 220� HB 3 450 1350 

�AL>3>, 3@= 154361 

 

2.4 �A>1;82>ABV <>=B06C <5@56V 
 

�>:0;L=V <5@56V 3 F5 A:;04=0 AB@C:BC@0, O:0 2:;NG0T 1030B> 

:><?>=5=BV2 V 2C7;V2. �18 AB2>@8B8 B0:89 A:;04=89 <5E0=V7< =5>1EV4=V 

A?5FV0;V7>20=V 7=0==O V 4>A2V4. !5>1EV4=> @>7C<VB8 3>;>2=V ?@8=F8?8 

http://www.alliedtelesis.com/switches/x600-24ts
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270T<>4VW A:;04>28E � , E0@0:B5@ ?>254V=:8 :><?>=5=BV2 2 B8E 01> V=H8E 

A8BC0FVOE. �18 74V9A=8B8 <>=B06 � , =5>1EV4=> ?@>25AB8 A5@9>7=C 

?V43>B>2:C, 282G8B8 ?>B@51C 2 ;>:0;L=V9 <5@56V, 287=0G8B8 70240==O V 

DC=:FVW O:V 2>=0 ?>28==0 28:>=C20B8, ?V4V1@0B8 B>?>;>3VN <5@56V, 

A5@54>28I5 B0 ?@>B>:>;8 ?5@540GV 40=8E. �>;>4VNG8 B0:>N V=D>@<0FVTN, 

<>6=0 281@0B8 A?>A>18 @50;V70FVW � , 287=0G8B8 CAB0B:C20==O 4;O AB2>@5==O 

;>:0;L=>W <5@56V, @>7@0EC20B8 20@BVABL. &><C 206;828< 5B0?>< 2 <>=B06V 

�  T ?@>5:BC20==O. �8H5 4>1@5 A?@>5:B>20=0 V ?@>4C<0=0 ;>:0;L=0 <5@560 

4>72>;8BL C=8:=CB8 ?@>1;5<.  

!0 CA?VH=5 2?@>20465==O �  2?;820T B0:>6 V O:VABL <>=B06C <5@56V. 

 >=B06 <5@56V ?>28=5= 74V9A=N20B8AO :20;VDV:>20=8<8 D0EV2FO<8. �;O 

<>=B06C <5@56V ?>28==V 28:>@8AB>2C20B8AO ACG0A=V B5E=>;>3VW V 70A>18 [4]. 

#>1C4>2C ;>:0;L=>W <5@56V C<>2=> <>6=0 @>718B8 =0 45:V;L:0 5B0?V2:  

- #V43>B>2:0 ?@8<VI5==O 4;O <>=B06C <5@56;  

- %B2>@5==O :015;L=>W V=D@0AB@C:BC@8; 

-  >=B06 0:B82=>3> CAB0B:C20==O;  

- !0;0HBC20==O ?@>3@0<=>3> 70157?5G5==O.  

�>6=><C 7 F8E 5B0?V2 A;V4 ?@84V;OB8 =0;56=C C203C, >A:V;L:8 2AV 2>=8 

270T<>729O70=V.  

"A=>2>N AB@C:BC@>20=>W :015;L=>W A8AB5<8 ;>:0;L=>W <5@56V T 

5:@0=>20=0 28B0 ?0@0 :0B53>@VW 6. 

 V=V<0;L=89 @04VCA 738=C 4;O :015;N 3 G>B8@8 4V0<5B@8 :015;N (01> 1 

4N9<=2,5A<), 0;5 VA=CNBL @5:><5=40FVW @>7<VIC20B8 :015;L B0:, I>1 

70157?5GC20B8 738= @04VCA>< 2 4N9<8.  V=V<0;L=0 2V4AB0=L <V6 <5@56528< 

:015;5< V ?0@0;5;L=> 9><C ?@>:;045=8< A8;>28< :015;5< =0?@C3>N <5=H5 

2�2>;LB 3 12,5 A0=B8<5B@8.  �AV 5;5<5=B8 <5@56V <0NBL 1CB8 >4=VTW :0B53>@VW. 

*5=B@0;L=89 :><CB0FV9=89 2C7>; 1C45 @>7<VI5=> 2 �&-2V44V;V. �;O 

@>7<VI5==O >1;04=0==O 1C45 28:>@8AB0=> :><CB0FV9=C H0DC 28A>B>N 24U. 

#5@5410G0TBLAO =0ABC?=5 >1;04=0==O 2 F5=B@0;L=><C :><CB0FV9=><C 2C7;V: 
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ý *5=B@0;L=89 :><CB0B>@. 

ý %5@25@8. 

ý �;>: 157?5@51V9=>3> 682;5==O. 

ý �015;L=V B@8<0GV. 

�><CB0B>@8 @>1>G8E 3@C? 1C4CBL @>7B0H>2C20B8AL C 2V44V;0E. #@8 

FL><C ?>B@V1=> AB568B8, I>1 2V= 1C2 @>7B0H>20=89 =5 40;V, =V6 2 90 <5B@0E 

2V4 A0<>3> 2V440;5=>3> :><?'NB5@0. �060=> ?><VAB8B8 :><CB0B>@ 1;87L:> 4> 

5;5:B@8G=>W @>75B:8.  

�015;L=V A53<5=B8 1C4CBL ?@>:;040B8AO C :015;L=8E :0=0;0E (:>@>10E). 

 

2.5 �1�@C=BC20==O 281>@C ?@>3@0<=>3> 70157?5G5==O 

 

�@V< A5@25@=>3> 0?0@0B=>3> 70157?5G5==O =5>1EV4=8< T 2V4?>2V4=5 

A5@25@=5 ?@>3@0<=5 70157?5G5==O. %5@25@=5 ?@>3@0<=5 70157?5G5==O @50;V7CT 

A?5F8DVG=V DC=:FVW, O:V =5<>6;82> 01> 206:> @50;V7C20B8 70A>10<8 728G09=8E 

:;VT=BAL:8E "%. 

�;O H;N70 4>ABC?C 4> <5@56V �=B5@=5B 28:>@8AB0=> "% CentOS 9. %0<5 

2>=0 E0@0:B5@87CTBLAO @50;V70FVTN =09H284H>3> AB5:C ?@>B>:>;V2 &%$/�$. 

 "A>1;82>ABV "% CentOS 9 [9]: 

ý  >6;82VABL ?>=>2;5==O ?@>3@0<=>3> 70157?5G5==O. 

ý  V6<5@565289 5:@0= iptables. 

ý �57;VG @5?>78B>@VW2 7 ?@>3@0<=8< 70157?5G5==O<. 

ý  >6;82VABL :><?V;N20==O O4@0 <5@56V ?V4 2;0A=V ?>B@518. 

�;O @>1>G8E AB0=FV9 28:>@8AB0=> "% Ubuntu Linux 22.04. �0=0 "% T 

157:>HB>2=>N, AB01V;L=>N B0 =04V9=>N.  

 

 

 

 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

2.6 �13@C=BC20==O 281>@C 70A>1V2 70E8ABC <5@56V 
 

�0E8AB ;>:0;L=>W :><?9NB5@=>W <5@56V T 1030B>ABC?V=G0AB89 ?@>F5A. 

�V= 2:;NG0T: 

1. "1>29O7:>25 ?5@V>48G=5 ?>=>2;5==O 2AVE "% B0 ?@8:;04=>3> 

?@>3@0<=>3> 70157?5G5==O @>1>G8E AB0=FV9 B0 A5@25@0. ' =0H><C 28?04:C "% 

@>1>G8E AB0=FV9 T ;VF5=7V9=8<8, B><C <>6;82VABL 02B>=><=>3> ?>=>2;5==O C 

=8E ?@8ACB=O. %5@25@=0 "% Linux CentOS 9 B0:>6 ?V4B@8<CT <>6;82VABL 

02B><0B8G=>3> ?>=>2;5==O.  

2. !0O2=VABL ?@>3@0<-0=B82V@CAV2 =0 :;VT=BAL:8E #�. 

3. *5=B@0;V7>20=89 70E8AB ;>:0;L=>W <5@56V 2V4 =51060=>3> B@0DV:C. 

�;O B0:8E 7040G 28:>@8AB>2CTBLAO D09@2>; iptables. 

4. �8:>@8AB0==O :><CB0B>@0 7 DC=:FVTN Port Mirorring 4>72>;8BL 

0=0;V7C20B8 <5@565289 B@0DV:.  

 

2.7 "5ABC20==O B0 =0;03>465==O <5@56V 
 

&5ABC20==O ;>:0;L=>W <5@56V 1C45 ?@>E>48B8 2 2 5B0?8: 

1. &5ABC20==O 157?@>2V4=>W G0AB8=8 <5@56V. &5ABC20==O 1C45 

?5@5410G0B8 28<V@N20==O @V2=O A83=0;C 2 @V7=8E B>G:0 @>7<VI5==O 

157?@>2V4=8E ?@8AB@>W2. �;O FL>3> 1C45 28:>@8AB0=> CB8;VB8 SSIDInsider B0 

NetStumbler. &0:5 B5ABC20==O 4>72>;8BL >B@8<0B8 @50;L=C :0@B8=C 

?@>E>465==O @04V>A83=0;C B0 28O2;5==O AE>20=8E 465@5;, I> <>6CBL 

H:>48B8 :>@8A=><C A83=0;C. 

2. &5ABC20==O ?@>2V4=>W G0AB8=8 <5@56V. &CB =5>1EV4=> 70AB>AC20B8 

A?5FV0;V7>20=V :015;L=V B5AB5@8 A5@B8DV:>20=V 4;O B5E=>;>3VW 1000Base-TX, O:V 

<>6CBL 28<V@N20B8 ?0@0<5B@8 NEXT. 
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3  !��&���,���  ����� 

 

3.1 �=AB@C:FVW 7 =0;0HBC20==O ?@>3@0<=>3> 70157?5G5==O A5@25@V2 

 

3.1.1 �=AB@C:FVW 7 :>=DV3C@C20==O A5@25@0 4>ABC?C 4> <5@56V 
�=B5@=5B 

 

/: ?@028;> C 1V;LH>ABV >DVAV2 T >48= �=B5@=5B :0=0;, O:89 ?>B@V1=> 

A?V;L=> 28:>@8AB>2C20B8 2AV<0 :>@8ABC20G0<8 ;>:0;L=>W <5@56V. #@8 FL><C 

70157?5G82H8 <0:A8<0;L=C 157?5:C. �;O FL>3> <V6 ;>:0;L=>N <5@565N V 

7>2=VH=V< :0=0;>< AB028B8AO A5@25@. *5 <>65 1CB8 :><?9NB5@ 7 42><0 

<5@56528<8 040?B5@0<8 V 2AB0=>2;5=8< Linux-><. "48= 040?B5@ 

?V4:;NG0TBLAO 4> ;>:0;L=>W <5@56V, V=H89 4> :0=0;C ?@>20945@0. !0 @8AC=:C 

3.1 =02545=> AE5<C @>1>B8 <V6<5@5652>3> 5:@0=C iptables [9]. 

 

 

$8AC=>: 3.1 3 %E5<0 ?@>E>465==O ?0:5BV2 G5@57 D09@2>; iptables 

 

!0ABC?=89 ?@8:;04 A:@V?B0 ?>:065 O: 70157?5G8B8 V 70E8I5=89 4>ABC? 2 

�=B5@=5B 4;O 2AVE :>@8ABC20GV2 ;>:0;L=>W <5@56V: 

# �4@5A0 ;>:0;L=>W <5@56V 

USNET=CIDR 
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# �>2=VH=O �$-04@5A0 (2840=0 ?@>20945@><): 

PUBIP=public ip 

# �=CB@VH=O �$-04@5A0 

LANIP=private ip 

# ,;N7 

GW=gateway ip 

# �40?B5@ ?V4:;NG5=89 4> ;>:0;L=>W <5@56V 

LAN_ADAPTER=eth0 

# �40?B5@ ?V4:;NG5=89 4> �=B5@=5BC 

WAN_ADAPTER=eth1 

# %:840T<> AB0@V ?@028;0 

iptables 3F 

# �0:@820T<> ?>@B SSH 

iptables 3A INPUT 3p tcp 3i ! $LAN_ADAPTER 3destination-port 22 3j DROP 

# �0:@820T<> ?>@B8 NETBIOS 

iptables 3A INPUT 3p tcp 3destination-port 445 3j DROP 

iptables 3A INPUT 3p tcp 3destination-port 135 3j DROP 

iptables 3A INPUT 3p udp 3m multiport  --ports 135,136,137,138,139 3j DROP 

iptables 3A INPUT 3p tcp 3m multiport  --ports 135,136,137,138,139 3j DROP 

iptables 3A FORWARD 3p udp 3m multiport  --ports 135,136,137,138,139,445 3j 

DROP 

iptables 3A FORWARD 3p tcp 3m multiport  --ports 135,136,137,138,139,445 3j 

DROP 

#�;>:CT<> 2EV4=V ?0:5B8 7 ;>:0;L=8<8 �$-04@5A0<8, I> ?@8E>4OBL =0 

7>2=VH=V9 V=B5@D59A 

iptables 3A INPUT 3p tcp 3i $WAN_ADAPTER 3s $USNET 3j DROP 

# �;>:CT<> 2EV4=V ?0:5B8 7 =5;>:0;L=8<8 IP =0 2=CB@VH=L><C V=B5@D59AV 

iptables 3A INPUT 3p tcp 3i $LAN_ADAPTER 3s ! $USNET 3j DROP 

# �0E8I0T<> A5@25@ 2V4 SYN 0B0: 
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iptables  -A INPUT 3p tcp 3tcp-flags SYN,ACK SYN,ACK \ 

-m state 3state NEW  -j REJECT 3reject-with tcp-reset 

iptables  -A INPUT 3p tcp ! 3syn 3m state 3state NEW  -j DROP 

iptables 3A INPUT 3p tcp  --tcp-flags SYN,ACK,FIN SYN  \ 

-i $WAN_ADAPTER 3m state 3state NEW 3m limit  --limit 30/second 3limit-burst 

30 3j RETURN 

iptables 3A INPUT 3p tcp   --tcp-flags SYN,ACK,FIN SYN  \ 

-i $WAN_ADAPTER 3m state 3state NEW  -j DROP 

# �:;NG0T<> <0@H@CB870FVN ?0:5BV2 <V6 <5@56528<8 V=B5@D59A0<8 A5@25@0 

echo «1» > /proc/sys/net/ipv4/ip_forward 

# �>=DV3C@CT<> NAT 

iptables 3t nat 3F 

iptables 3t nat 3A POSTROUTING 3p tcp 3o $WAN_ADAPTER 3s  $USNET  -j 

SNAT 3to-source $PUBIP 

iptables 3t nat 3A POSTROUTING 3p udp 3o $WAN_ADAPTER 3s  $USNET  -j 

SNAT 3to-source $PUBIP 

iptables 3t nat 3A POSTROUTING 3p icmp 3o $WAN_ADAPTER 3s $USNET  -j 

SNAT 3to-source $PUBIP 

# �0E8I0T<> Ipv6 

ip6tables 3P INPUT  DROP 

ip6tables 3P OUTPUT  DROP 

ip6tables 3P FORWARD  DROP 

ip6tables 3A INPUT  -i $WAN_ADAPTER 3j DROP 

ip6tables 3A FORWARD 3j DROP 

�0=89 =01V@ ?@028; 2 ?@>F5AV 5:A?;C0B0FVW ;>:0;L=>W <5@56V 1C45 

4>?>2=N20B8AO =>28<8 ?@028;0<8 4;O DV;LB@0FVW =51060=>3> B@0DV:C. 

#@028;0 1C4CBL 704020B8AO ?5@5206=> 2 ;0=FN6:C FORWARD (B@0=78B=V 

?0:5B8). 
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3.1.2 �=AB@C:FVW 7 :>=DV3C@C20==O <5@5652>3> <0A82C 40=8E 

 

�>=DV3C@C20==O <5@5652>3> <0A82C 40=8E 1C45 2:;NG0B8 B0:V >?5@0FVW: 

1. �>=DV3C@C20==O <5@5652>3> V=B5@D59AC. 

2. �>=DV3C@C20==O ?@>B>:>;C >1<V=C 40=8<8 <V6 A5@25@>< V :;VT=B0<8. 

3. �>4020==O ?>B@V1=8E :>@8ABC20GV2. 

4. �>=DV3C@C20==O 48A:>2>W ?V4A8AB5<8 <5@5652>3> <0A82C 40=8E. 

 �;O =0;0HBC20==O <5@5652>3> V=B5@D59AC ?>B@V1=> A:>@8AB0B8AO 

?C=:B>< <5=N Configuration B0 ?V4?C=:B>< Network. �0=V 4;O :>=DV3C@C20==O 

15@5<> 7 B01;8FV �$-04@5A. 

�;O =0;0HBC20==O 48A:>2>W ?V4A8AB5<8 28:>@8AB>2CT<> ?C=:B <5=N 

Share Management. &CB =5>1EV4=> 7040B8 V<5=0 <5@56528E ?0?>: B0 WE @>7<V@. 

� B0:>6 28:>@8AB>2CNG8 ?V4?C=:B User Management 4>40B8 ?>B@V1=C 

:V;L:VABL :>@8ABC20GV2 <5@5652>3> <0A82C 40=8E. �;O :>6=>3> :>@8ABC20G0 

1C45 ?>B@V1=> B0:>6 2:070B8 ?0@>;L. 

 

3.2 �=AB@C:FVW 7 =0;0HBC20==O 0:B82=>3> :><CB0FV9=>3> >1;04=0==O 

 

3.2.1 �=AB@C:FVW 7 =0;0HBC20==O 3>;>2=>3> :><CB0B>@0 

 

�040T<> <0@H@CB 70 70<>2GC20==O< (H;N7):  

Central(config)# ip route 0.0.0.0 0.0.0.0 10.15.19.253 

 �040T<> ?0@>;L:  

set user operator password=password 

%B2>@NT<> 2V@BC0;L=V <5@5652V V=B5@D59A8 (40=V 4;O :>=DV3C@C20==O 

15@CBLAO 7 B01;8FL 2.1 B0 2.2): 

Central(config)# interface vlan 11 

Central(config-vlan)# exit 

Central(config)# interface vlan 12 
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Central(config-vlan)# exit 

Central(config)# interface vlan 13 

Central(config-vlan)# exit 

Central(config)# interface vlan 14 

Central(config-vlan)# exit 

Central(config)# interface vlan 15 

Central(config-vlan)# exit 

Central(config)# interface vlan 16 

Central(config-vlan)# exit 

Central(config)# interface vlan 17 

Central(config-vlan)# exit 

Central(config)# interface vlan 18 

Central(config-vlan)# exit 

Central(config)# interface vlan 19 

Central(config-vlan)# exit 

Central(config)# interface vlan 20 

Central(config-vlan)# exit 

Central(config)# interface vlan 21 

Central(config-vlan)# exit 

Central(config)# interface vlan 22 

Central(config-vlan)# exit 

Central(config)# interface vlan 23 

Central(config-vlan)# exit 

Central(config)# interface vlan 24 

Central(config-vlan)# exit 

Central(config)# interface vlan 25 

Central(config-vlan)# exit 

#5@52>48<> =0ABC?=V ?>@B8 C @568< trunk (AN48 1C4CBL ?@8E>48B8 

<VG5=V ?0:5B8 7 :><CB0B>@V2 @>1>G8E 3@C?): 
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Central(config)# interface port 1.0.7-1.0.12 

Central(config-if)# switchport mode trunk 

Central(config-if)# exit 

�>40T<> C VLAN 19 2V4?>2V4=V ?>@B8 :><CB0B>@0 B0 ?5@52>48<> WE C 

@568< access (2V44V; B5E=VG=>3> 70157?5G5==O): 

Central(config)# interface port 1.0.1-1.0.3 

Central(config-if)# switchport access vlan 19 

Central(config-if)# exit 

�>40T<> C VLAN 20 2V4?>2V4=V ?>@B8 :><CB0B>@0 B0 ?5@52>48<> WE C 

@568< access (2V44V; B5E=VG=>3> 70157?5G5==O): 

Central(config)# interface port 1.0.4 

Central(config-if)# switchport access vlan 20 

Central(config-if)# exit 

�>40T<> C VLAN 21 2V4?>2V4=V ?>@B8 :><CB0B>@0 B0 ?5@52>48<> WE C 

@568< access (2V44V; B5E=VG=>3> 70157?5G5==O): 

Central(config)# interface port 1.0.5-1.0.6 

Central(config-if)# switchport access vlan 21 

Central(config-if)# exit 

 %B2>@NT<> Layer 3-V=B5@D59A8 =0 :><CB0B>@V SW_3: 

Central(config)# interface vlan 11 

Central(config-if)# ip address 10.15.11.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 12 

Central(config-if)# ip address 10.15.12.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 13 

Central(config-if)# ip address 10.15.13.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 14 
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Central(config-if)# ip address 10.15.14.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 15 

Central(config-if)# ip address 10.15.15.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 16 

Central(config-if)# ip address 10.15.16.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 17 

Central(config-if)# ip address 10.15.17.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 18 

Central(config-if)# ip address 10.15.18.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 19 

Central(config-if)# ip address 10.15.19.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 20 

Central(config-if)# ip address 10.15.20.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 21 

Central(config-if)# ip address 10.15.21.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 22 

Central(config-if)# ip address 10.15.22.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 23 

Central(config-if)# ip address 10.15.23.254/24 

Central(config-if)# exit 
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Central(config)# interface vlan 24 

Central(config-if)# ip address 10.15.24.254/24 

Central(config-if)# exit 

Central(config)# interface vlan 25 

Central(config-if)# ip address 10.15.25.254/24 

Central(config-if)# exit 

�15@V30T<> 7<V=8. 

 

3.2.2 �=AB@C:FVW 7 =0;0HBC20==O :><CB0B>@V2 @>1>G8E 3@C? 

 

#@>2545<> 107>25 =0;0HBC20==O :><CB0B>@0 D-Link. 

1. %B2>@8<> >1;V:>289 70?8A 04<V=VAB@0B>@0 V 2:;NG8<> H8D@C20==O 

?0@>;V2 2 cfg - D09;V =0ABC?=8<8 :><0=40<8: 

create account admin <user_name>  

enable password encryption  

2. �040<> V<'O :><CB0B>@0, =0?@8:;04, 1C45 switch_1, =0ABC?=>N 

:><0=4>N: 

config command_prompt switch_1  

3. #@82;0A=8<> IP-04@5AC :><CB0B>@C =0ABC?=8< G8=><: 

config ipif System ipaddress 192.168.1.1/24  

4. �040<> G0A>289 ?>OA: 

config time_zone operator + hour 2 min 0  

5. �040<> G0A, 2 <5@56V T 4>ABC?=89 NTP A5@25@: 

enable sntp  

config sntp primary IP1 secondary IP2 poll-interval 3600 45 IP1, IP2 - F5 IP-

04@5A8 NTP A5@25@V2. 

6. �8<:=5<> web-V=B5@D59A: 

disable web  

7. �:;NG8<> ssh: 
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enable ssh  

8. �8<:=5<> telnet: 

disable telnet  

9. �040<> gateway 70 70<>2GC20==O<: 

create iproute default 192.168.1.1  

10. !0;0HBCT<> 4>ABC? 4> :><CB0B>@0 BV;L:8 7 ?52=8E IP-04@5A: 

create trusted_host 192.168.1.2  

11. �:;NG8<> 70E8AB 2V4 ?5B5;L: 

enable loopdetect  

config loopdetect ports 1-16 state enabled  

config loopdetect recover_timer 60 interval 10 mode port-based  

12. �15@565<> 107>2V =0;0HBC20==O: 

save  

 

3.3 �=AB@C:FVO 7 28:>@8AB0==O B5AB>28E =01>@V2 B0 B5AB>28E 

?@>3@0< 

 

' 40=><C @>74V;V @>73;O=CB> 4V03=>AB8:C <>6;828E ?@>1;5< 2 @>1>BV 

<5@56V 70A>10<8 CB8;VB "% Windows. 

#>G=5<> 7 DV78G=>3> @V2=O. "A:V;L:8 40=89 @V25=L ?5@5410G0T 

28:>@8AB0==O :015;V2, @>79T<V2 B> BCB <>6;82V B0:V 2848 =5A?@02=>AB59: 

�V4ACB=VABL DV78G=>3> 729O7:C <V6 #� 01> <V6 #� B0 :><CB0B>@><. *O 

=5A?@02=VABL <>65 1CB8 28:;8:0=0 =5?@028;L=8< ?V49T4=0==O :015;N 01> 

9>3> >1@82><. �0=0 =5A?@02=VABL CAC20TBLAO ?5@52V@:>N :>@5:B=>ABV 

DV78G=>3> ?V49T4=0==O @>79T<V2 4> <5@5652>W ?;0B8. /:I> :015;L ?V49T4=0=> 

4> #�, B> 2 ?0=5;V A8AB5<=8E V=48:0B>@V2 703>@OBLAO ?V:B>3@0<8 2->E #�.  

/:I> 2>=8 ?5@5:@5A;5=V G5@2>=8< 7=0G:>< B> F5 A2V4G8BL ?@> 

2V4ACB=VABL DV78G=>3> :>=B0:BC. 
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&5ABC20==O T 7025@H0;L=8< 5B0?>< ?@>5:BC20==O :><?9NB5@=>W <5@56V. 

&5ABC20==N 1C45 ?V4;O30B8 :015;L=V A53<5=B8 ;>:0;L=>W <5@56V, 157?@>2V4=V 

A53<5=B8 <5@56V, :>=DV3C@0FVO <5@5652>3> >1;04=0==O B0 :>=DV3C@0FVO 

A5@25@V2. 

�;O B5ABC20==O ?0@0<5B@V2 :015;L=>W A8AB5<8 ;>:0;L=>W <5@56V 1C45 

28:>@8AB0=> B5AB5@-0=0;V70B>@ Ethernet/Gigabit Ethernet  ��%-� . 

"A=>2=V DC=:FVW: 

- #0@0;5;L=5 B5ABC20==O 42>E V=B5@D59AV2 Ethernet/Gigabit Ethernet; 

35=5@0FVO/0=0;V7 B@0DV:C =0 :0=0;L=><C V <5@5652><C @V2=OE V 28I5;  

- �1V@ V 2V4>1@065==O AB0B8AB8G=>W V=D>@<0FVW ?> B@0DV:C, I> 

?@89<0TBLAO V ?5@540TBLAO, =0 DV78G=><C, :0=0;L=><C V <5@5652><C @V2=OE;  

- &5ABC20==O 2V4?>2V4=> 4> @5:><5=40FVW RFC-2544;  

- �8<V@N20==O ?@>?CA:=>W 740B=>ABV (throughput), 70B@8<:8 ?>H8@5==O 

?0:5BV2 (latency), 70;56=>ABV @V2=O 2B@0B ?0:5BV2 2V4 7020=B065==O :0=0;C 

(frame loss), <0:A8<0;L=>W ?@>?CA:=>W 740B=>ABV :0=0;C (back-to-back);  

- �>=B@>;L 729O7=>ABV :0=0;V2 V <0@H@CBV2 =0 @V2=V IP;  

- "@30=V70FVO H;59DC =0 DV78G=><C, :0=0;L=><C V <5@5652><C @V2=OE 7 

?5@5AB0=>2:>N 01> 70<V=>N ?>;V2 MAC, IP V 157 7<V=8 F8E ?>;V2; 

- �V03=>AB8:0 =5A?@02=>AB59 <V4=>3> :015;N (AB0=8 :015;N, 7030A0==O 

A83=0;C, 2V4AB0=V 4> 45D5:BC, ?5@5E@5A=V =02>4:8 28B8E ?0@ V B4.);  

- �8<V@N20==O 20@V0FVW 70B@8<:8 ?0:5BV2 (PDV 3 packet delay variation); 

- �8<V@N20==O :>5DVFVT=B0 ?><8;:>28E ?0:5BV2 IPER;  

- �8<V@N20==O :>5DVFVT=B0 1VB>28E ?><8;>: (BER) V7 70?>2=5==O< 

:04@C =0 DV78G=><C, :0=0;L=><C V <5@5652><C @V2=OE. 

- !0O2=VABL 7>2=VH=L>3> 465@5;0 5;5:B@><03=VB=8E E28;L, O:V 

AB2>@NNBL ?5@5H:>48 A83=0;0<, I> ?5@540NBLAO ?> :015;N. �;O 28@VH5==O 

FVTW ?@>1;5<8 ?>B@V1=> CAC=CB8 465@5;> 5;5:B@><03=VB=8E 70204. 

!0 :0=0;L=><C @V2=V OSI ?@0FNT <5@56520 ?;0B0 B0 :><CB0B>@. ' @07V WE 

=5A?@02=>ABV <5@560 =5 1C45 DC=:FV>=C20B8, E>G0 :015;L <>65 1CB8 
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A?@02=8< V DV78G=5 ?V49T4=0==O <5@56528E ?@8AB@>W2 28:>=0=> 4>1@5. �;O 

?5@52V@:8 ?@0F5740B=>ABV <5@5652>W ?;0B8 =5>1EV4=> I>1 WW 0?0@0B=0 B0 

?@>3@0<=0 G0AB8=8 ?@0FN20;8. #@>3@0<=0 G0AB8=0 3 F5 4@0925@. �V= 

?5@52V@OTBLAO C �8A?5BG5@V ?@8AB@>W2 "% Windows. �;O ?5@52V@:8 :0=0;L=>3> 

@V2=O 70AB>A>2CNBL B0:>6 CB8;VBC ARP.  $57C;LB0B>< @>1>B8 :><0=48 arp 3a 

1C45 282545==O ?0@ �$ B0  �% 04@5A. &0:89 282V4 1C45 A2V4G8B8 ?@> B5, I> 

<5@56520 ?;0B0 ?@89<0T B0 2V4?@02;OT ?0:5B8 2 ;>:0;L=C <5@56C. ' 28?04:C 

O:I> :><0=40 282545 No arp entries, F5 1C45 >7=0G0B8 2V4ACB=VABL 1C4L-O:8E 

?0:5BV2, I> ?@8E>4OBL 7 <5@56V.  

�;O 287=0G5==O B>3>, I> :><CB0B>@ =5A?@02=89, ?>B@V1=> 9>3> 

B8<G0A>2> 70<V=8B8 =0 0=0;>3VG=89. !0 <5@565=><C @V2=V <>45;V OSI 

74V9A=NTBLAO <0@H@CB870FVO V=D>@<0FVW B0 WE ?5@540G0 <V6 2V4?@02=8:>< B0 

04@5A0B><. &CB <>6;828<8 T 45:V;L:0 28?04:V2 =5A?@02=>AB59: 

1. !5?@028;L=> =0;0HB>20=> AB5: ?@>B>:>;V2 &%$/�$. �=:>;8 

2V4ACB=VABL 729O7:C 7 <5@565N �=B5@=5B 01> 7 2C7;0<8 ;>:0;L=>W <5@56V <>65 

1CB8 A?@8G8=5=0 =5?@028;L=8< =0;0HBC20==O< AB5:C ?@>B>:>;V2 &%$/�$. �;O 

?5@52V@:8 ?0@0<5B@V2 AB5:C ?@>B>:>;V2 &%$/�$ @>1>G>W AB0=FVW 

28:>@8AB>2CNBL :><0=4C ipconfig 7 :;NG5< /all. 

 2. �V4ACB=VABL 729O7:C 7 2C7;>< ;>:0;L=>W 01> 3;>10;L=>W <5@56V 

�=B5@=5B. 'B8;VB0 ping. #@0FNT =0ABC?=8< G8=><.  8 7040T<> 322O9O 01> �$-

04@5AC 2C7;0, 7 O:8< ?>B@V1=> ?@>B5ABC20B8 729O7>:. 'B8;VB0 H;5 70 

70<>2GC20==O< 4 ?0:5B8 04@5A0BC B0 >GV:CT 2V4 =L>3> 2V4?>2V4V =0 :>65= 

?>A;0=89 ?0:5B.  /:I> 2V4?>2V4L =0 ?>A;0=89 ?0:5B ?@8E>48BL, B> CB8;VB0 

282>48BL: O:I> 2C7>; T =54>AO6=8<, 01> =0 H;OEC <V6 2V4?@02=8:>< ?0:5BV2 V 

04@5A0B>< T O:VAL ?5@5H:>48 729O7:C, B> >B@8<0T<> 2V4?>2V4L Request time out. 

(>@<0B CB8;VB8: 

ping [->?FVW] 2V440;5=89 2C7>; 

3. !5AB01V;L=VABL @>1>B8 =0 >4=>3> 7  2C7;V2 <5@56V �=B5@=5B =0 H;OEC 

<V6 2V4?@02=8:>< B0 04@5A0B><.  
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�;O 28O2;5==O FVTW ?@>1;5<8 ?>B@V1=> A:>@8AB0B8AO CB8;VB>N tracert. 

'B8;VB0 tracert 4>72>;OT ?@>B5ABC20B8 2AV ?@><V6=V <0@H@CB870B>@8 =0 H;OEC 

<V6 2V4?@02=8:>< B0 04@5A0B><. #@0FNT B0:: 2V4?@02;OT 4> :>6=>3> 7 2C7;V2 

?> G5@7V 3 ?0:5B8 40=8E. �0<V@OT G0A >B@8<0==O 2V4?>2V4V =0 :>65= 7 =8E. 

&0:8< G8=>< B5ABCNBLAO 2AV ?@><V6=V 2C7;8 =0 H;OEC <V6 2V4?@02=8:>< B0 

04@5A0B><. (>@<0B CB8;VB8 tracert:  

tracert [-d] V<9O 2C7;0 2 �=B5@=5B 

!0 B@0=A?>@B=><C @V2=V ?@0FNNBL ?@>B>:>;8 TCP B0 UDP. !0 40=><C 

@V2=V 4;O 4V03=>AB8:8 ?@>;5< 28:>@8AB>2CNBL CB8;VBC netstat. 

 >6;82V ?@>1;5<8: 

 1. !5?@028;L=0 @>1>B0 ?@>B>:>;V2. �;O ?5@53;O4C AB0B8AB8:8 @>1>B8 

?@>B>:>;V2 <5@5652>3> B0 B@0=A?>@B=>3> @V2=V2 40T<> :><0=48 netstat 3s 3p 

icmp, netstat 3s 3p udp, netstat 3s 3p tcp. �;O 28@VH5==O FVTW ?@>1;5<8 ?>B@V1=> 

7=09B8 @>1>GC AB0FVN, ?@>B>:>;8 O:>W ?@0FNNBL =5?@028;L=>. 

 2. !0O2=VABL ?@>3@0< (B@>O=AL:8E ?@>3@0<, V=H8E 2V@CAV2), O:V 

7020=B06CNBL :0=0; 79O7:C H:V4;828< B@0DV:><. #5@53;O4 2AVE 0:B82=8E 

?@>3@0< (?@>F5AV2), I> ?@0FNNBL 7 <5@565N 74V9A=NTBLAO :><0=4>N netstat 3

a 3b 3o. 

 

3.4 �=AB@C:FVO 7 5:A?;C0B0FVW  B0 <>=VB>@8=3C  2 <5@56V 
 

#>ABV9=89 :>=B@>;L 70 @>1>B>N ;>:0;L=>W <5@56V, I> AB0=>28BL >A=>2C 

1C4L-O:>W :>@?>@0B82=>W <5@56V, =5>1EV4=89 4;O ?V4B@8<:8 WW 2 

?@0F5740B=><C AB0=V. �>=B@>;L - F5 =5>1EV4=89 ?5@H89 5B0?, O:89 ?>28=5= 

28:>=C20B8AO ?@8 C?@02;V==V <5@565N. �2060NG8 =0 206;82VABL FVTW DC=:FVW 

WW G0AB> 2V4>:@5<;NNBL 2V4 V=H8E DC=:FV9 A8AB5< C?@02;V==O V @50;V7CNBL 

A?5FV0;L=8<8 70A>10<8. &0:89 ?>4V; DC=:FV9 :>=B@>;N V 2;0A=5 C?@02;V==O 

:>@8A=> 4;O =525;8:8E V A5@54=VE <5@56, O:V >1>2'O7:>2> ?>B@V1=> 

V=B53@>20=>W A8AB5<8 C?@02;V==O 5:>=><VG=> =54>FV;L=0. �8:>@8AB0==O 
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 2023.� �.123.602.20.00.00 �� 

02B>=><=8E 70A>1V2 :>=B@>;N 4>?><030T 04<V=VAB@0B>@C <5@56V 28O28B8 

?@>1;5<=V 4V;O=:8 9 ?@8AB@>W <5@56V, 0 WE 2V4:;NG5==O 01> @5:>=DV3C@0FVN 

2V= <>65 28:>=C20B8 2 FL><C 28?04:C 2@CG=C. #@>F5A :>=B@>;N @>1>B8 

<5@56V 70728G09 4V;OBL =0 420 5B0?8 - <>=VB>@8=3 V 0=0;V7. 

!0 5B0?V <>=VB>@8=3C 28:>=CTBLAO 1V;LH ?@>AB0 ?@>F54C@0 - ?@>F54C@0 

71>@C ?5@28==8E 40=8E ?@> @>1>BC <5@56V: AB0B8AB8:8 ?@> :V;L:VABL 

F8@:C;NNG8E 2 <5@56V :04@V2 B0 ?0:5BV2 @V7=8E ?@>B>:>;V2, AB0= ?>@BV2 

:>=F5=B@0B>@V2, :><CB0B>@V2 V <0@H@CB870B>@V2 V B. ?. 

�0;V 28:>=CTBLAO 5B0? 0=0;V7C, ?V4 O:8< @>7C<VTBLAO 1V;LH A:;04=89 V 

V=B5;5:BC0;L=89 ?@>F5A >A<8A;5==O 7V1@0=>W =0 5B0?V <>=VB>@8=3C V=D>@<0FVW, 

7VAB02;5==O WW 7 40=8<8, >B@8<0=8<8 @0=VH5, V 35=5@0FVO ?@8?CI5=L ?@> 

<>6;82V ?@8G8=8 ?>2V;L=>W 01> =5=04V9=>W @>1>B8 <5@56V. 

�0240==O <>=VB>@8=3C 28@VHCNBLAO ?@>3@0<=8<8 B0 0?0@0B=8<8 

28<V@=8:0<8, B5AB5@0<8, <5@56528<8 0=0;V70B>@0<8, 21C4>20=8<8 70A>10<8 

<>=VB>@8=3C :><C=V:0FV9=8E ?@8AB@>W2, 0 B0:>6 035=B0<8 A8AB5< C?@02;V==O. 

�0240==O 0=0;V7C 28<030T 1V;LH 0:B82=>W CG0ABV ;N48=8 B0 28:>@8AB0==O 

B0:8E A:;04=8E 70A>1V2, O: 5:A?5@B=V A8AB5<8, I> 0:C<C;NNBL ?@0:B8G=89 

4>A2V4 1030BL>E <5@56528E D0EV2FV2. 

 >=VB>@8=3 ;>:0;L=>W <5@56V B0 WW 2C7;V2 1C45 74V9A=N20B8AL 70A>10<8 

AB5:C Prometheus, Grafana, Node_Exporters: 

ý Prometheus 3 28:>@8AB>2CTBLAO 4;O >B@8<0==O 40=8E 7 5:A?>@B5@V2, 

O:V 1C4CBL ?@0FN20B8 2 D>=>2><C @568<V =0 A5@25@0E, :@V< B>3> Prometheus 

1C45 70?8AC20B8 <5B@8:8 7 A5@25@V2 ?@> 28:>@8AB0==O A8AB5<=8E @5AC@AV2 C 

A?5FV0;L=C 107C 40=8E (Time Series Database). 

ý Grafana 3 4>72>;OT 725@B0B8AO 4> 1078 40=8E <5B@8: B0 >B@8<C20B8 

40=V 70 ?52=89 2V4@V7>: G0AC 7 ?>40;LH>N <0=V?C;OFVTN =8<8, 70A>10<8 

DC=:FV9 (rate, sum VB4). �;O 2V7C0;V70FVW 40=8E 1C4CBL AB2>@N20B8AO 2V4?>2V4=V 

Dashboards 4;O 0=0;V7C 40=8E 5:A?>@B5@V2. 
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�;O 5:A?;C0B0FVW ;>:0;L=>W <5@56V =5>1EV4=8<8 T =0ABC?=V 2848 

4>:C<5=BV2: ;>3VG=0 B>?>;>3VO, DV78G=0 B>?>;>3VO B0 ?;0= ?@8<VI5==O, 

B01;8FO �$-04@5A. 

� ?@>F5AV 5:A?;C0B0FVW <5@56V 7 G0A>< 1C45 ?>B@510 2 ?@8T4=0==V =>28E 

:>@8ABC20GV2.  �;O :>6=>W @>1>G>W 3@C?8 ?@8 @>7@>1FV %�% 1C;> 2?@>20465=> 

@575@2=V B>G:8 ?V4:;NG5==O :;VT=BV2.  

 >=VB>@8=3 ?@>F5AV2 2 <5@56V T >4=8< V7 =09206;82VH8E 0A?5:BV2 WW 

5:A?;C0B0FVW.  >=VB>@8=3 <5@56528E ?@>F5AV2 1C45 ?5@5410G0B8: 

1. �1V@ AB0B8AB8:8 @>1>B8 ?@>B>:>;V2 :0=0;L=>3> @V2=O H;OE>< 

28:>@8AB0==O "% F5=B@0;L=>3> :><CB0B>@0.  

2.  �8:>@8AB0==O 4V03=>AB8G=8E CB8;VB "% CentOS 9 B0 D09;V2 

6C@=0;V2. 

3. %B0B8AB8G=V 40=V @>1>B8 <5@5652>3> AE>28I0 40=8E.  

 

3.5 �=AB@C:FVW ?> =0;0HBC20==N 70A>1V2 70E8ABC <5@56V 
 

Iptables - CB8;VB0 :><0=4=>3> @O4:0, AB0=40@B=89 V=B5@D59A :5@C20==O 

@>1>B>N <V6<5@5652>3> 5:@0=C (1@0=4<0C5@C) Netfilter 4;O O45@ Linux 2V4 

25@AVW 2.4. �AC?5@5G ?>H8@5=V9 4C<FV, 0=V iptables, 0=V netfilter =5 28:>=CNBL 

<0@H@CB870FVN ?0:5BV2 V =5 :5@CNBL =5N. Netfilter ;8H5 DV;LB@CT B0 

<>48DV:CT (B0:>6 4;O NAT) ?0:5B8 70 ?@028;0<8, 2:070=8<8 

04<V=VAB@0�5@52>1C4< G5@57 CB8;VBC iptables. �;O 28:>@8AB0==O CB8;VB8 

iptables ?>B@V1=V ?@82V;5W AC?5@:>@8ABC20G0 (root). 

�;>:8 ?@028;, O:V 1C4CBL 28:>@8AB>2C20B8AL 4;O A5@25@V2. 

�;>:C20==O ?>HB>2>3>-B@0DV:C: 

iptables -A INPUT -p tcp --dport 25 -j DROP 

iptables -I OUTPUT -p tcp --dport 25 -j DROP 

�>72V; SSH �;O ?52=8E �$: 
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iptables -A INPUT -i venet0 -p tcp -s 1.1.1.1 --dport 22 -m state --state 

NEW,ESTABLISHED -j ACCEPT 

iptables -A OUTPUT -o venet0 -p tcp --sport 22 -m state --state ESTABLISHED -

j ACCEPT 

�>72V; HTPP B0 HTTPS B@0DV:C: 

iptables -A INPUT -i venet0 -p tcp --dport 80 -m state --state 

NEW,ESTABLISHED -j ACCEPT 

iptables -A OUTPUT -o venet0 -p tcp --sport 80 -m state --state ESTABLISHED -

j ACCEPT 

iptables -A INPUT -i venet0 -p tcp --dport 443 -m state --state 

NEW,ESTABLISHED -j ACCEPT 

iptables -A OUTPUT -o venet0 -p tcp --sport 443 -m state --state ESTABLISHED 

-j ACCEPT 

�>72V; 28:>@8AB>2C20B8 ?@>B>:>; ICMP: 

iptables -A INPUT -p icmp --icmp-type echo-request -j ACCEPT 

iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT 

�;>:C20==O @>1>B8 ?@>B>:>;C ICMP: 

iptables -A INPUT -p icmp --icmp-type echo-request -j DROP 

iptables -A OUTPUT -p icmp --icmp-type echo-reply -j DROP 

�>72V; B@0DV:C =0 loopback-V=B5@D59AV: 

iptables -A INPUT -i lo -j ACCEPT 

iptables -A OUTPUT -o lo -j ACCEPT 

�>72V; 28:>@8AB0==O POP3 B0 IMAP B@0DV:C: 

iptables -A INPUT -i venet0 -p tcp --dport 143 -m state --state 

NEW,ESTABLISHED -j ACCEPT 

iptables -A OUTPUT -o venet0 -p tcp --sport 143 -m state --state ESTABLISHED 

-j ACCEPT 

 iptables -A INPUT -i venet0 -p tcp --dport 110 -m state --state 

NEW,ESTABLISHED -j ACCEPT 
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iptables -A OUTPUT -o venet0 -p tcp --sport 110 -m state --state ESTABLISHED 

-j ACCEPT 

�AB0=>2;5==O ;V<VBC B0 :V;L:VABL 79T4=0=L 70 E28;8=C: 

iptables -A INPUT -p tcp --dport 80 -m limit --limit 10/minute --limit-burst 100 -j 

ACCEPT 

 

3.6 �>45;N20==O @>1>B8 ;>:0;L=>W <5@56V 
 

 >45;N20==O @>1>B8 ;>:0;L=>W <5@56V 28:>@8AB>2CTBLAO 4;O B>3>, H>1 

?5@52V@8B8 ?@028;L=VABL ?@>5:BC20==O B0 =0;0HBC20==O 2C7;V2 <5@56V.  

�;O <>45;N20==O 1C45 28:>@8AB0=> ?@>3@0<C Packet Tracet 5.3.  

�>:0;L=0 <5@560 @>718B0 =0 >:@5<V G0AB8=8 - ?V4<5@56V, B> 4;O 

?5@52V@:8 729O7:C <V6 2C7;0<8 4>AB0B=L> =0;0HBC20B8 2 1C4L-O:V 2C7;8 7 

@V7=8E ?V4<5@56 B0 ?5@52V@8B8 <V6 =8<8 729O7>: 70A>10<8 CB8;VB8 ping. 

%?@>5:B>20=0 ;>:0;L=0 <5@560 70A>10<8 ?@>3@0<8 Packet Tracer 5.3 =02545=0 

=0 @8AC=:C 3.2. 

 

 

$8AC=>: 3.2 - �<>45;L>20=0 ;>:0;L=0 <5@560 
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%:>=DV3C@CT<> 3>;>2=89 :><CB0B>@ ;>:0;L=>W <5@56V, 73V4=> 40=8E 

B01;8FV �$-04@5A: 

Sw5(config)#interface vlan 11 

Sw5(config-if)# 

%LINK-5-CHANGED: Interface Vlan11, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan11, changed state to 

up 

Sw5(config-if)#ip address 10.15.11.254 255.255.255.0 

Sw5(config-if)#no shutdown  

Sw5(config-if)#exit 

Sw5(config)#interface vlan 16 

Sw5(config-if)# 

%LINK-5-CHANGED: Interface Vlan16, changed state to up 

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan16, changed state to 

up 

Sw5(config-if)#ip address 10.15.16.254 255.255.255.0 

Sw5(config-if)#no shutdown  

Sw5(config-if)#exit 

Sw5(config)#interface FastEthernet 0/7 

Sw5(config-if)#switchport mode trunk 

Sw5(config)#interface FastEthernet 0/9 

Sw5(config-if)#switchport mode trunk 

!0;0HBCT<> AB5: ?@>B>:>;V2 @>1>G8E AB0=FV9 $%1 B0 $%20 73V4=> 40=8E 

B01;8FV �$-04@5A.  

�<>45;NT<> @>1>BC ?@>B>:>;C ICMP H;OE>< 2V4?@02:8 40=8E <V6 

28I5 >?8A0=8<8 2C7;0<8. $57C;LB0B <>45;N20==O =0 2C7;V $%1: 

ping 10.15.16.5 

Pinging 10.15.16.5 with 32 bytes of data: 

Reply from 10.15.16.5: bytes=32 time<1ms TTL=64 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

Reply from 10.15.16.5: bytes=32 time<1ms TTL=64 

Reply from 10.15.16.5: bytes=32 time<1ms TTL=64 

Reply from 10.15.16.5: bytes=32 time<1ms TTL=64 

Ping statistics for 10.15.16.5: 

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

Minimum = 0ms, Maximum = 0ms, Average = 0ms 

�8I5 =02545=89 @57C;LB0B <>45;N20==O 4>2>48BL :>@5:B=VABL 

=0;0HBC20==O 2V@BC0;L=8E <5@560 =0 3>;>2=><C :><CB0B>@V.  
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4 �������'��� $����� 

 

 9FBN 9>BAB@VKABW K4EF<A< >64?VHV>4JV=ABW DB5BF< T ;8V=EA9AAO 

9>BAB@VKA<I DB;D4IGA>V6, ECDO@B64A<I A4 6<;A4K9AAO 9>BAB@VKABW 

9H9>F<6ABEFV DB;DB5>< >B@C9NF9DABW @9D9:V 8?O % # «�9D96B5G8» V 

CD<=AOFFO DVL9AAO CDB WW CB84?LL9 6CDB648:9AAO 6 DB5BFG.  

 

4.1 �87=4G9==O AB48V9 B9E=>;>7VG=>7> ?@>F9AC B4 7474;L=>W 
B@864;>ABV ?@>6989==O ��$ 

 

�?O 6<;A4K9AAO ;474?LABW FD<64?BEFV CDB6989AAO !�$ 84AV 6<FD4F K4EG CB 

B>D9@<I BC9D4JVOI F9IAB?B7VKAB7B CDBJ9EG ;6B8OFLEO  G F45?<JN 4.1. 

 

&45?<JO 4.1 - %9D98AV= K4E 6<>BA4AAO !�$ F4 EF48V= F9IAB?B7VKAB7B 

CDBJ9EG 

7 

C/C 
!4;64 BC9D4JVW (EF48VW) �<>BA469JL 

'4E 6<>BA. 

BC9D4JVW, 

7B8. 

1 2 3 4 

1 
#BEF4AB6>4 ;484KV F4 HBD@G64AAO F9IAVKAB7B 

;4684AAO. 

�9DV6A<> 

CDB9>FG 
8 

2 

$B;DB5>4 CDB9>FG. #DB9>FG64AAO ?B7VKABW F4 

HV;<KABW FBCB?B7VW �" . #V85VD C4E<6AB7B F4 

4>F<6AB7B @9D9:96B7B B5?48A4AAO. 

�A:9A9D 6 

3  BAF4: @9D9:V.  &9IAV>  21 

4 
!4?47B8:9AAO @9D9:V. �BAHV7GDG64AAO 

@9D9:96<I E?G:5 F4 E9D6VEV6. 
�A:9A9D 20 

5 #V87BFB6>4 8B>G@9AF4JVW. �A:9A9D 5 

$4;B@ - 60 
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%G@4DA<= K4E 6<>BA4AAO BC9D4JV= F9IAB?B7VKAB7B CDBJ9EG, O>V 5G8GFL 

6<>BAG64F<EL 8?O CDB9>FG64AAO ?B>4?LABW @9D9:V 8?O % # «�9D96B5G8» 

E>?484T  60 7B8<A. 

  

4.2 �87=4G9==O 68B@4B =4 >?;4BC ?@4FV B4 6V8@4EC64=L =4 A>FV4;L=V 
74E>88 

 

"C?4F4 CD4JV - 7DBLB6<= 6<D4; 64DFBEFV V JVA< DB5BKBW E<?<, O><= 

6<EFGC4T G HBD@V 5G8L-O>B7B ;4DB5VF>G, 6<C?4K9AB7B >9DV6A<>B@ CV8CD<T@EF64 

A4=@4AB@G CD4JV6A<>B6V ;4 6<>BA4AG DB5BFG. 

�4DB5VFA4 C?4F4 CD4JV6A<>4 ;4?9:<FL 6V8 >VAJ96<I D9;G?LF4FV6 =B7B 

DB5BF<, D97G?NTFLEO CB84F>4@< V @4>E<@4?LA<@< DB;@VD4@< A9 B5@9:GTFLEO. 

"EAB6A4 ;4DB5VFA4 C?4F4 DB;D4IB6GTFLEO ;4 HBD@G?BN:  

�BEA.=&E ÷ �7 , (4.1) 

 

89 &E 3 F4D<HA4 EF46>4, 7DA.; 

          �7 3 >V?L>VEFL 6V8CD4JLB64A<I 7B8<A. 

$9>B@9A8B64AV F4D<HAV EF46><: >9DV6A<> CDB9>FG 3 90 7DA./7B8., VA:9A9D 3 

80 7DA./7B8., F9IAV> 3 70 7DA./7B8.  

"F:9, BEAB6A4 ;4DB5VFA4 C?4F4 8?O: 

1. �9DV6A<> CDB9>FG - �BEA1 = 8 ; 90 = 720 7DA. 

2. �A:9A9D - �BEA2 = 31 ; 80 = 2480 7DA. 

3. &9IAV> - �BEA3 = 21 ; 70 = 1470 7DA. 

%G@4DA4 BEAB6A4 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

 

�BEA = 720 + 2480 + 1470 = 4670,00 7DA. 

 

�B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL 10315% 6V8 EG@< BEAB6ABW 

;4DB5VFABW C?4F< F4 B5K<E?NTFLEO ;4 HBD@G?BN 4.2. 
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�8B8.=�BEA.÷ �8BC?. , (4.2) 

 

89  �8BC?. 3 >B9HVJVTAF 8B84F>B6<I 6<C?4F CD4JV6A<>4@: 0,1 3 0,15.   

 "F:9, 8B84F>B64 ;4DB5VFA4 C?4F4 CB >4F97BDVOI CD4JV6A<>V6 EF4AB6<FL: 

1. �9DV6A<> CDB9>FG - �8B81= 720 ; 0,14 = 100,80 7DA. 

2. �A:9A9D - �8B82 = 2480 ; 0,14 = 347,20 7DA. 

3. &9IAV> -  �8B83 = 1400 ; 0,14 = 205,80 7DA. 

�474?LA4 8B84F>B64 ;4DB5VFA4 C?4F4 EF4AB6<FL: 

�8B8 = 100,80 + 347,20 + 205,80 = 653,80 7DA. 

�6V8E< ;474?LAV 6<FD4F< A4 BC?4FG CD4JV DB;D4IB6GNFLEO ;4 HBD@G?BN 4.3: 

�B.C.=�BEA .+ �8B8. , (4.3) 

 

�B.C = 4670,00 + 653,80 = 5323,80 7DA. 

!9B5IV8AB 6<;A4K<F< 6V8D4IG64AAO A4 EBJV4?LAV ;4IB8<: 

- HBA8 EFD4IG64AAO A4 6<C48B> 59;DB5VFFO 3 1,6 %;  

- HBA8 CB F<@K4EB6V= 6FD4FV CD4J9;84FABEFV 3 1,4 %; 

- C9AEV=A<= HBA8 3 33,2 %; 

- 6A9E>< A4 EFD4IG64AAO 6V8 A9M4EAB7B 6<C48>G A4 6<DB5A<JF6V F4 

CDBH9EV=AB7B ;4I6BDN64AAO  - 1,4%. 

�474?LA4 EG@4 ;4;A4K9A<I 6V8D4IG64AL EF4AB6<FL 37,6 %.  

"F:9, EG@4 6V8D4IG64AL A4 EBJV4?LAV ;4IB8< 5G89 EF4AB6<F<: 

�E.;.= $"# ÷ 0,376,                (4.4) 

 

89 $"# 3 HBA8 BC?4F< CD4JV, 7DA. 

�E.;.= 5323,80 ; 0,376 = 2001,75 7DA. 

 

#DB6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV ;6989@B G F45?<JN 4.2. 
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&45?<JO 4.2 - �6989AV DB;D4IGA>< 6<FD4F A4 BC?4FG CD4JV  

7 

C/C 

�4F97BDVO 

CD4JV6A<-

>V6 

"EAB6A4 ;4DB5VFA4 C?4F4, 

7DA. �B84F>. 

;4DB5. 

C?4F4, 

7DA. 

!4D4IG6 

A4 

$"#, 

7DA. 

�ELB7B 

6<FD4F< A4 

BC?4FG 

CD4JV, 7DA. 

 

&4D<H. 

EF46>4, 

7DA. 

�-EFL 

6V8-

CD4JLB6. 

7B8. 

$4>F. 

A4D4I. 

;/C?., 7DA. 

1 �9DV6A<> 

CDB9>FG 

90 8 720,00 100,80 - - 

2 �A:9A9D 80 31 2480,00 347,20 - - 

3 &9IAV> 70 21 1470,00 205,80 - - 

$4;B@ 4670,00 653,80 5323,80 7325,55 

 

"F:9, ;474?LAV 6<FD4F< A4 BC?4FG CD4JV EF4AB6?OFL 7325,55 7DA. 

 

4.3 $>7@4EC=>: <4B9@V4;L=8E 68B@4B 

 

 4F9DV4?LAV 6<FD4F< 6<;A4K4NFLEO O> 8B5GFB> >V?L>BEFV 6<FD4K9A<I 

@4F9DV4?V6 F4 WI JVA< (HBD@G?4 4.5): 

 �V = qi ; pi (4.5) 

 

89 qi 3 >V?L>VEFL 6<FD4K9AB7B @4F9DV4?G V-7B 6<8G; 

      DV 3 JVA4 @4F9DV4?G V-7B 6<8G.   

�6V8E<, ;474?LAV @4F9DV4?LAV 6<FD4F< @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.6: 

�@.6. = 3  �V (4.6) 

 

#DB6989AV DB;D4IGA>< ;4A9E9@B G F45?<JN 4.3. 
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    &45?<JO 4.3 - �6989AV DB;D4IGA>< @4F9DV4?LA<I 6<FD4F  

7 

C/C 

!4=@9AG64AAO @4F9DV4?LA<I 

D9EGDEV6 

"8<A<JV 

6<@VDG 

�-EFL &VA4, 

7DA. 

%G@4, 

7DA. 

1 �B@GF4JV=A4 L4H4 24U LF 1 16000 16000 

2 #4FKC4A9?L 24 CBDF< LF 1 3670 3670 

3  9D9:964 DB;9F>4  LF 40 140 5600 

4 �BDB5  @ 112 80 8960 

5 �459?L UTP >4F. 6 @ 450 13 5850 

6 #4FK>BD8 LF 67 43 2881 

7 Powercom KIN-2200AP-RM  LF 1 18900 18900 

8 �459?LAV FD<@4KV LF 3 350 1050 

9 D-Link  D-Link DGS-1210-16 LF 3 5000 15000 

10 D-Link DGS-1100-08 LF 3 4300 12900 

11 TrendNET TS-S402 LF 1 6700 6700 

12 ARTLINE Business R33 v01 LF 1 38900 38900 

13 TP-Link TL-WA801ND LF 1 3200 3200 

14 Allied Telesyn AT-x600-24Ts LF 1 13400 13400 

15 #B8B6:G64KV 220� LF 3 450 1350 

�ELB7B, 7DA 154361 

 

�474?LA4 EG@4 @4F9DV4?LA<I 6<FD4F A4 DB;DB5>G @9D9:V EF4AB6<FL      

154361,00 7DA.  

 

4.4 $>7@4EC=>: 68B@4B =4 9;9:B@>9=9@7VN  
 

�4FD4F< A4 9?9>FDB9A9D7VN B8<A<JV B5?48A4AAO DB;D4IB6GNFLEO ;4        

HBD@G?BN 4.7: 

�9=W ; T ; S (4.7) 

 

http://www.alliedtelesis.com/switches/x600-24ts
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89  W 3 A9B5IV8A4 CBFG:AVEFL, >�F; 

       T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO; 

       S 3 64DFVEFL >V?B64F-7B8<A< 9?9>FDB9A9D7VW. 

'4E DB5BF< #� A48 84A<@ CDB9>FB@ EF4AB6<FL 8 7B8<A, ECB:<64A4 

CBFG:AVEFL  - 0,5 >�F/7B8, 64DFVEFL 1 >�F 9?9>FDB9A9D7VW 3 1,68 7DA. 

&B@G 6<FD4F< A4 9?9>FDB9A9D7VN 5G8GFL EF4AB6<F<:  

�9=0,5 ; 8 ; 1,68 = 6,72 7DA. 

 

4.5  �87=4G9==O B@4=A?>@B=8E 74B@4B 

 

&D4AECBDFAV 6<FD4F< E?V8 CDB7AB;G64F< G DB;@VDV 8 3 10 % 6V8 ;474?LABW 

EG@< @4F9DV4?LA<I ;4FD4F. &D4AECBDFAV 6<FD4F< DB;D4IB6GNFLEO ;4       

HBD@G?BN 4.8. 

&6 = �@.6. ; 0,08...0,1, (4.8) 

 

89 &6 3 FD4AECBDFAV 6<FD4F<. 

 

"F:9, FD4AECBDFAV 6<FD4F< 5G8GFL EF4AB6<F<:    

&6 =154361,00 ; 0,08 = 12348,88 7DA. 

 

4.6 $>7@4EC=>: AC<8 4<>@B874FV9=8E 6V8@4EC64=L 

 

�B@C9NF9D< F4 BD7F9IAV>4 A4?9:4FL 8B K9F69DFBW 7DGC< BEAB6A<I HBA8V. 

 VAV@4?LAB 8BCGEF<@V EFDB>< WI 6<>BD<EF4AAO 2 DB><. �?O 6<;A4K9AAO 

4@BDF<;4JV=A<I 6V8D4IG64AL 6<>BD<EFB6GT@B HBD@G?G: 

,
%150

&
��

A
�� ÷

÷
ý  

(4.9) 

 

89  � 3 4@BDF<;4JV=AV 6V8D4IG64AAO ;4 ;6VFA<= C9DVB8, 7DA. 
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    �� 3 54?4AEB64 64DFVEFL 7DGC< BEAB6A<I HBA8V6 A4 CBK4FB> ;6VFAB7B               

C9DVB8G, 7DA.; 

             !� 3 ABD@4 4@BDF<;4JVW, %; 

 T 3 >V?L>VEFL 7B8<A DB5BF< B5?48A4AAO, 7B8. 

�D4IB6GNK<, MB #� CD4JNT A48 84A<@ CDB9>FB@ 8 7B8., 54?4AEB64 

64DFVEFL #� 3 23000 7DA., FB@G: 

.33,618
150

05,023000 7D=A ý÷
÷

ý  

 

4.7 �5G8A;9==O =4:;48=8E 68B@4B 

 

!4>?48AV 6<FD4F< - J9 6<FD4F<, A9 CB6'O;4AV 59;CBE9D98ALB ; 

F9IAB?B7VKA<@ CDBJ9EB@ 6<7BFB6?9AAO CDB8G>JVW, 4 GF6BDNNFLEO CV8 6C?<6B@ 

C96A<I G@B6 DB5BF< CB BD74AV;4JVW, GCD46?VAAN F4 B5E?G7B6G64AAN 

6<DB5A<JF64. 

� ;4?9:ABEFV 6V8 BD74AV;4JV=AB-CD46B6BW HBD@< 8VO?LABEFV 

7BECB84DNNKB7B EG59T>F4, A4>?48AV 6<FD4F< @B:GFL EF4AB6<F< 20 3 60 % 6V8 

EG@< BEAB6ABW F4 8B84F>B6BW ;4DB5VFABW C?4F< CD4JV6A<>V6, B5K<E?NNFLEO ;4 

HBD@G?BN 4.10.  

!6 = �B.C. ; 0,2...0,6, , (4.10) 

 

89, !6 3 A4>?48AV 6<FD4F<. 

 

!6 = 5323,8 ; 0,4 = 2129,52 7DA.  

 

4.8 %:;484==O :>HB>@8AC 68B@4B B4 687=4G9==O A>5V64@B>ABV ��$ 

 

�BLFBD<E 6<FD4F O6?OT EB5BN ;6989A<= C?4A GEVI 6<FD4F CV8CD<T@EF64 A4 

@4=5GFAV= C9DVB8 6<DB5A<KB-HVA4AEB6BW 8VO?LABEFV. 

$9;G?LF4F< CDB6989A<I 6<M9 DB;D4IGA>V6 ;6989@B G F45?<JV 4.4. 

http://www.paragononstate.com/planuvannya-vitrat-virobnicztva--czn/28-skladannya-koshtorisu-vitrat-na-virobnicztvo-.html
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&45?<JO 4.4 - �BLFBD<E 6<FD4F A4 !�$ 

�@VEF 6<FD4F %G@4, 7DA. � % 8B ;474?LABW 

EG@< 

�<FD4F< A4 BC?4FG CD4JV  5323,80 3,02 

�V8D4IG64AAO A4 EBJV4?LAV ;4IB8< 2001,75 1,14 

 4F9DV4?LAV 6<FD4F<  154361,00 87,59 

�<FD4F< A4 9?9>FDB9A9D7VN 6,72 0,00 

&D4AECBDFAV 6<FD4F<  12348,88 7,01 

�@BDF<;4JV=AV 6V8D4IG64AAO  61,33 0,03 

!4>?48AV 6<FD4F<  2129,52 1,21 

%B5V64DFVEFL  176233,00 100,00 

 

%B5V64DFVEFL (%�) !�$ DB;D4IGT@B ;4 HBD@G?BN 4.11: 

%6 = �B.C.+�E.;.+�@.6.+�6+&6+�+!6 (4.11) 

"F:9, EB5V64DFVEFL 8BDV6ANT: %6 = 176233,00 7DA. 

  

4.9 $>7@4EC=>: FV=8 ��$ 

  

  &VAG !�$ @B:A4 6<;A4K<F< ;4 HBD@G?BN 4.12: 

              & = %6 ; (1+$D9A) ; (1+#��), (4.12) 

89  %6 3 EB5V64DFVEFL 6<>BA4AAO !�$; 

      $D9A. 3 DV69AL D9AF459?LABEFV, 30 % 

      #�� 3 EF46>4 CB84F>G A4 8B84AG 64DFVEFL, 20 %. 

 

& = 176233,00 ; (1+0,3) ; (1+0,2) = 274923,48 7DA. 
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4.10 �87=4G9==O 9:>=><VG=>W 9D9:B86=>ABV V B9@<V=C >:C?=>ABV 
:4?VB4;L=8E 6:;489=L 

 

�H9>F<6AVEFL 6<DB5A<JF64 - >4F97BDVO, O>4 I4D4>F9D<;GT D9;G?LF4F<6AVEFL 

6<DB5A<JF64. �BA4 E6V8K<FL A9 ?<L9 CDB CD<DVEF B5EO7V6 6<DB5A<JF64, 4 = CDB 

F9, O><@< 6<FD4F4@< D9EGDEV6 8BEO74TFLEO J9= CD<DVEF, FB5FB E6V8K<FL CDB O>VEFL 

9>BAB@VKAB7B ;DBEF4AAO. 

#D<5GFB> DB;D4IB6GTFLEO ;4 HBD@G?BN: 

# = & - %6      (4.13) 

 

# = 274923,48 3 176233,00 = 98690,48 7DA. 

 

�>BAB@VKA4 9H9>F<6AVEFL (�D) CB?O74T G 6V8ABL9AAV D9;G?LF4FG 

6<DB5A<JF64 8B ;4FD4K9A<I D9EGDEV6 V DB;D4IB6GTFLEO ;4 HBD@G?BN 4.14.  

�D = # / %6,                 (4.14) 

 

89  # 3 CD<5GFB>; 

               %6 3 EB5V64DFVEFL.  

�D = 98690,48 / 93266,9 = 0,56 

 

#BDO8 V; 9>BAB@VKABN 9H9>F<6AVEFN DB;D4IB6GNFL (HBD@G?4 4.15) F9D@VA 

B>GCABEFV >4CVF4?LA<I 6>?489AL (&D):  

&D = 1 / �D  (4.15) 

 

�BCGEF<@<@ 664:4TFLEO F9D@VA B>GCABEFV 8B 5 DB>V6. � 84AB@G 6<C48>G 

&D=1/0,56=1,79. 

�EV 84AV DB;D4IGA>V6 6A9E9@B 6 ;6989AG F45?<JN 4.5 F9IAV>B-9>BAB@VKA<I 

CB>4;A<>V6.  
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&45?<JO 4.5 - &9IAV>B-9>BAB@VKAV CB>4;A<>< DB;DB5>< @9D9:V  

7 

C/C 
#B>4;A<> �A4K9AAO 

1. %B5V64DFVEFL, 7DA. 176233,00 7DA. 

2. #?4AB6<= CD<5GFB>, 7DA. 98690,48 7DA.  

3. &VA4, 7DA. 274923,48 

4. �>BAB@VKA4 9H9>F<6AVEFL  0,56 

5. &9D@VA B>GCABEFV, DV> 1,79 

 

�474?LA4 64DFVEFL DB;DB5?9ABW >B@C9NF9DABW @9D9:V 8?O % # 

«�9D96B5G8» EF4AB6<FL  274923,48 7DA. 

�64:4NK< A4 6<EB>V CB>4;A<>< 9>BAB@VKABW 9H9>F<6ABEFV - 0,56, >BLF<, 

6>?489AV 6 CDB6989AAO CDB9>FA<I DB5VF B>GC?OFLEO ;4 1,79 DB>G. 
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5 "%"$"!� #$�&�, &�%!��� ���#��� 

 &� ��"�"��'!� �� "�� 

 

' ACA?V;LAB2V V7 A>FV0;L=> >@VT=B>20=>N 5:>=><V:>N >E>@>=0 ?@0FV <0T 

1CB8 >4=8< 7 =09206;82VH8E 70240=L A>FV0;L=>-5:>=><VG=>W ?>;VB8:8 O: 

45@6028, B0: V :>6=>3> ?V4?@8T<AB20 B0 >@30=V70FVW. "E>@>=0 ?@0FV 3 ?@>1;5<0 

A:;04=0 V 1030B>3@0==0. 

#@>B5 =8=VH=V9 @V25=L =0C:>2>-B5E=VG=>3> ?@>3@5AC B0 A>FV0;L=>-

5:>=><VG=V >@VT=B8@8 @>728B:C ACG0A=>3> ACA?V;LAB20 =5 A?@><>6=V AB2>@8B8 

A?@8OB;82V C<>28 4;O 70157?5G5==O 4>1@>1CBC ;N48=8, 715@565==O WW 74>@>29O. 

"A>1;82> 3>AB@> FO ?@>1;5<0 ?>AB0T =0 ?@><8A;>28E ?V4?@8T<AB20E, 7>:@5<0 

<0H8=>1C4V2=8E, 3V@=8G>-284>1C2=8E, ;820@=8E 28@>1=8FB20E, 45 715@V30TBLAO 

?5@5206=> 70AB0@V;0 <0B5@V0;L=>-B5E=VG=0 1070 28@>1=8FB20 ?@8 =5704>2V;L=8E 

>1AO30E DV=0=AC20==O 70E>4V2 7 >E>@>=8 ?@0FV. 'A5 F5 ?@872>48BL 4> 28A>:>3> 

@V2=O B@02<0B87<C B0 ?@>D5AV9=>W 70E2>@N20=>ABV, >A>1;82> 2 3V@=8G>-

284>1C2=V9 30;C7V V, O: =0A;V4>:, 4> 71V;LH5==O 2840B:V2 ?V4?@8T<AB20 45@6028 

B0 (>=4C A>FV0;L=>3> AB@0EC20==O =0 28?;0B8 9 :><?5=A0FVW ?>B5@?V;8< [3].  

� 30;C7V V=D>@<0FV9=8E B5E=>;>3V9 A8BC0FVO 7=0G=> :@0I0, >A:V;L:8 =5<0T 

=04B> H:V4;828E D0:B>@V2 V C<>2 ?@0FV, 0;5 T V=HV 28:;8:8, O:V ?>29O70=V 7 

?@>D5AV9=8<8 70E2>@N20==O<8, 5;5B@>157?5:>N, ?>656=>N 157?5:>N B0 V=H5. 
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&01;8FO �1 3 �$-04@5A0FVO  
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?/? 
�V0?07>= 
?>7=0G5==O 
2C7;V2 

!><5@ 
VLAN 

�4@5A0 2C7;0/ 
 0A:0 

,;N7 

1 2 4 5 6 

1 WS_1 11 10.15.11.1/24 10.15.11.254 

2 WS_2 10.15.11.2/24 

3 WS_3 10.15.11.3/24 

4 WS_4 10.15.11.4/24 

5 SW_1 1 192.168.1.1/24 - 

6 WS_5 12 10.15.12.1/24 10.15.12.254 

7 WS_6 10.15.12.2/24 

8 WS_7 10.15.12.3/24 

9 WS_8 10.15.12.4/24 

10 WS_9 13 10.15.13./24 10.15.13.254 

11 WS_10 10.15.13./24 

12 WS_11 10.15.13./24 

13 WS_12 10.15.13./24 

14 SW_2 1 192.168.1.2/24 - 

15 WS_13 14 10.15.14.1/24 10.15.14.254 

16 WS_14 10.15.14.2/24 

17 WS_15 10.15.14.3/24 

18 WS_16 10.15.14.4/24 

19 WS_17 15 10.15.15./24 10.15.15.254 

20 WS_18 10.15.15./24 

21 WS_19 10.15.15./24 

22 WS_20 10.15.15./24 
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1 2 4 5 6 

23 SW_3 - 192.168.1.3/24 - 

24 WS_21 16 10.15.16.1/24 10.15.16.254 

25 WS_22 10.15.16.2/24 

26 SW_4 1 192.168.1.4/24  

27 WS_23 17 10.15.17.1/24 10.15.17.254 

28 WS_24 18 10.15.18.1/24 10.15.18.254 

29 WS_25 19 10.15.19.1/24 10.15.19.254 

30 S_1 10.15.19.2/24 

31 S_2 10.15.19.3/24 

- 48=0<VG=> 48=0<VG=> 
32 SW_5 1 192.168.1.5/24 - 

33 AP_1 20 10.15.20.1/24 10.15.20.254 

34 WS_26 21 10.15.21.1/24 10.15.21.254 

35 WS_27 10.15.21.2/24 

36 WS_28 22 10.15.22.1/24 10.15.22.254 

37 WS_29 10.15.22.2/24 

38 WS_30 10.15.22.3/24 

39 WS_31 10.15.22.4/24 

40 SW_6 1 192.168.1.6/24 - 

41 WS_32  23 10.15.23.1/24 10.15.23.254 

42 WS_33 10.15.23.2/24 

43 WS_34 10.15.23.3/24 

44 WS_35 10.15.23.4/24 

45 WS_36  24 10.15.24.1/24 10.15.24.254 

46 WS_37 10.15.24.2/24 

47 SW_7 - 192.168.1.7/24 - 

48 WS_38 25 10.15.25.1/24 10.15.25.254 

49 WS_39 10.15.25.2/24 
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 2023.� �.123.602.20.00.00 �� 

�>40B>: �. �>3VG=0 04@5A0FVO ?V4<5@56 ��� 

 

&01;8FO �1 3 �>3VG=0 04@5A0FVO 2 �"   

7 

?/? 
�V0?07>= 
?>7=0G5==O 2C7;V2 

$>1>G0 
3@C?0/�-ABL 
2C7;V2 

#@8<V
I5==O 

!><5@ 
VLAN 

�4@5A0 
?V4<5@56V/ 
 0A:0 

1 2 3 4 5 6 

1 WS_1-WS_4, 

SW_1 

 1 11 10.15.11.0/24 

2 WS_5-WS_8  1 12 10.15.12.0/24 

3 WS_9-WS_12, 

SW_2 

- 5 13 10.15.13.0/24 

4 WS_13-WS_16 - 6 14 10.15.14.0/24 

5 WS_17-WS_20, 

SW_3 

- 5 15 10.15.15.0/24 

6 WS_21-WS_22, 

SW_4 

- 3 16 10.15.16.0/24 

7 WS_23 - 1 17 10.15.17.0/24 

8 WS_24 - 1 18 10.15.18.0/24 

9 WS_25, S_1, S_2, 

SW_5 

- 3 19 10.15.19.0/24 

10 AP_1 - 1 20 10.15.20.0/24 

11 WS_26-WS_27 - 2 21 10.15.21.0/24 

12 WS_28-WS_31, 

SW_6 

- 5 22 10.15.22.0/24 

13 WS_32-WS_35, 

SW_6 

- 4 23 10.15.23.0/24 

14 WS_36-WS_37, 

SW_7 

- 1 24 10.15.24.0/24 

15 WS_38-WS_39 - 1 25 10.15.25.0/24 

 

 

 

 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

&01;8FO �2 - &01;8FO :>=DV3C@C20==O VLAN 

7 

?/? 

#>7=0G5==O 

2C7;0 

!><5@ 

?>@BC 

&8? 

?>@BC 

!0720 

<5@. 

?@8AB0@. 

!><5@ 

?>@BC 

&8? 

?>@BC 

!><5@ 

VLAN 

1 2 3 4 5 6 7 8 

1 WS_1-WS_4 - Access SW_1 2-5 Trunk 11 

2 WS_5-WS_8 - Access SW_1 6-9 Trunk 12 

3 WS_9-WS_12 - Access SW_2 2-5 Trunk 13 

4 WS_13-WS_16 - Access SW_2 6-9 Trunk 14 

5 WS_17-WS_20 - Access SW_3 1-5 Trunk 15 

6 WS_21-WS_22 - Access SW_4 2-5 Trunk 16 

7 WS_23 - Access SW_4 6 Trunk 17 

8 WS_24 - Access SW_4 7 Trunk 18 

9 WS_25, S_1, S_2 - Access SW_5 1-3 Trunk 19 

10 AP_1 - Access SW_5 4 Trunk 20 

11 WS_26-WS_27 - Access SW_5 5-6 Trunk 21 

12 WS_28-WS_31 - Access SW_6 2-5 Trunk 22 

13 WS_32-WS_35 - Access SW_6 6-9 Trunk 23 

14 WS_36-WS_37 - Access SW_7 2-3 Trunk 24 

15 WS_38-WS_39 - Access SW_7 4-5 Trunk 25 

17 SW_1 1 Trunk SW_5 7 Trunk - 

18 SW_2 1 Trunk SW_5 8 Trunk - 

19 SW_3 1 Trunk SW_5 9 Trunk - 

20 SW_4 1 Trunk SW_5 10 Trunk - 

21 SW_6 1 Trunk SW_5 11 Trunk - 

22 SW_7 1 Trunk SW_5 12 Trunk - 

 

 

 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

�>40B>: �. �81V@ <5@5652>3> >1;04=0==O 

 

&01;8FO �1 3 #>@V2=O;L=89 0=0;V7 B5E=VG=8E ?>:07=8:V2 :><CB0B>@V2  

�8@>1=8: - E0@0:B5@8AB8:0 D-Link DGS-1210-20 TP-Link TL-SG3216 

,284:VABL :><CB0FVW, �1VB/A 40 32 

#@>?CA:=0 740B=VABL,  

<;=. ?0:5BV2/A 

29,8 23,8 

�-ABL ?>@BV2 

10/100/1000  

16+4 16+2 

#V4B@8<:0 VLAN + + 

"19< 1CD5@0 ?0<9OBV 1M� 512�� 

#V4B@8<:0 DC=:FVW  

Port Mirroring 

+ + 

#V4B@8<:0 B5E=>;>3VW 

2V@BC0;L=8E <5@56V 

AB0=40@BC IEEE 802.1q 

+ + 

#V4B@8<:0 B5E=>;>3VW 

Spanning Tree 

+ + 

#V4B@8<:0 2545==O 

AB0B8AB8:8 (:V;L:VABL 

?5@540=8E B0 ?@89=OB8E 

?0:5BV2 B0 WE B8?) 

+ + 

 

 

 

 

 

 

 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 

�@>. 

 2023.� �.123.602.20.00.00 �� 

&01;8FO �2 - #>@V2=O;L=0 E0@0:B5@8AB8:0 8-B8 ?>@B>28E :><CB0B>@V2 

&5E=VG=V E0@0:B5@8AB8:8/ 

<>45;L :><CB0B>@0 

D-Link DGS-1100-08 TP-LINK TL-SG2208 

,284:VABL :><CB0FV9=>W 

H8=8, �1/A 

16 16 

,284:VABL ?5@5A8;:8 ?0:5BV2 

64 109B, <;=./A 

11,9 11,9 

�-ABL ?>@BV2 10/100/1000 16 16 

#V4B@8<:0 B5E=>;>3VW 

2V@BC0;L=8E <5@56V 

AB0=40@BC IEEE 802.1q 

+ + 

#V4B@8<:0 B5E=>;>3VW 

Spanning Tree 

+ + 

#V4B@8<:0 2545==O 

AB0B8AB8:8  

+ + 

 

&01;8FO �3 - &5E=VG=V E0@0:B5@8AB8:8 TrendNET TS-S402 

)0@0:B5@8AB8:8 �=0G5==O 

�V4AV:8 2  

�-BL 6>@AB:8E 48A:V2 2 (<0:A.) 

,284:VABL ?5@540GV 1000  1VB/A5: 

�>=B@>;5@ ?@8AB@>W2 715@V30==O Serial ATA I�I. $V2=V RAID:  

0, 1, 0+1, JBOD 

#@>F5A>@ Marvell 88F5182 (333  3F) 

"?5@0B82=0 ?0<'OBL 128  � RAM 

 5@565289 040?B5@ 1 <5@565289 040?B5@ Gigabit Ethernet  

 5@5652V ?@>B>:>;8 FTP, SAMBA, NFS 

�8A:8 420 48A:8 ?> 2&� 

 



 

 
�<. �@>. 7 4>>C<. �V4?8A �4B4 
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 2023.� �.123.602.20.00.00 �� 

&01;8FO �4 3 #>@V2=O==O 0?0@0B=8E :>=DV3C@0FV9 A5@25@C 

 ARTLINE Business 

R33 v01  

Supermicro 5019S-C  ProServer DL360p  

#@>F5A>@ Intel Xeon E-2224G  Intel Xeon Quad-

Core E3-1230 v6 

Intel Xeon E-2136 

"19T< "�# 16�� 16�� 16�� 

&8? "�# DDR4-2666  �F (4 

A;>B8, <0:A. >1AO3 

?0<'OBV 64 ��) 

DDR4, Unbuffered, 

ECC 

2666/2400/2133 

 �F ECC DDR4 

SDRAMD 

�8A:>20 

?V4A8AB5<0 

HDD: 2 E 1 &� 

SSD: 2 E 250 �� 

HDD: 2 E 1 &� 

SSD: 2 E 250 �� 

HDD: 2 E 1 &� 

SSD: 2 E 250 �� 

 5@56520 

?;0B0 

V=B53@>20=0 V=B53@>20=0 V=B53@>20=0 

�;>: 

682;5==O 

650 �B 650�B 650�B 

 

&01;8FO B5 - &5E=VG=V E0@0:B5@8AB8:8 :><CB0B>@V2   

)0@0:B5@8AB8:0, =0720 Allied Telesyn AT-x600-24Ts Zyxel XGS-4526 

#V4B@8<C20=V DC=:FVW L2, L3 L2, L3 

�><CB0FVO :04@V2/?0:5BV2, 

�1VB/A  

96 96 

�04@V2/?0:5BV2 2 A5:C=4C 71,4 71,5 

�-ABL ?>@BV2  

10/100/1000 BASE-T) 

24+4 20+4 

 0@H@CB870FVO %B0B8G=0, 48=0<VG=0 %B0B8G=0, 

48=0<VG=0 

�V440;5=5 :5@C20==O WEB, SSH WEB 

#V4B@8<:0 IEEE 802.1Q &0: &0: 

 

http://www.alliedtelesis.com/switches/x600-24ts
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 2023.� �.123.602.20.00.00 �� 

&01;8FO �6 - #>@V2=O;L=0 E0@0:B5@8AB8:0 B>G>: 4>ABC?C 

�8@>1=8: D-Link TP-LINK Cisco 

 0@:0 DAP-1360  TL-WA801ND WAP121 

%B0=40@B8 802.11n, 802.11g, 

802.11b,802.3  

802.11n, 802.11g, 

802.11b,802.3 

802.11n, 802.11g, 

802.11b,802.3 

,284:VABL 

?5@540GV 

802.11b: 11  1VB/A;  

802.11g: 54  1VB/A;  

802.11n: 300  1VB/A. 

802.11b: 11  1VB/A;  

802.11g: 54  1VB/A;  

802.11n: 300  1VB/A. 

802.11b: 11  1VB/A;  

802.11g: 54  1VB/A;  

802.11n: 300  1VB/A. 

#@>B>:>;8 

157?5:8 

WPA-PSK,  

WPA2-PSK 

WPA-PSK,  

WPA2-PSK 

WPA-PSK,  

WPA2-PSK 

�V;L:VABL 

?>@BV2 LAN  

1 1 1 

 


