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AHoTanin
YKPaTHCHKOIO:

Meroro naHoi poGoTH € MOJENOBaHHS 3arpo3 Oe3MeKH /Ui HaBYaJIbHOI CUCTEMH 3 BUKOPHCTAHHAM
JIONIOBHEHOI peanbHOCTI Ha ocHOBI Mitre Attack.

O0’€eKT 1OCTIIKEHHS — HaBYaJIbHA CHCTEMA 3 BUKOPUCTaHHSIM TEXHOJIOT'1] JOMOBHEHOI PealbHOCTI.

[Tpeamer mocmimKeHHs — 3arpo3u Oe3MeKu I HaBYAIbHOI CUCTEMH 3 BHKOPUCTaHHSIM JOMOBHEHOL
peanabHOCTI Ta METOIM iX MOJIETIIOBaHHS Ha OCHOBI Mitre Attack.

B xBamidikaniiiHii poOOTI MPOBEIEHO OIJISA JOMOBHEHOI pPealbHOCTI, MOOYyJ0BaHO Yy3arajibHEHY
apxiTeKTypy HaBuUaJbHOI CHCTEMH 3 BHUKOPUCTAHHSM JIOMOBHEHOI peajbHOCTI, IMPOBEIEHO aHami3 ii
KOMIIOHEHTIB, MMOOYI0BaHO BEKTOPU aTaK HAa Ba)KJIMBI KOMIIOHEHTH CHCTEMH, 3MOJENIbOBAHO 3arpo3u Oe3neKu
st i€l cuctemu ocHoBi Mitre Attack, a Takok po3poONIeHO peKoMeHaIlli MIomo 3axomiB 1 3aco0iB
3a0e31edeHHs Oe3MeKn HaBYaJIbHOI CUCTEMHU BiJl 11€HTU(IKOBAHUX 3arpo3.

Pesynbrarom poOoT € moOymoBaHa Mojedb 3arpo3 Uil HaBYaJIbHOI CHCTEMH 3 BHUKOPHCTaHH M
JIOTIOBHEHOI peajbHOCTI Ha ocHOB1 Mitre Attack.

Jna peamizauii nanoi poboru Oynu Buxopucrtani Taki mporpamui npoayktu: MITRE ATT&CK
Navigator, Draw.io.

AHTIIIACHKOIO

The purpose of this work is to model security threats to an educational system using augmented reality
based on Mitre Attack.

The object of research is an educational system that utilizes augmented reality technology.

The subject of research is security threats to an educational system using augmented reality and methods
of modeling these threats based on Mitre Attack.

In the qualification work, an overview of augmented reality is conducted, a generalized architecture of
an educational system using augmented reality is constructed, an analysis of its components is carried out,
attack vectors on important system components are constructed, security threats to this system are modeled
based on Mitre Attack, and recommendations for security measures and means for the educational system
against identified threats are developed.

The result of the work is a constructed threat model for an educational system using augmented reality
based on Mitre Attack.

The following software products were used for the implementation of this work: MITRE ATT&CK
Navigator, Draw.io.



