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AHoTanis
YKPalHCBKOIO:

VY po0oTi IOCHIPKEHO MUTAaHHA BUKOPHCTAaHHS OioMeTpHYHOi aBTeHTHdIKAIil B CUCTEMHU Ha OCHOBI
SSO, ski crany HEBiT'€MHOIO YAaCTHHOIO CYyYaCHHMX YIPABIIHCBKUX IPOILECIB y 0ararb0X OpraHizamisx Ta
JIepKaBHUX YCTAHOBAX.

OnHak, BUKOPHUCTAHHS IMX CHCTEM TAaKOX CTBOPIOE HOBI BUKJIMKH Ta 3arpo3d iHPOpMaIliiiHii Oe3reri.
VY miii po0oTi mpoaHaTi30BaHO NO3WTHUBHI Ta HETAaTWBHI CTOPOHH, SKi MOXYTb BIUIMHYTH Ha CHUCTEMH
iHpOopMaLiiiHy Oe3reky BUKOPUCTaHHA OIOMETpHUYHUX JaHUX. Takok OymyTb PO3IISHYTI CydacHI METOAM Ta
TEXHOJIOT1, 10 BUKOPHCTOBYIOTHCS IS 3aXUCTy CUCTEM Ha 0CHOBI TexHouorii Single Sing-On Bix nux 3arpos.

OcHoBHa yBara NpHCBSYEHa BUKOPUCTAHHIO OIOMETPil B TaKUX MiJICUCTEMaX, SIKi BUKOPUCTOBYIOTHCS B
JIepKaBHUX YCTaHOBAxX s oOpoOku Ta 0OMIHY KOH(ifeHIiifHO0 iH(opMarlieto. bynyTs nmpoaHanizoBaHi iXH1
(yHKIII0HAIBbH1 MOXJIMBOCTI Ta 3aCO0M O€3MeKH.

Pesynbraru 1i€i poOOTH TOMOMOXYTh MIABUIIUTH PO3YMIHHS IMpolieciB 1H(OpMaliifHOi 6e3neKu B Ipu
BUKOPHUCTAHI CUCTEM Ha OCHOBI TEXHOJOTIH €IMHOIO BXOAY 1 PO3POOMTH pPEKOMEHJAIl 1100 MOJIIIICHHS
CUCTEM EJIEKTPOHHOI B3aeMojli, aBTeHTH]iKalii Ta aBropu3auii . JlaHa kBamigikaiiiiHa pobota mMoxe OyTu
KOPHUCHOIO JUIsl OpraHi3alliii, siKi BUKOPUCTOBYIOTh a00 IUIaHYIOTh BUKOPHUCTOBYBAaTH TaKi CUCTEMH Ha OCHOBI
TEXHOJIOT1A €TUHOTO BXOIY.

AHTITIACHKOTO:

The study examines the use of biometric authentication in SSO-based systems, which have become an
integral part of modern management processes in numerous organizations and government institutions.

However, the use of these systems also presents new challenges and threats to information security. This
research analyzes the positive and negative aspects that can impact the information security of utilizing
biometric data. Additionally, it explores contemporary methods and technologies employed to safeguard SSO-
based systems from these risks.

The primary focus is on the utilization of biometrics in subsystems employed by governmental
institutions for the processing and exchange of confidential information. Their functional capabilities and
security measures are thoroughly analyzed.

The findings of this research will contribute to a better understanding of information security processes
in the implementation of SSO-based technologies and aid in the development of recommendations for
enhancing electronic interaction, authentication, and authorization systems. This thesis can be of value to
organizations currently employing or planning to adopt such SSO-based systems.
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