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AHoTanis

YKpaiHcbKo10: (200 — 300 cnis)

V naniii kBanmidikauiiHii po6oTi 6akanaBpa 34iHCHEHO aHai3 HAYKOBO-TEXHIYHHX MyOmiKamii Mo Temi
TMOCITIDKEHHST Ta 3MIMCHEHO KOMIULAIi0 iH(GOpMamii Mpo TEeXHOJOTii Ta CTaHIAPTH IDIATLHKHUX
KapToK, fKka Oyna 3i0paHa Ta CIiBCTaBjeHa 3 pi3HUX O(iLiHUX JOKYMEHTIB.

[IpoBeneHo neTanbHUN aHami3 CTPYKTYPHUX €IEMEHTIB MJIaTiXHOI KapTKH, SIKUH JO3BOJIMB BUALUTUTH
JIECSITh €TIEMEHTIB, 5Ki, 32 BUHATKOM JBOX, PEali3yloTh (DYHKIIII0 3aXHUCTY IIATKHOI KapTKH.
BuBdueHHS )XKUTTEBOTO NMUKITY TUIATDKHOI KAPTKUA JO3BOJMIIO BHSIBUTH IIOHAWMEHINE T'SITh Cy0'€KTiB,
K1 BiJirpatoTh MEBHY POJIb Y IIIATI)KHOMY MPOIIECi.

JeTanpHO omrcaHO MEXaHi3MH Oe3MeKH, SKi 3a0e3MedyI0Th TEXHOJIOT1] Ta CTaHIapTH.

Crorogni 3acrapisii Ta HeIOCKOHami iH(OpMamiiHI TEXHOJOTii BCe IIe BHUKOPHCTOBYIOTHCS B
orepalisx 3 TUIATDKHUMH KapTkamu. Jlisi BUpIlIeHHS 1€l cuTyanii BayKJIMBO IMpoaHai3yBaTH Ta
OIIIHUTH PO3BUTOK OE3MCKU EJICKTPOHHMX ILIATDKHUX 3ac00iB, MO0 3pO3YMITH, SK MOKpAIHIACST
Oe3mneka JaHuX, [0 BUKOPHUCTOBYIOTHCS B IIATIKHUX OTEPAIlisiX, 3 MOSIBOIO HOBUX TEXHOJIOTIH.

[epmr 3a Bce, BaXXJIMBO HagaTW KOPOTKUH BCTYN IO 1HAYCTPIi TUIATDKHUX KapTOK, MOYMHAIOUH 3
MOHATTA TUIATDKHUX KapToK. IImaTikHI KapTKM - 1[I IUIaCTUKOBI abo MeTalleBi KapTKH, SKi
JTO3BOJISTIOTH JEPIKATEII0 KApTKH 3MIHCHIOBATH TUIATEXI y TOproBelsHOMY 3akiani. Ll ¢popma ormnaru
BiJJOMa SIK €JIEKTPOHHI IUIATEXi, 1 TaKi KapTKH 3apa3 MIUPOKO BHKOPHCTOBYIOTHCS B YCHOMY CBITI i
KOHKYPYIOTh 3 TOTIBKOBUMH IuIaTekamMu. Yepe3 iX MIMpPOKE PO3MOBCIOMKECHHS B yChOMY CBITI
3IIOYMHII TOCTIHHO 3IACHIOIOT aTaKW Ha TUIATEXI, SKi 3IACHIOIOTHCS 3a JIOTIOMOTOI0 KapTOK.

Li aTakw, y pa3i ycrmixy, BIDTHBAIOTH Ha Pi3HUX CYO0'€KTiB, 0 O€PYTh y4acTh Y KAPTKOBUX IIIATEkAaX,
BKIIIOYAIOYH, HANpHUKIAJ, BIACHWKA KapTKH, TOProBUs Ta OaHK-emiTeHT. [y BIacHWKa KapTKH
3JI0YHMHEIb, BUKOPUCTOBYIOUH 310paHi B pe3ynbTaTi aTaku KOH(]IEHIIHHI 1aHl PO paxyHOK, MOXe
3MIMCHUTH BHJ IaXpalCTBa, SKUI Ha3UBAETHCS KPATKKOI OCOOMCTHX AAaHUX, IO MA€ TaKi HACIIIKU
JUIL BIaCHWKA KapTKH, SIK, HANPUKIAJ, 3MEHIICHHS 3arajbHOTO 3ajJHMINKy Ha PaxyHKy 10 HYyJ,
BeJIMKa cyMa OOpry Ta MOTIpIICHHS KPEAUTHOTO PEHTHHTY.

AHDTiIHCHKOI0 (200 — 300 cnis)

This bachelor's thesis analyzes scientific and technical publications on the research topic and
compiles information on payment card technologies and standards that has been collected and
compared from various official documents.

A detailed analysis of the structural elements of a payment card was carried out, which allowed us
to identify ten elements that, with the exception of two, implement the payment card security
function.

The study of the life cycle of a payment card allowed us to identify at least five entities that play a
role in the payment process.

The security mechanisms provided by technologies and standards are described in detail.

Today, outdated and imperfect information technologies are still used in payment card
transactions. To address this situation, it is important to analyze and evaluate the development of
electronic payment instrument security to understand how the security of data used in payment
transactions has improved with the advent of new technologies.

First of all, it is important to provide a brief introduction to the payment card industry, starting
with the concept of payment cards. Payment cards are plastic or metal cards that allow the cardholder
to make payments at a merchant. This form of payment is known as electronic payments, and such
cards are now widely used worldwide and compete with cash payments. Because of their widespread
use around the world, criminals are constantly launching attacks on card payments.

These attacks, if successful, affect various entities involved in card payments, including, for
example, the cardholder, the merchant and the issuing bank. For the cardholder, the criminal, using
the sensitive account data collected as a result of the attack, can commit a type of fraud called identity
theft, which has consequences for the cardholder, such as reducing the total account balance to zero,
incurring a large amount of debt, and deteriorating credit ratings.




