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Summary. The main attacks that have caused irreparable damage to enterprises and organizations
around the world in recent years and radically changed the attitude to cyber-attacks and the fight against them
are analyzed; systematized scientific and technical prerequisites for the security of information technology;
substantiated the tasks facing the developers of modern information systems; the consequences of attacks on
information are investigated and the main factors influencing financial losses due to security breaches are
identified.
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Problem statement. The amount of information stored in electronic form is growing
every passing day due to the mass introduction of computer technologies into all spheres of
human activity. Nowadays, the process of access-restricted information copying and extraction
is much easier than hundreds of papers rewriting. Moreover, computer networks’ appearance
resulting in wireless network access has not guaranteed information integrity. Thus, cyber-
attacks spread on information systems has put forward new higher requirements to the study in
the field of information security. They involve new approaches to information protection.

Analysis of well-known research results. Some criteria of information protection
assessment in computer systems against unauthorized access are described in [1, 2]. The papers
review and the analysis of the results obtained on the terminology in the field of information
security in computer systems against unauthorized access are given in [3-9]. Besides, practical
use of information technology security and system approach are highlighted in [6-10]. Analysis
of safety principles of enterprises and banks’ commercial activity is made in [11, 12]. A multi-
stage system of information protection is described in [13]. The insurance against information
security risks is simulated in [14].

Paper purpose. To analyze the main attacks which caused incredible damage to
numerous enterprises and organizations all around the world in recent years, and they have
changed the attitude toward cyber-attacks dramatically; to systematize scientific and technical
prerequisites on information technology security assurance; to substantiate the tasks the
developers of modern information systems are facing; to study the consequences of the attacks
on information and to make focus on the main reasons making an impact on financial expenses
due to security violation.

Task setting. Some messages about cyber-attacks, hackers, and computer violations
taking place more and more often have been considered in the paper under discussion.
Information, the electronic one, in particular, is represented by hundreds of different kinds:
separate files, datasets, records, and software complexes. All these objects can be attacked by
intruders. Thus, the study of information protection under present cyber-attack conditions is
quite urgent.
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Economic aspects of information protection under present large-scale cyber-attacks conditions

It is necessary to provide continuous activity for any enterprises and institutions, both
state and private. While storing, supporting, and providing access to any information object, its
owner or his/her representative specifies a set of rules to work with it. Their purposeful breaking
can be classified as an attack against information.

According to the historic and international safety experience, the objects of security,
taking into account their priorities, are as follows:

1) a person;

2) information;

3) material values.

Whereas the priority of personal safety is a natural phenomenon, the priority of
information over material values requires more thorough consideration. It includes not only
information that is a national or commercial secret, but open information as well.

Market relations with their integral component, i.e. competition, high demand to oppose
the external and internal impacts. The objects of protection may more or less be affected by
different attacks or threats to be in a dangerous situation, it depends on the purposes of an
assaulter and on the specific conditions.

The concept of safety activity of an enterprise and institution involves:

1) physical safety, which means protection assurance against threats to human life;

2) economic safety;

3) cybersecurity;

4) material security, i.e. protection of material values against any kind of danger — from
their stealing to fire danger and other catastrophes.

We must admit, that there is a close relationship between economic safety and
cybersecurity. As experts consider, 20% leak of commercial information in 60 cases out of
100 results in the company’s bankruptcy. We can also argue, that 93% of companies having no
access to their information for more than 10 days have lost their business. Moreover, half of
them claimed their inability to run a business [1]. Thus, economic safety and cybersecurity have
been closely interrelated. Reducing threats to a company’s economic activity means obtaining
the required information about the competitors. So, it’s quite natural, that the less growing threat
for certain companies’ economic activity the more growing it is for the others. It is possible due
to the industrial, and economic one, in particular, espionage.

Losses from the competitors’ activity, when industrial espionage methods are used, are
equal to 30% of total losses in the world, i.e. billions of dollars [1]. It is impossible to estimate
the exact losses as neither offenders nor victims are eager to make information about the illegal
methods of running a business public. This may explain a high level of offenses latency and the
absence of announcements about them in mass media. Thus, only less than 10% of all cases of
illegal activity of criminal nature have become public information that cannot be hidden.

So, the tasks concerning any kind of security must be solved at any time when various
aspects of human activity are taken into consideration. But, as we can see, all these types of
security are closely connected with information.

Information security (IS) is a state of information when the information properties
saving specified by the security policy can be assured [1]. An information system (IS) is an
organizational-technical system involving a computing system, physical environment, staff,
and processed information. Information security in IS means the activity aimed at providing the
security of information processed in the IS and the IS security in general and allows to prevent
or make less possible the implementation of threats, as well as to reduce the number of possible
losses caused by the threats implemented.

In fact, the sphere of information security is not information protection but protection
of property rights on it. Historically, a traditional object of property rights is a material object,
and that means that the property right was the right to a thing.
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But information is not a material object, information is knowledge, i.e. the reality
reflected in human consciousness. And only later information can be introduced into material
objects. Despite not being a material object, information can’t be separated from the material
carrier: human memory or non-human material carriers like books, floppy disks, or other kinds
of «memory» (memory devices).

As an analysis of historical facts and the latest experience have shown, new types and
forms of information processing are constantly coming into existence, as well as new kinds and
forms of its protection are being developed. Nevertheless, offenders have always been one step
ahead, and security services must do their best and involve lots of effort and resources to avoid
bad consequences of various violations impact.

We have tried to systematize the scientific and technical prerequisites of security
support with information technologies [1].

1. Increased volume of information, collected, stored, and processed by means of IS
and information technologies (IT). In this case, we can see that the range of methods, ways, and
possibilities of its collection and storage is becoming greater and greater, for example, when
information of various purposes and designation can be stored in the same databases [1]. In
fact, by penetrating a database, one can obtain complete information about any company or
state institution’s activity.

2. The latest generations of computers have acquired enormous calculating capacity
lately, whereas they have become much simpler in use. It means, that as it is much easier to use
them, more and more new users are getting access to computers. Obviously, the average
qualification of users is getting lower which makes the task of an offender much easier, as due
to such personalization of IT most users have their own workstations and they carry out their
administration by themselves [2]. Most of them can’t take care of the safety of their systems at
a high level, as it requires the proper knowledge, skills, large amount of time and money. The
wide spread of network technologies has joined separate machines into local networks enabling
them to use mutual resources, and the use of «clip-server» technology has transformed these
networks into distributed calculating environments. Now, network safety starts to depend on
the safety of all its components, so it will be enough for an offender to disrupt the operation of
one of them to disable the network.

Modern telecommunication technologies have united local networks into global ones.
In spite of all other advantages of use, the Internet provides wide possibilities to violate
information processing systems security all around the world. If a computer is connected to the
Internet, for an offender it does not matter where it is located — in the next room or in the other
corner of the world.

The progress in the field of hardware is accompanied by the more rapid development of
software. As practice has shown, the vast majority of the most popular software (first of all,
operating systems), despite the huge efforts of their developers, do not meet even the minimum
safety requirements [1]. When detected, lots of faults are eliminated by the versions restoring
or some additional means, though the constancy when new and new defects occur cannot but
cause apprehension. This can prove, that most systems provide the offenders with wide
opportunities to commit violations.

The discrepancy between the data and programs has disappeared due to the introduction
and wide use of virtual machines and different interpreters. Now, any application from a text
processor to a browser can not only process the data but interpret the instructions of a special
programming language integrated into them. It increases the opportunities of an offender
considerably concerning the creation of devices for breaking into someone else’s system, and
simultaneously it complicates the security as it requires controlling the interaction on one more
level, i.e. on virtual machines or interpreters’ level [3].

3. There is a significant gap between theoretical models of security, operating some
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abstract concepts like object, subject, etc., and current information technologies. It has resulted
in some discrepancies between the security models and their implementation in information
processing devices. Besides, lots of protection aids, for example, anti-virus tools or firewall
systems, do not have any system scientific basis at all. This situation could happen because of
the absence of the general theory of information protection, and complex security models of
information processing describing the mechanisms of an offender’s actions in real systems.
Moreover, there aren’t any systems enabling us to check the efficiency of decisions dealing
with the security sphere properly. The result of this is that practically all security systems are
based on the analysis of successful attack results, and this fact predetermines that they lag
behind the real situation. As an example, we can mention the well-known practice of
«suddenly» closing the detected defects in the security system.

4. Thus, under present conditions, the substantiation of the safety requirements, and the
creation of a regulatory basis that does not complicate the tasks of developers, but, on the
contrary, defines the compulsory level of safety, is extremely important. Some new decisions
in this field are really essential under the informatization and computerization of the most
important spheres of economy and state apparatus conditions.

Due to the collective action of the above-mentioned factors, the developers of modern
information systems for important information processing are facing assignments requiring
their efficient solutions [1].

1) Providing the security of new types of information resources. As the present computer
systems are directly integrated into the information structures of modern society, the protection
aids must take into account the latest forms of information representation (hypertext, multi-media,
and others). It means, that the security systems must provide security on the information resources
level, but not on the level of separate documents, files, or messages [1].

2) Organization of trustful interaction of both sides (mutual identification/
authentication) in information space. Development of local networks and the Internet dictate
the necessity to provide efficient protection under remote access to information conditions, as
well as the interaction of users via public networks. Moreover, this problem should be solved
globally, in spite of the fact that the sides involved may be located in different parts of the
planet, and can function on different hardware platforms and in different operating systems.

3) Protection against automatic means of attack. The experience of existing systems
running has proved, that completely new functions are required from the security systems,
namely possible provision of security under their interaction with any similar means conditions,
including inside the programs, which carry out destructive actions, i.e. computer viruses,
automatic hacking tools, aggressive agents [1]. At the first sight, it looks like that this problem
can be solved by means of access demarcation, though it is not quite so, that was proved by
well-known cases of computer viruses spread in «protected» systems.

4) Information security integration into the process of information processing
automation as a compulsory component. To be in demand by the modern market of information
systems, security aids can’t be in conflict with the conventional applications and the existing
technologies of information processing, but, on the contrary, they should become an integral
part of these facilities and technologies [1].

5) Development of modern, reliable, proper, and efficient mathematical models of
security.

If these problems are not solved, then any further spread of information technologies in
the sphere of critical systems processing important information will soon be in danger.
Moreover, some possible consequences of the attacks on information may have a considerable
impact on running a business:

1) Commercial information reveal can lead to serious direct losses on the market.

2) An announcement of a theft of a large volume of information may affect the
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company’s reputation dramatically and can result in losses of trade deals volume.

3) Companies-competitors can make use of the information theft if it was unwitnessed
to make their opponent bankrupt by imposing some fictitious or unprofitable agreements.

4) Changing information either at the transfer stage or at the storage stage may result in
considerable losses for the company.

5) Multiple successful attacks on the company providing any kind of information
services result in reducing the level of customers’ trust in the company and may influence the
volume of income.

Fear of the security alert is based on financial losses caused by attacks, which is not a
hypothetical number at all. The violations have resulted in enormous economic losses for the
organizations, when it may take long months or years to compensate for them. According to the
study by Ponemon Institute, by the respondents’ estimates, more than half (53%) of all attacks
lead to financial losses in the amount of more than 500 000 US dollars, including lost income,
consumers, and opportunities (fig. 1).

S5M+

$2.5M-4.9M
$1M-2.4M

53% of Attacks

$500K-999K

$100K-499K 17%

Less Than $100K 30%

Figure 1. Financial consequences of IS attacks

Security services are facing lots of obstacles in their efforts aimed at the protection of
their organizations. The most complicated areas and functions for protection are mobile
devices, data in the public cloud, and the behavior of users (fig. 2) [4].

MD: 2017 12%
2016 | p10%
CT:2017 | ..11%
2016 | 10%
UB:2017 {1  11%
2016 1 10%
0% 25% 50% 75% 100%

Figure 2. The most difficult attacks to be solved in 2017: from easy to the most complex: MD — mobile devices,
CT — cloud technology, UB — user behavior

ISSN 2522-4433. Bicuux THTY, Ne 2 (106), 2022 https://doi.org/10.33108/visnyk_tNtu2022.02 ..........vv.veveeeeeeeeeeeeeeeeeereeneee 67



Economic aspects of information protection under present large-scale cyber-attacks conditions

Let’s analyze some main attacks, that caused irreparable damage to numerous
enterprises and organizations all over the world in the last years, and have changed the attitude
towards cyber-attacks and fight against them dramatically.

1) Petya/NotPetya — a devastating cyber-attack on Ukraine. It was one of the biggest
and the most devastating cyber-attacks, which took place at the end of June 2017, deleting data
on thousands of computers and disrupting the work of many companies in Ukraine, as well as
in the countries which run business with Ukraine.

Up to December 2017, it was the most expensive cyber-attack of 2017. Taking into
account all damaged companies, the total sum of losses was approximately equal to 1,2 billion
US dollars [1].

This harmful software was used to destroy and damage, but not to receive some money as
a ransom. It means that offenders did not want to have some financial profits, but tried to eliminate
or damage the hard disc of the infected computer to cause as much harm as possible. Harmful
programs code the system files and then damage the hard disc, removing the main loading record
(MBR — Master Boot Record). As a result, even if the hard disc can be restored, the files won’t.

Malicious software was used against companies and organizations in Ukraine. In total,
the violations were recorded at about 2000 companies and organizations; among them are state
institutions, banks, corporations as well as small and medium businesses. Besides, lots of
international companies working with Ukraine and also using MeDoc were damaged
considerably. One of them was Maersk (the biggest shipping company), and another was TNT,
which had to restore their work for a long time. One more accident happened when an American
security company announced that about 5000 computers of the company cooperating with
Ukraine were destroyed on the territory of the USA.

2) WannaCry has been a global destructive cyber-attack since 2017. The attack WannaCry
provoked an unprecedented global accident when 230000 computers in 150 countries were infected
and damaged in one single day.

The time interval between the event identification and its classification as a difficult one
by different organizations (security companies, CERT, and others), and the report on that matter
was a few hours. Nevertheless, lots of warnings and instructions on attack mitigation were not
helpful at all. A large organization can’t update all its systems as soon as possible, i.e. within a
few days. The fundamental problem restraining large organizations is their inability in making
serious adjustments in their systems quickly, for example, locking networks, and servers, and
suspending the company.

At present, any security company can’t stop the accident completely within the period
necessary to provide the required assistance for these organizations in real time. The process of
investigation, analysis, and detection of cyber-attacks is frequently long and restricted. In recent
years, the most noticeable vector of invasion concerning organizations has been based on
malicious email and fishing. The readiness of the organizations and companies to adapt to new
vectors is quite limited and requires reconsideration of the situation.

Lots of defected organizations needed to have some time to return to normal
functioning. The process of restoring after a big cyber-attack is rather slow and «painfuly. It
can be explained by numerous reasons, mostly dealing with the necessity to continue providing
services to their customers during the attack, as well as during the restoration period. The
requirements to the IT subdivisions on the simultaneous restoration of defected systems and
returning to normal operation within their cleaning are almost impossible assignments.

3) Penetrating to EquiFax: at the beginning of September, the consumer credit-rating
agency Equifax Inc. announced that it was a victim of a large-scale cyber-attack and as a result,
more than 143 million records of individuals and legal entities were compromised [1]. The
majority of stolen data deals with the citizens of the USA, Great Britain, and Canada.
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Equifax is one of three of the largest American credit agencies running their business
all over the world. It aggregates and manages sensitive databases, including credit ratings of
about 800 million persons and companies.

4) Leak of national state tools of attacks and documents: CIA documents leak
combined with vulnerabilities and attack tools have contributed to accelerated development of
new and more complex vectors of attack.

Numerous actors from all over cyberspace were involved (hacktivists, criminals, and
terrorist organizations).

5 Russia’s interference in the elections of the USA and other countries, and in
democratic processes, including Brexit. Some claims were made of the sensitive and/or fake
information spreading by Russian public figures to make an impact on the democratic process
and damage it in different countries [2]. Within these events, malicious use of different social
platforms like Facebook and Twitter was marked as an attempt to undermine the political status
quo of western and pro-western countries. In the second half of 2017 Microsoft Office was the
second in the software attacks from 22,80% of all attacks (an increase from 10,26% in the first
half of 2017); leaving behind OS Android which is now equal to 22,71% of the systems attacked
(Table 1). This change can be partially explained by the increasing tendency of attacks DDE
based on the contactless execution of a harmful code using the function of their own service
Office [4].

Table 1

The systems that suffered from attacks most of all in 2017

Software Percentage of the attacks
Browsers 35.00
Microsoft Office 22.80
Android OS 2271
Java 7.62
Adobe Flash 5.48
PDF Software 1.39

In 2017 ransomware (a harmful program that racketeers a ransom) was one of the
most expensive threats that could influence an organization. Modern encryption programs
used by offenders can make any coded file invalid unless the decryption key is obtained. If
the infected organization does not have any extra copies, there will not be any other choice
except to pay the ransom to cybercriminals so that not to lose the important data (though it
is impossible to guarantee that hackers will keep their promise and will pass the required
decryption key).

Nevertheless, potential expenses do not stop at that moment. The attacks of ransomware,
especially if they aim at several computers in the network, may cause considerable losses
resulting in efficiency loss, overdue, and expenses on the elimination of the consequences. It
may cause reputation damage, especially, if the reason for disruption becomes public, resulting
in loss of business. In some cases, organizations have confessed that the attacks of ransomware
have made a considerable impact on their financial abilities.

When 500 dollars are demanded as a ransom it does not look like a big sum of money
even for a small company, but the organizations should remember that this is the average
ransom for one infected computer. The attack, when dozens or even hundreds of computers are
infected, will cause much more cumulative loss on the ransom [6].
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Figure 3. The average ransom amount in US dollars per year

For example, as the result of Ransomware Erebus Linux-version (Ransom.Erebus)
attack on the southern Korean web-hosting company Nayana more than 153 servers Linux were
infected and encrypted. Thus, more than 3400 websites of the customers were offline. Having
announced about the attack, Nayana recognized, that the criminals demanded a ransom of 550
bitcoin (approximately 1,62 million dollars at that moment). In a few days, Nayana announced
that the ransom amount was agreed with the blackmailers, and they agreed to pay 397 bitcoins
(approximately 1 million dollars). Up to now, this ransom amount has been considered to be
the largest one officially recognized.

The delivery giant corporation FedEx announced in July, that Petya attack would
influence the annual financial results. The company shares fell for more than 3 percent
immediately after the announcement. The company FedEx has claimed that when the incident
took place it had no insurance to cover the losses from the cyber-attack.

Danish shipping giant AP Moller-Maersk has claimed, that Petya attack will cost them
300 million US dollars of the lost income.

According to the data of the study carried out by the team Norton Cyber Security Insight,
34% of victims pay a ransom. This share is increasing in the USA up to 64% of victims [3].

Apparently, the fact that people are ready to pay a ransom is explained by the attack
increase and persistence. The ransomware attack is also simple in controlling.

Separate security measures reduce or increase the costs of the data breach. The list of
factors increasing or reducing expenditures on data protection or restoration under security
violation conditions is given in Table 2 [3]. For example, an incident response team, encryption
use, training of staff, the management involved, and the use of an analytical security system
can reduce the damage done by the violation significantly [6].

Table 2

Factors influencing the level of damage caused by the threat execution

Percentage of companies

Factors applying appropriate measures
1 2
Staff training 2bi

Use of management tools

. - 50%
of business continuity
Incident response team 48%
Appointment of the head of the IT-security department 45%
Wide use of encryption 44%
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The end of the table 2
1 2
Participation of the third side 36%
Advisors involving 35%
Restoration of lost or stolen devices 33%
Insurance 32%
Management involving 31%
Speed of response 29%

Advisors’ involvement, data transfer to the cloud, mobile platforms use, restoration of
lost or stolen information carriers, as well as an increase in speed of response pile up the
expenses to eliminate the consequences of security incidents.

Some typical measures to detect and immediately respond to the incidents include the
following: conducting the investigation, the forensic examination, finding probable victims of
violations, organizing a team of incident response, organization of communication and
expansion of public relations, writing documents for notification of the data leakage victims
and the proper structures about the case of violation, implementation of procedures on call-
center organizing and special training.

The expenditures of Cisco Systems respondents on different means and measures to
prevent violations, reduce and eliminate their consequences, as well as to improve the system
are given in Table 3 [4].

Some typical activities conducted within the period after the violation detection include
audit and consulting, legal services on security, free or discount services for victims of crimes,
measures on personal security, restoring the customer business on the basis of customer churn
calculation, expenditures on the customer base broadening and loyalty programs.

Table 3

Classification of information protection mechanisms and their cost

Tools Measures
Perimeter protection $11,9 bil. Consulting $21 bil.
Personal data protection $4,6 bil. Integration $20 bil.

Endpoints protection (computers, Incident management:

mobile phones, tablets) el - warning $20 bil
Web-protection $2,6 bil. - detection '
Others $11 bil. - reaction

Due to the increase in data security violations costs and volume, IT-security is
considered by business leaders not only as a completely technological problem but as a large
business risk. Such change has stimulated the increased interest in cyber resources insurance
[1], the creation of special security departments at an enterprise, and staff training.

Thus, we can list the main reasons influencing the financial expenses caused by the
security violation and the main tendencies of the last three years [1], [2], [3], related to the
security violation:

1. Losses caused by security violations are the highest in the USA and Canada, and the
lowest ones are in Brasil and India.

2. Losses caused by security violations vary depending on the industry. Health care
institutions ranked first for the last seven years, they are followed by the financial services
sector, mass media, research organizations, and the public sector ranked last.
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3. 47% of violations are caused by hackers and criminals-insiders activities.

4. Malicious or criminal attacks vary significantly depending on the country.

5. The cost of elimination depends on the time interval necessary to detect and block
the violation. The analysis demonstrates the relation between the speed of incident detection
and blocking, and the financial consequences of the elimination of the violation.

6. Creation of incident response groups and wide use of data encryption have reduced
the losses caused by security violations.

7. Four new factors whose influence on the expenditures dealing with the security
violation is growing: non-compliance with the requirements and instructions, wide use of
mobile platforms, the appointment of the privacy service manager, and security analytics use.

8. Security violation results in customers’ l0ss and makes an impact on the company’s
profits.

9. Security violations involving third persons (providers of cloud technologies and
software for CRM systems, etc.) have become the main factor, that caused an increase in
damage done.

10. Business continuity management plays an important role in reducing the losses
caused by security violations.

The conducted analysis has proved that the majority of damaged organizations could
not meet the requirements concerning information protection necessary to reduce the number
of such cyber-attacks. These are three main directories that are critical to mitigate such attacks:

1) Security update installation: all computer systems of the organization (workstations,
servers, routers, commutators, software, etc.) and/or computer systems have the latest security
patches. Nevertheless, this predicate is followed by an almost impossible challenge. As it is
practically impossible for big organizations to guarantee that each of its servers is constantly
being updated with security patches. Taking into consideration workstations, the situation is
much better, as most organizations update their workstations within their validity of up to two
months. In comparison with their servers updating schedule — from two months to a year, and
even a few years for the systems that are not the Microsoft company. The systems which cannot
be updated by means of security patches should be removed from the network and divided into
segments.

2) Division and segmentation of the organization network to minimize the possibility
of malicious programs spreading in the organization system. Besides, the network segmentation
and division into different environments and components must keep to the principles of the
least privileged (PoLP; the so-called principle of the least authority), i.e. to grant minimal
privileges to the user profile on the systems based on the requirements to the work of users.

3) To provide that the system has backup copies and is configured in a way enabling its
quick restoration. Creation of a reliable backup copy, which, on the one hand, can survive
without cyber-attack harm, but, on the other hand, it will allow restoring the process quickly
after an exhausting attack that switches off most computer systems of the organization.

The analysis of incidents’ consequences and their development has enabled us to
highlight the following proposals and conclusions.

Conclusions. At present, the organizations do not have any reliable method to check,
and if necessary, to block the updating from legal sources containing malicious software.
Accordingly, similar attacks on other objects can cause considerable damage. As a result, it is
necessary to take into consideration the methods of monitoring the software updating.

It is very important to preserve the basic level of organizational security, where the main
focus is made on segmentation, implementation of the strict mechanism of authorization, and
supporting autonomous and comprehensive backup copying.

Information about the attack is reported sporadically, some messages are difficult to
understand and they often contain some mistakes. As a result, the organizations have to struggle
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against the attacks and make quick decisions on their future activity possessing only fragmented
and inaccurate information. Due to the communicative channel improvement, an organization
can receive more reliable and accurate information, and in this way, it may implement the best
plans in case of emergency situations to reduce the attack’s damage (there are services Cyber
Security for this purpose, antivirus announcements, and CERT).

The companies having representative agencies in other countries of the world must be
ready to switch off their infected branches immediately from the organization network during
the attack. Although it should be mentioned, that if the attack vector contains a component of
“time bombs”, the disconnection of offices after the attack identification can be too late, as we
can see in the case with Maersk and TNT.

Tools and vectors of attacks are constantly developing and creating new threats. The
main vector of attacks for the last four years has been via email, and many organizations
managed to develop quite efficient mechanisms of protection. Nevertheless, these recent attacks
have used new vulnerable places requiring the organizations’ protection reassessment and the
development of new safety measures.
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EKOHOMIYHI ACHEKTHU 3AXUCTY IH®OPMAIIIl B YMOBAX
CYYACHUMX MACHITABHUMX KIBEPATAK

Pycaana Ilpyc; Ceitaana SAurok; JlIrogmuana I'iunayk; Bagum Myasip

Bonuncekuti nayionanvnuu ynieepcumem imeni Jleci Yrpainku, Jlyyok, Yxpaina

Pe3tome. [lpoananizosano 0cHOGHI amaku, AKI 3080anu HeBUNPAGHOI WKOOU NIONPUEMCMBAM MaA
OpeaHizayiam y 6CbOMy C8Imi 3a OCIMAHHI pOKU Ma KAPOUHANbHO 3MIHULU CTNAGIeHHs 00 Kibepamak i bopomvou 3
Humu. Cucmemamu308aHo HAYKOGI 1l MeXHIYHI nepedymosu cumyayii i3 3a6e3neueHHsAM Oe3neKu iHpoOpMayitiHux
mexnonozit. OOIPYHMOBAHO 3a80AHHS, SKI CMOSMb neped PO3POOHUKAMU CYYACHUX IHQOPMAYIUHUX CUCTEM.
Hocnioxceno nacaioku amax Ha iHopmayilo ma 6UOLIeHO OCHOSHI YUHHUKU, 5K 6NIUSAIOMb HA (DIHAHCOBI
empamu YHACiOOK nopywenHs 6esnexu. JlocnioxceHo inyudenmu Kibepamaku, npo 3108MUCHUKIE mMd
KOMN 1omepHi 3104UHY, WO O0eCmpYKMUHO 6NIUBAIOMb MA 34680ar0Mb (QIHAHCOBUX 30UMKIE KOPNOpayisM.
3oxpema odocnioxceno empamu yHacnioox nopyuienv oesnexu natieuwi y CLIA ma Kanaoi, a navnuodicui —
bpaszunii ma Inoii. Ilpoananizoeano, axuti noxazye, wo OLIbWICMb NOCMPANCOANUX Op2aHiz3ayil He 3Mo2na
BUKOHamu 0a3086i eumozu 00 3axucmy iHgopmayii, HeobXIOHI 0 oOMedcenHs oOcaey makux Kibepamak. Tpu
OCHOBHI NOCMYNAMYU € KPUMUYHUMY ONS1 NOMSIKWEHHSA MAKUX HAnaoig: 6CMAHOBNEHHs OHOGeHb Oe3neKu. 8cCi
Komn'tomepri cucmemu opzanizayii (poboui cmanyii, cepgepu, mMapupymuzamopu, KOMymamopu, npocpamHe
3abesneuenHs mowjo) ma/abo KOMN'IOMeEpHi cucmemu Malome HAUHOBIWI namui Oe3nexu, po3nooin ma
ceeMeHmayisn mepedci opeanizayii, wob 36ecmu 00 MIHIMYMY MONCIUBICMb NOWUPEHH WKIOTUBUX NPOSPAM )
cucmemi opeanizayii; 3a6e3nevenns 6 cucmemi AGMOMAmMuU308aH020 NPOYECy CIMBOPEHHS Pe3ePEHUX KONII.

Ha ocnogi nposedenoeo ananizy ibepinyudenmis y pobomi euodineno maxi npono3uyii: npoeeoeHms
ceaMeHmayii, 6npo6aoddCeHHs: CYGOPO20 MEXAHIZMY A6Mopusayii, NiOMpPUMKY AGMOHOMHO20 Md 6CEO0CAICHO0
De3epeHO20 KONit08AHHS, YOOCKOHANEHHS KOMYHIKAMUBHUX KAHANIB, Op2aHi3ayii Ol OMPUMAHHA OOCMOGIPHOL
ingpopmayii npo 3a2po3su; ceocuacHe GiOKIOYEHHS YPAdNCeHUX Qinill 810 opeanizayiinoi mepeici nio yac Hanaoy.

Knwuoei cnosa: amaxa, 6esnexa, xibepamaxa, ingopmayis, erekmpoHuHa iH@popmayis, 3108MUCHE
npozcpamme 3a0e3neueHHs.
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