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AHoTanisa

ykpaincekoto KsamigikariiiHiii poboTa mpucBsideHa, po3poOIi KOMIUIEKCHOI CHUCTEMH 3aXUCTY
iH(OpMaIlii aBTOMAaTU30BaHOT CHCTEMH KJlacy «2» MiApOb3JLTy yHiBepcuTeTy. B xoxi BukoHaHHS poboTH OYyB
NpoBeIeHNI aHami3 iHpopMaliifHoT Oe3mekn 00'€KTa, M0 3aXUIIAETHCS, B PE3YIbTATi SIKOTO BHUSABICHO CKJIA
IpKepen 1 HOCiiB iH(popMarlii, MpoBeIeHO KaTeropiroBaHHA IH(OpMallii, BUSBICHO MOJMJIMBI KaHaJIH BUTOKY
iHpopmarii. B pamkax aynmuty iHdopmamniiiHOi Ge3nexn Oyina mpoaHali3oBaHa MOTOYHA TISUTBHICTH MIIPO3IUTY 3
MUTaHb 3aXUCTy 1H@OpMallii, MPOBEAECHO OI[HKY I1H(QOpMAaIIfHOI CHCTEMHU OpraHizauii, B SKIH IIUPKYIIOE€
koHGineHIIHHA 1H(GOpMaIlis; OyIuM BHUSABICHI HEAOJIKA CHUCTEMU 3aXUCTy, CHOCOOM, YCYHEHHS SKUX
MIpeJCTaBIeH] B poOOTI.

VY nepuioMy po3aiii kBadigikaliiHOT poOOTH MpecTaBIeHa XapaKTepUCTHKa 00'eKTa.

VY npyromy posauti kBaniikamiifHoi poOOTH mpeacTaBiIeHl pe3yabTaTd ayauTy iHQOopMaIiiHoi
Oe3neku 00'ekTa, 110 3aXUIIaeThes. B Xoai npoBeneHHs ayquTy iHdopMaliiiHO1 Oe3neku OyB BUKOHAHUN aHaii3
iHopMaIii, o0 HUPKYIIO€ Ha 00'€KT1, 110 MiJUISIrae 3aXUCTy, BU3HAYEHI il BUJIM; BUSBIIEHI 3arPO3H, aKTyalbH1
it nanoi iHdopmartii. Kpim iboro, Oynmu mpoaHaitizoBaHi Ait04i 3ac00M 1 METOIM 3aXHUCTy iH(pOpMAIlii Ta TaHO
OIIIHKY iX poOoTi. Takok MpencTaBieHl BUMOTH, SIKI CIIJ HPEA'sIBUTH J0 KOMIUIEKCHOI CHCTEMHU 3aXHUCTY
iHopMalil; onmucaHi BUMOTH JI0 MPAaBOBOI, OpraHi3aliiHOi, 1HXEHEPHO-TEXHIYHOI 1 MpOrpaMHO-anapaTHOI
CKJIaJIOBOT CHCTEMHU 3aXMCTY; BU3HAUEHO CKJIAJ] 1 XapaKTepPUCTUKH BIAMOBITHUX MIJCUCTEM 13aC001B 3aXUCTY.

VY tperpoMy po3ainl kBamidikaniiHoi podotu npencrasieHa po3podka K3CI ta po3poOka 3axogis i
MEeTOAMK MO ii BNpoBamKeHHI0 Ha 06'eKT, WO 3axuWaeTbcA; TOOTO opraxizaiiifHO-TIPaBOBI 3aX01, POTPAMHO-
amaparHi 3aco0u 3axucTy iH(popMallii, IHKEHEPHO-TEXHIYH] 3aX0qH 3aXKUCTy 1H(OpMaIrii.

B pesynbrari BUKOHaHHS JUIUIOMHOT poOOTH Oyiia po3poOiieHa KOMIUICKCHA CHCTeMa 3aXUCTy 00'€KTa,
OyB MpoBeJACHUN MiA0ip TEXHIYHHUX 1 MpOrpamMHO-anaparHuX 3aco0iB, a TaK caMoO po3poOJeHa JOKYMEHTAIlls,
sIKa BUKOPHUCTOBYETHCS MPU POOOTI 3 TpOrpaMHO-ariapaTHUMHU 3ac00aMu 3aXHCTY.

200-300 cnis

AHIIIACBKOIO: The qualification work is devoted to the development of a complex information
protection system of the automated class "2" system of the university subdivision. In the course of the work, an
analysis of the information security of the object being protected was carried out, as a result of which the
composition of sources and carriers of information was identified, information was categorized, and possible
channels of information leakage were identified. As part of the information security audit, the current activity of
the information protection division was analyzed, an assessment of the organization's information system in
which confidential information circulates was carried out; the shortcomings of the protection system were
identified, the methods of elimination of which are presented in the work.

The first section of the qualification work presents the characteristics of the object.

The second section of the qualification work presents the results of the information security audit of
the protected object. In the course of the information security audit, an analysis of the information circulating
on the object subject to protection was performed, its types were determined; identified threats relevant to this
information. In addition, current means and methods of information protection were analyzed and their work
was evaluated. The requirements that should be presented to the comprehensive information protection system;
the requirements for the legal, organizational, engineering-technical and software-hardware components of the
protection system are described; the composition and characteristics of relevant subsystems and means of
protection are defined.

The third chapter of the qualification work presents the development of the kssi and the development
of measures and methods for its implementation on the protected object; that is, organizational and legal
measures, software and hardware means of information protection, engineering and technical measures of
information protection.

As a result of the diploma work, a complex system of object protection was developed, technical and
hardware and software tools were selected, and documentation was also developed, which is used when

working with software and hardware protection tools.
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