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AHoTAaNin
VKpaTHCBKOIO: . Kgarigikariiiina po6oTa IpHUCcBsSYeHa JTOCTIHKCHHIO METO/IIB 3aXUCTY BIIOMHUX

XMapHHX TIaTPOPM.

VY nepiiomMy po3auli IPOBOAUTHCS aHaji3 IHCTPYMEHTIB Ui oprasizaiii iHQpacTpyKTypH Ta Oe3neKu
myOoNIYHOT XMapu: pO3MIsA] €TaJOHHUX apXITEKTyp, ONMUC MOJEJe Ta MpUHUUIIB MOOyIoBH cepBepy. Takox
IIPOBOAUTHLCS XapaKTEPUCTHKA MOJIEI1 HaJlaHH XMapHUX nociayr laaS Ta cerMeHT ii Oe3neku.

B npyromy po3aini po3misAaroThCsl BaplaHTH BHKOPHUCTAHHS ONMCAHUX IHCTPYMEHTIB Yy Oprasizamii
MyOJIIYHOTO Ta JOKAJIbHOTO TpadiKy XMapHOIO CEpPBEPY, BIAAAIECHOTO AOCTYIY A0 KOPHOPATUBHUX PECYPCIB Ta
BIpTyaJIbHOTO pobouoro crony. Takox, BiIOYBAa€eTbCS pO3MISAL MOXIUBOCTEH KepyBaHHS O€3MEKOI Yy
HaJaIlTOBaHIM XMapi.

VY TpeThoMy po3aii TPOBEACH] eKCTIEPUMEHTANTBHI JOCIIKSHHS Ha Yac peakilii BTOpTHEeHb B XMapHOMY
CXOBMILII, HABEJIEHO OIUC BUSBICHHS BTOPIHEHD 3a JOTIOMOTOIO CIIEIaIbHUX areHTIB.

annmiiicekoro: ___The qualification work is devoted to the study of methods of protecting well-known
cloud platforms.

In the first section, the analysis of tools for the organization of public cloud infrastructure and security is
carried out: consideration of reference architectures, description of models and principles of server
construction. The characterization of the laaS cloud service provision model and its security segment are also
carried out.

The second section considers options for using the described tools in the organization of public and local
cloud server traffic, remote access to corporate resources, and a virtual desktop. Also, there is consideration of
security management capabilities in the configured cloud.

In the third chapter, experimental studies on the reaction time of intrusions in cloud storage are conducted, a
description of intrusion detection using special agents is provided.
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