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AHoTAaLigA

MeTtoro poOOTH € IOCHIDKEHHS TEXHOJIOTIH YIpaBIliHHS 1H(QOpMAIlifHOIO Oe3MeKol Ta po3po0Ka CHCTEMHU
6esnexkn st loT Ha migcraBi SIEM TexHomorii. OCHOBHI pe3yabTaTé poOOTH: TOCIIHKEHO IUIONTY TisUTBHOCTI
HoBiTHIX 0T mpucTpoiB Ta iX mepegavy JaHUX Yepe3 MPOKOJIH, IO B CBOIO YEPry JO3BOJIMIIO Kpallle BUSHAYUTH
nepeBaru Ta HEIOJIKH JUIsl po3poOKM BiacHOi cucteMu. [IpoaHanizoBaHO AEKUIbKA TEXHOJIOTIH YIpaBIIIHHS
iHpopMaliiiHOT 0e3neKoto, cepell JOCTYITHUX Ha PUHKY. AHali3 IPOBOJMBCS B MEPILY Yepry, A TOro, 100
o0paTu MIAXOMANlYy CUCTEMY JUIsl KOHKPETHHX TMPUCTPOIB Ta OOCIYrOBYBaHHS CHUCTEMHU OylIO NEIIEBUM 1
BOJIHOYAC SIKICHUM TMOPIBHSIHO 3 KOHKypeHTamMu. Ha mifcraBi mpoBeIeHOTo TOCIDKEHHS! CTBOPEHO OE3MEeKH ISt
IoT 3a momomoroto Elastic Stack SIEM. V nepriomy po3iti onmucyeTbest cydacHuii cran oe3mneku [oT cucrem,
a TaKOX TEXHOJIOTIM 3B’sI3Ky, MPOTOKOJIB Iepenadl gaHux Ta apxitektypy loT cucrem. Y npyromy poszauri
MpoaHai3oBaHo HalOUIbII akTyanbH1 SIEM cucremu, onucaHo iXHi HEJOJIKU Ta MepeBari.

Tperiit po3nin — npakTUYHa YacTHHA. Y HbOMY OIIMCAHO JEeTalll PO3POOKH CUCTEMH Oe3MeKH MPUCTPOiB MEPExi
[aTepuer peueit. Cuctema 31aTHa CaMOCTIMHO aHaI3yBaTH Ta CHOBIIIATH KOPUCTYBaya Mpo MOIil, IKi MOXYTh
3arpoXyBartu Oesmneri. 3aBAsgKd [bOMY MOHITOPHHTY, MOXJIMBO LIBUKO pearyBaTH Ha IHIMAECHTU Ta MO0AYUTH
iX y BUIIISAl Bi3yallizaiii Ha MaHesl aJMIHICTpaTopa Mepex. Y YeTBEepTOMY PO3AUIl OMMCAHO IHCTPYKIIT 3
OXOpPOHM TIpalli NpH poOOTI 3 KOMITIOTEpOM Ta (aKTOPH BUPOOHHUYOTO CEpEeNoBHUINA 1 iX BIUIMB Ha
JKUTTENISUIBHICTD JIFOIUHU.

B po3aini " be3neka B Haa3BUYAHHUX CUTYyallisiX " OMMCAaHO MUTAHHS 370pPOB’Sl MPAIIBHUKIB,A0IAHO MOPAaN
1010 IOTO TIOKPAIIICHHSI Ta SIK BOHO BIUIMBA€E Ha MPO(deCiiHy MiSUTbHICTb.

n

The purpose of the work is to study information security management technologies and develop a
security system for 10T based on SIEM technology. The main results of the work: the area of activity
of the latest I0T devices and their data transmission through the punctures were investigated, which
in turn allowed to better determine the advantages and disadvantages for the development of their
own system. Several information security management technologies available on the market were
analyzed. The analysis was carried out primarily in order to choose a suitable system for specific
devices and to ensure that the system maintenance was cheap and at the same time of high quality
compared to competitors. Based on the conducted research, security for 10T using Elastic Stack
SIEM was created. The first section describes the current state of security of 0T systems, as well as
communication technologies, data transfer protocols and architecture of loT systems.The second
section analyzes the most relevant SIEM systems, describes theirdisadvantages and
advantages.The third section is a practical part. It describes the details of developing a security
system for Internet of Things devices. The system is able to independently analyze and notify the
user about events that may threaten security. Thanks to this monitoring, it is possible to quickly
respond to incidents and see them in the form of visualization on the network administrator panel.
The fourth section describes occupational safety instructions when working with computers and
factors of the production environment and their impact onhuman life. The section "Safety in
Emergency Situations" describes the health of employees, adds tips for its improvement and how it
affects professional activities.



