Honarok 1

dopma BioMocTeli Ipo aBTOpPiB Marepiady Ta omucosa iHdopmanis ast Bugans THTY

ABTOpPCHKA 10BiIKA
(keanighixayiinoi pobomu 6axanaspa)

Haspa kBaji¢ikauiiinoi podoru 6akanaBpa

iHhopmayii 3 eukopucmanuam ayoiogpainie.
HA36U 3aNUCYBAMU HUICHIM PeciCIpPOM (K Yy peyeHHi)

Methods of steganographic security and steganographic analysis of information using audio

files
nepexaao aHeaiicbKo
OcBiTHil cTYNiHb @ ] KA,
Iudp Ta Ha3Ba cnewiajJbHOCTI: 125 «KiGepbe3nexka»
Hamnp.:151 ABromarn3anis Ta KOMI IOTEpPHO-IHTErpoBaHi TEXHOJIOTI]
Ex3amenauiiina xomicist: Exsamenauiina komicia Ne46

HMara saxucry: 24 uepsus 2022 poKy. ... Micro: . TepHominb ...
Cropinknu:
KinbKicTh cTOPIHOK pOOOTH: . 52 .

VIK: 004.056

ABTOp podoTH

[Ipi3Buie, iM’s1, IO GaTbKOBI (YKP.): Hora Onekcanap BacunboBuu

PO3KpHBATH iHiIiamu

[TpizBuie, iM’st (QHIIL.): Noha Oleksandr

KepiBHuk
[pi3Buine, iM’4, o 6arbkoBi (YKp.): 3onoruii Poman 3axapiioBuy
TIOBHICTIO
[lpizBuie, iM’s1 (QHIUL): Zolotiy Roman_

Penenzenr
[Ipi3Buine, im’4, o 6arbkoBi (ykp.):  Ilpniimak Mukona BonogumupoBua
TIOBHICTIO
[pizBume, iM’st (auro): . PryimakMykola .

Kurouosi cioBa
YKpalHCBKOIO cTeraHorpadis, cTeraHoaHaii3, aymio Qainm, wave, KoHTeiHep, ISb, meroam crucHeHHs,
CTaTUCTHYHI TECTH



0o 10 cnis

aHDIiliceKoto Steganography, stegananalysis, audio files, wave, container, Isb, compression methods, statistical

tests
0o 10 cnis

AHoTanis
YKPAIHCBKOIO:

Kpanigikariitna poboTa MpuCBsIYCHA 3aCTOCYBAaHHIO cTeraHorpadii Ta creraHoaHamiy s ayaio (aiis.

Po3misimaeTsest MeTOT cTEroananisy, 3aCHOBaHHMI Ha CTUCKaHHI (ailliB, a TAKOK 3alpOTIOHOBAHUI HOBUI
MeToA, IO 0a3yeThCsi HA YACTOTHOMY aHali3i. 3amporOHOBAHO BJACHY METOAWKY JUISI BH3HAYCHHS
CTCTOBKJIQJICHb B 3ByKOBUX (aityiax 3 Bukopucranusm nakety NIST. Po3pobiena mertonuka q03BOJISE BUSBISTH
BKJIQ/ICHHS, 3p00IIeHi 3a fonomoroto anroputMmy LSB, y nesiki Buaum ayzio ¢aiinis popmary WAVE.

st creranorpadii Ha aymiodaiimax Ta IS PO3MISHYTHX METOIIB CTEroaHaiizy po3poOiIeHo
OopuriHaJbHE TIporpamMHe 3a0e3MeueHHs ISl CTeraHorpadiuHOro MPUXOBYBAHHS TaHUX B aynio (dainax ¢popmary
WAVE, peanizoBane y Bursiai nakera \Wave_Hide_Stego. B mporpami peanizoBaHO aaropuT™M BHITyYCHHS
npuxoBaHuX MaHux. /st mmdpyBaHHS JaHUX MTEpe] MPUXOBYBAHHIM 3acTOCOBYeThes anroput™m XOR.

AHTIIHCHKOTO:

Thesis deals with the use of steganography and steganoanaly for audio files.

The method of stegoanalysis based on file compression is considered, and a new method based on
frequency analysis is proposed. We offer our own method for determining attachments in audio files using the
NIST package. The developed technique allows to detect attachments made using the LSB algorithm in some
types of audio files in WAVE format.

For steganography on audio files and for the considered methods of stegoanalysis the original software
for steganographic hiding of data in audio files of the WAVE format developed in the form of the
Wave_Hide_Stego package is developed. The program implements an algorithm for extracting hidden data. The
XOR algorithm is used to encrypt data before hiding.
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