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AHoTanis
YKPAIHCBKOIO:

OO0’€KTOM JOCTIKEHHS € MPOIIEC MEHEDKMEHTY YIPaBIIiHHS Oe3mepepBHOT poOOTH iHPPACTPYKTYpH
aBTOMAaTH30BaHOI OaHKIBCHKOI CUCTEMHU.

[IpenMeTom MOCIHIIKEHHS € METOUKHY OIIHKH 3aXUIIEHOCTI OaHKIBCHKOT iH(POpMAITii.

MeTo1o poOOTH € IOCTIKeHHSI BIIXWJICHb BiJl HOPMaJIbHOI pOoOOTH Ta/abo aHOMAaJIbHOT pOOOTH OO
OILIIHKK 3aXHCTy OaHKIBCHbKOI iH(opMarlii (0aHKIBCHKHX iH(GOPMAIIHHUX PecypciB), MO JO3BOJSE CTBOPIOBATH
NpaBUJIBHUNA KOHTYp Oe3rekn Oe3mepepBHOCTI Oi3HEC MPOIIECiB Bifl CydYaCHHX IIUTbOBHX aTak.

Posrnsinyro 3akoHOmaBui akTu y cdepi 3aXUCTy OaHKIBCBKHX TpaH3aKI[id B HalllOHAIBHIM CHCTEMI
MacoBux enekTpoHHux iarexis (HCMEII). IlpoBenenuii ananiz 0CHOBHUX BUMOT CTaHIAPTIB 10 POPMYyBaHHS
Ta pO3rOpTaHHS CUCTEMH YIpaBiiHHA iH(MOpMaliiiHOW Oe3nekoro. [IpoBenenuii aHai3 3arpo3 Ha CKJIAJOBI
6e3nexu: kibepOesneky, iHpopmalliiiHy O6e3neky Ta 6e3neKy iHpopMallii, 110 103B0oJIsIE€ (POPMYBATH CUHEPTIUHY
MOJIEJIb 3arp03 Ta CTBOPIOBATH Kiacu]iKaTop 3arpo3 B aBTOMAaTU30BaHUX OaHKIBCHKUX CUCTEMAX.

Pesynbrat MOXyTh OyTH BIPOBAHKEHI B CUCTEMH KOHTPOJIIO 32 BIAXUJIEHHSM BiJl HOPMaJIbHOI poOOTH
aBTOMATH30BaHUX OAHKIBCHKHX CHCTEM, & TAKOX CUCTEM KPUTHYHOTO MPU3HAYCHHSI.

AHTIIHCHKOTO:

The object of research is the process of managing the continuous operation of the infrastructure of an
automated banking system.

The subject of the study is the methods for assessing the security of banking information.

The aim of the work is to study deviations from normal operation and / or abnormal work to assess the
protection of banking information (banking information resources), which allows you to create the correct
security loop for business continuity from modern targeted attacks.

Legislative acts in the field of protection of banking transactions in the national system of mass
electronic payments (NSMEP) are considered. The analysis of the main requirements of the standards for the
formation and deployment of an information security management system was carried out. An analysis of
threats into security components was carried out: cybersecurity, information security and information, which
makes it possible to form a synergistic threat model and create a threat classifier in automated banking systems.

The results can be implemented in systems for monitoring deviations from the normal operation of
automated banking systems, as well as systems for critical purposes.
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