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AHoTanis
VKPAIHCHKOIO:.

Jlana Mmarictepchka kBamidikaiiiiHa poOoTa MpUCBSIUEHA JIOCITIKCHHIO BIZIMOBOCTIHKOCTI 3'€THAHHS
OpenVPN s 3abe3mnedeHHs HenepepBHOCTI Oi3Hec-porieciB. [Iposeneno anaimiz BuniB VPN Ta ix
BUKOpHUCTaHHS 115 Oi3Hecy, aHani3 OpenVPN TexHosorii Ta mopiBHAHHS MPOIYKTUBHOCTI alITOPUTMIB
mudpyBanHs. OpraHizoBaHo Mepexy BIIMOBOCTIHKOTO 3’€qHaHHs OpenVpn 3 QyHKI1€:0 aBTOMAaTUYHOT 3MIHU
cepsepa.

V nepuriif maBi pO3NISHYTO OCHOBHI XapaKTEPUCTUKU BIPTYaJIbHUX PUBATHUX MEPEXK Ta MPOBEJICHO aHANI3
BuaiB VPN Ta cnocobu ix BUkopucTaHHs Jyist moTped Oi3Hecy.

VY npyriil maBi nposeaeHo 3aranbHuUM aHaniz TexHosorii OpenVPN ta npoBeneHo NOpiBHIHHS
MPOAYKTUBHOCTI OCHOBHUX aJITOPUTMIB IIHU(PYBaHHS

VY Tpertiil 1aBi MpoBeIEHO MPAKTUUHY MOOYAOBY BiAIMOBOCTIIKOTO 3’€tHaHHS OpenVpn 3 (QyHKITIEO
aBTOMAaTHYHOI 3MIHU Ce€pBeEpa 3 BUKOPUCTAHHSAM HallONTUMANbHIIINX HAJAIITyBaHb Ta MPOIYKTUBHUX
ITOPUTMIB BUOPAaHUX HAa OCHOBI MOPIBHSHHS B MONEPETHLOMY PO3ILUIL.

VY migpozaini "OxopoHa mpartii" po3mIsTHyTO 3arajbHi IpaBuja OXOPOHH Mpalll Ta MTUTAaHHS 3a0e3MeYeHHS
enekrpobesnexu kopucrysadis [1K.

AH2NIUCHKOIO.

This master's thesis is devoted to the study of fault tolerance of OpenVPN connections to ensure
business continuity. The analysis of VPN types and their use for business, the analysis of OpenVPN technology
and the comparison of productivity of encryption algorithms are carried out. Organize a failover OpenVpn
connection with automatic server change.

The first chapter discusses the main characteristics of virtual private networks and analyzes the types of
VPN and ways to use them for business purposes.

The second chapter provides a general analysis of OpenVPN technology and compares the performance
of basic encryption algorithms

The third chapter provides a practical way to build a failover OpenVpn connection with an automatic
server change function using the most optimal settings and productive algorithms selected based on the
comparison in the previous section.

In the subsection "Labor protection™ the general rules of labor protection and questions of ensuring
electrical safety of PC users are considered.
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