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AHoTAanisg
VKPAIHCLKOIO:

B poGoTti Oyiio mpoBeaeHO OIS JITepaTypHHX JDKEepen B 00JacTi JAOCHIIKEHHS. 3MIHCHEHO OIJIS
3arajibHOTO CTaHy O€3MeKH Ta Bpa3inBOCTel BeO-10aTKiB. OmrcaHo mpolec TeCTyBaHHs Oe3neKu BeO-10/1aTKa.
Takox, 3niiicHeHo orisa Bukopuctanus WAF. Onucano, HAMMOMUpEHinIi crmocoou 3aXucTy BeO-101aTKiB BifT
nig0bopy, cnabkoi Bamiganii BigHoBieHHs nmapoist, XSS ta SQL-in’exiii.

VY pesynbTaTi BUKOHAHHS JMIUIOMHOI poOOTH, Oyiau po3poOJieHI yAOCKOHAJICHHS, SIKi € MPOCTHMH B
peamizanii, epeKTUBHUMH, HAAIHHUMH Ta MPOJYKTUBHUMH, IO JTO3BOJISI€ BUKOPUCTOBYBATH iX MPU PO3pOOII
HOBUX JIOJIATKiB, 200 IHTErpyBaTH iX, SIK YJOKOHAJICHHs, TO BXKE HAsIBHUX MEXaHI3MIB 3aXUCTY AOJaTKa.

AH2TNIUCLKOIO:.

The paper reviews literature sources in the field of research. A comparative analysis of the general state
of security and vulnerabilities of the web-apps is conducted. The Web-app testing process was described. Also,
WAF purposes and goals was overviewed. Described the most common web-app security methods for brute
force, weak password recovery validation, XSS and SQL-Injection attacks.

As a result of this work enhancement to the standard web-app security methods was developed. They are
easy to implement, effective, reliable and efficient. All these properties allow developers to use them in new web-
apps, or integrate them to the existing security systems.
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