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KBamigikarniitna po0oTa NpUCBsUeHA IOCIIDKCHHIO aBTOMAaTUYHUX cHCTeM aHanizy log-daiinis, ms
BUSIBJICHHS aHOMAJIbHOT IOBEIIHKM KOpHCTyBada. B poOoTi mpoaHani30BaHO ICHYOYI BHJIM Ta CIocoou
aBToMarm3arii aHanizy log-daiiniB, AOCITHDKEHO Ta OMUCAHO iX TepeBard Ta HEMOJNiKH. Takok B poOoTi
OTIFICAHO MPUHITUI aBTOMATHU3allii Ta aHai3y log-daiiis.

Byno Tta po3polOiieHO aBTOMATH30BaHy CHCTEMY aHAJI3y Ui BUSBICHHS AHOMAJIbHOI IOBEIIHKU
KOpHCTyBaya, sika 3/laTHA CaMOCTIHHO 30uMparty, aHami3yBatd Ta (GUIbTpyBaTH AaHi. Ha OCHOBI IMX MaHUX,
CHCTEMa 3/1aTHA HaJaBaTH Pe3yJIbTaTH Y BUIJISA/I CIOBILIEHb MPO MOPYILIEHHS Oe3MeKH Ha BIANOBIIHINA maHenl
aZIMiHICTpaTopa Mepexi.

AH2NIUCHKOIO.

Qualification work is devoted to the study of automatic log-file analysis systems to detect abnormal user
behavior. The paper analyzes the existing types and methods of automation of log-file analysis, researches and
describes their advantages and disadvantages. The paper also describes the principle of automation and analysis
of log files.

An automated analysis system has been developed to detect abnormal user behavior, which is able to
independently collect, analyze and filter data. Based on this data, the system is able to provide results in the
form of security breaches on the appropriate panel of the network administrator.
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