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AHoTanisa
VKPAIHCHKOIO:.

Jlana marictepcbka KBajigikailiiina poOoTa npucBsIYeHa 10 CITIHKEHHIO METO/IIB 3aXUCTY KaHATy yIpaBIiHHS
0€3MUIOTHUX JIITaJIbHUX anapariB.

JI71st 3aXKUCTy KaHay YIpaBIiHHS O€3IMUIOTHHUX JITATbHUX arapaTiB 3alpornoOHOBAHO BUKOPHUCTAHHS
KpunTorpadiyHOro MeToa 3axucry.

VY nepuriif maBi pO3MISHYTO 3arajibHy CTPYKTYpPY Cy4acHUX O€3MUIOTHHUKIB.

VY npyriil aBi MpoBeAEHO aHali3 TUIIIYHUX CIOCOOIB B3JIOMY JIpoHiB. OnKcaHo JAeKUIbKa CIOCO0IB 3aXUCTY
bnJIA Bix HECAaHKITIOHOBAHOTO JTOCTYITY.

VY Tpertiii 1aB1 HaBEJIEHO OMHUC KPUNITOTpaiuHOTO METO/1a 3aXUCTy KaHaja YIpaBIiHHS.

VY migpozaini "OxopoHa mpartii" po3mIsHyTO MpaBuiIa OXOPOHHU Tpalli Mij] 4ac eKCITyaTalii e1eKTpOHHO -
00UHCITIOBATFHUX MamuH Y miApo3auti "be3neka KuTTeaissIbHOCTI" ONTMCaHO OKpeMi MTUTaHHS Oe3MeKu y
BUPOOHUYMX MPUMIIICHHSIX.

AH2NIUCHKOIO.

This master's thesis is devoted to the study of methods of protection of the control channel of unmanned
aerial vehicles.

To protect the control channel of unmanned aerial vehicles, the use of cryptographic protection method
IS proposed.

The first chapter considers the general structure of modern drones.

In the second chapter the analysis of typical ways of breaking of drones is carried out. Several ways to
protect UAVs from unauthorized access are described.

The third chapter describes the cryptographic method of protection of the control channel.

In the subsection "Occupational safety” the rules of occupational safety during operation of electronic
computers are considered. In the subsection "Safety of life" separate questions of safety in industrial premises
are described.
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