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YKPaiHCBKOIO:

VY kBamidikariitHiii poOoTi po3po0IeHO IHCTPYMEHT JIJI1 aBTOMaTUYHOTO MOHITOPHHTY BUTOKY
iHpopMmallii 6a3yrouuCh Ha MOIIYKY KIIOUOBHX CIIiB y (haiinax.

[HCTpYMEHT /1151 aBTOMaTUYHOTO MOHITOPUHTY BUTOKY 3aTHHI MTPOBOJMTH aHAJ3 IUPOKOTO CIIEKTPY
TEKCTOBUX (hailiniB Ta 300pakeHb Ha BMICT 3a/laHUX KIIOYOBHX CJiB. ba3ylounces Ha BMICTI KIIFOUOBHUX CIIIiB Y
(haiisi, a TaKoXK HAsBHICTh Y HhOMY, JJOMEHIB, €JIEKTPOHHUX aJIpeC Ta HOMEPiB OAHKIBCHKUX KapT CHCTEMa JIa€
nepeadayeHHs MPUYETHOCTI (haiiiny 1o npobnemu BUTOKY JaHuX. OKpiM IIbOT0, peali3oBaHO IHCTPYMEHT 300py
(haiiniB 3 apk BeOy IS 1X TOJAIBIIOTO aHATI3Y.

[TporpamHa peaizallisi BAKOHaHa MOBOIO IporpamyBaHHs Python, 3 BUKOpHCTaHHSIM IHCTPYMEHTIB
LibreOffice, Google Tesseract OCR, Tor, a Takox 6i6mioTek textract, zipfile, pyexifinfo, pdf2image, Stem.

AHTIIIHCHKOO:

In the qualification work developed a tool for automatic monitoring of information leakage based on the
search for keywords in files.

The tool for automatic leakage monitoring is able to analyze a wide range of text files and images for
the content of specified keywords. Based on the content of keywords in the file, as well as the presence in it,
domains, email addresses and bank card numbers, the system predicts the involvement of the file in the problem
of data leakage. In addition, a tool for collecting files from the dark web for their further analysis has been
implemented.

The software implementation is performed in the Python programming language, using tools such as:
LibreOffice, Google Tesseract OCR, Tor, and also libraries textract, zipfile, pyexifinfo, pdf2image, Stem.



