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AHoTanisa
YKPaiHCBKOIO:

KBamidikamiitna poboTra mpuCBAYeHA pPO3pOOIl, pearizaiii i TECTyBaHHIO KOMIUICKCY MpPOTPaMHHUX
3aco0iB 3 BeO-iHTepdericoM A aBTOMAaTMYHOTO BU3HAYCHHS IHTEPHET-3arpo3 Ha OCHOBI aHaNi3y >KypHAiB
MepeKeBUX Cayxk0. B poOoTi mpoBeneHui MOPIBHUIBHUE aHalli3 ICHYIOUMX 3aco0iB aHali3y >KypHAIIB
MEpEeXKEeBUX CIyx0, Ha TMiACTaBl SKOrO BHUSBICHO iX Hemoniku. Po3poOneHo Ta peani3oBaHO NPOrpaMHHMA
KOMIUIEKC, KOTPUH BUPILIYE 3aa4y BUSBICHHS IHTCPHET-3arpo3 3a JOIIOMOTO 00pOOKH KYpHAIIIB MEPEKEBUX
CITy k0.

Bynu 3anponoHoBaHi MOJIENIb B3a€EMOII1 TaKOi CHCTEMH 1 3ac00M, sIKi ii peasizytoTb. OpranizoBaHO CTCH]I
31 300py nanux. [IpoBeseHo TOCHiKEHHS aKTUBHOCTI areHTiB 3arpo3 Uil HOBHUX €JIEMEHTiB KibeprpocTtopy. Ha
OCHOBI CTaTUCTUYHUX JAaHUX, OTPUMAHHUX PO3POOICHOI0 CUCTEMOIO, OyB MPOBEACHUI aHaTI3 3aJeKHOCTI BeO-
ciryk0. 3a oro pe3ynbpraTamu 3po0JICHO BUCHOBOK, IO i1, TIOB'SI3aH1 3 PEECTPAIIIEI0 eIeMeHTa KibeprpocTopy
Ha DNS cepBepi, ’KOIHUM YHHOM HE BIUIMBAIOTh HA aKTHBHICTh are¢HTIB IHTEPHET-3arpo3.

AHIJIIHACHKOIO:

Thesis deals with the development, implementation and testing of a set of software with a web interface
for automatic detection of Internet threats based on the analysis of network service logs. The comparative
analysis of the existing means of analysis of network service logs is carried out in the work, on the basis of
which their shortcomings are revealed. A software package has been developed and implemented to solve the
problem of detecting Internet threats by processing network service logs.

A model of interaction of such a system and the means that implement it were proposed. A stand for data
collection was organized. A study of the activity of threat agents for new elements of cyberspace. Based on the
statistics obtained by the developed system, an analysis of the dependence of web services was performed.
According to its results, it is concluded that the actions associated with the registration of an element of
cyberspace on the DNS server, in no way affect the activity of Internet threat agents.



