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To fully comprehend and counter hybrid threats and hybrid warfare (HT&HW) is a
complex task, but also a very important one. In this paper we will outline a schematic model
for how to comprehend hybrid threats and hybrid warfare: the “Hybridity Blizzard Model”.
The model comes in three versions, of which the first presents a simplified picture of the
dynamics of and between HT&HW, as well as responses and countermeasures. The second
version adds a temporal dimension to this relationship, demonstrating how short term actions
and responses relate to long-term vulnerabilities and resilience. The third version, in contrast,
aims to provide a more accurate picture of the complex real-world situation. The aim of the
model is to enable not only a better understanding of the dynamics themselves but also how to
identify, comprehend and act against HT&HW .

The simplified Hybridity Blizzard Model outlines a schematic model of the dynamics
of the interrelated relationship between defender and attacker in the short term as well as long
term perspective, and how the different time and actor dimensions interact. The model depicts
these interactive and temporal relationships as an ecosystem, which we believe is a good

3 This paper is adopted from the authors conclusion of a volume on Hybrid Warfare: Weissmann, Mikael,
Niklas Nilsson, and Bjorn Palmertz. "Moving out of the blizzard: Towards a comprehensive approach to hybrid
threats and hybrid warfare." Hybrid Warfare: Security and Asymmetric Conflict in International Relations. By
Mikael Weissmann, Niklas Nilsson, Bjorn Palmertz and Per Thunholm . London: 1.B. Tauris, 2021. 263-272.
Download here: http://dx.doi.org/10.5040/9781788317795.0025. We would like to acknowledge support
received from Riksbankens Jubileumsfond (RJ) (Grant No. F16-1240:1).
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analogy for understanding the dynamics of hybridity, ecosystem being defined as “all the
living things in an area and the way they affect each other and the environment.” While
admittedly not alive in a traditional sense, “living” is an excellent way to model the intelligent
social actors on the battlefield and their use, deception, and denial of using different means
and tools in hybrid conflicts. It is also a beneficial way of thinking about the relationship
between HT&HW, responses and countermeasures, as well as long-term vulnerabilities and
resilience. In short, as an environment where all parts affect each other, and all parts are
actively affected by intelligent social actors aiming to defeat the opponent.
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Figure 17.1 Hybndity Blizzard Model, simplified version. Source: Authors

One problem with the simplified model is that while it provides a schematic picture of
hybrid conflicts, it fails to account for the chaos, deception and denial aspects of real-world
HT&HW. While the simplified model is analytically sound, it simply does not fully account
for the mess out there. In order to provide a complementary and more accurate view of the
complex security environment, we propose a more complex version of the ‘Hybridity
Blizzard Model’. The imagery of a blizzard is useful to depict a situation where the target of
HT&HW will be blindly attacked from all possible angles all the time by innumerous small
attacks, which cannot be separated from one another or localized, rendering the defender
unable to respond and act.
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Figure 17.3 Hybndity Blizzard Model Source: Authors
In principle, we could probably add several arrows in the model between all parts.
However, this would be of little use to enhance our understanding. Instead, we have focused
on the short-term side, outlining the crucial components that best link hybrid conflicts with a
blizzard. What makes the situation so messy is the fact that the threats and warfare targeting
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the defender is not always ‘identified’, but ‘ambiguous’, often ‘unattributed’ and sometimes
even ‘undetermined or unknown’. As outlined above, HT&HW are frequently ambiguous and
undetected. Adding to the complexity is the risk of false-positives, which not only pose a
problem in their own right (crying wolf); they may also in themselves be part of a larger
hybrid strategy.

Moreover, HT&HW may be unattributed — inherent in the deception and denial of
hybridity — where the origins are either anonymous or covered through the use of proxies.

As if not enough, observed actions or events can be undetermined or unknown, where
you do not know if you are observing a hybrid measure or something else. For example, are
you observing someone’s proxy, or is the ‘proxy’ in fact the origin and not part of someone’s
larger strategy/plan? Are the problems with the electricity grid or the glitch in your banking
system a manifestation of hybrid warfare, or simply a ‘glitch’. Is the threat you perceive
against medical or food supply chains a hybrid threat, or is it simply a ‘threat’ but with no
actor origin?

In short, hybridity is depicted not as two schematic arrows back and forth, but as the
base of a blizzard of events and actions where the ‘normal situation you were supposed to be
a part of is now so totally screwed up as to turn the entire scenario into a farce’. And this farce
is the reality we live in and have to learn to manage. Sometimes a tale is told of the man who
was lost somewhere in Scotland, who asked a farmer if he could tell him the way to
Edinburgh. ‘Oh sir’, the farmer replied, ‘if I were you, I shouldn’t start from here!” It is not
the best joke, but nevertheless a reasonable metaphor for the situation of Western democracies
today.s We may not be where we want to be, but it is where we are. If we are to be successful
in countering HT&HW while at the same time upholding our values and norms, there is no
other option than to accept the place we are at.

This paper draws on the authors concluding chapter of the just published book
“Hybrid Warfare Security and Asymmetric Conflict in International Relations”
(I.B. Tauris, 2021).
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Buy the book: http://dx.doi.org/10.5040/9781788317795. :‘mm
The book can be freely downloaded here: B o |

https://www.bloomsburycollections.com/book/hybrid-warfare-security-and-
asymmetric-conflict-in-international-relations/
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HYBRIDIZATION OF MODERN POLITICAL CONFLICTS: FEATURES OF
REALIZATION

Ha cywyacHomy etami B yMmoBaxX NOCWJIEHHS TJI00aii3ailii MOXKEMO CIIOCTepiraTtu
TEHJICHI[II0 TIEPETBOPEHHS pPETiOHAJBHUX KOHQIIIKTIB B Yy TJ00albHI, L0 31MCHIOIOTH
3HAYHHUM BIUTMB Ha PO3CTAHOBKY CHJI Ta MEpepo3noAll cep BIUIMBY HAa MIKHAPOIHINA apeHi.
BukopucTaHHs HOBITHIX TEXHOJIOT1H Ta iHpOpMaLIHHUX CTpaTeriil Jae€ MOXKIUBICTh MBUIAKHX
aTtak, Ae3iH@opMallii Ta oclabJeHHs CYNPOTUBHUKIB. Bigrak memani OUIHIIOTO MOIMIMPEHHS
HaOyBalOTh BICHKOBO-TIOJMITUYHI KOH(JIIKTU TIOPUAHOTO THILY, )KEPTBAMU SIKUX CTalOTh HE
JUIIIE BINCHKOBI, @ ¥ MPEJICTABHUKY ITUBUILHOTO HACETICHHS.

HoBiTHbOIO (OpMOIO  BIMICHKOBO-TIOJIITUYHUX KOHQUIIKTIB B TIJ00aJbHOMY Ta
perioHaJlbHOMY MaciuTabl € Tak 3BaHl KOH(PIIKTU «T10pUAHOTO TUITY» a00 «T10pUIHI BIHHMY.
VY cyuacHOMY HayKOBOMY JAMCKYpCl HEMAa€ OJHOCTAHHOIO TIyMau€HHS JIaHOTO TOHSTTSL.
Pi3Hl AOoCHiAHMKM A1 TMO3HA4YeHHs TiOpUAHOI BIMHM TaKOXX BHUKOPUCTOBYIOTH TEPMIHHU
«HEKOHBEHIIIITHAY, «3MiIIIaHa, HEIHIHHAY, «ipperyispHay, «IACTAHI[IHHAY,
«acumeTpudHay BiiiHa. [IpoTe BapTo 3a3HaumMTH, MO AaHi AediHIimii HE IMIJIEMEHTOBAHI B
OoQIIitHIX MDKHAPOAHHUX JOKYMEHTAX.

Brnepiie noHATTS «riOpuAHOT BilffHAa» BUKOPHUCTAIU Yy CBOIX JOpPOOKax aMepHUKaHCHKI
nocmignuku P. I'menn, b. Hemert, ®. Xoddpman, [x. MakKyen. Bouu posrisinanu BiiiHy
riOpUIHOTO THUILY, SIK MOAEPHY (OPMY MapTU3aHCHKOTO CIIPOTUBY, 1110 OPraHIYHO CHOy4Yae i
BUKOPUCTOBY€E CydacHI TEXHOJIOTIl Ta oMaHHI MeToau MoOumizauii. [IpoTe, Ha Hamy TyMKy,
HEJIOCTaTHHO BHUBUCHHMH € O3HAKU Ta CHenudiuHI MpOsSBH TIOpUIHUX BiifH, iX BIUIMB Ha
HOJIITUYHI MPOLIECH B PI3HUX PErioHaxX Ta Mepepo3noaia cep BILIUBY B CBITI.
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