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AHoTAanisa
ykpaincekoro: Marictepcbka poOoTa mpucBsYeHa po3poOLll METOMOJIOTIT IMiABUIICHHS

pIBHS 3aXHMINEHOCTI BiJ aTakK COLUaNbHOI 1HXKEHepii. [nes Ta CIpUHATTA HaJIeKHOTO 3aXUCTY
KiOepOe3neKkn 3aMIIAlOTECS Ha TepeAHbOMY Kpai cTparerii Ta 1HBECTHINIH y Tamysi
iHGOpMAIITHIX Ta KOMYHIKAIIMHUX TEXHOJOTiM opraizamii. [Ipobmemu, mo CToCyoThCs SIK
TpaIULIMHUX, TaK 1 CydyacHHMX IHCTPYMEHTIB, OyJau IpoaHaji3oBaHi, M00 3alpoONOHYBAaTH
HEOOXITHICTh MPO(]1TIOBaHHA MPAaLIBHUKIB IPYNH PU3UKY (BKIIOYAIOYM HOBUX IMPAIiBHUKIB) Ta
PO3pOOKH HABYAIBHUX MPOTpaM Ha KOXKHOMY PiBHI i€papxii, mo0 rapaHTyBaTH, IO XaKepH HE
nocsarHyTh yemixy. s T3OB «enekrpokoHTakT YkpaiHay po3po0sieHO YHIBEpCaJbHUN MPOEKT
JUIA  BHUBYCHHS Ta PO3YMIHHS MOMEHTY OCOOJMBOCTI BOJIOMIHHS, 30epiraHHs Ta

KOH(1ICHIIIHOCTI 1HpOpMAITii.

KirouoBi cnoBa: comianpHa 1HXeHepiss 3 KiOepOe3nekw; MpoOJeMu HaBYAHHS Ta
MIBUILIEHHS 0013HAHOCTI; MPOrpaMu MiJABUILEHHS 0013HAHOCTI 110710 1H(GOPMAIIIHHOT Oe3MeKH,

T30B «eneKTpOKOHTAKT YKpaiHa».

anrmiiiceroro: The master's thesis is devoted to the development of a methodology for
improving the level of protection against social engineering attacks. The idea and perception of
proper cybersecurity protection remains at the forefront of the organization's information and
communication technology strategy and investment. Issues related to both traditional and
modern tools have been analyzed to suggest the need to profile risk workers (including new
employees) and develop training programs at each level of the hierarchy to ensure that hackers
do not succeed. A universal project for studying and understanding the peculiarities of
ownership, storage and confidentiality of information has been developed for Elektrokontakt
Ukraine LLC.
Keywords: social cybersecurity engineering; problems of learning and raising awareness;

information security awareness programs, Electrocontact Ukraine LLC.



