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MATEMATHUYHI MOJIEJII CYYACHUX IIOTOYHUX HIINDPIB

Jlana poGoTa mnpucBsiu€HA aHai3y CY4YaCHHUX IIOTOKOBHUX WIU(PIB, a TaKOX METOIUII
OLIIHIOBAHHS MOTOYHHMX HIM(PIB 3a HACTYNHUMU KpUTEpisIMU: IIUGPYBAaHHS JOBIHX
MOBIIOMJICHB, IU(GPYBaHHS KOPOTKHX MOBIJOMIICHb, 1HILIAMI3AIlsA / TeHepallis KI0YOBUX
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This paper devoted to the analysis of modern stream ciphers and methods of evaluation of
stream ciphers on the following criteria: encrypting long messages, encrypting short
messages, initialization / key generation parameters.
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HeBix’eMHOI0 YacTHMHOIO CYYacCHHMX TEJIEKOMYHIKAI[IWHUX CHUCTEM € HECKIHYEHUHU IOTIK,
MOCIIJIOBHICTh SIKA TIMOTETUYHO MOXE OYTH HECKIHUEHOI JOBXKUHHU. BaXIMBOIO BUMOTOIO
MOJAIOHMX CHUCTEM € BUCOKA IMIBUAKICTH MUGPYBaHHS, SKa MOXe OyTH 3a0e3ledeHa TiIbKH
IpY 3aCTOCYBAaHHI OTOYHHX IUQPIB.

Ha cphorogni norounuil mudp €BponeiichbKOro craHgapTy MOBUHEH BiAMOBIIATH JTOCHUTH
BHUCOKMM TIOKa3HUKaM — cOTHI MOIT/c Ta HaBiTh JeKiiabKka ['0iT/c, KO TUBUTHCH Y MAaHOyTHE
Ta poOWTH 3amac Ha JEKUIbKa JecATWIiTh. EdekTuBHe pillleHHs, KpIM BHUCOKOI
NPOJYKTUBHOCTI, MOBUHHO MaTH OOIPYHTOBAHICTh, JOKa3aHy HAAiIMHICTh, MPOCTOTY Ta
MacIITabOBaHICTh, 3aBEPILIEHICTh Ta ACHICTh aJTOPUTMY, 3a0e3MedyBaTh KOH(IAEHUIHHICTD Y
KaHaJax nepenadi iHpopmarii.

Po3risHeMO ~ BCECBITHBOBIZIOMI  KpUIITOAJITOPUTMM,  SKI  CTaHJAapTH30BaHI  Ha
MDKHapOJAHOMY a00 HaI[lOHAJIbHOMY piBHI, sIKI HAa CHOTOIHINIHIM JeHb MalOTh HAWOLIbLIY
JIOBIpY Ta PO3MOBCIO/KEHHS. PO3TrIITHEMO METOMKY TOCIIKEHHS XapaKTEPUCTHK MOTOYHUX
mugpis.

[TotoxoBuit cumerpuunuii mmdp «SNOW 2.0» € reHepaTopoM KIFOYOBHUX MOTOKIB, SIKUN
BUKOPHUCTOBYE SIK BXiJHI naHi 128 a6o 256-6iToBuii cexpetnuii ko K; 128-6iToBuii BeKTop
mimamzarii V. llludp € cnoBo-opieaToBanuM. Anroputm Oyino crangaptu3oBano y ISO/IEC
18033-4 [1]. MakcuMaabHO PeKOMEHI0BaHA KiJIbKICTh OIT KIIFOUOBOTO MMOTOKY, BUPOOICHOTO
Ha oxauiil mapi (K, IV) nmopiBHIOE 23*2% Gir. Ile oGMeKeHHS BUIIPAB/IaHE 3 TOYKHU 30Dy
3a0e3nedeHHs CTIHKOCTI arOPUTMY MPOTH KPUNITOAHAITUYHUX aTaK.

[TorokoBuit mmupp «Ctpymox» [2] sBisie co0OK0 KIaCHYHY CXeMa MiJACYMOBYIOUOTO
reseparopa. KpunroanroputMm opieHTOBaHMH Ha 64-po3psiiHi OOYUCIIOBAJIbHI CHCTEMH, 1,
BIJIMIOBIIHO, PO3Mip ciioBa B mu(pl BU3HAUYEHO piBHUM 64 OiTam. B sKOCTI BXiIHUX JAaHUX
BUKOpUCTOBY€eThCst 512 (abo 1024)-6itHuit cexpernmii kmod K Ta 512-OiTHHI BekTop
iimiamizauii 1V. Iudp 3a cBoero cTpykTyporo noaidHuit 10 anroputmy «SNOW 2.0».

[TorokoBuit cumeTpuyHuid mHUdpp «Sosemanuk» — 1€ CHHXPOHHUM MPOrpaMHO-
OpIEHTOBaHMM TIOTOKOBHM Immmdp, SKANW BiANOBiAaE mepmomMy TpodUIF0 KOHKYpPCY
eECRYPT [3]. Moro moBxuHa kmoua Moxe 6yt oOpana mix 128 i 256 Giramu. Iudp
mpamoe 3 128 OITOBUM TOYaTKOBMM 3HA4Y€HHSM, IPH I1bOMY, SIK CTBEPKYETHCS
pO3pOOHUKAMH aJTOPUTMY, OyIb-sKa JOBXKHMHA Kio4ya Jocarae 128-0iTHOro 3axucry.
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Anroputm Sosemanuk BUKOPUCTOBYE JI€SIKI OCHOBHI MPUHITUAIINA MMOTOKOBOTO muppy «SNOW
2.0» 1 nesiki mepeTBOpeHHs, oTpuMani 3 61okoBoro mmdpy SERPENT.

[ToTokoBuii cumerpuunuii mudpp «Trivium» — e CUMETPUYHHUIA anapaTHO-OPIEHTOBAHUMA
napanenabHuid notokoBuil mudp npoekty eSTREAM (npyruit npodins) [3], mo npusHaueHUA
JUIsL TeHeparii 2% Gir kmouoBOro nmoToky 3 80 Oit cexkperHoro kmo4a 1 80 OIT BEKTOPY
imimiamizanii. [ludp € 6iT-opieHTOBAaHUM.

[ToTokoBuii cumerpuunuii mudp «Enocoro» —amapaTHO-OPIEHTOBAHUN KPUITOAITOPUM
[4] (Takox Mae 1 eeKTUBHY MPOTPaMHy peallizaliio), o € OaiT-opieHTOBaHUHA mH(pOM i3
JOBXUHOTO Kitoua 128 6iTu Ta BEKTOPY 1HIimiami3aIii 64 6iTy.

[ToroxoBuii cumerpuunuii mupp «HC-256» — mnpoctuif, Oe3meyHuid, HPOTrpamHO-
opierroBanuii mmdp [3] 3 ehekTHBHOO peai3aliero i MOXe BIIbHO BUKOPHCTOBYBATHCH.
Jns iHinmiamizanii BUKOPUCTOBYETbCs 256-01THUI KITIOY Ta BEKTOp 1HiNiaji3amii JOBKUHOIO
256 6iT. PekoMeH10BaHa MaKCHMAJIbHA TOBKIHA KIIOYOBOI MOCHinoBHOCTI — 22,

[TorokoBuii cumerpuunuii mmpp «Grainy — CUMETPUUYHUN aNTOPUTM CHHXPOHHOTO
noTouyHoro mudpyBanus [3], SKUW Opi€EHTOBAaHWW HA BUKOPHUCTAHHS HA OOYHMCIIOBAIBHUX
MallpHax 3 0OMEXEHOI0 KUJIbKICTIO BEHTHIIIB (gate), HEBEJIMKUMU IMOTY)KHICTIO Ta 00CAroM
nam’sTi. B 3anexxHocTi Bl anapatHoi peanizauii mugp Grain Moxxe OyTH 0iT-Opi€HTOBaHUM
abo cioBo-opieHToBaHMM. B Grain v1 Ha BXiJ nojaeTscs K04 A0BkHHOIO 80 GIT Ta BEKTOp
1HiLa13anii JoBXUHOK 64 0iTH. B 0CHOB1 KOHCTPYKIIT adrOpuTMy JIekKaTh 2 PEricTpu 3cyBYy
— 3 JIHIAHUM Ta HENIHIMHUM 3BOPOTHUM 3B’S3KOM Ta BUXiJHa (QyHKIisS. PekomenmoBaHa
JTIOB’KHMHA KJIFOUOBOT'O TIOTOKY, SIKUH MOke OyTH BUPOOJIEHO Ha OJHIN Mapi KI04/BEKTOp — 2%
01T.

[MotokoBuii cumerpudnuii mmdpp «Mickey» — amapatHo-opientoBanuit mudp [3]. dus
iHiIiami3anii Mo4aTkoBOrO0 CTaHy BUKOPUCTOBYIOTbCA KJIIOY JOBXHMHOIO 80 OIT Ta BEKTOp
Himam3amii gqoBxuHo 10 80 0iT. MakcuMallbHO MOXKJIMBA JIOBXKHMHA KIIFOUOBOTO TMOTOKY
nopisrioe 2% 6iT Ha oxHOMY KmOui, ae 3 BHKOPHCTAHHSM DI3HHX BEKTODIB iHiriamisarii
OJTHOI JTOBKMHH. 3aBISIKM BUKOPHUCTAHHIO HEPETYJSIPHOTO PyXy PETiCTpiB 3CYBY, a TaKOX
HOBHX METO/IiB, 3a0€31euyeThCs BUCOKA CTIMKICTh JO MEBHUX KPUIITOAHAIITUYHUX aTaK.

[TorokoBuit cumerpuunuii mmdpp «MUGID» — reHepaTop KIIOYOBHX MOTOKIB, SIKUH OyI0
cranpaptuzoano y ISO/IEC 18033-4 [1]. Iudp MUGI 5 cnoBo-opieHTOBaHUM.Y SIKOCTI
nouyatkoBux naHux MUGI BuxopuctoBye 128-6iToBuil cekpeTHHH Kito4, 128-OiToBuit
BekTop iHimiamizamii. MUGI BukopucTOBYy€ HENiHIMHI OJIOKM MIJCTAHOBKM Ta JiHIHHI
TpaHcopmariii 3 BukopuctaHHsiM MDS marpuni anroputmy AES. OcHOBHI KOHCTPYKIT
mudpy noAiOHI 10 KOHCTPYKIiH mudpy Panama.

[TotokoBuit cumerpuunuii mudp «Rabbity — mporpaMHO-OpiEHTOBHUN anropuT™, 10 OyB
npezcraBieHuit Ha koHKypci eSTREAM [3]. Anroputm BukopuctoBye 128-0iTHMH KITIOY 1
64-6iTHuii BekTOp iHimiamizamii. Ha oxmiil mapi kirod/BekTop Moxe 6yTH BHpoGIeHo g0 2%
OITiB KIFOYOBOTO TMOTOKY.

[MotokoBwuii cumetpuunuii mudp «Salsa 20» [3] — mporpaMHO-Opi€EHTOBHUI aJTOPUTM, IO
OyB mnepemoxieMm Ha koHkypci eSTREAM B mnepmomy npodimi. [ng iwmimiamizamii
BHYTPILIHBOTO CTaHY BHUKOPUCTOBYETHCS KJIHOY JIOBXKHHOIO 256 01T, 64-0iTHMI nonce Ta 64-
OiTHa mo3uuis OJOKYy KIIOYOBOTO IOTOKY. MakcuManabHa JOBXKHHA IICEBJIOBHIIAKOBOI
KJIFOUOBO1 TTOCITIIOBHOCTI JIOPiBHIOE 2" Gir.

bnokoBuit cumerpuunnii mmdp «AES», skuit crangapTH30BaHO Ya MIKHApOAHOMY piBHI
crangaptu3oBano y ISO/IEC 18033-3 [5]. BukopuctoBye kitou n1oBxuHOI0 128, 192 a6o 256
6it. B 3anexxHocTi Bia JOBXMHM Kitoya BinOyBaeThest 10, 12 abo 14 paynaiB mudpyBaHHS.
AES 6a3yeThcsi Ha IPUHIINII, BIJOMOMY SIK MEpeXka 3aMiH-TIEPECTaHOBOK Ta, 3aB/ISIKU IIbOMY,
Ma€e HIBUJIKY arapaTHy Ta IporpaMHy peajizaliiio. Y pesKuMi 3BOPOTHOTO 3B’ 3Ky 32 BUXOJOM
et mudp MO’KHAa BUKOPUCTOBYBATH SIK TTOTOKOBHIA.
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Kpurepiem Bubopy motounoro mudpy € 3a3BUYai MOKa3HUKH MIBUIKOCTI 3amudpyBaHHS
JIOBTHX TIOCIIIIOBHOCTEH Ta 4yacy iHimiamizarii/renepalii KIro4oBUX HapameTpiB. Y 1iil poOoTi
OyJia po3rIsiHyTa METOAMKa 3 MikHapoaHoro kKoHkypcy eSTREAM. 3a miero MeToauKoro
NOTOYHI MU PU NOPIBHIOIOTHCS 32 HACTYITHUMH KPUTEPISIMH:

— Kpurepiii 3ammdpyBaHHsS MOBIHX IMOTOKIB, IOTOYHI IMU(PPU MaIOTh HAHOUIBII
MOTEHIIHHY TIepeBary Haj OJIOYHUMH IHdpamMu IpH 3amudpyBaHHl JOBIHX MOTOKIB. Tomy
el TMOKa3HUK € BaXJIMBUM KPUTEPIEM OLIHKU. Y JOCHIDKEHI BHUMIPIOBaBCA dac
samudpyBanns 116 nanux.

— Kpurepiii 3amudpyBaHHs KOPOTKMX IMOTOKIB, L€l MOKa3HUK BijoOpa)kae LIBUAKICTbH
3amuQpyBaHHs TMaKeTiB pi3HOi AOBkHHU. KoXeH BUKIMK (QyHKLIi BKIOYae 10 cebe oKkpemy
yCTaHOBKY BekTopy iHimam3arii (IV), noexxuna maketiB (40, 576, u 1500 Gaiit) Oynu oOpaHa
Tak, 00 OyJM pENnpe3eHTUBHUMH Il TEIeKOMYHIKamiiHoro Tpadiky. Y IOCHiKEHI
BUMIPIOBaBCs Yac 3amudpyBaHHS MaKeTy, MBUAKICTh 3amudpyBaHHs OalT Ha MIKPOCEKYHITY
Ta MBUAKICTH 3aIM(PpyBaHHS NAKETIB HA MIKPOCEKYH/TY.

— Kpurepii inHimiamizamii/reHepaniss KiIodoBux mapamerpiB. Oxpemo BimoOpaxkae
e(heKTUBHICTh BCTAHOBJICHHS KJIIOYa Ta BEKTOpy iHimiamizarii. Lli aBa mapamerpa HalMeHII
KPUTHUYHI 711 BiTOOpaskeHHs MIBHJIKOCTI 3amm(pyBaHHS MAKETiB TaK K 3HEBAXIUBO Malli
MOPIBHIOIOYH 3 TIPOIIECOM CTBOPEHHS Ta BIJIHOBIICHHS Kifo4a. . [Ipu JOCIIIKEHHS TTOTOYHHUX
mmdpiB Oynu B3ATI HACTYynHI JaHi: as kimoda — 7000 xirodoBux ycraHoBok (10 kirouiB Ha
700 ycTaHOBOK Ha KJIFOY), JIJIs1 BEKTOPY iHimiami3amii — 500 kirodoBux yctaHoBOK (10 kirouiB
Ha 50 ycTaHOBOK); uIsi IUX THapaMmeTpiB Oyyio 3adikcoOBaHO 3araJbHU Yac BUKOHAHHS
orepailiid, CKUIBKH 3aTpaueHo IUKIIIB Ha YCTAHOBKY Ta CKUIBKH MOKJIMBO 3pDOOHMTH YCTAaHOBOK
3a CEeKyHJY.

Jlitepatypa
1. ISO/IEC 18033-4:2011. Information technology — Security techniques — Encryption
algorithms — Part 4: Stream ciphers. [Enexrponnuii pecypc]. — Pexum npoctymy:

http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail _ics. htm?csnumber=54532
2. KysnenoB 0O.0O., IBanenko /[I.B., benosepues I[.M., AngpymkeBuu A.B. Anroputm
MOTOKOBOTO KpuritonepeTrBopeHHs «CTpyMok» // Tpyasl HAydYHO-TEXHUUYECKOW KOH(PEPEHITIH
C MCKAYHapPOIHBIM yY4aCcTUucCmM ((KOMHI:IOTGpHOC MOACIINPOBAHUC B HayKOCMKUX
TEeXHOJIOTHAX», 26-31 Mas 2016 1. — X.: XHY umenu B.H. Kapazuna — 2016. — C. 187-190.

3. The eSTREAM Project - eSSTREAM: the ECRYPT Stream Cipher Project. [Enekrponnuit
pecypc]. — Pexum moctymy: http://www.ecrypt.eu.org/stream/

4. ISO/IEC 29192-3:2012. Information technology — Security techniques — Lightweight
cryptography — Part 3: Stream ciphers. [Enmextponnmii pecypc]. — Pexum mocrymy:
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail. htm?csnumber=56426

5. Information technology — Security techniques — Encryption algorithms, Part 3: Block
ciphers (ISO/IEC 18033-3) - 80 p.

13


http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics
http://www.ecrypt.eu.org/stream/
http://www.iso.org/iso/home/store/catalogue_tc/catalogue_detail

