BicHuk TepHONiIbCHKOI0 HALIOHAJIBLHOT0 TEXHIYHOT0 YHIBEPCHTETY

Scientific Journal of the Ternopil National Technical University
\_) 2017, Ne 1 (85)

ISSN 1727-7108. Web: visnyk.tntu.edu.ua

UDC 621.376.3

SYNTHESIS OF DIGITAL RADIO RECEIVER SYSTEM FOR SECURE
COMMUNICATION WITH FREQUENCY-HOPPING SPREAD
SPECTRUM

Mykhaylo Palamar; Andrii Chaikovskyi; Volodymyr Kruglov

Ternopil Ivan Puluj National Technical University Ternopil, Ukraine

Summary. It was represented the results of synthesis and modeling of work of digital receiver based on
the digital down converter (DDC), and a digital signal processor (DSP), which are used to process received
signals. The method of constructing narrow-band receiver with digital filtering, demodulation and signal
processing, the results of its use in digital radio with frequency-hopping spread spectrum (FHSS mode) is
discussed.
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Introduction. Problem Research. Intensive development of telecommunication
systems in recent decades makes difficulties in constructing new information with radio access
networks. Electromagnetic radio channels conditions in all frequency ranges up to millimeter
become more difficult, so new radio devices have to work in intensive influence of external
random, and in some cases, malicious interferences. Reduction of the reliability of received
data as a result of these factors is a major obstacle to providing quality communication.

Particularly acute issue is for radio systems designed to transfer sensitive or confidential
information, which often work in close proximity with many existing radio equipment for
various purposes. First at all, this applies to military radio communication systems, radio
dispatch communication on transport, radio transmission of banking information, LANSs
equipment for medical systems, radio informing systems of population of Ministry of
Emergency Services and many others.

Generally, the synthesis of radio device architecture, the choice of the methods of signal
processing for subscribers information exchange, methods for best access to subscriber,
information transfer speed, reliable data protection from unauthorized access in conditions of
influence of interference is an urgent task and require additional researches, especially to make
a method for choosing the right and optimal parameters of digital connection channel to create
a multi-channel communication systems with abrupt changing of operating frequency.

Analysis of the research according to topics. Digital frequency down converter is as
alternative for the architecture of superheterodyne receiver, especially with high integration
level and low power consumption. The research on the use of digital down converter is shown
at [1 — 4]. Their fundamental advantage isflexebility of channel parameters tuning.

Digital frequency abridger is commonly used in the design of digital receivers based on
broadband multiple access with code distribution of channels WCDMA (Wideband Code
Division Multiple Access) and using mobile implementation CDMA2000 [5, 6]. In mentioned
publications are not covered synthesis methods, configuring and checking parameters of radio
channels, including narrowband communication systems with FHSS for VHF frequency. For
the purpose of efficient synthesis of such digital radios for narrowband communication systems
it is useful to have an adequate model for the study and channel settings without the need for
costly prototyping or implementation of the radio station.
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Analysis and synthesis of the channel using a digital frequency converter

To ensure reasonable reliability of the transmission of information in communication
systems, we use special, more difficult and costly methods and tools, such as: increasing the
transmitter power, the use of frequency diversity transmission, mixing information
(scrambling), the introduction of information flow redundant information with application of
noise-immunity error correction coding, etc.

Many modern radio architectures have comprising down conversion that convert high-
frequency (HF) or ultra-high frequency (UHF) level to a lower intermediate frequency for use
in the main frequency band. Depending on the application (as for example, aerospace, defense
industry, commercial communication), communication systems work in the HF and UHF
frequency bands. A common solution for receivers is to use a larger number of conversions and
decrease in filtration rate. For these tasks more efficient modern solution is to use radio
frequency (RF), ADC with Digital Down Converter (DDC) and signal processor DSP or
programmable logic integrated circuits (FPGA) for demodulation of input signal.

The ability of high-speed ADC for processing a range of hundreds of MHz frequency
bands allows avoiding the use of intermediate frequencies at the analog part. The inclusion of
integrated DDC allows performing transfer spectrum in lower frequency region while providing
greater bandwidth through ADC with high sampling frequency and perform filtering and
decimation signal. This solution provides the advantage by increasing the dynamic range within
the frequency band (increases SNR), and decreases frequency for further processing using
signal processor DSP or programmed logic arrays FPGA.

Synthesis of digital radio channel models

For choosing and researching the parameters of modeling of the communication channel
(Fig. 1) is prepared with the package of Multisim, for this purpose, we use a with low frequency
signal generator (sin), frequency modulator (FM Modulator Passband), a block of channel
model (channel, Fig. 2), the DDC block AD6620, the demodulator block (Demod) and low
frequency filter (RxDemod).
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Figure 1. Model of communication channel

The communication channel is modeled with bandwidth limitations and superposition
of additive Gaussian noise. A block of saturation models the use of the automatic gain control
at a channel receiver.
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Figure 2. Model of signal distribution channel
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Simulation modeling of the digital converter AD6620

The principle of DDC AD6620 is based on quadrature signal processing, where the input
signal is multiplied by two basic frequency shifted in phase by 90° [7], according to the
formulas 1 — 2.

v, (£) = s(t)coswyt = Acos(wyt + @(t) )cosw,yt

v (t) = gcoscp[t] + ;j cos(2wyt + @(t)) 1)

¥o(t) = s(t)sinew,t = Acos(wyt + @(t))sinw,t

Yo (1) gstﬂfp (&) + gsin(z.:uu,t + o(1) ()

As a result of multiplying the receive signals | and Q, from which after filtering and
processing of quadrature demodulator, the original signal is extracted.

The scheme DDC AD6620 consists of controlled digital generator NCO, two mixers
and filters CIC2, CIC5 and FIR (Fig. 3). Software-controlled generator heterodyning NCO of
the reference frequency forms two harmonic signals shifted in phase by 90 °. The input digital
signal on two mixers is multiplied parallel by the NCO generator signals and as a result signals
I and Q are shaped, which are filtered and decimated at CIC-filters (Cascaded Integrator-Comb)
of second and fifth orders. CIC filter does not require multiplication operations and can
significantly reduce the sampling rate that decreases hardware and computing resources.
Increasing of filter order in one can reduce the level of side lobes to 11..13 dB. So if CIC filter
frequency is uneven, then for adjusting it in a bandwidth is used FIR — filter (Finite Impulse
Response), which provides linearity in the passband and high selectivity of the signal, graphic
of output signals | and Q shown on Fig. 4. The filtered and decimated signals are processed
with quadrature demodulator and LF filter.
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Figure 3. Functional scheme of digital convertor DDC AD6620

It is important to ensure quality narrowband filter signals to ensure a high level of
channel selectivity, to avoid interference and noise exposure.
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Figure 4. Graphics of signals | and Q at output DDC AD6620

Calculation of filters for DCC and convertor AD6620
To calculate filters, a software package from Analog device SoftCell FilterDesign is
used. Channel options for calculating the following system: input frequency 10.7 MHz, output
frequency of 80 kHz, sampling frequency 25.6 MHz, bandwidth 7.5 kHz. From estimated
coefficients are selected the following parameters (Fig. 5) RCF = 1, CICS5 = 32, CIC2 = 10
frequency cut-off of the filter — 12.5 kHz and signal weakening — -70dB. Filters frequency

responses are plotted in the Filter Visualization Tool —

MATLAB & Simulink. Frequency

responses of CIC filters of second (f) and fifth order (b) are shown on the figure 6, and of the

FIR filter is shown on the Figure 7.
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Figure 5. Graphic of the filter DDC AD6620 at program package SoftCell FilterDesign
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Figure 6. Graphic of CIC filters of second order (a) and fifth order (b)
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Figure 7. Graphic of FIR filter

The mathematical model of quadrature demodulator [8] of FM signal (3) is implemented
in Multisim package using the structure of flowchart as shown in Fig. 8. Graph of demodulator’s
output signal (upper curve) and after a LF filter (lower curve) is shown in fig. 9.
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Figure 8. A flowchart of quadrature demodulator Figure 9. A graphic of demodulator’s output
signal (upper curve) and after LF filter

(lower curve)

Experimental studies and practical results

According to the results of simulation modeling, a digital power control block has been
developed and signal processing for digital VHF radio with a pseudo-random frequency
hopping (FHSS mode) has being tested in JSC Ternopil radio factory Orion [9, 10]. The
algorithm and software for the digital signal processor TMS320VC5502 of Texas Instrument
Company, used in radios with FHSS mode to process the signal was developed. The view of a
control block and digital signal processing is shown in Fig. 10.

Figure 10. The control block and digital signal processing, and a view of the radio station with FHSS

To test the adequacy and effectiveness of the simulation model and effectiveness of
filter parameter selection are made by measuring the sensitivity of radio SINAD (signal to noise
and distortion), which is widely used for analog and digital radio communication systems.
SINAD [11, 12] is the ratio of rms signal amplitude to the mean root of the sum of squares
(RSS) of all other spectral components, including harmonics. Non-lineal distortion of the
measured signal is no higher than 25% and corresponds to the signal-to-noise ratio SINAD
(S+ N) /N =12dB according to p. 4.8.16 State Standards of Ukraine 4184: 2003 [13].

The received results of measurement sensitivity for the working frequency range of the
radio station are shown in Fig. 11. R.s.s.(root sum square) sensitivity of the receiver is 0.46 mV
or — 114 dBm with 12 dB SINAD, as shown in Fig. 11.
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Receiver sensitivity:
0.46 uV -114dBm at 12 dB SINAD 30-110NMHz
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Figure 11. Receiver sensitivity

Conclusions. A model of communication channel with used digital receiver based on
DDC AD6620 quadrature demodulator and FM signal at the signal processor DSP is
represented. It was performed a simulation modeling of calculated filters DDC AD6620
quadrature demodulator and FM signals. According to the results of simulation modeling, it
was developed the algorithm and software for TMS320VC5502 digital signal processor for
processing radio signals with FHSS mode. The calculation of digital filters of DDC AD6620
was carried out.

As shown by experimental studies, using DDC for digital receivers allowed to raise
receiver sensitivity in 16 dBm, from — 98 dBm up to — 114 dBm or in 2.45 mV, from to 2.9 mV
up to 0.45 mV comparing to the receiver with the analog filtering channel. Also using a digital
receiver based on DDC allowed to increase the degree of system integration and to reduce
power consumption. Moving the main signal filtering from the analog to the digital field can
reduce the requirements for analog signal filtering and flexibly tune a bandwidth of the receiver
and improve technical features of radio generally.
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CHUHTE3 HU®POBOI'O PAJIIONPUMMAYA )11 CACTEMHA
SJAXUHIEHOI'O 3B’A3KY I3 ICEBJIOBHUITIAIKOBUM
MNEPEHAJIAIITYBAHHSM POBOYOI YACTOTH

Muxaiino Ilanamap; Anapiit YalikoBcbkuii; Bonogumup Kpyribos

Teproninbcokutl HayioHaIbHUU MexXHIYHUU yHigepcumem imeni leana Ilynios,
Tepnoninw, Yrkpaina

Peztome. Hasedeno pezynbmamu cunmesy i MOOENOBAHHA poOOmMU Yupposo2co npuiimMaya Ha OCHOBI
yugposozo nepemsgoprosaua yacmomu (DDC, Digital Down Converter) ma yughpogozo cueHaibHo20 npoyecopa
(DSP), wo suxopucmogyiomscsi 0N ONpaylo8amHs exioHux cuenanie. Posensnymo cnoci6 nobyodosu
8Y3bKOCMY206020 NpuliMaya i3 yu@posoio ginmpayieto, demooyaayicio ma onpayrosannam cuenanis. Hageoeno
pe3yibmamu 11020 UKOPUCMAHHA Y Yuppositl padiocmanyii 3 nceg008uUnaoKo8UM NepeHaraumy8anHam pooouoi
yacmomu (I1IIPY).

Knrouosi cnosa: ncesoosunadkoge nepenanawmyeanns pobouoi wacmomu (IIIIPY), yugposuil
nputimay, cueHanvhuti npoyecop DSP, Digital Down Converter (DDC), keéadpamypHuii 0emo0yasamop, 4acmomHa

mooynayis (YM).
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