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3AT'AJIBHA XAPAKTEPUCTHUKA POBOTH

AKTYyaJIbHICTb TeMH Po00TH. AKTyalbHICTh 3adadi 3axucTy iHdpopmarii ACY
MOJIATa€ B HEAOMYIICHHS! HECAaHKI[IOHOBAHOTO JOCTYIY, MOPYIIEHHS KOH(DIIEHIIHHOCTI Ta
HUTICHOCTI cucTeMu. [ epeKkTUBHOTO BUPIMIEHHS JIaHOI 3a/1a4l HEOOX1AHUHN aHaI3 yCiX
MOXJIMBUX CIOCOOIB Ta METOAIB HECAHKI[IOHOBAHOTO JOCTyIy o iHdopMmaiii B
KOMIT'FOTEPHUX CUCTEMAaX, L0 JTI03BOJISIE BYACHO BXKUTHU 3aXOJIB JUIsSl MPOTHIIT MOKIMBUM
3arpo3aM. 3aBISKHA PO3MEKYBAHHIO JOCTYMY 10 JAaHUX 3a0e3MeuyeThcsi KOMIT'IOTepHa
Oe3meka, 3axWCT CHCTEeMHM BiJl MaTepiaJbHUX BTpaT, e(eKkTUBHE 1 HajiiiHe
(GYHKITIOHYBaHHS 11101 CHCTEMH.

3aBISKH TPAaMOTHOMY PO3MEXYBAaHHIO JOCTYyMy 10 iHTepdelicHux ¢opM Ta JaHUX
JUIsT KOHKPETHHX KOPHCTYBadiB Ta iX TPyHn 3MEHIIYEThCSA 3arajibHa KUIBKICTh
HAJ3BUYAHUX CHUTYaIlll, OB ’S3aHUX 3 JOCTYNOM a0 KoH(piaeHIiiHoi iH(opmarrii, a
TaKO0X MOKJIUBICTIO i 0OpOOJICHHS UM pe/laryBaHHs.

Ile Bce Beae A0 30ubIIEHHS €PEKTUBHOCTI pOOOTH HE TIIBKU aJIMIHICTPATOPIB UM
KEpIBHUIITBA MEAMYHOTO IeHTpY. YuM Kpare mocraBiieHa poOOTa MEIUYHOTO 3aKIIamy,
30KpeMa MOJyJsa PO3MEXYBaHHS JOCTYIy 10 JaHHUX, THUM 30UIBIIYETHCS KUIBKICTh
MPOCTUX KOPHUCTYBauiB IIEHTPY, IO IOKAa3y€ BHCOKUH PIBEHb PO3BUTKY IMPOTpamMHOI
CUCTEMH.

Meta pobotu: Po3poOka MoIyns po3MeXyBaHHS JOCTYIYy JO JaHUX JUIs
BUKOHAHHS PO3MEXyBaHHS (YHKLIA 1 MpaB KOPUCTYBAdiB JIATHOCTUYHOIO UEHTPY 3
BUKOPUCTAaHHS CUMETPUYHOTO METOY aBTEHTH(IKAIll Cy0’ €KTIB.

00’exT, MeTOoaM Ta Jxkepesna aociaixkeHHs:. O0’€KTOM JOCIIIKEHHS € TPOIEeC
3aXUCTy KOHQIIECHIINHOCTI 1H(OpMaIlii, 0 HAMAETHCA CHUCTEMOIO [1arHOCTUYHOTO
LHEHTPY, MU 3a00pOHM J0oCTyly 10 1H(opMamli ocobam, SKUM L 1HQOpMalis He
HAJICKUTh, a TAKOXX MMPOTOKOJI PO3MEKYBaHHS IOCTYITy KOPHUCTYBaYiB.

[Ipeamet: Monynb po3mexyBanHs aoctyny st ACY AlarHOCTUYHOTO IEHTPY 3
BUKOPUCTAHHSAM CUMETPUYHOTO METOIy aBTEHTHU(DIKAIII].

Meron BuUKOHAaHHS pPOOOTH TMOJSATaE B aHali3l 1 CHHTE31 3 BUKOPHUCTAHHIM
KOMIT FOTEPHOT TEXHIKW. 3aco0M JUIsl JTOCATHEHHS Il € KOMITIOTepHI CHUCTeMH, 0asu
JIAHUX, aIropuTMH udpyBanHs/ nemmbpyBaHHS.

HaykoBa HOBM3HA OTPUMAaHUX Pe3yJIbTATIB:

Po3pobiniene piteHHsT JO3BOJIUTH BTUIMTH B COO1 HaMKpallll YacTHHH TOMEpPEeIHIX
pllIEHb, a caMe:

1. HaBeneHo aHaii3 HasiBHUX MEIMYHUX CHCTEM 3 MOPIBHAHHIM Ta BUOOPOM iX
HaWKpalmx XapakTepUCTHK;

2. KOHTpOIb 1ITICHOCTI TAaHUX;

3. 3abe3neueHHs GyHKIIA MONEpeIKEeHHS;

4. [IpoananizoBaHO OCHOBHI METOJIM HECAHKIIIOHOBAHOTO JOCTYIY /10 JaHUX 3
METOI0 3aBOJIOJIIHHA 1H(OpMalli€l0, SiKa MPU3HAYEHA TIJIbKUA NEBHOMY BU3HAYEHOMY KOITY
KOPHUCTYBauiB,

5. Omnucano cnocoOu po3MeKyBaHHSI TaHUX I €PEKTUBHOI PpOOOTH MEIUUYHOTO
3aKJaay, a TAKOXK CIIOCOOM 3aXHCTY CIpoO 3aBOJIONIHHS 1H(HOPMAITI€TO;

6. KoHTponb 10CTyIy MO KaTeropisx Ta JIaHKaX, a TaKOoX JJII KOHKPETHUX
KOPHUCTYBauiB,



7.  IlpoanamizoBaHO TIepeBaru Ta HEAOJIKH CHUMETPUYHUX Ta HECUMETPUIHHX
METO/IB KU (PpyBaHHS AaHUX, a TAKOXK OMUCaHO poOoTy anroputmy AES i3 3a3HaueHHsIM
JOIIJILHOCTI HOTO BUOODY;

8.  MOXJIHMBICTh JOJATH KOPHUCTYyBava Y BHKJIIOUCHHS 3 TPYIH s 3a0e3meueHHs
BCEOIYHOCTI MPOTPAMHOI CUCTEMHU;
9. CTBOpEHO CHUCTEMY 3 MOXKIIMBICTIO JIETKOTO BITPOBAKCHHS JJIsI OYyIb-SIKOTO

J1arHOCTUYHOTO IEHTPY Ta MOXKJIMBICTIO MOJCPHIi3aIIii.

IIpakTUYHe 3HAYEHHSI OTPUMAHUX Pe3yJIbTATIiB.

CTBOpEHO TEXHOJOTIYHMNA MpOIleC, KU MOXe OyTH peanizoBaHUil y OyIb-IKOMY
JarHOCTUYHOMY IICHTPI B yMOBaX peaJbHOTO BHKOpHCTaHHA. [IpoaHamizoBaHO MeETOIH
pPO3MEXYBaHHS 1 JOCTYIY 0 TaHUX JJIS PEATHHOTO M1arHOCTUYHOTO IIEHTPY.

Anpo0auis.

OxpeMi pe3yabTaTd poOOTH MOMOBiAaIMCh Ha MiXHApOIHIA HAYKOBO-TIPAKTHUYHIN
koHpepenili «CydacHl HaykoBi iHHOBalii», KwuiB, MiXHapoJaHUI IIEHTP HAYKOBUX
JTOCITiKeHb, 15-16 motoro 2017 p.

Crpykrypa po6oru. PoOoTa cKiagaeTscsi 3 PpO3PaxXyHKOBO-TIOSICHIOBAIHHOT
3anuCcKUA Ta TpadiuHoi yacTUHU. PO3paxyHKOBO-TOSICHIOBAJIbHA 3alKMCKa CKJIANAE€THCA 3
BCTYyNy, 5 YacTWH, BHUCHOBKIB, TMEpENIKy IMOCWIaHb Ta JoAarkiB. OOcsr poboTu:
po3paxyHKoBO-TIosicHIOBasIbHA 3anucka — 100 apk. popmaty A4.



OCHOBHUM 3MICT POBOTH

¥ BeTymi npoaHali3oBaHO Cy4acHUM CTaH pOOOTH J1IarHOCTUYHUX LEHTPIB, @ TAKOXK
OTJISAJT CY9acCHHUX CIIOCOOIB JOCTYITy Ta 30€piraHHs TaHUX.

B nepmomy po3aisi «AHaJi3 npeaMeTHOI 00J1aCTi TAa BUKOPUCTAHI TEXHOJIOTII»
poOOTH MPOBEIEHO OTJIS] MHpeAMETHOI 00JacTi, OOIPYHTOBAHO AaKTyaJdbHICTh POOOTH,
HaBEJCHO IMOCTAHOBKY 3ajadi Ha po3poOKy, IMpoaHajai30BaHO BHOIp 0a3W JaHUX, MOBHU
nporpaMyBaHHs, OOTPYHTOBaHO BHOIp Ta MPOEKTYBaHHS 3acO01B AJSi CTBOPEHHS MOIYJIS
pPO3MEKYBaHHSI JOCTYNy MJIarHOCTHYHOTO IIEHTPY, OIMUCAaHO BHYTPIIIHIO TMOOYAOBY
CHUCTEMH, a TaKOX HaBEJEHO MPUHIUIHN PO3POOKH MOIYJS BXOHy, a came Mu(pyBaHHS,
JOCTYN 10 JaHUX B peaJbHOMY dYaci abo dYepe3 BUKOPUCTAHHS EJIEKTPOHHOI aJpecH,
CTBOpEHHS abo uepes JIaHKH, iX iHTep(eic Ta TeCTyBaHHS.

B npyromy po3zaiii «CneniajibHa 4acTHMHA) aHANI30BaHO BUIM PO3MEKYBaHHS
JOCTYIy Ta AaKTyaJIbHMX CHOCOOIB Ta METOMIB HECAHKI[IOHOBAHOTO  JIOCTYITY.
[TpoananizoBaHo nepeBaru BUKOPUCTAHHS CUMETPUYHOTO aIrOpUTMY MK(PYBAHHS TaHUX
AES128 ta oxapakTepu30BaHO MPHUHIIUIHN HOTo poOOTH JJI 3aXUCTY JaHUX MPaIliBHUKIB
Ta KOPUCTYBauiB J1arHOCTUYHOT'O LIEHTPY B1Jl HECAHKI[IOHOBAHOI'O AOCTYIIY.

B yacTuHi «OOIpyHTYBaHHSI €KOHOMIYHOI e(DEKTMBHOCTI» PO3IVIAHYTO TEXHIKO-
€KOHOMIYHY €(EKTUBHICTb MPOEKTHUX pIIIEHb MO0 OO0’ €KTHO-OPIEHTOBAHOIO 1
IPOLEAYPHOIO MHUTAHHSA OpraHi3alli BUPOOHHUITBA, a TAKOXK iX ekoHoMmito. IIpoBeaeHo
PO3paxyHOK YCIX BHUTpaT Ta NPUOYTKIB, MPOAHAII30BAHO JOLUIBHICTE €(EKTUBHOCTI
BKJIQJICHUX 1HBECTHIIIH.

B yacTtuni «OxopoHa npaui Ta 0e3nexa B HAA3BUYAHMHHUX CUTYyallisIX» ONMCAaHO
OCHOBHI (pakTOpH O€3MEKH Ta OXOPOHH Mpalli orepaTopa MOAYJS PO3MEKYBaHHS JOCTYIY,
TaKO HABEJCHO OIHUC Ta NUIAXU 1H(OPMAIITHUX CUCTEM BiJ YIIKOJKEHb, 1110 BUKINKaHI
niero EMI sinepHux.

B uyactuni «EkoJiorisn» HaBeleHO BUMOTH JI0 MIKPOKJIIMAaTy, BMICTY aepOIOHIB 1
HIKIJJTMBUX XIMIYHUX PEUOBUH Y TOBITP1 MpUMIIIEHb eKcItyarairii MoHiTopiB 1 [IEOM, a
TaKOX IUISIXW BUPIIICHHS ITUX MPOOIIeM.

Y 3arajJbHUX BHCHOBKaX IIOAO0 MAaricTepcbKoi Ppo0OTH KOPOTKO OIMCAaHO
GyHKIIOHATBHI MOJIMBOCTI TPOAYKTY Ta BIAMOBIAHICTH HOTO 10 TMOCTaBIEHOTO
3aBAaHHs. Tako)X OMHUCAHO TPUMHSATI B MPOEKTI TEXHIYHI pIllIeHHA, SKiI 3a0e3MeuyoTh
MOXJIMBICTh PO3POOKH JIAHOI CHCTEMH, a TaKOXK OMHUCAHO JOIUIBHICTh CTBOPCHHS HOBUX,
HAJIAHUX aNrOpUTMIB JOCTYIy Ta 3aXMCTy JAHUX BIiJ] HECAHKIIOHOBAHOTO JIOCTYITY.
HageneHo criocoOu BUKOPUCTaHHS Ta MOJIEpHi3allii po3po0JIeHOT CUCTEMHU.

B rpadiuHiii yacTMHI HaBeIEHO MaTepiaJl Mpe3eHTalli 3 MOSACHEHHIM
pO3pO0OIIIOBAaHOI MPOrpPaMHOI  CHUCTEMH Ta CHOCOOIB PO3MEXKYBAaHHS JIOCTYIy JIO
iHTepdeiichux ¢opm Ta manux ana kKopuctyBadiB ACY [1arHOCTHYHOTO IIEHTpPY.
[IpencraBieHo pe3ysbTaTu peanizallii Ta BAKOPUCTAHHS MOTYJIS.



BUCHOBKHA

[IpuiiHsaTi B JUIJIOMHIA POOOTI TEXHIYHI Ta HAYKOB1 PIIIEHHS Jadd 3MOTY
CIIPOEKTYBATH 1 PO3POOUTH MOJYJIb PO3MEKYBAaHHS JIOCTYNy 10 JaHUX 13 3PYYHUM
iHTepdeiicom, TOCUTh IIBUIAKOK OOpPOOKOIO 3alMTIB, MOKJIHMBICTIO 30epiraHHs
BEIMYE3HOTO 00’€My JaHUX, MOXJIMBICTIO PO3MOAUICHHS JOCTYNy [UJIsi PI3HHUX
KopucTyBauiB. Po3pobiieHo mnpoTokonl pobotu kopuctyBadiB ACY 1arHOCTHYHOTO
HEHTPY 3 MOKPAIIEHUM aIrOpUTMOM UG PYBaHHS 1 AeIUPpyBaHHS JaHUX.

3 0TIOMOTO10 HAasIBHUX, @ TAKOXK BUKOPHUCTAHHS HOBHX CHOCO0OIB 3aXMCTY JOCTYITY
JUIS  TIarHOCTUYHOTO IIEHTPY, OYJ0 CIPOEKTOBaHO OaraTo(yHKIIOHAIBHY CHCTEMY
PO3MOAUICHHS JOCTYITY.

Po3po6iiena cucrema Takox JIoroMarae mpUIIBUAMIATY MOMIYK iHGopMarlii mo 0asi
JIaHuX, 1l J0JaBaHHs, pPElaryBaHHs Ta BUJAJICHHA, IO € BEJIUKUM IUIIOCOM Y pPOOOTI
aJIMiHICTPATOPIB Ta JIIKapiB AIarHOCTUYHOTO LIEHTPY.

3aBASKA  PO3PAXyHKM  EKOHOMIYHOiI  €(eKTHUBHOCTI  OyJlo  MHIATBEPIKEHO
MPaBUJIBHICTh MPUNUHATUX MPOSKTHUX PIIIECHB 100 PO3POOKH 32 00’ €KTHO-OPIEHTOBAHUM
MIJXOJI0OM, HAaBEICHO pO3paxyHKH, fAKI TOKa3yloTb 3MEHIIECHHS CO00IBapTOCTI Ta
30UIbIIIEHHS TPUOYTKY BiJl PO3POOKU JAHOTO MPOIYKTY.

CIIMCOK OITIYBJIKOBAHUX ABTOPOM ITPAILlb 3A TEMOIO POBOTH

1. MakcumiB T.b. «Moayns po3aMexyBaHHA A0CTyny 10 iHTepdedcHux ¢opMm Ta
JAHUX, MPOTOKOA poOoTH KopuctyBayiB mig ACY [1arHOCTHYHOTrO WEHTpy». Te3m
JonoBial Ha MiKHApOOHIA HayKOBO-IIPakTU4HIM KoH(pepeHlii «CydacHi HayKOBI1
1HHOBaIl», KuiB, Mi>kHapoaHU EHTP HAYKOBUX AOCTixKEeHb, 2017 p.



AHOTAIIA

JumomHa po6ota «Moaynb po3MexyBaHHS AOCTyNy A0 iHTepdelcHux dhopm Ta
JaHUX, TPOTOKOJI poOOTH KopucTyBadiB it ACY A1arHOCTUYHOTO LEHTPpY» MakcumiBa
Tapaca bopucosuua, TepHOMIBCHKUI HallIOHAJIBHUIN TEXHIYHUN YHIBEpCUTET iMeH1 [BaHa
[lynros, ¢akyabTeT KOMM'IOTEpHO-1HPOpMAIIMHUX CHUCTEM 1 MPOrpaMHOI 1HXEHepi,
kadenapa mporpamuoi imxenepii, rpyna ClIm—61, Tepnomninb, 2017
C.100, puc. — 26 , Tabu. — 10, nonar. — 3, 616i0Tp. — 17.

OcHOBHa MeTa MPOEKTy — po3poOuTH iH(OpMaIiifHy CHCTEeMy aBTOMAaTH30BaHOI
HIATPUMKHA POOOTH IarHOCTUYHOTO LIEHTPY 13 PO3MEKYBAHHAM JOCTYMy 10 AaHux. [laHa
poboTa BKJIIOYa€E pO3pOOKYy IMPOrpamMHOro 3a0e3leyYeHHsT Ha OCHOBI BUKOPHCTaHHS 0a3
TaHUX.

VY 3B’A3Ky 3 THM, IO BUTIK 1H(pOpMallii MOXke BiIOYBATUCS BHACTIIOK BI3yaJIbHOTO
3HATTA 1HGOpMAIlli 3 MOHITOPIB KOMIT IOTEPIB, (DI3SUUHOTO BTPYUYaHHS 3JIOBMHCHUKIB B
poboty mnpaniBaukiB ACY, siki MaloTh mpaBa Ha 0OpOOKY KOH(IAEHIIHHOT 1HpOopMaIlii,
TOMY B@XJIHMBO B MOJITUIl 1H(QOpMaIlIiHOI Oe3neku oOMEXyBaTH CIocoOu OOpOOKH
iHpopmanii. Came TOMYy aKTyalbHOIO € pPO3poOKa METOAY KOMIUIEKCHOTO 3aXHUCTy
KoH(ineHmiiHoCTI 1HGOpMaIii UIsi KOPUCTYBadiB JIarHOCTUYHOTO LIEHTPY, SIKUNA Ou
JI03BOJISIB 0OMEXKYBAaTH JJOCTYI aBTOPU30BAaHUX KOPUCTYBAUiB JI0 TaHUX.

Jlist po3poOKM 1OTO MpOrpaMHOro mpoaykty st podotu 3 CYBJl MySql 6ymno
BUKOPHUCTaHO MOBY CH#.

3 J0MOMOTO0 MOAYJS JOCTYIy MOYKHA PEryJifoBaTH IpaBa A0 (YyHKLIIOHATBHUX
MO>KJIMBOCTE CHCTEMHM Ta Meperysiay 1HpopMalii sl KOHKPETHOTO KOpUCTyBaya Ta
Tpynu KOpPUCTyBaudiB. MOXXKHAa HajgaTH JOCTYN TNEperyisily A0 TEeBHOI MOJeNli Y
KOMIIOHEHTH J1arHOCTUYHOTO LIEHTPY.

Monynbs po3MexyBaHHS JOCTYIy 10 1HTep(dercHUX (GOopM Ta JAHUX — JI03BOJUTH
peopraHizyBaT CHCTEMY JI1arHOCTUYHOIO IIEHTPY, a caMe JOMOMOKE JIKapsM Ta
aJIMIHICTpaTOpaM MEePEeUTH BiJl pyYHOTO BBEACHHS 1H(GOpMAIIil 10 aBTOMAaTU30BaHOTO, 1110
JI03BOJIMTH 3€KOHOMUTH 4Yac Ta pecypcH. Ta i B 3arajibHOMY 1I€ MiJBUIIUTH 3PYyYHICTh Ta
e(eKTUBHICTh POOOTH MEIMYHOTO 3aKJIay.

Kmiowosi cioBa: JUATHOCTUYHUI LEHTP, JIOCTYII JO JAHUX,
AJITOPUTM, IIN®PYBAHHS/AEIIN®PYBAHHS, POSMEXYBAHHS JAHUX,
TTIPOTOKOJI POBOTHU, WINFORMS, C#, MYSQL, AJIMIHICTPATOP.



ABSTRACT

Course project «Module of access to the interface forms and data, user protocol for
ACS of diagnostic center» Maksymiv Taras Borysovich, Ternopil Ivan Pul'uj National
Technical University, Department of Computer Information Systems and Software
Engineering, Software Engineering Department, group SPm-61, Ternopil, 2017
C. - 100, Fig. — 26, Table. - 10, Add. - 3, Ref. - 17.

The main objective of the project - to develop an automated information system to
support the work of the Diagnostic Center with differentiation data access. This work
includes the development of software based on the use of databases.

Due to the fact that the leak can occur as a result of visual interception of computer
monitors, physical malicious interference in the work of employees of ACS who have the
right to process sensitive information, so it is important to limit information security policy
and ways of processing information. It is therefore urgent to develop a method for
comprehensive protection of confidentiality friendly diagnostic center that would allow
authorized users to restrict access to data.

To develop this software to work with MySql database used language C #.

With the module access rights can be adjusted to the functionality of the system and
view information for a specific user and user group. You can have access to view specific
models or components of the diagnostic center.

Module of access to the interface forms and data - will reorganize the system
diagnostic center, and it will help physicians and administrators to move from manual to
automated input information that will save time and resources. And in general, it will
increase the ease and efficiency of the medical establishment.

Keywords: DIAGNOSTIC CENTER, ACCESS TO DATA, ALGORITHM,
ENCRYPTION/DECRYPTION, DIFFERENTIATION DATA, PROTOCOL,
WINFORMS, C#, MYSQL, ADMINISTRATOR.



