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AHoTaNis
YKPaiHCBKOIO:

Kgamidikamiitna pobora npucsyeHa nociipkeHHo BBy UDP flood arak mHa DNS Tta po3poOiti
METONIB 3axHcTy. JlaHWil TUN aTak MOKe NMPHU3BECTH IO HEIOCTYMHOCTI BaXIIMBUX MEPEKEBHX CIYXKO Ta
(dinaHcoBuX 30UTKIB. 3a0e3mneueHHs cTabimpHOCTI Ta O6e3meku DNS cepBepiB € KPUTHYHOIO 11 HOPMAIBHOTO
(bYHKILIOHYBaHHS MEPEXi.

Po3poGiieHo aBTOMarW30BaHy CHCTEMY JUIsl BHUSBICHHS 1 OJOKyBaHHS arakyrouux I[P-aapec 3a
nonoMoroto onepamniiftnoi cucremu OpenBSD, cucremu ¢inprpanii nakerie PF ta ckpunty Ha MOBI
nporpamyBaHHs Python. Takok HalamToBaHO aBTOMAaTUYHE TIOBIJOMJICHHS aIMIHICTpaTopy Mpo iHIUICHT.

PoGota crpsimoBaHa Ha po3B’s3aHHS MPAKTUYHOI MPOOJIEMH 3aXHUCTY MEPEkKeBOi iH(PPaCTPyKTypH Bif
MMOTEHLIMHO HeOE3IIeUHNX aTaK.

OTtpumani pe3yiabTaTd MalOTh BEIMKE 3HAUEHHS JUIsl aIMIiHICTPaToOpiB MEpexeBoi iH(pacTpyKTypH,
OCKIIBbKM po3po0iieHa cucTeMa Joromarae MmiJBUIIUTH Oesneky Ta cTiiikicte DNS cepBepi, 3amobirarouu
arakaMm Ta aBTOMaTHYHO ITOBIJOMJISIOUH aJMIHICTpaTopa Mmpo Mmojii Ha cepBepi.

AHIIHCHKOO:

The qualifying work is devoted to the study of the impact of UDP flood attacks on DNS and the
development of protection methods. This type of attack can result in the unavailability of critical network
services and financial loss. Ensuring the stability and security of DNS servers is critical to the smooth
functioning of the network.

An automated system has been developed to detect and block attacking IP addresses using the OpenBSD
operating system, the PF packet filtering system and a script in the Python programming language. An
automatic notification to the administrator about the incident is also configured.

The work is aimed at solving the practical problem of protecting network infrastructure from potentially
dangerous attacks.

The results obtained are of great importance for network infrastructure administrators, since the
developed system helps improve the security and stability of DNS servers by preventing attacks and
automatically notifying the administrator about events on the server.
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