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AHoTaNis
YKPaiHCBKOIO:

Kpamidikariiina podoTa mprcBsYcHa IOCTIIKeHHI0O MeTomiB 3axucty IMAP cepsepa Bim brute-force
arak. bymo mpoBenieHO aHaii3 MOBUIBHUX Ta MIBHAKUX brute-force arak ta MeToaiB iX BusiBieHHsS. Po3pobieno
Ta 3aCTOCOBAHO IMOJIITHKY IMapOJIiB JIs 30UIBIICHHS O€3MeKH OOIIKOBHX 3alMCiB KOpUCTyBadiB. Po3pobieHo ta
peai3oBaHO METOJUKY 3aXUCTy BiJ mBHIKHX brute-force arak 3a momomororw PF B omepariiiHiii cucteMi
FreeBSD.

Takox y pe3ynbTari JOCHiIKEeHHs Oyl0 po3poOsieHO MPOrpaMHUN MOAYIb JJIsl aHalizy Jor-(haiiiB
IMAP cepBepa Dovecot 3 MeToro BUSBJICHHS Ta OJOKyBaHHs MOBUIBHHUX brute-force arak 3a momomororo PF.
Byno po3pobieHo Ta HamamTOBAaHO CHUCTEMY aBTOMATHMYHOTO CIOBIIICHHS aMIiHICTpaTopa Mpo IHIUICHTH
Oe3neku yepes KopropaTuBHU Jabber.

OTtpumani pe3yabTaTH MiATBEPIUIIN, IO PO3POOJICHHUH 3aXUCT MPALIOE€ KOPEKTHO Ta YCHIIIHO OJIOKye
cpobu arak B peanpHOMY Yaci. Peamnizaiiist 3aXo/1iB 3aXHCTy Ta aBTOMaTUYHOTO iH(QOPMYBaHHS afMiHICTpaTopa
JI03BOJISIE OTIEPATUBHO pearyBaTH Ha MOTCHIIIHHI 3arPO3H.

AHIIHCHKOO:

The qualification work is devoted to the study of methods for protecting an IMAP server from brute-
force attacks. An analysis of slow and fast brute-force attacks and methods for their detection was carried out.
Developed and implemented a password policy to increase the security of user accounts. A method of
protecting against fast brute-force attacks using PF in the FreeBSD operating system has been developed and
implemented.

Also, as a result of the research, a software module was developed for analyzing Dovecot server IMAP
log files in order to detect and block slow attacks using PF. A system for automatically notifying the
administrator about security incidents via corporate Jabber was developed and configured.

The results obtained confirmed that the developed protection works correctly and successfully blocks
attack attempts in real time. The implementation of protection measures and automatic notification of the
administrator allows you to quickly respond to potential threats.

biGmiorpadiunuii onuc:

bekep 1.B. Po3po0ka, iHTerpamis Ta ouiHKa e(eKTUBHOCTI 3aXMCTy BiJl HOBUIBHMX Ta LIBUAKHUX brute-
force arak Ha IMAP cepsep: kBamidikauiiiHa podoTa maricTpa 3a cnerianbHicTio 125 — KibGepOesneka / bekep
IBan MuxomnaiioBuy . — Tepronins : THTY, 2023. — C. 66



