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AHoTaNis
YKPaiHCBKOIO:

AKTyaJbHICTh 3aXUCTY IOIITOBHX CEPBEPIB 3pOCTAE 3 KOKHUM JIHEM, OCKUIBKH BOHH CTAaHOTh 00'€KTOM
cipsiMoBaHuX atak, 30kpema SYN Flood, m1o 3arpoxyroTh iX JOCTYIMHOCTI.

Marictepcbka poboTa crpsiMOBaHa Ha CTBOPEHHS Ta MEPEBIPKY €(HEKTUBHOCTI IHCTPYMEHTY MiHIMIi3allii
BBy SYN Flood arak Ha momToBi cepBepu. J{OoCHiKeHHS BKJIIOYAE aHAII3 ICHYIOUMX METOMIB 3aXHCTY,
pO3po0Ky Ta BIIPOBAPKEHHS HOBOI CHCTEMH 3aXHCTy Ha 0a3i omepariitHoi cuctemu FreeBSD Ta Opannmayepa
PF, a Takox Bamigaiiro CTBOPEHOTO PillICHHSI.

KommtekcHuit 3aci6 3axucty aBromarnuHo pearye Ha SYN Flood araku y pexumi peasbHOTO yacy.
[Ticns ycminmmHOTrO OJIOKYBaHHS 3[IHCHIOETHCS TOBIAOMIICHHS B MeceHKep Signal mpo Te, 1mo BHSBICHA 3a
3abnokoBana araka SYN flood.

Pesynpraru xBamidikaniinoi pod0TH MOXKYTh OyTH BUKOPHUCTAHI JJIS TOJIMIIEHHS CTIHKOCTI MOIITOBUX
CepBEPIB 110 O TMOAIOHMX aTak.

AHIJIIHACHKOIO:

The importance of protecting mail servers is increasing every day, as they become the object of targeted
attacks, including SYN Flood, which threaten their availability.

The Master's work is aimed at creating and testing the effectiveness of a tool for minimizing the impact
of SYN Flood attacks on mail servers. The research includes analysis of existing protection methods,
development and implementation of a new protection system based on the FreeBSD operating system and the
PF firewall, as well as validation of the created solution.

Comprehensive protection automatically reacts to SYN Flood attacks in real time. After successful
blocking, a message is sent to the Signal messenger that a blocked SYN flood attack has been detected.

The results of the qualification work can be used to improve the stability of mail servers against similar
attacks.
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