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AHoTanisa
YKPalHCBKOIO:,

KBamidikamiitna podora mpucBsYeHa aHaji3y PU3UKIB IpPU BUKOPUCTAHHI HU(POBUX ABIMHUKIB, SIKi €
BOXJIMBUMH KOMIIOHEHTaMU PO3YMHOTO BUPOOHHIITBA.

Y mepmoMy po3auti 3poOJICHO aHalli3 OCOOIMBOCTEH POOOTH MPHUCTPOIB MPOMHUCIOBOTO IHTEPHETY
peueil. Po3misiHyTo THIIM TM(POBUX ABIMHUKIB Ta X 3aCTOCYBaHHS B po3yMHOMY BupooHuuTBi (Inmycrpii 5.0).

B apyromy posnini po3misgaroTbes mpoOiieMu Oe3neku U(poBUX IBIMHWKIB BUPOOHMUYMX JIHIA Ta
araKky Ha HUX.

Y TperboMy pO3AiJi MPOBEACHO JOCHIHKEHHS BPa3IMBOCTEH IIAT(GOpPM MPOMHUCIOBOTO IHTEPHETY
pedeit Ta po3po0sIeHO PEKOMEHAIIIT IIOJI0 MTPOTUAIT BPAa3IUBOCTSIM.

YeTBepTHil pO3IiT MPUCBAYCHO MPOOIEMaM OXOPOHHU Tpalli Ta OE3MEKH B HAJI3BUYAHHUX CUTYAIlisX.

aHIJIINCBKOIO:

Qualification work devoted to the analysis of risks in the use of digital twins, which are essential
components of smart manufacturing.

In the first chapter, an analysis of the features of the industrial Internet of Things devices is made. The
types of digital twins and their application in smart manufacturing (Industry 5.0) are considered.

The second chapter deals with security issues of digital twins of production lines and attacks on them.

In the third chapter, a study of the vulnerabilities of the Industrial Internet of Things platform was
conducted and recommendations were developed to counter vulnerabilities.

The fourth chapter is devoted to the problems of labor protection and safety in emergency situations.
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