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AHoTanisn
YKpaiHCBKOIO:

3MiCHEHO KPUTUYHUIN OIJISAZ MEPEKEBUX 3arpo3, ONMMCaHI Pi3HI MepexkeBi araku. BukoHaHo aHami3
Cy4aCHUX CHCTEM BUSBJICHHS BTOPTHEHbB, TPUBEICHO iX KiIacu(ikaIrito 3a MiciieM 300py iHbopmarii, MBUIKICTIO
pearyBaHHs Ta MeXaHi3MOM BUSIBJICHHs. HaBeZieHO TUIIOBY apXiTEKTypy CHCTEMH BUSBICHHS BTOPrHEHb. Takox
OTHMCAHO IITYYHI IMyHHI CHCTEMH, OCOOJIMBOCTI BUKOPUCTAHHS aITOPUTMIB KIIOHAIBHOT CEJICKITii 1 HEraTUBHOTO
BiZIOODY.

[IporoHy€eThCST A1 IETEKTyBaHHS aHOMAJIbHUX 3aIUTIB 3aCTOCYBAaTH (pOopMajbHI IMYHHI CHUCTEMH Ta
IMyHHI cHCTeMM pO3Mi3HaBaHHA. JlBa Il MIIXOAM IHTETPYIOTHCS B CKJIAJOBY aHaNi3y CHCTEMH BHSBICHHS
BTOpPTHEHb. [IpM BUKOpHCTAaHHI IMYHOKOMIT IOTHHTY C(POPMOBAHO QJITOPHUTM MOOYMO0BU (HOpMaTbHOI IMYHHOI
cucreMu. B ocHOBI po3po0iieHOi CHCTEMHU BHSBICHHS BTOPTHEHb JIGKUTHh KIIEHT-CEPBEPHA apXiTEKTypa.
HaBuanHs cucteMu BUSIBJICHHS BTOPTHEHB Ta reHeparlist TpadiKy MpOXOIniId 13 BUKOPUCTAHHIM HaOOpy MaHHUX
CICIDS 2017.

[IpoanarnizoBaHo e¢heKTHUBHICTh (YHKIIOHYBAaHHS TPOMOHOBAHOI CHCTEMH BHSBJICHHS BTOPTHECHD.
OTtpumani pe3ynbTaTH eKCIIEPUMEHTIB CBiJ4aTh, 10 IITYYHA IMyHHA CUCTEMa MOKE YCHIIIHO OyTH 3aCTOCOBaHA
JUIS BUSIBIIGHHS PI3HUX MEPEKEBUX BTOPTHEHbD.

aHIJIIICBKOIO:

A critical review of network threats is carried out, various network attacks are described. The analysis of
modern intrusion detection systems was performed, and their classification based on the location of information
collection, response speed, and detection mechanism was provided. A typical architecture of an intrusion
detection system is given. Artificial immune systems, features of using clonal selection algorithms and negative
selection are also described.

It is proposed to use formal immune systems and immune recognition systems to detect abnormal requests.
These two approaches are integrated into the analysis component of the intrusion detection system. When using
immunocomputing, an algorithm for building a formal immune system was formed. The basis of the developed
intrusion detection system is the client-server architecture. The intrusion detection system was trained and traffic
generated using the CICIDS 2017 dataset.

The effectiveness of the proposed intrusion detection system was analyzed. The experimental results show
that the artificial immune system can be successfully applied to detect various network intrusions.
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