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YKPaiHCBKOIO:
Kgamigikariitna po6oTta npucs’ssideHa po3po01i MeTo[iB BUOOPY MPOLEnyp, sIKi MOXKHA BUKOPUCTATH IS
BUSIBJICHHSI BIJIMIHHOCTEH PU3HKIB O€3MEKH y BHYTPINIHINA IHPPACTPYKTYpi Ta XMapHi iHPpacTpyKTypi.
B po6oTi onucaHo 3 MeToAu i MOBU MOJIeTFOBaHHSI, BUKOPUCTAHUX Y 0C/TiKeHHI, TPe/[CTaB/ISOuN
0OIpyHTyBaHHS1 00paHOTro MeToAy. PO3I/ISIHYTO THIH TIAaTiXKHUX 1LITFO3iB i orisiy iHppacTpyKTyp,
BUKOPUCTaHUX Yy AOC/iKeHHi. KpiM Toro, TyT npe/cTaB/ieHO KOPIIOPaTUBHY apXiTeKTypy BHYTPILIHBOI Ta
XMapHOI iHPPaCTPYKTypH AJisi BU3HAUEHHsI KOHTEKCTY Ta 3B’ 13Ky 0i3HeC-aKTHBIB i JOMTOMI>KHUX aKTUBIB 3a
JIOTIOMOI'O0 MOZIe/TIFOBaHHsI KOPIIOPaTUBHOI apXiTeKTypy. OnucaHo MpoLec BUsB/IeHHS aKTUBIB i [IpefCcTaB/IeHo
1[isi 6e3meku 6izHec-akTUBIB. Y poOoTi yBary 0ysio 30cepe/pkeHO Ha TOIIYKY 3arpo3 /151 aKkTUBIB
iHdopmaLiliHOi cMcTeMHU y BHYTPIillIHIiM iHppacTpyKTypi Ta XMapHiil iHppacTpyKTypi 3a 0TIOMOror0 METOAY
MojienmtoBaHHs 3arpo3 STRIDE. KpiMm Toro, 6yzie 06roBopeHo, sik pu3uky 0yayTh AudepeHIfitoBaTHCh HA OCHOBI
Mirpatii iHpacTpykTypHu.

aHIVIIMCHKOIO:
The qualification work is devoted to the development of procedures selection methods that can be used to
identify the differences in security risks in on-premise infrastructure and cloud infrastructure.

The paper describes the methods and modeling language used in the research, presenting the
justification of the chosen method. The types of payment gateways and an overview of the infrastructures used
in the study are considered. In addition, it presents the enterprise architecture of on-premises and cloud
infrastructure to define the context and relationship of business assets and supporting assets using enterprise
architecture modeling. The asset discovery process is described and the security objectives of business assets
are presented. The work focused on finding threats to information system assets in internal infrastructure and
cloud infrastructure using the STRIDE threat modeling method. In addition, it will be discussed how risks will
be differentiated based on infrastructure migration.
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