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AHoTanis
YKPaiHCBKOIO:

KBajidikamiiiHa poboTa MpHUCBAYEHA aHaNi3y PHU3UKIB TPU BUKOPUCTaHHI iHTEp(dEHCIB JIIOJUHO-
MaIlTMHHOI B3a€MOJIii, SIKI BHUKOPHUCTOBYIOTHCS a0O0 TMOTEHIIMHO MOXXYTh BHKOPHUCTOBYBATHCS I TMOTPeO
iHayctpii 5.0.

y TIepIIOMY PO3/iJIi 3po0IeHO aHaIi3 0COOIUBOCTEH poOOTH 1HTEP(EHCIB JIFOMUHO-MAIIMHHOT B3a€EMOIT
B iHAycTpii 5.0. pO3MIAHYTO THUNK JIOAUHO-MAIIMHHUX 1HTEpdeNciB Ta 11X 3acCTOCYBaHHS a TaKOX
(yHKIIOHYBaHHS 3aC001B BIpTyaJIbHOI Ta TOMTOBHEHOT pEaIbHOCTI.

B JPYroMy pO3AUII PO3IISANAIOTECS MpobiieMu Oesneku iHTep(eiciB JIOANHO-MAIIMHHOI B3a€MOII,
0COOJIMBOCTI PO3TOPTAHHS VI- Ta ar-iHTepeiCciB Ta aTaky HA HUX.

y TPETbOMY PO3JILIi MPOBEACHO JOCTIKEHHS BPa3IMBOCTEH 1HTEp(ENCiB IIOIUHO-MAITMHHOT B3a€MOI{
utst iHAycTpii 5.0 Ta po3po0IeHO peKOMEH Al 010 MPOTHIIT BPa3IUBOCTSIM.

YEeTBEPTUH PO31J MPUCBIYCHO MpolIeMaM OXOPOHH Ipalli IpU BUKOPUCTAHHI VI- Ta ar-iHTepdeiicis
JIOAMHO-MAITMHHOT B3aEMOZIT Ta X Oe3reKka B HaJ3BUYAHUX CUTYaIlisX.

aHIJTiIKCHKOIO:

The qualification work analyses risks related to use of interfaces of human-machine interaction, which
are used or can potentially be used in the Industry 5.0.

The first section analyzes the features of the functioning of human-machine interaction interfaces in
Industry 5.0. The types of human-machine interfaces and their application, as well as the functioning of virtual
and augmented reality tools, are considered.

The second chapter deals with security issues of human-machine interaction interfaces, features of
deployment of VR and AR interfaces and attacks on them.

In the third chapter, a study of the vulnerabilities of human-machine interaction interfaces for Industry
5.0 was carried out and recommendations for countering vulnerabilities were developed.

In the fourth chapter, the problems of labor protection when using VR- and AR-interfaces of human-
machine interaction and their safety in emergency situations are considered.
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