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AHoTanis
YKPalHCBKOIO:

Y po0oTi mpoaHali3oBaHO cydacHUH ctaH iH(opMalliiHOT Oe3meku B OaHKIBCHKil cdepi, BUSBICHO
OCHOBHI 3arpo3H Ta BPa3JIMBOCTI CUCTEM IHTEpHET-0aHKIHTY. 3alpOTIOHOBAHO KOMILJIEKC OpraHi3allifHuX Ta
TEXHIYHUX 3aXOIB JIJIS TIIBUIEHHS 3aXHUIIEHOCTI KOMII'TOTEPHUX MEPEXK Ta iHPOopMaIifiHIX pecypciB OaHKIB.

Po3po6ieno Monens mopynrHuka 6e3neKy cucTeM iHTepHeT-0anKiHry. CIpoeKTOBaHO MOJITUKY
iHpopMariitHOT 6e3rmekn OaHKIBCHKOT YCTAHOBH 3 YPaxyBaHHSM BUSIBICHUX 3arpo3.

3anponoHOBaHO BUKOPUCTAHHS ABO(AKTOPHOI ayTeHTH(]iKaLlii KOpHCTyBadiB, KpUIITOTpadiaHOTO
3axHCTy iH(pOpMaIlii, CHCTEM BHSBIICHHS BTOPTHEHb, & TAKOXK HABYAHHS MIEPCOHAITY 3 MUTaHb iH(pOpMaIiiHOT
Oe3MeKu.

KpaniQikaniiina po60Ta Mae IpakTUYHe 3HAYEHHS. [i pe3ynsTaTi MoXkKyTh OyTH BUKOPHCTaHi I
MIJIBUIIEHHS PIBHS 3aXHIIEHOCT] CUCTEM IHTEpHET-0aHKIHTY.

AHTITINCHKOIO:

The paper analyzes the current state of information security in the banking sector, identifies the main
threats and vulnerabilities of Internet banking systems. A set of organizational and technical measures to improve
the security of computer networks and information resources of banks is proposed.

A model of a security breacher of Internet banking systems is developed. The information security policy
of a banking institution is designed taking into account the identified threats.

The use of two-factor user authentication, cryptographic protection of information, intrusion detection
systems, as well as training of personnel on information security issues is proposed.

The qualification work is of practical importance. Its results can be used to increase the level of security
of Internet banking systems.
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